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(57) Abstract: Methods, systems, and apparatus for man-
aging labeling privileges. In one aspect, a method includes
receiving label data defining a label to be associated with an
image of a first user in a photograph, the first user identified
by a first user identifier and the label data associated with a
submitting user identifier; accessing data defining labeling
privileges for the first user identifier, the labeling privileges
being for second users identified by respective second user
identifiers, and the labeling privileges defining, for each
second user, a labeling privilege for the second user to label
an 1mage of the first user in a photograph; determining
whether the submitting user identifier is included in the
second user identifiers; in response to determining that the
submitting user identifier i1s included i the second user
identifiers: determining the labeling privileges for the user
identified by the submitting user identifier, and processing
the label accordingly.
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LABEL PRIVILEGES

BACKGROUND

This specification relates to the identification and labeling of users in digital
photographs hosted by social networking service.

Electronic social networks are network-based services that provide users with an
ability to associate and communicate with each other. Users are able to identify other
users with whom they have a social relationship (e.g., “friending” other users). Once a
social relationship has been expressed, the users typically are able to sce communications,
status updates, and other notifications generated by their “friends” social networking
activities.

Social networks also provide services that enable users to upload, store, and share
digttal photos. In some cases, the social networks also provide functions for users to label
(e.g., “tag”) themselves and other users whose images appear in photos hosted by the
social network. As such, a user may view collections of photos that include
himselt/herself, or collections of photos of other users whom the user has permission to
VIEW.

Each user trusts some people to tag them in a photo, such as people they know.

Conversely, there are other people that the user does not trust to label them in a photo,

¢.g., pcople the user docs not know or people the user may have just met.

SUMMARY
This specification describes technologies relating to systems and techniques for
processing the association of user-identifying information with digital photographs hosted
by a social networking service or otherwise associated with users by mcans of other social
circles. An example of user-identifying information is the labeling or “tagging” photos

with the names of users who appear in the photos. Users are able to select other users

]
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who are automatically allowed to label the user in photos, and to select other users who are

automatically rejected from labeling the user in photos.

In general, one innovative aspect of the subject matter described in this specification
can be embodied in methods that include the actions of receiving label data defining a label
that 1s to be associated with an image of a first user in a digital photograph, the first user
1dentified by a first user 1dentifier and the label data received from a user device associated
with a submitting user identifier; accessing data defining labeling privileges associated with
the first user identifier, the labeling privileges being for second users relative to the first user,
the second users identified by respective second user 1dentifiers, and the labeling privileges
defining, for each second user, a labeling privilege for the second user to label an image of the
first user in a digital photograph; determining whether the submitting user identifier is
included in the second user identifiers; in response to determining that the submitting user
identifier 1s included in the second user identifiers: determining the labeling privileges detfined
for the user identified by the submitting user identifier, and processing the label data
according to the privileges defined for the user identified by the submitting user 1dentifier.
Other embodiments of this aspect include corresponding systems, apparatus, and computer
programs, configured to perform the actions of the methods, encoded on computer storage
devices.

Particular embodiments of the subject matter described 1n this specification can be
implemented so as to realize one or more of the following advantages. Social networking
users are provided with greater control over who is able to identify them in digital photos.

Social networking users gain greater control over their online presence and privacy. The
amount of work required of social network users tor approving and/or rejecting labels

submitted by other users 1s reduced.

According to an aspect, there is provided a method performed by data processing
apparatus, the method comprising: receiving, at the data processing apparatus, label data
defining a label that is to be associated with an 1mage of a first user in a digital photograph,
the first user identified by a first user identifier and the label data received from a user device
associated with a submitting user 1dentifier; accessing, at the data processing apparatus, data
defining labeling privileges associated with the first user identifier, the labeling privileges

being for second users relative to the first user, the second users 1dentified by respective

2
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second user identifiers, and the labeling privileges defining, for each second user, a labeling
privilege for the second user to label an 1image of the first user in a digital photograph;
determining whether the submitting user identifier 1s included in the second user 1dentifiers; in
response to determining that the submitting user 1dentifier 1s included 1n the second user
identifiers: determining the labeling privilege defined for the second user 1dentified by the
submitting user identifier, the labeling privilege including an automatic rejection privilege;
and processing the label data according to the labeling privilege defined for the second user
identified by the submitting user identifier, including: rejecting the label data from association
with the image of the first user in the digital photograph; determining that the labeling
privilege for the second user i1dentified by the submitting user identifier changed from the
automatic rejection privilege to an automatic approval privilege; and associating the
previously rejected label data received from a user device associated with the second user
with the image of the first user 1n the digital photograph.

According to another aspect, there i1s provided a non-transitory computer storage
medium encoded with a computer program, the program comprising instructions that when
executed by data processing apparatus cause the data processing apparatus to perform
operations comprising: receiving, at the data processing apparatus, label data defining a label
that 1s to be associated with an 1image of a first user in a digital photograph, the first user
identified by a first user identifier and the label data received from a user device associated
with a submitting user 1dentifier; accessing, at the data processing apparatus, data defining
labeling privileges associated with the first user identifier, the labeling privileges being tor
second users relative to the first user, the second users 1dentified by respective second user
identifiers, and the labeling privileges defining, for each second user, a labeling privilege for
the second user to label an image of the first user in a digital photograph; determining whether
the submitting user identifier is included in the second user identitiers; in response to
determining that the submitting user identifier 1s included 1n the second user identifiers:
determining the labeling privilege defined for the second user identified by the submitting
user identifier, the labeling privilege including one of an automatic approval privilege and an
automatic rejection privilege; and processing the label data according to the labeling privilege
defined for the second user identified by the submitting user identifier, including: associating
the label data with the image of the first user in the digital photograph 1f the labeling privilege

2a
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defined for the second user identified by the submitting user identifier 1s the automatic
approval privilege; and rejecting the label data from association with the image of the first
user in the digital photograph if the labeling privilege defined tor the second user i1dentitied by
the submitting user identifier 1s the automatic rejection privilege; determining that the labeling
privilege for the second user 1dentified by the submitting user identifier changed from the
automatic rejection privilege to the automatic approval privilege; and associating the
previously rejected label data received from a user device associated with the second user
with the image of the first user.

According to another aspect, there is provided a system, comprising: a data processing
apparatus; and a non-transitory computer storage medium encoded with a computer program,
the program comprising instructions that when executed by the data processing apparatus
cause the data processing apparatus to perform operations comprising: receiving, at the data
processing apparatus, label data defining a label that is to be associated with an image of a
first user in a digital photograph, the first user identified by a first user identifier and the label
data received from a user device associated with a submitting user identifier; accessing, at the

data processing apparatus, data defining labeling privileges associated with the first user

identifier, the labeling privileges being for second users relative to the first user, the second
users identified by respective second user identifiers, and the labeling privileges defining, for
each second user, a ‘labeling privilege for the second user to label an image of the first user in
a digital photograph; determining whether the submitting user identitier is included in the
second user identifiers; in response to determining that the submitting user identifier 1s

included in the second user identifiers: determining the labeling privilege defined for the

second user identified by the submitting user identifier, the labeling privilege including an
automatic rejection privilege; rejecting the label data from association with the image of the
first user in the digital photograph based on the automatic rejection privilege defined for the
second user 1dentified by the submitting user identifier; determining that the labeling privilege
for the second user 1dentified by the submitting user identifier changed from the automatic
rejection privilege to an automatic approval privilege; and associating the previously rejected
label data received from the user device associated with the second user with the image of the

first user in the digital photograph.

2b
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The details of one or more embodiments of the subject matter described 1n this
specification are set forth in the accompanying drawings and the description below. Other
features, aspects, and advantages of the subject matter will become apparent from the
description, the drawings, and the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of an example system for performing face label ownership

operations.

FIG. 2 is a conceptual model for performing example face label ownership operations.

2C
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FI1G. 3 1s a flow diagram of an cxamplc proccss for performing facc labcel
ownership operations.

FIG. 4 15 a flow diagram of an example process for associating face labels with
digital images.

F1G. 5 15 a flow diagram of an cxamplc proccess for handling pending facce label
approvals.

FIG. 6 1s a flow diagram of an example process for updating face labels.

FIG. 7 a block diagram of an example programmable processing system.

Like reference numbers and designations 1n the various drawings indicate like

elements.

DETAILED DESCRIPTION

This document describes systems and techniques for automatically and semi-
automatically approving and rejecting the “tagging” of digital photographs 1n a social
networking system (e.g., the associating, by one user, of a user 1dentifier of another user
with a digital image). A user can classify other users 1n his or her social circles 1nto
egroups. The group classitications include users whose labels are automatically accepted,
uscrs whosc labcels arc automatically r¢jected, and uscrs whosc labcels arc held for manual
review. For example, a user may wish to always allow himself to be 1dentified through
labels created by his or her spouse, parent, or other trusted persons. In another example,
the user may wish to always prevent himself from being identified though labels created
by his or her acquaintances from his or her work environment. By establishing such
privileges, the user can exercise control, or “ownership” of his or her face labels.

As used 1n this specification, social circles are based on categories of relationships
of a user to other users. In some examples, the relationship can be implicit or explicit.
For example, a user can assign their social networking contacts and better control the
distribution and visibility of social networking posts.

In some implementations, as used 1n this specification, a social circle 1s provided
as a data set defining a collection of contacts that are associated with one another 1n a
computer-implemented social networking service. As used 1n this specification, generally
a social circle can be described from the perspective of an individual that 1s the center of a
particular collection of socially interconnected people, or from the aggregate perspective
of a collection of socially imnterconnected people. In some examples, a social circle can

have narrowly detined boundaries. For example, some social circle may have members

3



10

15

30)

CA 02827652 2013-08-16

WO 2012/112784 PCT/US2012/025461

that arc familiar with onc anothcer, and pcrmission may be requircd for a membcer to join a
social circle. In some implementations, a user of the social networking service define a
social circle, and the social circle, as a data set defining a collection of contacts, may
reflect a real-life social circle of the user. These are examples of social circles as used 1n
the specification. Howcver, social circles nced not be limited to these cxamplcs.

Examples of groups identified by implicit relationships are users that are
implicitly 1dentified so as to form a group that 1s distinct from the larger group of all
users. Such implicit relationships can be based on frequent contact between the user and
other users, the co-occurrence of the user and other users 1 photographs, users that the
user photographs, and users that have photographed, to name just a few.

FIG. 1 1s a block diagram of an example system 100 for performing face label
ownership operations. In general, users can submit digital photographs to the system 100,
and users can label, or “tag” 1mages of themselves or other users, subject to privileges set
by other users. In particular, each individual user may classify other users into a group
whose labels 1dentifying the individual user are automatically accepted, a group whose
labels 1dentifying the individual user are automatically rejected, and a group whose labels
identifying the individual user are left pending review by the individual user.

In the cxamplc of the system 100, a uscr “Brad” 102 intcracts with a uscr device
104 (e.g., a personal computer, a cellular telephone, a pad computer, a tablet computer, a
personal digital assistant, a camera configured to upload photos) to upload a digital
photograph 106 to a data processing apparatus 108 through a network 110 (e.g., a
wireless or wired network, such as the Internet). The digital photograph 106 includes a
facial image of the user Brad 102, a facial image of a user Channing 114, and a facial
image of a user Spike 116.

In some implementations, the data processing apparatus 108 can be a single server
or collection of server computers pertorming the functions of a web server, a
communications service, a social networking service, a digital photo hosting service, or
other appropriate computer service that can accept the submission of digital photographs.
The data processing apparatus 108 stores the digital photograph 106 1n a digital
photograph index 118. The digital photograph index 118 1s an electronic file repository
or databasc that can bc uscd to storc digital photographs and uscr 1dentificrs for

photographs submitted by users.
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The uscr Brad 1s associated with a uscr identificr 120, labeled 1n the illustration as

“UID,”. The data processing apparatus 108 thus associates the digital photograph 106

with the user Brad’s 1dentifier “UID;” 120. In some implementations, the digital
photograph 106 may be associated with the identifier of the user who submitted the
digital photograph 106. In somc implcmentations, the digital photograph may be
associated with the 1dentifier of the user who took the photograph (e.g., a user ID
embedded as metadata in the photograph), or with the 1dentifier of a user associated with
the device that was used to take the photograph (e.g., the media access control (MAC) ID
of a network camera known to be managed by a particular user).

The user Channing 114 1s associated with a user identifier 122, labeled 1n the
illustration as “UIDs”. The user Spike 116 1s associated with a user 1identifier 124,
labeled 1n the 1llustration as “UID,”. The user Brad 102 labels, or “tags”, himself, the
user Spike 116, and the user Channing 114 In the digital photograph 106. By labeling the
1mages of himself and other users 1n the digital photograph 106, the user Brad 102
associates the user identifier “UID;” 120, the user 1dentifier “UIDs” 122, and the user

identifier “UID,” 122 with the digital photograph 106.

The user Channing 114 has 1dentified three groups of other users. An “accept”

oroup 130 1dentifics other uscrs whosc labcels of the uscr Channing 114 will be accepted

automatically. For example, the user Brad’s 102 user 1dentifier “UID;” 120 appears in
the “accept” group 130. As such, any photographs, including the digital photograph 106
that the user Brad 102 labels as including an 1image of the user Channing 114 will be
automatically approved. A “reject” group 132 1dentifies users whose labels of the user
Channing 114 will be rejected automatically.

A “pending” group 134 i1dentifies users whose labels of the user Channing 114
will be held (e.g., unavailable for other users to see) until the user Channing 114 is able to
reviecw the labels and decide which ones to approve or reject. In some implementations
the data processing apparatus 108 can receive a request from a user device for the digital
photograph 106, and provide, 1n response to the request, the digital photograph 106 and
only label data that 1s associated with the digital photograph. For example, when another
user requests to view the digital photograph 106, the data processing apparatus 108 can
providc the digital photograph 106 and the “accepted™ labels; any labcels that have been

rejected or classified as “pending” would not be provided.
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In somc¢ implcmentations, ranges and/or wildcards can be uscd to define groups of
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users who are classified into “accept”, “reject”, and “pending” groups. For example, the
“accept’” and “reject” groups 130, 132 each include finite sets of identified users, while
the “pending” group 134 includes an indication that all other users not belonging to the
ocroups 130 or 132 should bc associated with the “pending” group 134. In this cxamplc,
the user Channing 114 may only trust a fow other users, such as the user Brad 102, to
label her unconditionally, and may only have deemed a small number of other users for
automatic rejection. Since the “pending” group 134 includes the wildcard “all others”,
labels of the user Channing 114 that are submitted by substantially any other user i the
user Channing’s 114 social circles, but not included in the groups 130 or 132, will be held
pending the user Channing’s 114 personal approval.

The user Spike 116 has 1dentified three groups of other users. An “accept” group
14() 1dentities other users whose labels of the user Spike 116 will be accepted
automatically. A “reject” group 142 1dentifies users whose labels of the user Spike 116
will be rejected automatically. A “pending” group 144 i1dentifies users whose labels of
the user Spike 116 will be held until such time as the user Spike 116 1s able to review the
labels and decide which ones to approve or reject. In the 1llustrated example, the “accept”
croup 140 1s cmpty; the uscr Spikc 116 has not identificd any other uscr whosc labcels
should be approved automatically. The “pending” group 144 includes a finite number of
identified other users, and the “reject”™ group 142 includes a wildcard that indicates that
labels generated by any other users who are in the user Spike’s 116 social circles but not
ecrouped mnto the groups 140 or 144 should be automatically rejected. For example, the
user Brad’s 102 user identifier “UID;” appears 1n neither of the groups 140 nor 144,
therefore the user Brad’s 102 labeling of the user Spike 116 in the digital photograph 106
will be automatically rejected.

FIG. 2 18 a conceptual model 200 for performing example face label ownership
operations. In some implementations, the operations described with respect to the model
200 may be performed by the system 100 of FIG. 1.

A submitting user “X”°, who 1s 1dentified by an identifier “UID,” 202, has
performed labeling of 1mages appearing 1n a digital photograph 204, which 1s associated
with a photo identificr “Photog;” 206. The submitting uscr “X” has labceled the uscrs Brad
102, Channing 114, and Spike 116 as appearing in the digital photograph 204. A label
210, a label 212, and a label 214 are provided to a label processing module 220. The
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labcls 210-214 includc information that identifics the uscr who performed the labeling,
the 1dentity of the user who was labeled, and the 1dentity of the photograph 1in which the
labeling was done. For example, the label 210 (e.g., Label(x,1,97)) indicates that the
submitting user “X” has associated the user 1dentifier “UID,” 102 with the photo
identificr “977 204,

The label processing module 220 analyzes the labels 210-214 to determine the
1dentifiers of the users who have been labeled, and then retrieves collections of other user
identifiers to determine if the labeled user has assigned the submitting user to groups for
automatic acceptance, rejection, or pendency of the submitted label. In some
implementations, the label processing module 220 can receive, from a user device
associated with the first user identifier (e.g., the user device 104 of FIG. 1), a second user
1identifier and data defining label privileges for a second user 1dentified by the second user
1dentifier, and store the second user 1dentifier and the data defining labeling privileges for
the second user 1dentifier in the data defining labeling privileges associated with the first
user 1dentifier.

In the example of the label 210, the label processing module 220 determines that
the label 210 1dentifies the user Brad 102. The user Brad 102 has included the submitting
uscr “X” 202 1 an “accept” group 230. As such, the label proccssing module 220
automatically accepts the label 210 submitted by the submitting user “x” 202. In the
example of the label 212, the label processing module 220 determines that the label 212
identifies the user Channing 114. The user Channing 114 has included the submitting
user “X” 202 1n a “reject” group 232. As such, the label processing module 220
automatically rejects the label 212 submitted by the submitting user “x” 202.

In the example of the label 214, the label processing module 220 determines that
the label 214 1dentifies the user Spike 116. The user Spike 116, however, has not
included the submitting user “X” 202 1n an “accept” group 234 nor a “reject” group 236.

22 e

[n some implementations, other users may be implicitly assigned to an “accept”, “reject”,
or “pending” group 1f they are not explicitly assigned by a user to any other group. For
example, the user Spike 116 may have selected a user configuration option that directs the
label processing module 220 to classity labels from any user not explicitly listed 1n the
ocroups 234 or 236 to be trcated as labels from a “pending” group. In the illustrated
example, the user 1dentifier “UIDy” does not appear 1n either the “accept” group 234 or

the “reject” group 236, therefore, the label 214 1s classified as “pending”.
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F1G. 3 15 a flow diagram of an ¢cxamplc proccss 300 for pertorming facc label
ownership operations. In some implementations, the process 300 may be performed by
the data processing apparatus 108 of FIG. 1, or by the label processing module 220 of
FIG. 2. The process 300 begins at step 310 when label data defining a label that 1s to be
associatcd with an 1magce of a first uscr 1n a digital photograph, in which the first uscr
1dentified by a first user identifier and the label data received from a user device 18
associated with a submitting user 1dentifier. For example, the submitting user “X” 202
can label the presence of the user Spike 116 in the digital photograph 204. The label 214
15 associated with both the submitting user “X” 202 and the user Spike 116. The label
214 can be received by the label processing module 220.

At step 320, data defining labeling privileges associated with the first user
1identifier 18 accessed. The labeling privileges are for second users relative to the first
user. The second users 1dentified by respective second user 1dentitiers, and the labeling
privileges define, for each second user, a labeling privilege for the second user to label an
1mage of the first user in a digital photograph. For example, the label processing module
220 can access the “accept” group 234 and the “reject” group 236 that are associated with
the user Spike 116.

If at stcp 330, it 18 dctermined that the submitting uscr 1dentificr 18 not included n
the second user 1dentifiers, then the process 300 ends. In some implementations, the label
can be classified as pending if the submitting user 1dentifier 1s not included 1n the second
user 1dentifiers, which is described in more detail with reference to Fig. 4.

However, 1f 1t 18 determined that the submitting user identifier 18 included 1n the
second user 1dentifiers, then at step 340 the labeling privileges defined for the user
identified by the submitting user identifier are determined. For example, the label
processing module 220 determines that the user 1dentifier “UIDx” associated with the
user “X” 202 18 included 1n the “accept” group 230, or 18 included 1n the “reject” group
232.

At step 340, the label data 1s processed according to the privileges defined for the
user 1dentified by the submitting user identifier. For example, the label processing
module 220 accepts the label 210, and rejects the label 212.

F1G. 4 15 a flow diagram of an cxamplc proccss 400 for associating face labcls
with digital images. In some implementations, the process 400 may be performed by the

data processing apparatus 108 of FIG. 1, or by the label processing module 220 of FIG. 2.
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In somc 1mplementations, the proccss 400 may be part of the step 350 of the process 300
of FIG. 3.

Labeling privileges include an automatic approval privilege and an automatic
rejection privilege. For example, the user Spike 116 has defined an “accept™ group 234
and a “rcjcct” group 236 that describe the uscrs who have automatic approval and
automatic rejection privileges. The process 400 begins at step 410, in which a
determination 1s made as to whether a labeling privilege for the submitting 1s an
automatic approval privilege. For example, the label processing module 220 can
determine that the user X 202 1s 1dentified 1n the “accept” group 230. If at step 410 the
labeling privilege 1s an automatic approval privilege, then at step 420 the label data 1s
associated with the image of the first user in the digital photograph. For example, the
label 210 1s accepted for the user Brad 102.

It at step 410 the labeling privilege 1s not an automatic approval privilege, then at
step 430 another determination 1s made. If at step 430, 1t 1s determined that the label
privilege defined for the user identified by the submitting user 1dentifier is the automatic
rejection privilege, then at step 440 the label data 1s not associated with the 1image of the
first user. For example, the 1dentity of the user “X” appears 1n the “reject” group 232,
theretore the label 212 associated with the uscr X 202 and the uscer Channing 114 18
rejected.

If, however, at step 430, 1t 1s determined that the label privilege defined for the
user identified by the submitting user identifier is not the automatic rejection privilege
(e.g., erther explicitly defined as “reviewable™ or 1f the submitting user identifier 1s not
among the second user 1dentifiers), then at step 450 the label data 1s categorized as
pending approval. For example, the user “X™ 202 appears in neither the user Spike’s 116
“accept” group 234 nor the “reject” group 236, and 1s therefore categorized as “pending”
approval by the user Spike 116.

FIG. 5 15 a flow diagram of an example process 500 for handling pending face
label approvals. In some 1implementations, the process 500 may be performed by the data
processing apparatus 108 of FIG. 1, or by the label processing module 220 of FIG. 2. In
some 1mplementations, the process 500 may be performed in response to a negative
dctcrmination 1n step 330 of the process 300 of FIG. 3.

The process 500 begins at step 510, 1n which label data 1s categorized as pending

association with the image of the first user i the digital photograph. For example, the
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labcl 214 1s catcgorized as pending approval by the uscr Spike 116 for association with
the photograph 204.

At step 520, a notification message addressed to an address associated with the
first user 1dentifier 1s provided, the notification message specifying that the label data 1s
pcending association with the 1image of the first uscr in the digital photograph. For
example, the label processing module 220 may send an email, instant message, or other
appropriate notification message to the user Spike 116 that the label 214 awaits his
review. In some implementations, the notification message can include the digital
photograph and the label data. For example, the notification message sent to the user
Spike 116 may include the photograph 204 and the label 514.

If at step 530, an approval command 18 not received 1n response to the notification
message, then the label data’s status remains unchanged. If, however, at step 530, an
approval command 1s received 1 response to the notification message, then at step 540
the label data 1s associated with the image of the first user i the digital photograph. For
example, the user Spike 116 can review the message and approve the pending label 214,
and by receiving the approval the label processing module 220 associates the label 514
with the digital photograph 204.

FI1G. 6 1s a flow diagram of an cxamplc proccss 600 for updating facc labcels. In
some 1mplementations, the process 600 may be performed by the data processing
apparatus 108 of FIG. 1, or by the label processing module 220 of FIG. 2.

At step 610, a second user 1dentifier and data labeling privileges for a second user
identified by the second user 1dentifier 18 received. For example, the user Channing 114
may re-categorize the user X’ 202 from the “reject” group 232 to the “accept” group.

At step 620, the second user 1dentifier and the data defining labeling privileges for
the second user i1dentifier in the data defining labeling privileges associated with the first

user 1dentifier 1s stored. For example, the label processing module 220 may remove the

1dentifier “UIDy” for the user “X” 202 from the “reject” group 232 and store the 1dentifier
in the “accept” group associated with the user Channing 114,

If at step 630, the labeling privileges for the second user 1dentifier are determined
not to have changed from an automatic rejection privilege to an automatic approval
privilcge, then at step 640, the label data 1s not associatcd with the 1mage of the first uscr
in the digital photograph. If, however, at step 630, the labeling privileges for the second

user 1dentifier are determined to have changed from an automatic rejection privilege to an
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automatic approval privilcge, then at step 650 the label data 1s associated with the image
of the first user in the digital photograph. For example, the user Channing 114 can move
the user “X” 202 from the “reject” group 232 to the “accept™ group, and 1n response to
this action, the label processing module 220 may associate the previously rejected label
212 with th¢ photograph 204.

The example implementations above are described in the context of digital
photographs. The features of these implementations can also be applied to other content
types, such as videos.

Additional features can also be implemented 1n conjunction with the features
described above. For example, 1n some implementations, labels are visible on
photographs before the approval 1s received. In these implementations, the labels are
visible to other users. The data processing apparatus 108, however, does not link a visible
but not approved label to an 1dentity profile until the tag 1s approved. Additionally, the
photograph does not appear on the profile of the tagged user until the tag 1s approved.
This implementation facilitates the labeling of a user that does not yet have accounts in a
social networking service. Upon obtaining an account, the user may then approve or
disapprove the labels.

In somc¢ implecmentations, by dcfault all uscrs arc initially catcgorized as “pending
approval” so that their tags put 1into the “pending approval” status. Each individual user
may then categorize other users into particular approval circles, e.g., “auto approve™ or
“auto reject” circles so that the labels the subsequently-categorized users submit are
processed accordingly.

In some implementations, users can also delegate approval privileges based on
on¢ or more predefined relationships. For example, a particular user may designate any
other user that i1s within the particular user’s second degree network (e.g., a “friend of a
friend”™) as belonging to the particular user’s auto-approval circle. In this example, labels
of the particular user submitted by the user’s “friends’ and “friends of the particular
user’s friends’ are automatically approved.

In another implementation, a user may suspend (or, alternatively, enable) auto-
approval, pending, and rejection operations. For example, a user may have specified that
all labcls for that uscr arc to be revicwed by her betore approval (1.¢., all labels arc
initially pending approval). However, the user can temporarily change the status to “auto

reject” for a predefined time period, €.g., during the time the user 1s on travel and will
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have limited acccess to the Internet. The status changed can also be opceratively associated
with a message that explains that a submitted label 1s rejected. For example, another user
may attempt to label the particular user in a photograph. In response, he will receive a
rejection notification, e.g., “Sorry, I’m on vacation and [ am not available to review my
labcls, so I’'m r¢jecting them for now. You can try again after I return next Monday.”

In some implementations, the data processing apparatus 108 can suggest nametag
labels based on, for example, user profile information, other labels for the subject in other
photographs, and the like. The suggested labels for a particular user, in variations of this
implementation, are either auto approved or placed in a pending status, as specified by the
user. For example, a particular user may specify that suggested labels are automatically
approved, or placed 1n a pending approval list for review of the photograph and the label
by the particular user, or that the apparatus 108 will not suggest labels for the particular
user.

Embodiments of the subject matter and the operations described in this
specification can be implemented 1n digital electronic circuitry, or in computer software,
firmware, or hardware, including the structures disclosed 1n this specification and their
structural equivalents, or 1n combinations of one or more of them. Embodiments of the
subjcct matter described 1n this specification can be implemented as onc or morc
computer programs, 1.€., one or more modules of computer program instructions, encoded
on computer storage medium for execution by, or to control the operation of, data
processing apparatus. A computer storage medium can be, or be included 1n, a computer-
readable storage device, a computer-readable storage substrate, a random or serial access
memory array or device, or a combination of one or more of them. The computer storage
medium can also be, or be included 1n, one or more separate physical components or
media (e.g., multiple CDs, disks, or other storage devices).

The operations described 1n this specification can be implemented as operations
performed by a data processing apparatus on data stored on one or more computer-
readable storage devices or received from other sources.

The term “data processing apparatus” encompasses all kinds of apparatus, devices,
and machines for processing data, including by way ot example a programmable
Proccssor, a computcr, a systecm on a chip, or multiple oncs, or combinations, of the
foregoing The apparatus can include special purpose logic circuitry, e.g., an FPGA (field

programmable gate array) or an ASIC (application-specific integrated circuit). The
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apparatus can also includc, 1n addition to hardwarc, codc that crcatcs an cxccution
environment for the computer program in question, €.g., code that constitutes processor
firmware, a protocol stack, a database management system, an operating system, a Cross-
platform runtime environment, a virtual machine, or a combination of one or more of
thcm. The apparatus and cxccution cnvironment can rcalize various diffcrent computing
model infrastructures, such as web services, distributed computing and grid computing
infrastructures.

A computer program (also known as a program, software, software application,
script, or code) can be written 1n any form of programming language, including compiled
or interpreted languages, declarative or procedural languages, and 1t can be deployed 1n
any form, including as a stand-alone program or as a module, component, subroutine,
object, or other unit suitable for use 1n a computing environment. A computer program
may, but need not, correspond to a file 1n a file system. A program can be stored in a
portion of a file that holds other programs or data (e.g., one or more scripts stored 1n a
markup language document), in a single file dedicated to the program in question, or in
multiple coordinated files (e.g., files that store one or more modules, sub-programs, or
portions of code). A computer program can be deployed to be executed on one computer
or on multiplec computcers that arc located at onc sitc or distributcd across multiplc sitcs
and interconnected by a communication network.

The processes and logic flows described 1n this specification can be performed by
one or more programmable processors executing one or more computer programs to
perform actions by operating on mput data and generating output. The processes and
logic tlows can also be performed by, and apparatus can also be implemented as, special
purpose logic circuitry, e.g., an FPGA (field programmable gate array) or an ASIC
(application-specific integrated circuit).

Processors suitable for the execution of a computer program include, by way of
example, both general and special purpose microprocessors, and any on¢ or more
processors of any kind of digital computer. Generally, a processor will receive
instructions and data from a read-only memory or a random access memory or both. The
essential elements of a computer are a processor for performing actions 1n accordance
with mstructions and onc or morc memory dcevices for storing mstructions and data.
Generally, a computer will also include, or be operatively coupled to receive data from or

transfer data to, or both, one or more mass storage devices for storing data, ¢.g., magnetic,
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magncto-optical disks, or optical disks. Howcvcer, a computcer necd not have such
devices. Moreover, a computer can be embedded 1n another device, e.g., a mobile
telephone, a personal digital assistant (PDA), a mobile audio or video player, a game
console, a Global Positioning System (GPS) recetver, or a portable storage device (e.g., a
universal scrial bus (USB) flash drive), to namc just a fcw. Dcvices suitable for storing
computer program mstructions and data include all forms of non-volatile memory, media
and memory devices, including by way of example semiconductor memory devices, ¢.g.,
EPROM, EEPROM, and flash memory devices; magnetic disks, e.g., internal hard disks
or removable disks; magneto-optical disks; and CD-ROM and DVD-ROM disks. The
processor and the memory can be supplemented by, or incorporated 1n, special purpose
logic circuitry.

To provide for interaction with a user, embodiments of the subject matter
described 1n this specification can be implemented on a computer having a display device,
¢.g., a CRT (cathode ray tube) or LCD (liquid crystal display) monitor, for displaying
information to the user and a keyboard and a pointing device, ¢.g., a mouse or a trackball,
by which the user can provide input to the computer. Other kinds of devices can be used
to provide for interaction with a user as well; for example, feedback provided to the user
can bc any form of scnsory fcedback, c.g., visual fccdback, auditory feedback, or tactile
feedback; and input from the user can be received in any form, including acoustic,
speech, or tactile input. In addition, a computer can interact with a user by sending
documents to and receiving documents from a device that i1s used by the user; for
example, by sending web pages to a web browser on a user’s client device 1n response to
requests received from the web browser.

Embodiments of the subject matter described in this specification can be
implemented 1n a computing system that includes a back-end component, e.g., as a data
server, or that includes a middleware component, ¢.g., an application server, or that
includes a front-end component, ¢.g., a client computer having a graphical user interface
or a Web browser through which a user can interact with an implementation of the subject
matter described in this specification, or any combination of one or more such back-end,
middleware, or front-end components. The components of the system can be
intcrconnccted by any form or mcdium of digital data communication, c.g., a

communication network. Examples of communication networks include a local arca
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nctwork (“LAN”) and a widc arca nctwork (“WAN?), an mtcr-nctwork (c.g., the
Internet), and peer-to-peer networks (e.g., ad hoc peer-to-peer networks).

The computing system can include clients and servers. A client and server are
oenerally remote from each other and typically interact through a communication
nctwork. The rclationship of clicnt and scrver ariscs by virtuc of computcer programs
running on the respective computers and having a client-server relationship to each other.
In some embodiments, a server transmits data (e.g., an HTML page) to a client device
(e.g., for purposes of displaying data to and recerving user input from a user interacting
with the client device). Data generated at the client device (e.g., a result of the user
interaction) can be received from the client device at the server.

An example of one such type of computer 1s shown 1n FIG. 7, which shows a
block diagram of a programmable processing system 700 suitable for implementing
apparatus or performing methods of various aspects of the subject matter described 1 this
specification. The system 700 includes a processor 710, a random access memory
(RAM) 720, a storage device 730, and an input/output (I/O) controller 740 coupled by a
processor (CPU) bus 750. The system 700 can be preprogrammed, in ROM, for example,
or 1t can be programmed (and reprogrammed) by loading a program from another source
(for cxamplc, from a floppy disk, a CD-ROM, or anothcr computcr).

The storage device 730 suitable for storing executable computer programs,
including programs embodying aspects of the subject matter described 1n this
specification, and data including digital photographs, user identities, face area
information, user relationships, affinity scores, quality scores, information that associates
user 1dentities with digital photographs, and other appropriate data.

The I/O controller 740 receives and transmits data (¢.g., stills, pictures, movies,
and animations for importing into a composition) in analog or digital form over
communication links such as a seral link, local area network, wireless link, and parallel
link.

Also coupled to the I/O controller 740 are output devices 760 which 1n various
embodiments can include a display, a keyboard, a printer, and other input and output
peripherals.

Whilc this specification contains many spcecific implementation dctails, thesc
should not be construed as Iimitations on the scope of any inventions or of what may be

claimed, but rather as descriptions of features specific to particular embodiments of
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particular inventions. Certain fcaturcs that arc described 1n this spccification 1n the
context of separate embodiments can also be implemented 1n combination 1n a single
embodiment. Conversely, various features that are described 1n the context of a single
embodiment can also be implemented m multiple embodiments separately or in any
suitablc subcombination. Morcover, although fcaturcs may be described above as acting
in certain combinations and even initially claimed as such, one or more features from a
claimed combination can 1n some cases be excised from the combination, and the claimed
combination may be directed to a subcombination or variation of a subcombination.

Similarly, while operations are depicted in the drawings 1n a particular order, this
should not be understood as requiring that such operations be performed 1 the particular
order shown or in sequential order, or that all illustrated operations be performed, to
achieve desirable results. In certain circumstances, multitasking and parallel processing
may be advantageous. Moreover, the separation of various system components 1n the
embodiments described above should not be understood as requiring such separation in
all embodiments, and 1t should be understood that the described program components and
systems can generally be integrated together 1n a single software product or packaged nto
multiple software products.

Thus, particular cmbodiments of the subject matter have been described. Other
embodiments are within the scope of the following claims. In some cases, the actions
recited 1n the claims can be performed 1n a different order and still achieve desirable
results. In addition, the processes depicted in the accompanying figures do not
necessarily require the particular order shown, or sequential order, to achieve desirable
results. In certain implementations, multitasking and parallel processing may be
advantageous.

What is claimed is:

16



CLAIMS
1. A method performed by data processing apparatus, the method comprising:
recelving, at the data processing apparatus, label data defining a label that is to be
assoclated with an image of a first user in a digital photograph, the first user identified by a
first user 1dentifier and the label data received from a user device associated with a submitting
user 1dentifier;
accessing, at the data processing apparatus, data defining labeling privileges
assocliated with the first user identifier, the labeling privileges being for second users relative
to the first user, the second users identified by respective second user identifiers, and the
labeling privileges defining, for each second user, a labeling privilege for the second user to
label an image of the first user in a digital photograph:;
determining whether the submitting user identifier is included in the second user
1dentifiers:
in response to determining that the submitting user identifier i1s included in the second
user identifiers:
determining the labeling privilege defined for the second user identified by the
submitting user identifier, the labeling privilege including an automatic rejection privilege;
and
processing the label data according to the labeling privilege defined for the
second user 1dentified by the submitting user identifier, including:
rejecting the label data from association with the image of the first user in the
digital photograph;
determining that the labeling privilege for the second user identified by the
submitting user identifier changed from the automatic rejection privilege to an
automatic approval privilege; and
associating the previously rejected label data received from a user device
associated with the second user with the image of the first user in the digital

photograph.

2. The method of claim 1, turther comprising, in response to determining that the
submitting user identifier is not included in the second user identifiers:

17

CA 2827652 2017-12-12



categorizing the label data as pending association with the image of the first user in the
di gital’ photograph;

providing a notification message addressed to an address associated with the first user
1dentifier, the notification message specifying that the label data is pending association with
the 1image of the first user in the digital photograph; and

associating the label data with the image of the first user in the digital photograph only

1In response to recelving an approval command in response to the notification message.

3. The method of claim 2, wherein the notification message includes the digital

photograph and the label data.

4. The method of claim I, wherein the automatic rejection privilege is associated with

the first user identifier for a predefined time period.

5. The method of claim 1, further comprising:

recerving a request from a user device for the digital photograph; and

providing, in response to the request, the digital photograph and only label data that is
associated with the digital photograph.

6. The method of claim 1, wherein the digital photograph is received from the user

device associated with the submitting user identifier.

7. The method of claim 1, further comprising:
receiving, from a user device associated with the first user identifier, a second user

identifier and data labeling privileges for the second user identified by the second user

1dentifier; and
storing the second user 1dentifier and the data defining labeling privileges for the

second user identifier in the data defining labeling privileges associated with the first user

1dentifier.

18

CA 2827652 2017-12-12



8. A non-transitory computer storage medium encoded with a computer program, the
program comprising instructions that when executed by data processing apparatus cause the
data processing apparatus to perform operations comprising:
receiving, at the data processing apparatus, label data defining a label that is to be
associated with an image of a first user in a digital photograph, the first user identified by a
first user 1dentifier and the label data received from a user device associated with a submitting
user 1dentifier;
accessing, at the data processing apparatus, data defining labeling privileges
associated with the first user identifier, the labeling privileges being for second users relative
to the first user, the second users 1dentified by respective second user identifiers, and the
labeling privileges defining, for each second user, a labeling privilege for the second user to
label an 1image of the first user 1n a digital photograph;
determining whether the submitting user identifier 1s included in the second user
identifiers:
in response to determining that the submitting user 1dentifier is included in the second
user 1dentifiers:
determining the labeling privilege defined for the second user identified by the
submitting user identifier, the labeling privilege including one of an automatic approval
privilege and an automatic rejection privilege; and
processing the label data according to the labeling privilege defined for the
second user 1dentified by the submitting user identifier, including;:
associating the label data with the image of the first user in the digital
photograph 1f the labeling privilege detined for the second user identified by the
submitting user identifier is the automatic approval privilege; and
rejecting the label data from association with the image of the first user in the
digital photograph 1f the labeling privilege defined for the second user identified by
the submitting user identifier is the automatic rejection privilege;
determining that the labeling privilege for the second user identified by the
submitting user identifier changed from the automatic rejection privilege to the

automatic approval privilege; and

19

CA 2827652 2017-12-12



associating the previously rejected label data received from a user device

assoclated with the second user with the image of the first user.

9. The computer storage medium of claim 8, wherein the instructions cause the data
processing apparatus to perform operations turther comprising, in response to determining
that the submitting user identifier 1s not included in the second user identifiers:

categorizing the label data as pending association with the image of the first user in the
digital photograph;

providing a notification message addressed to an address associated with the first user

identifier, the notification message specitying that the label data is pending association with

the image of the first user in the digital photograph; and

associating the label data with the image of the first user in the digital photograph only

In response to receiving an approval command 1n response to the notification message.

10. The computer storage medium of claim 8, wherein the instructions cause the data
processing apparatus to perform operations further comprising suggesting a label for the first
user based on first user profile information or other labels for the first user in other digital

photographs, wherein the suggested label 1s assigned the automatic approval privilege.

11.  The computer storage medium of claim 8, wherein the instructions cause the data
processing apparatus to perform operations further comprising:

recelving a request from a user device for the digital photograph; and
providing, 1n response to the request, the digital photograph and only label data that 1s

associated with the digital photograph.

12. The computer storage medium of claim 8, wherein the digital photograph 1s received

from the user device associated with the submitting user identifier.

13.  The computer storage medium of claim 8, wherein the instructions cause the data

processing apparatus to perform operations further comprising:
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receiving, from a user device associated with the first usef 1dentifier, a second user
identifier and data labeling privileges for the second user identified by the second user
1dentifier; and

storing the second user 1dentitier and the data defining labeling privileges for the

- second user 1dentifier in the data detining labeling privileges associated with the first user

identifier.

14. A system, comprising:
a data processing apparatus; and
a non-transitory computer storage medium encoded with a computer program, the
program comprising instructions that when executed by the data processing apparatus cause
the data processing apparatus to perform operations comprising:
recelving, at the data processing apparatus, label data defining a label that 1s to be
assoclated with an image of a first user in a digital photograph, the first user identified by a
first user identifier and the label data received from a user device associated with a submitting
user 1dentifier;
accessing, at the data processing apparatus, data defining labeling privileges
assoclated with the first user identifier, the labeling privileges being for second users relative
to the first user, the second users 1dentified by respective second user identifiers, and the
labeling privileges defining, for each second user, a labeling privilege for the second user to
label an image of the first user 1n a digital photograph;

determining whether the submitting user identifier is included in the second user

identifiers;

in response to determining that the submitting user identifier 1s included in the second

user 1dentifiers:
determining the labeling privilege detined for the second user 1dentified by the
submitting user identifier, the labeling privilege including an automatic rejection
privilege;
rejecting the label data from association with the image of the first user in the
digital photograph basced on the automatic rejection privilege defined for the second
user 1dentified by the submitting user 1dentifier;
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determining that the labeling privilege for the second user 1dentified by the
submitting user identifier changed from the automatic rejection privilege to an
automatic approval privilege; and

associating the previously rejected label data received from the user device
associated with the second user with the image of the first user in the digital

photograph.

15.  The system of claim 14, wherein the instructions cause the data processing apparatus
to perform operations further comprising, in response to determining that the submitting user
identifier 1s not included in the second user i1dentifiers:

categorizing the label data as pending association with the image of the first user in the
digital photograph;

providing a notification message addressed to an address associated with the first user
identifier, the notification message specifying that the label data is pending association with
the image of the first user in the digital photograph; and

associating the label data with the image of the first user in the digital photograph only

in response to recerving an approval command 1n response to the notitication message.

16.  The system of claim 14, wherein the instructions cause the data processing apparatus
to perform operations further comprising suggesting a label for the first user based on first
user profile information or other labels for the first user in other digital photographs, wherein

the suggested label 1s assigned the automatic approval privilege.

17. The system of claim 14, wherein the instructions cause the data processing apparatus
to perform operations further comprising:

recelving a request from a user device for the digital photograph; and

providing, in response to the request, the digital photograph and only label data that is
associated with the digital photograph.
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18. The system of claim 14, wherein the instructions cause the data processing apparatus
to perform operations further comprising:
recelving, from a user device associated with the first user identifier, a second user
identifier and data labeling privileges for the second user identified by the second user
identifier; and
storing the second user identifier and the data defining labeling privileges for the
second user identifier in the data defining labeling privileges associated with the first user

identifier.

19.  The method of claim 1 further comprising determining that the submitting user
identifier is associated with the automatic approval privilege based on one or more predefined

relationships with the submitting user designated by the first user, wherein the one or more
predefined relationships includes the submitting user being within the first user's network of a

specified degree.

20.  The method of claim 1 further comprising suggesting a label for the first user based on

first user profile information or other labels for the first user in other digital photographs,

wherein the suggested label is assigned the automatic approval privilege.

21.  The method of claim 2 wherein, after providing the notification message and before
receiving a response to the notification message, the label data 1s temporarily associated with

the image of the first user in the digital photograph.
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