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(57) Abstract: Technologies for multifactor threshold authentication
include a gateway device to receive, from an authentication server, a
message generated by the authentication server based on a set of
cryptographic system key. The gateway device transmits the message
to a sharcholder device receives a partial authentication message,
parameter data and validation signature from the shareholder device.
The parameter data is based on sensor data generated by the share-
holder device and the partial authentication message is based on the
parameter data and the message received from the authentication
server. The gateway device determines whether the partial authentic-
ation message is valid using parameter data and validation signature.
The gateway device then aggregates valid partial authentication mes-
sages from enough shareholder devices for the threshold scheme to
form an authentication value which is sent to the authentication serv-
er.
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TECHNOLOGIES FOR MULTIFACTOR THRESHOLD AUTHENTICATION

BACKGROUND

[0001] Authentication is a mechanism by which an entity proves that it is the entity it
purports to be and is a critical component of many secure systems. For example, authentication
systems may include user-level, device-level, and/or component-level authentication
mechanisms and may vary in their complexity. For instance, some threshold-based
authentication solutions deliver only binary authentication decisions by which basic credentials
are provided. Various cryptographic techniques and tools may be employed to ensure data is
securely transferred during an authentication procedure including, for example, Machine
Authentication Codes (MACs), keyed hashes, cryptographic signatures, key certificates, and/or
other suitable mechanisms depending on the particular embodiment and requirements of the

system.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The concepts described herein are illustrated by way of example and not by way
of limitation in the accompanying figures. For simplicity and clarity of illustration, elements
illustrated in the figures are not necessarily drawn to scale. Where considered appropriate,
reference labels have been repeated among the figures to indicate corresponding or analogous
elements.

[0003] FIG. 1 is a simplified block diagram of at least one embodiment of a system for
multifactor threshold authentication;

[0004] FIG. 2 is a simplified block diagram of at least one embodiment of a shareholder
device of the system of FIG. 1;

[0005] FIG. 3 is a simplified block diagram of at least one embodiment of an
environment of the shareholder device of the system of FIG. 1;

[0006] FIG. 4 is a simplified block diagram of at least one embodiment of an
environment of a gateway device of the system of FIG. 1;

[0007] FIG. 5 is a simplified block diagram of at least one embodiment of an

environment of an authentication server of the system of FIG. I;
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[0008] FIG. 6 is a simplified flow diagram of at least one embodiment of a method for
multifactor threshold authentication initialization that may be executed by the gateway device of
FIG. 1;

[0009] FIG. 7 is a simplified flow diagram of at least one embodiment of a method for
multifactor threshold authentication that may be executed by the gateway device of FIG. 1;
[0010] FIG. 8 is a simplified flow diagram of at least one embodiment of a method for
multifactor threshold authentication that may be executed by the sharcholder device of FIG. 1;
[0011] FIG. 9 is a simplified flow diagram of at least one embodiment of a method for
multifactor threshold authentication that may be executed by the authentication device of FIG. 1;
[0012] FIG. 10 is a simplified data flow diagram of at least one embodiment of a method
for multifactor threshold authentication initialization; and

[0013] FIG. 11 is a simplified data flow diagram of at least one embodiment of a method

for multifactor threshold authentication.

DETAILED DESCRIPTION OF THE DRAWINGS

[0014] While the concepts of the present disclosure are susceptible to various
modifications and alternative forms, specific embodiments thereof have been shown by way of
example in the drawings and will be described herein in detail. It should be understood,
however, that there is no intent to limit the concepts of the present disclosure to the particular
forms disclosed, but on the contrary, the intention is to cover all modifications, equivalents, and
alternatives consistent with the present disclosure and the appended claims.

[0015] References in the specification to “one embodiment,” “an embodiment,” “an
illustrative embodiment,” etc., indicate that the embodiment described may include a particular
feature, structure, or characteristic, but every embodiment may or may not necessarily include
that particular feature, structure, or characteristic. Moreover, such phrases are not necessarily
referring to the same embodiment. Further, when a particular feature, structure, or characteristic
is described in connection with an embodiment, it is submitted that it is within the knowledge of
one skilled in the art to effect such feature, structure, or characteristic in connection with other
embodiments whether or not explicitly described. Additionally, it should be appreciated that

items included in a list in the form of “at least one A, B, and C” can mean (A); (B); (C): (A and
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B); (B and C); (A and C); or (A, B, and C). Similarly, items listed in the form of “at least one of
A, B, or C” can mean (A); (B); (C): (A and B); (B and C); (A and C); or (A, B, and C).

[0016] The disclosed embodiments may be implemented, in some cases, in hardware,
firmware, software, or any combination thereof. The disclosed embodiments may also be
implemented as instructions carried by or stored on one or more transitory or non-transitory
machine-readable (e.g., computer-readable) storage medium, which may be read and executed by
one or more processors. A machine-readable storage medium may be embodied as any storage
device, mechanism, or other physical structure for storing or transmitting information in a form
readable by a machine (e.g., a volatile or non-volatile memory, a media disc, or other media
device).

[0017] In the drawings, some structural or method features may be shown in specific
arrangements and/or orderings. ~ However, it should be appreciated that such specific
arrangements and/or orderings may not be required. Rather, in some embodiments, such features
may be arranged in a different manner and/or order than shown in the illustrative figures.
Additionally, the inclusion of a structural or method feature in a particular figure is not meant to
imply that such feature is required in all embodiments and, in some embodiments, may not be
included or may be combined with other features.

[0018] Referring now to FIG. 1, a system 100 includes one or more shareholder devices
102, a gateway device 104, and an authentication server 106. Although only one gateway device
104 and one authentication server 106 are illustratively shown in FIG. 1, the system 100 may
include any number of gateway devices 104 and/or authentication servers 106 in other
embodiments. For example, in some embodiments, the same shareholder devices 102 may
communicate with multiple different gateway devices 104 (e.g., for different purposes). Further,
in some embodiments, one of the shareholder devices 102 may be selected or designated as the
gateway device 104.

[0019] As described in detail below, in the illustrative embodiment, the gateway device
104 initializes the system 100 (e.g., the shareholder device 102 and the authentication server
106) with the relevant cryptographic keys, parameters, and/or other relevant data for multifactor
threshold authentication. As such, the authentication server 106 may transmit a request for
authentication data of the shareholder devices 102 to the gateway device 104 for forwarding to

the shareholder devices 102. In the illustrative embodiment, the shareholder devices 102



WO 2
0 2017/168194 PCT/IB2016/000548

generate parameter data based on generated sensor data (e.g., biometric parameters) and a partial
authentication message based on the parameter data and one or more messages received from the
gateway device 104. The gateway device 104 may authenticate the data received from the
shareholder devices 102 and transmit valid responses to the authentication server 106 for further
authentication.

[0020] It should be appreciated that the techniques described herein allow for a
multifactor threshold authentication scheme. For instance, in some embodiments, if the user
provides only basic credentials, limited access rights may be granted (e.g., limited amount for an
e-commerce transaction or restricted access to certain data). However, in such embodiments, if
the user presents additional information from one or more shareholder devices to confirm, for
example, the user’s identity (e.g., fingerprint scanner, heart rate monitor, and/or other biometric
sensors/processors), broader access rights (e.g., full access) may be granted. Of course, the
threshold(s) for additional information and corresponding access rights may vary depending on
the particular embodiment. For example, the system 100 may include multiple “levels” of access
and, therefore, may have different threshold requirements. After receiving the correct basic
credentials and additional data regarding the user, the authentication server 106 may make more
informed and/or accurate decisions regarding whether to grant or deny access. In particular, in
some embodiments, the authentication server 106 may evaluate the risk level of granted or
denying access to a particular user (e.g., to a particular collection of shareholder devices 102).
For example, in some embodiments, the authentication server 106 may determine the financial
risks of access by the user to a particular organization based on a combination of probabilities of
false negatives (e.g., refusing service/access to a valid user) and false positives (e.g., granting
access to a possible attacker). In other words, in some embodiments, the system 100 may
seamlessly integrate a risks analysis function into the authentication process.

[0021] In the illustrative embodiment, each of the shareholder devices 102 is embodied
as a wearable computing device. As described below, in the illustrative embodiment, the
shareholder devices 102 hold a “shadow” of the user’s secret cryptographic key and may reply to
authentication requests received from the gateway device 104 in a way that the authentication
server 106 can verify the device identity but is unable to obtain the shadow of the user’s secret
cryptographic key. Further, the gateway device 104 may be embodied as a wearable or handheld

computing device (e.g., smartphone, smart watch, etc.) and may be responsible for receiving
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authentication requests from the authentication server 106, forwarding the requests to the
shareholder devices 102, collecting the responses of the shareholder devices 102, and combining
and delivering the responses to the authentication server 106. Although the shareholder devices
102 and the gateway device 104 are described herein as wearable computing device and/or
wearable/handheld computing devices, in other embodiments, it should be appreciated that each
of the shareholder devices 102 and/or the gateway device 104 may be embodied as any type of
computing device capable of performing the functions described herein. For example, each of
the shareholder devices 102 and/or the gateway device 104 may be embodied as a wearable
computing device, smartphone, cellular phone, personal digital assistant, mobile Internet device,
tablet computer, netbook, notebook, Ultrabook™, laptop computer, and/or any other
computing/communication device. In the illustrative embodiment, the authentication server 106
acts as a verifying entity/terminal (e.g., an enterprise- or organization-side device/system)
responsible for sending authentication requests, receiving replies from the shareholder devices
102 (e.g., the user’s wearable computing devices) through the gateway device 104, and
determining whether to provided credentials are sufficient enough for authentication (e.g., to
permit access).

[0022] Referring now to FIG. 2, the illustrative shareholder device 102 includes a
processor 210, an input/output (“l/O”) subsystem 212, a memory 214, a data storage 216, a
communication circuitry 218, and one or more¢ sensors 120. Of course, the shareholder
device102 may include other or additional components, such as those commonly found in a
typical computing device (e.g., various input/output devices and/or other components), in other
embodiments. Additionally, in some embodiments, one or more of the illustrative components
may be incorporated in, or otherwise form a portion of, another component. For example, the
memory 214, or portions thereof, may be incorporated in the processor 210 in some
embodiments.

[0023] The processor 210 may be embodied as any type of processor capable of
performing the functions described herein. For example, the processor 210 may be embodied as
a single or multi-core processor(s), digital signal processor, microcontroller, or other processor
or processing/controlling circuit. Similarly, the memory 214 may be embodied as any type of
volatile or non-volatile memory or data storage capable of performing the functions described

herein. In operation, the memory 214 may store various data and software used during operation
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of the shareholder device102 such as operating systems, applications, programs, libraries, and
drivers. The memory 214 is communicatively coupled to the processor 210 via the /O
subsystem 212, which may be embodied as circuitry and/or components to facilitate input/output
operations with the processor 210, the memory 214, and other components of the shareholder
device 102. For example, the /O subsystem 212 may be embodied as, or otherwise include,
" memory controller hubs, input/output control hubs, firmware devices, communication links (i.e.,
point-to-point links, bus links, wires, cables, light guides, printed circuit board traces, etc.) and/or
other components and subsystems to facilitate the input/output operations. In some
embodiments, the /0 subsystem 212 may form a portion of a system-on-a-chip (SoC) and be
incorporated, along with the processor 210, the memory 214, and other components of the
shareholder device 102, on a single integrated circuit chip.

[0024] The data storage 216 may be embodied as any type of device or devices
configured for short-term or long-term storage of data such as, for example, memory devices and
circuits, memory cards, hard disk drives, solid-state drives, or other data storage devices. The
data storage 216 and/or the memory 214 may store various data during operation of the
shareholder device 102 as described herein.

[0025] The communication circuitry 218 may be embodied as any communication
circuit, device, or collection thereof, capable of enabling communications between the
shareholder device 102 and other remote devices (e.g., the gateway device 104) over a network
(not shown). The communication circuitry 218 may be configured to use any one or more
communication technologies (e.g., wireless or wired communications) and associated protocols
(e.g., Ethernet, Bluetooth®, Wi-Fi® WiMAX, LTE, 5G, etc.) to effect such communication.
[0026] The sensors 220 may be embodied as any sensors configured to generate
data/signals indicative of an environment or context of the corresponding shareholder device 102
and/or a user of the corresponding shareholder device 102. For example, in some embodiments,
the sensors 220 may be configured to generate data indicative of biometric parameters of the user
of the shareholder device 102 (e.g., heart rate, blood pressure, temperature, etc.), data indicative
of the location of the shareholder device 102 (e.g., absolute location or location relative to
another reference point such as the user), and/or data indicative of inertial characteristics or
dynamic interaction patterns (speed, acceleration, direction of movement, tactile patterns, etc.).

Of course, the sensors 220 may additionally, or alternatively, generate data indicative of other
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environment or contextual characteristics in other embodiments. As such, in various
embodiments, the sensors 220 may be embodied as, or otherwise include, for example, inertial
sensors, temporal sensors (e.g., clocks),pressure sensors, position sensors, location sensors,
proximity sensors, optical sensors, light sensors, audio sensors, temperature sensors, motion
sensors, piezoelectric sensors, cameras, and/or other types of sensors. Of course, the shareholder
device 102 may also include components and/or devices configured to facilitate the user of the
sensor(s) 220. Depending on the particular embodiment, the sensors 220 may include hardware
sensors and/or software sensors (e.g., software sensors to identify software applications executed
at a particular point in time).

[0027] The authentication server 106 may be embodied as any type of computing device
capable of performing the functions described herein. For example, in some embodiments, the
authentication server 106 may be embodied as a server, rack-mounted server, blade server,
desktop computer, laptop computer, tablet computer, notebook, netbook, Ultrabook™, cellular
phone, smartphone, personal digital assistant, mobile Internet device, wearable computing
device, Hybrid device, and/or any other computing/communication device.

[0028] It should be appreciated that the gateway device 104 and/or the authentication
server 106 may include components similar to those of the shareholder device 102 discussed
above. The description of those components of the shareholder device 102 is equally applicable
to the description of components of the gateway device 104 and the authentication server 106
and is not repeated herein for clarity of the description. Further, it should be appreciated that the
gateway device 104 and/or the authentication server 106 may include other components, sub-
components, and devices commonly found in a computing device, which are not discussed above
in reference to the shareholder device 102 and not discussed herein for clarity of the description.
Additionally, in some embodiments, one or more of the components of the shareholder device
102 may be omitted from the gateway device 104 and/or the authentication server 106 (e.g., the
sensors 220).

[0029] Referring now to FIG. 3, in use, one or more of (e.g., each of) the shareholder
devices 102 establishes an environment 300 for multifactor threshold authentication. The
illustrative environment 300 includes a cryptography module 302, a communication module 304,
a key share module 306, and a sensor management module 308. The various modules of the

environment 300 may be embodied as hardware, software, firmware, or a combination thereof.
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For example, the various modules, logic, and other components of the environment 300 may
form a portion of, or otherwise be established by, the processor 210, the I/O subsystem 212,
and/or other hardware components of the shareholder device 102. As such, in some
embodiments, one or more of the modules of the environment 300 may be embodied as circuitry
or collection of electrical devices (e.g., a cryptography circuitry, a communication circuitry, a
key share circuitry, and/or a sensor management circuitry). Additionally, in some embodiments,
one or more of the illustrative modules may form a portion of another module and/or one or
more of the illustrative modules may be independent of one another. Further, in some
embodiments, one or more of the modules of the environment 300 may be embodied as
virtualized hardware components or emulated architecture, which may be established and
maintained by the processor 210 or other components of the shareholder device 102.

[0030] The cryptography module 302, which may be embodied as hardware, firmware,
software, virtualized hardware, emulated architecture, and/or a combination thereof as discussed
above, is configured to perform various cryptographic and/or security functions on behalf of the
shareholder device 102. In some embodiments, the cryptography module 302 may be embodied
as a cryptographic engine, an independent security co-processor of the shareholder device 102, a
cryptographic  accelerator incorporated into the processor 210, or a standalone
software/firmware. Depending on the particular embodiment, the cryptography module 302 may
generate and/or utilize various cryptographic keys (e.g., symmetric/asymmetric cryptographic
keys) for encryption, decryption, signing, and/or signature verification. Additionally, in some
embodiments, the cryptography module 302 may establish a secure connection with remote
devices (e.g., the gateway device 104) over a network. In the illustrative embodiment, the
cryptography module 302 may perform various mathematical, logical, hashing (e.g., keyed
hashing), and/or cryptographic operations to data of the shareholder device 102 for generation of
a partial authentication message, a validation signature, and/or other data of the multifactor
threshold authentication protocol as described herein.

[0031] The communication module 304, which may be embodied as hardware, firmware,
software, virtualized hardware, emulated architecture, and/or a combination thereof as discussed
above, is configured to handle the communication between the shareholder device 102 and other
computing devices of the system 100 (e.g., the gateway device 104). For example, as described

herein, the shareholder device 102 may receive messages from the gateway device 104 such as,
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for example, various cryptographic system parameters, messages received from the
authentication server 106 with an authentication request, and/or other suitable data. Further, the
shareholder device 102 may transmit, for example, parameter data, partial authentication
messages, and validation signatures to the gateway device 104 as described in greater detail
below.

[0032] The key share module 306, which may be embodied as hardware, firmware,
software, virtualized hardware, emulated architecture, and/or a combination thereof as discussed
above, is configured to generate a partial authentication message based on the parameter data and
one or more messages received from the gateway device 104. For example, as described below,
in some embodiments, the key share module 306 may receive shareholder key share parameters
or a key projection corresponding with the particular shareholder device 102 from the gateway
device 104. Based on the shareholder key share parameters and a portion of an authentication
challenge message received from the gateway device 104, the key share module 306 may
generate the corresponding shareholder key share and a partial authentication message as
described below.

[0033] The sensor management module 308, which may be embodied as hardware,
firmware, software, virtualized hardware, emulated architecture, and/or a combination thereof as
discussed above, is configured to receive, process, and/or otherwise handle sensor data generated
by the one or more sensors 220 of the shareholder device 102, For example, in some
embodiments, the sensors 220 may generate sensor data indicative of biometric parameters of the
user, the location of the shareholder device 102, inertial characteristics, and/or other relevant
sensor data. It should be appreciated that the sensor management module 308 may process the
sensor data in any suitable way to generate parameter data. As described herein, the parameter
data may be transmitted to the gateway device 104 and incorporated in the partial authentication
message.

[0034] Referring now to FIG. 4, in use, the gateway device 104 establishes an
environment 400 for multifactor threshold authentication. The illustrative environment 400
includes a cryptography module 402, a communication module 404, a protocol initialization
module 406, and an authentication module 408. The various modules of the environment 400
may be embodied as hardware, software, firmware, or a combination thereof. For example, the

various modules, logic, and other components of the environment 400 may form a portion of, or
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otherwise be established by, the processor, the /O subsystem, and/or other hardware components
of the gateway device 104. As such, in some embodiments, one or more of the modules of the
environment 400 may be embodied as circuitry or collection of electrical devices (e.g., a
cryptography circuitry, a communication circuitry, a protocol initialization circuitry, and/or an
authentication circuitry). Additionally, in some embodiments, one or more of the illustrative
modules may form a portion of another module and/or one or more of the illustrative modules
may be independent of one another. Further, in some embodiments, one or more of the modules
of the environment 400 may be embodied as virtualized hardware components or emulated
architecture, which may be established and maintained by the processor or other components of
the gateway device 104.

[0035] The cryptography module 402, which may be embodied as hardware, firmware,
software, virtualized hardware, emulated architecture, and/or a combination thereof as discussed
above, is configured to perform various cryptographic and/or security functions on behalf of the
gateway device 104. It should be appreciated that, in some embodiments, the cryptography
module 402 may be similar to the cryptography module 302 of the shareholder device 102. As
such, the cryptography module 402 may be embodied as a cryptographic engine, an independent
security co-processor of the gateway device 104, a cryptographic accelerator incorporated into
the processor of the gateway device 104, or a standalone software/firmware. Further, depending
on the particular embodiment, the cryptography module 402 may generate and/or utilize various
cryptographic keys (e.g., symmetric/asymmetric cryptographic keys) for encryption, decryption,
signing, and/or signature verification and/or may be configured to establish a secure connection
with remote devices (e.g., the shareholder devices 102 and the authentication server 106) over
one or more networks. In the illustrative embodiment, the cryptography module 402 may
perform various mathematical, logical, hashing (e.g., keyed hashing), and/or cryptographic
operations to data of the gateway device 104 for initializing the system 100 with various system
key parameters and cryptographic system keys, determining shareholder key share parameters
for each of the shareholder devices 102, determining an authenticator key share for the
authentication server 106 that corresponds with the shareholder key shares, performing Lagrange
interpolation, manipulating algebraic expressions (€.g., bivariate polynomials, vectors, etc.),
determining whether a partial authentication message of a shareholder device 102 is valid, and/or

performing other functions associated with the multifactor threshold authentication protocol as
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described herein. It should be appreciated that the cryptography module 402 may utilize any
suitable cryptographic algorithms, techniques, and/or mechanisms for performing the functions
described herein. For example, in some embodiments, the system 100 utilizes ElGamal
cryptographic keys.

[0036] The communication module 404, which may be embodied as hardware, firmware,
software, virtualized hardware, emulated architecture, and/or a combination thereof as discussed
above, is configured to handle the communication between the gateway device 104 and other
computing devices of the system 100 (e.g., the shareholder devices 102 and the authentication
server 106). For example, as described herein, the gateway device 104 may transmit various data
to the shareholder devices 102 and the authentication server 106 during initialization of the
system 100 for multifactor threshold authentication. Further, the gateway device 104 may
receive messages from the authentication server 106 generated based on a set of cryptographic
system keys (e.g., established by the gateway device 104), transmit the messages to the
shareholder devices 102, receive a partial authentication message and parameter data (e.g., based
on sensor data) from each sharcholder device 102, and transmit the parameter data with an
authentication value to the authentication server 106 as described herein.

[0037] The protocol initialization module 406, which may be embodied as hardware,
firmware, software, virtualized hardware, emulated architecture, and/or a combination thereof as
discussed above, is configured to initialize the shareholder devices 102 and the authentication
server 106 for multifactor threshold authentication as described herein. In particular, as
described below, in some embodiments, the protocol initialization module 406 may determine
one or more system key parameters and a set of cryptographic system keys (e.g., including a
public cryptographic key and a secret cryptographic key), transmit the system key parameters to
the shareholder devices 102, transmit the system key parameters and the public cryptographic
key (e.g., an ElGamal public key) to the authentication server 106, determine a bivariate
polynomial based on the secret cryptographic key, and/or determine shareholder key share
parameters for each shareholder device 102 and a corresponding authenticator key share. of
course, the protocol initialization module 406 may utilize other techniques to initialize the
system 100 for multifactor threshold authentication in other embodiments.

[0038] The authentication module 408, which may be embodied as hardware, firmware,

software, virtualized hardware, emulated architecture, and/or a combination thereof as discussed
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above, is configured to perform various authentication techniques on behalf of the gateway
device 104. For example, as described below, the authentication module 408 may receive and
authenticate the partial authentication messages of the shareholder devices 102 to ensure that the
messages are valid. It should be appreciated that the authentication module 408 may utilize any
suitable cryptographic algorithms, techniques and/or mechanisms for doing so (e.g., in
conjunction with the cryptography module 402) depending on the particular embodiment.

[0039] Referring now to FIG. 5, in use, the authentication server 106 establishes an
environment 500 for multifactor threshold authentication. The illustrative environment 500
includes a cryptography module 502, a communication module 504, a request module 506, and
an authentication module 508. The various modules of the environment 500may be embodied as
hardware, software, firmware, or a combination thereof. For example, the various modules,
logic, and other components of the environment 500 may form a portion of, or otherwise be
established by, the processor, the I/O subsystem, and/or other hardware components of the
authentication server 106. As such, in some embodiments, one or more of the modules of the
environment 500 may be embodied as circuitry or collection of electrical devices (e.g., a
cryptography circuitry, a communication circuitry, a request circuitry, and/or an authentication
circuitry). Additionally, in some embodiments, one or more of the illustrative modules may
form a portion of another module and/or one or more of the illustrative modules may be
independent of one another. Further, in some embodiments, one or more of the modules of the
environment 500 may be embodied as virtualized hardware components or emulated
architecture, which may be established and maintained by the processor or other components of
the authentication server 106.

[0040] The cryptography module 502, which may be embodied as hardware, firmware,
software, virtualized hardware, emulated architecture, and/or a combination thereof as discussed
above, is configured to perform various cryptographic and/or security functions on behalf of the
authentication server 106. It should be appreciated that, in some embodiments, the cryptography
module 502 may be similar to the cryptography module 302 of the shareholder device 102 and/or
the cryptography module 402 of the gateway device 104. As such, the cryptography module 502
may be embodied as a cryptographic engine, an independent security CO-processor of the
authentication server 106, a cryptographic accelerator incorporated into the processor of the

authentication server 106, or a standalone software/firmware.  Further, depending on the
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particular embodiment, the cryptography module 502 may generate and/or utilize various
cryptographic keys (e.g., symmetric/asymmetric cryptographic keys) for encryption, decryption,
signing, and/or signature verification and/or may be configured to establish a secure connection
with remote devices (e.g., the gateway device 104) over one or more networks. In the illustrative
embodiment, the cryptography module 502 may perform various mathematical, logical, hashing
(e.g., keyed hashing), and/or cryptographic operations to data of the authentication server 106 for
determining the validity (e.g., authenticating) messages received from the gateway device 104,
performing or otherwise utilizing Lagrange interpolation, and/or performing other functions
associated with the multifactor threshold authentication protocol as described herein.

[0041] The communication module 504, which may be embodied as hardware, firmware,
software, virtualized hardware, emulated architecture, and/or a combination thereof as discussed
above, is configured to handle the communication between the authentication server 106 and
other computing devices of the system 100 (e.g., the gateway device 104). For example, as
described herein, the authentication server 106 may receive various data from and transmit
various data to the gateway device 104 for multifactor threshold authentication.

[0042] The request module 506, which may be embodied as hardware, firmware,
software, virtualized hardware, emulated architecture, and/or a combination thereof as discussed
above, is configured to generate authentication request messages for transmittal to the gateway
device 104 and subsequent forwarding to the shareholder devices 102. As described herein, the
request module 506 may generate an authentication request that includes a set of messages
generated based on cryptographic system keys received from the gateway device 104.

[0043] The authentication module 508, which may be embodied as hardware, firmware,
software, virtualized hardware, emulated architecture, and/or a combination thereof as discussed
above, is configured to perform various authentication techniques on behalf of the authentication
server 106. As described below, in some embodiments, the authentication module 508 may
determine the validity of one or more messages received from the gateway device 104, for
example, based on Lagrange interpolation. In the illustrative embodiment, it should be
appreciated that the authentication server 106 does not trust the gateway device 104, so the
authentication server 106 performs its own validation of received data. Even if the gateway
device 104 is certain that the shareholder devices 102 are secure, there is a possibility of the

gateway device 104 or the communication channel (e.g., a wireless communication channel)
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between the gateway device 104 and the authentication server 106 becoming compromised. It
should be appreciated that the authentication module 508 may utilize any suitable cryptographic
algorithms, techniques and/or mechanisms for performing the various authentication functions
described herein (e.g., in conjunction with the cryptography module 502) depending on the
particular embodiment.

[0044] Referring now to FIG. 6, in use, the gateway device 104 may execute a method
600 for multifactor threshold authentication initialization. It should be appreciated that, in some
embodiments, the techniques of the method 600 may be executed by one or more of the modules
of the environment 400 of the gateway device 104. The illustrative method 600 begins with
block 602 in which the gateway device 104 determines the cryptographic system keys and
system parameters for a user of the system 100. In doing so, the gateway device 104 may
generate a secret cryptographic key, SK, in block 604 and/or may generate the cryptographic
system keys based on an ElGamal cryptographic scheme in block 606. In particular, in the
illustrative embodiment, the gateway device 104 selects prime numbers p and g in such a way
that p=2¢+1, and selects a primitive root, g, of the order ¢ modulo the prime number p (i.e., g is
a “generator” of the subgroup of order ¢ of integers mod p) as system key parameters. Further,
the gateway device 104 generates or otherwise determines an ElGamal public cryptographic key,
y, according to y = g% mod p, wherein p is the prime number, g is the primitive root of order ¢
mod p, and SK is the secret cryptographic key. In some embodiments, it should be appreciated
that the secret key is a symmetric cryptographic key.

[0045] In block 608, the gateway device 104 transmits the system key parameters (or a
portion thereof) to the shareholder devices 102. For example, in block 610, the gateway device
104 may transmit the primitive root, g, and the prime number, p, to the shareholder devices 102
(see, for example, flow 1002 of FIG. 10). In block 612, the gateway device 104 transmits the
system key parameters and the public cryptographic key to the authentication server 106. In

particular, in block 614, the gateway device 104 may transmit the primitive root (g), the prime
(p), and the public cryptographic key (y = g* mod p) to the authentication server 106 (see, for

example, flow 1004 of F1G. 10).
[0046] In block 616, the gateway device 104 determines a bivariate polynomial based on

the secret key, SK. In particular, in the illustrative embodiment, the secret key, SK, is distributed
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between nodes (e.g., the shareholder devices 102) using a bivariate polynomial, F(x,z), such
that deg (F(x,z))=k-1, deg,(F(x,z))=1, and F(0,0)=SK, where k is the number of

shareholder devices 102 involved in the multifactor threshold authentication (e.g., the number of
shareholder devices 102 that participate in the authentication protocol). It should be appreciated
that the bivariate polynomial may be expressed according to
F(x,2)= fo,x 'z + fea X 244 fxz+ f,(_l,oxk_l + f,c_z,oxk'2 +oot+ fiox+ fo,2+SK. In
order to obtain such a low threshold (k) as a sufficient number of secret shareholders, additional
security/authentication values may be stored by the authentication server 106 (e.g., additional
values for Lagrange interpolation). In the illustrative embodiment, it should be appreciated that
each node/shareholder is initialized by the curve of the first degree of z (not by the point).

[0047] In block 618, the gateway device 104 determines the shareholder key share
parameters for each of the shareholder devices 102 participating in the multifactor threshold
authentication protocol. To do so, in block 620, the gateway device 104 may determine

coefficients of the bivariate polynomial, F(x,z). In particular, in the illustrative embodiment,
each shareholder key share, SS.(2), is determined according to
SS,(z) = F(x=ID,,z) = F,(z) = 55,2 + 55,, modq based on the bivariate polynomial, F(x,z),
where i is the index of the particular shareholder device 102, ID, is the identifier of the
shareholder device 102, ss,, and ss,, are coefficients, and wherein ¢ is a cryptographic system

parameter (e.g., determined/selected by the gateway device 104). It should be appreciated that,
in some embodiments, the shareholder key share parameters may be expressed as a

representation of the bivariate polynomial, F(x,z), for a particular node (i.e., x = ID,) according
to SS,(z) = 55,2 + 55, modg . In other embodiments, the shareholder key share parameters may
be expressed based on the coefficients, ss,,and ss,. For example, in some embodiments, the
shareholder key share parameters may be represented as a vector of the coefficients, ss,and
ss,,. As described below, it should be appreciated that a shareholder device 102 may utilize the

shareholder key share parameters in conjunction with the parameter data to generate the

shareholder key share, SS,, for that shareholder device 102.
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[0048] In block 622, the gateway device 104 determines the authenticator key shares
corresponding with the shareholder key shares. In the illustrative embodiment, the

authentication server 106 stores a point of the bivariate polynomial, F(x,z), for every node (e.g.,

every shareholder device 102) in which z=Lreminai, Where Lrerminal is a portion of the secret

retained by the authentication server 106. Accordingly, for each node x = ID,, the authentication

server 106 stores the point SS =SS, (Lyminat) = FUD,, Lyyina) = Sy Lperming + 55,0 mod g . It

Terminal

should be appreciated that, in some embodiments, the authenticator key shares involve the same

coefficients, ss, and ss,,, as the shareholder key shares. Accordingly, in some embodiments, a

portion of the authenticator key shares determined by the gateway device 104 may be expressed

similarly to the shareholder key shares (e.g., as a vector of the coefficients, ss,, and ss,) and

may be used by the authentication server 106 in conjunction with the secret, Lrerminals retained by
the authentication server 106 to generate the full authenticator key share. In block 624, the
gateway device 104 transmits the shareholder key shares to the corresponding shareholder
devices 102 (see, for example, flow 1106 of FIG. 10) and the authenticator key shares to the
authentication server 106 (see, for example, flow 1108 of FIG. 10).

[0049] In block 626, the gateway device 104 determines a set of verification keys for the

each shareholder device 102 based on the bivariate polynomial, F(x,z). In particular, in the

illustrative embodiment, the gateway device 104 determines a pair of verification keys, VK|,

such that VK, = {v*",v**}, v is a primitive root of the order q mod p, and ss, andss,, are the

coefficients or key projections described above. In some embodiments, the integer v may be a
random constant value and may, for example, be published or stored on the gateway device 104.
As described below, the gateway device 104 may utilize the verification keys to determine
whether partial authentication messages received from the shareholder devices 102 are valid.

[0050] Referring now to FIG. 7, in use, the gateway device 104 may execute a method
700 for multifactor threshold authentication. It should be appreciated that, in some
embodiments, the techniques of the method 700 may be executed by one or more of the modules
of the environment 400 of the gateway device 104. The illustrative method 700 begins with
block 702 in which the gateway device 104 receives a set of messages from the authentication

server 106 (see, for example, flow 1102 of FIG. 11). In the illustrative embodiment, the set of
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messages is indicative of a request by the authentication server 106 for authentication of the
shareholder devices 102 and generated based on the cryptographic system keys. As described

below, in some embodiments, the gateway device 104 receives the set, {a,b}, of messages a and

b in which the message a = g mod p and the message b =my" mod p such that p =2¢q + 1,

where p and ¢ are the prime numbers for the cryptosystem, g is the determined primitive root of

order ¢ mod p, k is a random session key, m is a challenge message of the authentication server

106, y is the public cryptographic key generated according to y = 2" mod p, and SK is the
secret cryptographic key.

[0051] In block 704, the gateway device 104 transmits one or more of the messages (e.g.,
a and/or b) to the shareholder devices 102. For example, in the illustrative embodiment, the
gateway device 104 transmits the message, a, to each of the shareholder devices 102 involved in
the multifactor threshold authentication protocol (see, for example, flow 1104 of FIG. 11).

[0052] In block 706, the gateway device 104 receives a partial authentication message
and parameter data from each of the shareholder devices 102 (see, for example, flow 1106 of

FIG. 11). As described above, the parameter data, L, is based on sensor data generated by the

corresponding (e.g., the i-th shareholder device 102). For example, in some embodiments, the
parameter data may be based on data sensed from a person’s biometric parameters (€.g., heart
rate, temperature, etc.), the absolute or relative location of the shareholder device 102 or other
entity, dynamic and interaction patterns (e.g., inertial characteristics of the shareholder device
102, touch patterns, etc.), and/or other sensor data. It should be appreciated that the parameter
data may be represented in any suitable way and may depend on the particular embodiment. As
described below, in the illustrative embodiment, the partial authentication message is based on
the parameter data of the corresponding shareholder device 102 and the message, a, received by
the shareholder device 102 from the gateway device 104.In particular, the shareholder device
SS (L)

102 may generate the partial authentication message, Part,, according to Part, =a modp,

where a is the message received from the gateway device 104, L, is the parameter data, p is the
prime number of the cryptosystem, and SS(e) is a shareholder key share of the shareholder
device 102 based on an identifier, ID,, of the shareholder device. Further, in the illustrative

embodiment, the shareholder key share, SS;, may be determined according to

-17-



WO 2017/168194 PCT/IB2016/000548

SS,(L,))=F(x=1ID,,z=L,)modg . In other words, the sharcholder device 102 may determine
the shareholder key share based on the parameter data and the shareholder key share parameters
received from the gateway device 104.

[0053] As described below, in some embodiments, the shareholder device 102 may
obtain an additional cryptographic signature that allows the gateway device 104 to verify the
validity of received shares of partially decrypted messages. For example, in the illustrative

embodiment, each shareholder device 102 generates a validation signature, VV,, according to
VV,=VV,VV,,, in  which V¥, =Hash(v,a,v**""’ mod p, Part,,v" mod p,a” mod p),
where V'V, = SS,(L,)*VV,, +r, where v is a primitive root of the order g mod p , and where is

an integer mod p. It should be appreciated that any suitable cryptographic hash algorithm may
be utilized in determining the validation signature and may depend on the particular
embodiment.

[0054] In block 708, the gateway device 104 determines the validity of the partial
authentication messages received from the shareholder devices 102. In particular, in some

embodiments, the gateway device 104 may compute and determine  whether

Vv, = Hash(v,a,v,, Part yhe *v;_W‘*',aW”zParta,._VV"") where v, = (VK,(I))L" *VK,.(Z) modp. In

some embodiments, the authentication request received from the authentication server 106
indicates a number of nodes (e.g., shareholder devices 102) necessary for authentication. For
example, in an embodiment, the system 100 may include five shareholder devices 102 but the
authentication server 106 may require only three shareholder devices 102 to authenticate. In
such an embodiment, the gateway device 104 may select, for example, three of the shareholder
devices 102 and transmit the authentication request and/or corresponding data to those three
shareholder devices 102. If the gateway device 104 receives data from the selected shareholder
devices 102 and determines that one of the messages is corrupted (e.g., due to a device
malfunction, denial of service attack, etc.), the gateway device 104 may request one of the other
two shareholder devices 102 to join the protocol. In the illustrative embodiment, it is
unnecessary for the gateway device 104 to inform the authentication server 106 about the issue
to restart the protocol, which considerably increases the efficiency of the protocol compared to

many other authentication schemes.
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[0055] If the gateway device 104 determines that one or more of the partial
authentication messages is invalid (e.g., corrupted) in block 710, the method 700 returns to block
706 in which the gateway device 104 selects another shareholder device 102 from which to
receive a new partial authentication message and parameter data. However, if the verifications

are successful (i.e., the messages are determined to be valid), the method 700 advances to block

712 in which the gateway device 104 determines Lagrange coefficients (A7) and Ay ) for

interpolation of F(0,0)and an authentication value, ret, based on the Lagrange coefficients. In

the illustrative embodiment, the Lagrange coefficients may be determined based on
k 2 ) a(z .

F(0,0) = Z.=1 Zj:] F(x,,z, /10',2’ 15)‘3] , where x=ID,, z, =1, and z, =Ly, Further, in the

illustrative embodiment, the gateway device 104 may determine the authentication value, ref,

according to determine an authentication value, ret, according to ret =—I-JP— mod p, where
arr

k (A5 a5 ) . . .
aPrznl_zl(Part,) o’ mod p, where Part, is the partial authentication message of the

corresponding shareholder device 102, and where Ay, and A5) are Lagrange coefficients for

interpolation of F(0,0). In block 714, the gateway device 104 transmits the authentication
value, ret, and the parameter data of the shareholder devices 102 to the authentication server 106
(see, for example, flow 1108 of FIG. 11). As described herein, in some embodiments, the
authentication server 106 performs its own validation of the received data.

[0056] Referring now to FIG. 8, in use, one or more of the shareholder devices 102 (e.g.,
each shareholder device 102) may execute a method 800 for multifactor threshold authentication
initialization. It should be appreciated that, in some embodiments, the techniques of the method
800 may be executed by one or more of the modules of the environment 300 of the shareholder
device 102. The illustrative method 800 begins with block 802 in which the shareholder device
102 receives an authentication request message from the gateway device 104 (see, for example,
flow 1104 of FIG. 11). As indicated above, the authentication request message received may be
the message a = g*mod p such that p=2g¢+1, where p and ¢ are the prime numbers for the
cryptosystem, g is the determined primitive root of the order ¢ mod p, and k is the random

session key used for one round of authentication.
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[0057] In block 804, the shareholder device 102 determines parameter data, L,, based on

the sensor data generated by the sensors 220 of the shareholder device 102. As indicated above,
it should be appreciated that the number/type of the sensors 220 and the particular parameter data
may vary depending on the particular embodiment. For example, the parameter data may be
indicative of a biometric parameter of a user of the shareholder device 102, a location of the
shareholder device 102 relative to the user, one or more inertial characteristics of the shareholder
device 102, and/or other contextual information of the shareholder device 102 or user.

[0058] In block 806, the shareholder device 102 generates a partial authentication
messages based on the shareholder key share and parameter data. As described herein, in the

illustrative embodiment, the shareholder device 102 generates the partial authentication message,

Part,, according to Part, = a*5®) mod p, where a is the message received from the gateway

device 104, L, is the parameter data, p is a prime number of the cryptosystem, and SS;(e) is a

shareholder key share of the shareholder device 102 based on an identifier of the shareholder

device 102. In some embodiments, the sharcholder key share, SS;, may be determined
according to SS,(L,)=F(x=ID,,z=L,)modgq. In other words, the shareholder device 102

may determine the shareholder key share based on the parameter data and the shareholder key
share parameters received from the gateway device 104.

[0059] In block 808, the shareholder device 102 generates or otherwise determines a
validation signature of the partial authentication message. As described above, in some

embodiments, the shareholder device 102 may generate the validation signature, V'V,, according

to YV, =VV,,VV,,, where VV,, = Hash(v, a,v*' ) mod p, Part,,v" mod p,a’ mod p), where

i1
YV, =SS(L)*VV, +r, where v is a primitive root of the order ¢ mod p, and where r is an

integer mod p. In block 810, the shareholder device 102 transmits the partial authentication
message, the parameter data, and the validation signature to the gateway device 104 (see, for
example, flow 1106 of FIG. 11).

[0060] Referring now to FIG. 9, in use, the authentication server 106 may execute a
method 900 for multifactor threshold authentication initialization. It should be appreciated that,
in some embodiments, the techniques of the method 900 may be executed by one or more of the

modules of the environment 500 of the authentication server 106. The illustrative method 900
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begins with block 902 in which the authentication server 106 generates a set of messages based
on the cryptographic system keys received from the gateway device 104 (e.g., including an

authentication request message). In particular, in the illustrative embodiment, the authentication

server 106 generates messages a and b in which the message a = g*mod p and the message

b = my* mod p such that p=2q+1, where p and g are the prime numbers for the cryptosystem, g
is the determined primitive root of order ¢ mod p, k is a random session key, m is a challenge
message of the authentication server 106, y is the public cryptographic key generated according
to y=g* mod p, and SK is the secret cryptographic key. In block 904, the authentication
server 106 transmits the set of messages, {a,b}, to the gateway device 104 (see, for example,

flow 1102 of FIG. 11).

[0061] As described above, the shareholder devices 102 generate partial authentication
messages and validation signatures for verification by the gateway device 104. If the
shareholder device 102 messages are validated by the gateway device 104, the authentication

server 106 receives an authentication value, ret, and parameter data, L,, from the gateway device

104 in block 906 (see, for example, flow 1108 of FIG. 11). As described above, in some

. . . . b
embodiments, the authentication value, ret, is defined according to ret =T mod p, where
aPr

Pr=TT" (Part) " modp, Part, i ial authenticati f th
a r—HH( art;) mod p, art, is a partial authenticaion message o €
corresponding shareholder device 102, and A7), and A§?) are Lagrange coefficients for

interpolation of the bivariate polynomial, F(x,z).

[0062] In block 908, the authentication server 106 determines the validity of received
data based on Lagrange interpolation. In doing so, in block 910, the authentication server 106
may calculate coefficients of a Lagrange interpolation function based on the received parameter

data. In particular, in some embodiments, the authentication server 106 determines whether the

. k SShorminaAS T AS) ..
challenge message, m, is equal to ret/(Hi=l(a)( om0, 0’2)jmod p. If not, the authentication

server 106 may determine that the authentication has failed. However, if the computed value
matches the initial challenge message, m, the authentication server 106 may utilize the parameter

data/values in conjunction with a trust function to determine whether to authorize the user to
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have access and the extent of such access. For example, the output values of the trust function
may be compared to various threshold values to determine authorized levels of access by the
user.

[0063] It should be appreciated that the gateway device 104 functions as an aggregator of
secure data from the shareholder devices 102 (e.g., thereby minimizing channel overhead) and
utilizes various zero-knowledge protocols to prevent security risks. As described herein, the
system secret key, SK, is shared between secret shareholders (e.g., the sharcholder devices 102)
by a threshold scheme. The shareholder devices 102 prove that they know the secret key by
distributed decryption of a random message received from the authentication server 106. During
the decryption, each shareholder device 102 includes various information regarding the device
status, location, and/or other features (i.e., the parameter data). In the illustrative embodiment,
the gateway device 104 does not have any explicit information about the secret key or its shares
such that it cannot change parameter data without causing an error in the protocol. However, as
described above, the gateway device 104 does include a mechanism to ensure that the
shareholder devices 102 follow the protocol, thereby avoiding unnecessary transactions with the
authentication server 106. Further, if one of the shareholder devices 102 causes an error, the
gateway device 104 may select another shareholder device 102 for authentication without
restarting the protocol. If the partial messages from the shareholder devices 102 are validated,
the gateway device 104 may combine the partial messages into one common decrypted message
and transmit the message and the parameter data to the authentication server 106 for
authentication. As described above, the authentication server 106 may evaluate the decrypted
message and make a decision regarding the trust level of the user based, for example, on the

parameter data of the shareholder devices 102.

EXAMPLES

[0064] Illustrative examples of the technologies disclosed herein are provided below. An
embodiment of the technologies may include any one or more, and any combination of, the

examples described below.
[0065] Example 1 includes a gateway device for multifactor threshold authentication, the
gateway device comprising a communication module to (i) receive, from an authentication

server, a message generated by the authentication server based on a set of cryptographic system
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key, (ii) transmit the message to a shareholder device, and (iii) receive a partial authentication
message and parameter data from the shareholder device, wherein the parameter data is based on
sensor data generated by the shareholder device and the partial authentication message is based
on the parameter data and the message received from the authentication server; and an
authentication module to determine whether the partial authentication message is valid.

[0066] Example 2 includes the subject matter of Example 1, and wherein to receive the
message comprises to receive a message generated based on one or more El Gamal
cryptographic keys.

[0067] Example 3 includes the subject matter of any of Examples 1 and 2, and wherein to
receive the message generated by the authentication server comprises to receive a message, 4,
generated according to a = g“mod p, wherein p and ¢ are prime numbers such that p=2g+1;
wherein g is a primitive root of order ¢ mod p; and wherein & is a random session key used for
one round of authentication.

[0068] Example 4 includes the subject matter of any of Examples 1-3, and wherein to
receive the message generated by the authentication server further comprises to receive a
message, b, generated according to b = my* mod p, wherein m is a challenge message of the
authentication server; wherein y is a public cryptographic key generated according to
y = g* mod p; and wherein SK is a secret cryptographic key.

[0069] Example 5 includes the subject matter of any of Examples 1-4, and wherein to
transmit the message to the shareholder device comprises to transmit the message to each of the
shareholder devices involved in the multifactor threshold authentication.

[0070] Example 6 includes the subject matter of any of Examples 1-5, and wherein to
receive the partial authentication message comprises to receive a partial authentication message,

Part,, determined according to Part; = 4% mod p, wherein a is the message generated by the
authentication server; wherein L, is the parameter data; wherein p is a prime number; and
wherein SS,(e) is a shareholder key share of the shareholder device based on an identifier of the

shareholder device.
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{0071} Example 7 includes the subject matter of any of Examples 1-6, and wherein to
receive the partial authentication message further comprises to receive a cryptographic signature
of the partial authentication message.

[0072] Example 8 includes the subject matter of any of Examples 1-7, and wherein to
determine whether the partial authentication message is valid comprises to determine whether the
partial authentication message is valid based on the cryptographic signature.

[0073] Example 9 includes the subject matter of any of Examples 1-8, and further
including a protocol initialization module to initialize the authentication server and the
shareholder device for multifactor threshold authentication.

[0074] Example 10 includes the subject matter of any of Examples 1-9, and wherein to
initialize the authentication server and the shareholder device comprises to determine one or
more system key parameters and the set of cryptographic system keys; transmit the one or more
system key parameters to the sharcholder device; transmit the one or more system key
parameters and a public cryptographic key of the set of cryptographic system keys to the
authentication server; determine a bivariate polynomial based on a secret key of the set of
cryptographic system keys; determine a shareholder key share parameter of the shareholder
device based on the bivariate polynomial and an identifier of the shareholder device; determine
an authenticator key share corresponding with the shareholder key share; and transmit the
shareholder key share parameter to the shareholder device and the authenticator key share to the
authentication device.

[0075] Example 11 includes the subject matter of any of Examples 1-10 and wherein the
one or more system key parameters comprises a prime number and a primitive root modulo the
prime number.

[0076] Example 12 includes the subject matter of any of Examples 1-11, and wherein to

determine the set of cryptographic system keys comprises to determine a secret cryptographic
key, SK; and determine the public cryptographic key, y, according to y = g** mod p, wherein p
and g are prime numbers such that p = 2¢ + 1; and wherein g is a primitive root of order g
mod p.

[0077] Example 13 includes the subject matter of any of Examples 1-12, and wherein to

determine the bivariate polynomial comprises to determine a bivariate polynomial, F(x,z), such
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that deg, (F(x,z)) =k —1, where & is a number of shareholder devices involved in the multifactor
threshold authentication; deg,(F(x,z))=1; and F(0,0) =SK.

[0078] Example 14 includes the subject matter of any of Examples 1-13, and wherein the
authentication module is further to (i) determine coefficients for Lagrange interpolation of a
bivariate polynomial that involves the parameter data in response to a determination that the
partial authentication message is valid and (ii) determine an authentication value based on the
coefficients; and wherein the communication module is further to transmit the authentication
value to the authentication server.

[0079] Example 15 includes the subject matter of any of Examples 1-14, and wherein to

determine the authentication value comprises to determine an authentication value, ret, according

b . k (A 440y . . )
to ret :Tmod p, wherein aPr :H_ (Part;) """ mod p; wherein Part, is the partial
aPr =

authentication message; and wherein Ay, and A7) are Lagrange coefficients for interpolation

of F(0,0).

[0080] Example 16 includes the subject matter of any of Examples 1-15, and wherein to
determine the shareholder key share parameter comprises to determine a shareholder key share
parameter, SS,(z), according to SS.(z)=F(x=1ID,,z) = F|(z) = 55,2 + 559 modgbased on the
bivariate polynomial, wherein ID, is the identifier of the shareholder device; wherein ss,, and

ss,, are coefficients; and wherein g is a cryptographic system parameter.

[0081] Example 17 includes the subject matter of any of Examples 1-16, and wherein the
shareholder key share parameter is represented as a vector of the coefficients ss,; and ss,,.

[0082] Example 18 includes the subject matter of any of Examples 1-17, and wherein the
initialization module is further to determine a set of verification keys for the shareholder device

based on the bivariate polynomial.

[0083] Example 19 includes the subject matter of any of Examples 1-18, and wherein to

determine the set of verification keys comprises to determine a pair of verification keys, VK,

such that VK, = {v**,v"*} and v is a primitive root of the order ¢ mod p.
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[0084] Example 20 includes the subject matter of any of Examples 1-19, and wherein to
determine whether the partial authentication message is valid comprises to determine whether the
partial authentication message is valid based on the pair of verification keys.

[0085] Example 21 includes the subject matter of any of Examples 1-20, and wherein the
communication module is further to request data from another shareholder device in response to
a determination that the partial authentication message of the shareholder device is not valid.
[0086] Example 22 includes the subject matter of any of Examples 1-21, and wherein the
gateway device is embodied as a wearable compute device.

[0087] Example 23 includes a method for multifactor threshold authentication by a
gateway device, the method comprising receiving, by the gateway device and from an
authentication server, a message generated by the authentication server based on a set of
cryptographic system keys; transmitting, by the gateway device, the message to a shareholder
device; receiving, by the gateway device, a partial authentication message and parameter data
from the shareholder device, wherein the parameter data is based on sensor data generated by the
shareholder device and the partial authentication message is based on the parameter data and the
message received from the authentication server; and determining, by the gateway device,
whether the partial authentication message is valid.

[0088] Example 24 includes the subject matter of Example 23, and wherein receiving the
message comprises receiving a message generated based on one or more El Gamal cryptographic
keys.

[0089] Example 25 includes the subject matter of any of Examples 23 and 24, and
wherein receiving the message generated by the authentication server comprises receiving a
message, a, generated according to a = g*mod p, wherein p and g are prime numbers such that
p=2g+1; wherein g is a primitive root of order ¢ mod p; and wherein k is a random session key
used for one round of authentication.

[0090] Example 26 includes the subject matter of any of Examples 23-25, and wherein
receiving the message generated by the authentication server further comprises receiving a
message, b, generated according to b= my* mod p, wherein m is a challenge message of the
authentication server; wherein y is a public cryptographic key generated according to

y =g mod p; and wherein SK is a secret cryptographic key.
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[0091] Example 27 includes the subject matter of any of Examples 23-26, and wherein
transmitting the message to the shareholder device comprises transmitting the message to each of
the shareholder devices involved in the multifactor threshold authentication.

[0092] Example 28 includes the subject matter of any of Examples 23-27, and wherein
receiving the partial authentication message comprises receiving a partial authentication

S8, (L)

message, Part,, determined according to Part, =a mod p, wherein a is the message

generated by the authentication server; wherein L, is the parameter data; wherein p is a prime
number; and wherein SS,(e) is a shareholder key share of the sharcholder device based on an

identifier of the shareholder device.

[0093] Example 29 includes the subject matter of any of Examples 23-28, and wherein
receiving the partial authentication message further comprises receiving a cryptographic
signature of the partial authentication message.

[0094] Example 30 includes the subject matter of any of Examples 23-29, and wherein
determining whether the partial authentication message is valid comprises determining whether
the partial authentication message is valid based on the cryptographic signature.

[0095] Example 31 includes the subject matter of any of Examples 23-30, and further
including initializing, by the gateway device, the authentication server and the shareholder
device for multifactor threshold authentication.

[0096] Example 32 includes the subject matter of any of Examples 23-31, and wherein
initializing the authentication server and the shareholder device comprises determining, by the
gateway device, one or more system key parameters and the set of cryptographic system keys;
transmitting, by the gateway device, the one or more system key parameters to the shareholder
device; transmitting, by the gateway device, the one or more system key parameters and a public
cryptographic key of the set of cryptographic system keys to the authentication server;
determining, by the gateway device, a bivariate polynomial based on a secret key of the set of
cryptographic system keys; determining, by the gateway device, a shareholder key share
parameter of the shareholder device based on the bivariate polynomial and an identifier of the
shareholder device; determining, by the gateway device, an authenticator key share

corresponding with the shareholder key share; and transmitting, by the gateway device, the
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shareholder key share parameter to the shareholder device and the authenticator key share to the

authentication device.

[0097] Example 33 includes the subject matter of any of Examples 23-32, and wherein
the one or more system key parameters comprises a prime number and a primitive root modulo
the prime number.

[0098] Example 34 includes the subject matter of any of Examples 23-33, and wherein
determining the set of cryptographic system keys comprises determining a secret cryptographic
key, SK; and determining the public cryptographic key, y, according to y = g”* mod p, wherein
p and g are prime numbers such that p=2¢+1; and wherein g is a primitive root of order g
mod p.

[0099] Example 35 includes the subject matter of any of Examples 23-34, and wherein

determining the bivariate polynomial comprises determining a bivariate polynomial, F(x,z),

such that deg (F(x,z))=k—1, where k is a number of shareholder devices involved in the

multifactor threshold authentication; deg,(F(x,z))=1; and F(0,0)=SK.

[00100] Example 36 includes the subject matter of any of Examples 23-35, and further
including determining, by the gateway device, coefficients for Lagrange interpolation of a
bivariate polynomial that involves the parameter data in response to determining the partial
authentication message is valid; determining, by the gateway device, an authentication value
based on the coefficients; and transmitting, by the gateway device, the authentication value to the

authentication server.
[00101] Example 37 includes the subject matter of any of Examples 23-36, and wherein

determining the authentication value comprises determining an authentication value, ref,
. b . k (85 a8y . .
according to ret = Tmodp, wherein aPr = H l(Part,.) m%oa’ mod p ; wherein Part; 1s the
abr =

partial authentication message; and wherein Ay, and A;) are Lagrange coefficients for

interpolation of F'(0,0).
[00102] Example 38 includes the subject matter of any of Examples 23-37, and wherein
determining the shareholder key share parameter comprises determining a shareholder key share

parameter, SS,(z), according to SS,(2)= F(x=1ID,,z) = F,(z) = s,z + 55,,modgbased on the
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bivariate polynomial, wherein ID, is the identifier of the shareholder device; wherein ss, and
ss,, are coefficients; and wherein q is a cryptographic system parameter.

[00103] Example 39 includes the subject matter of any of Examples 23-38, and wherein

the shareholder key share parameter is represented as a vector of the coefficients ss, and ss,,.

[00104] Example 40 includes the subject matter of any of Examples 23-39, and further
including determining a set of verification keys for the shareholder device based on the bivariate
polynomial.

[00105] Example 41 includes the subject matter of any of Examples 23-40, and wherein

determining the set of verification keys comprises determining a pair of verification keys, VK.,

such that VK, = {v"" ,v**} and v is a primitive root of the order ¢ mod p.

[00106] Example 42 includes the subject matter of any of Examples 23-41, and wherein
determining whether the partial authentication message is valid comprises determining whether
the partial authentication message is valid based on the pair of verification keys.

[00107] Example 43 includes the subject matter of any of Examples 23-42, and further
including requesting data from another shareholder device in response to determining the partial
authentication message of the shareholder device is not valid.

[00108] Example 44 includes the subject matter of any of Examples 23-43, and wherein
the gateway device is embodied as a wearable compute device.

[00109] Example 45 includes a computing device comprising a processor; and a memory
having stored therein a plurality of instructions that when executed by the processor cause the
computing device to perform the method of any of Examples 23-44.

[00110] Example 46 includes one or more machine-readable storage media comprising a
plurality of instructions stored thereon that in response to being executed result in a computing
device performing the method of any of Examples 23-44.

[00111] Example 47 includes a computing device comprising means for performing the
method of any of Examples 23-44.

[00112] Example 48 includes a shareholder device for multifactor threshold
authentication, the shareholder device comprising a communication module to receive, from a
gateway device, a message determined based on a set of cryptographic system keys; a sensor

management module to determine parameter data based on sensor data generated by one or more
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sensors of the shareholder device; and a key share module to (i) generate a partial authentication
message based on the parameter data and the message received from the gateway device and (ii)
generate a validation signature of the partial authentication message; wherein the communication
module is further to transmit the partial authentication message, the parameter data, and the
validation signature to the gateway device for multifactor threshold authentication.

[00113] Example 49 includes the subject matter of Example 48, and wherein to receive the
message comprises to receive a message, @, generated according to a = g" mod p, wherein p and
g are prime numbers such that p=2¢+1; wherein g is a primitive root of order ¢ mod p; and

wherein k is a random session key used for one round of authentication.

[00114] Example 50 includes the subject matter of any of Examples 48 and 49, and
wherein the communication module is further to receive the prime number, p, and the primitive
root, g, from the gateway device.

[00115] Example 51 includes the subject matter of any of Examples 48-50, and wherein to

generate the partial authentication message comprises to generate a partial authentication

message, Part,, according to Part, = a*%) mod p, wherein a is the message received from the
gateway device; wherein L, is the parameter data; wherein p is a prime number; and wherein
SS (e) is a shareholder key share of the shareholder device based on an identifier of the

shareholder device.

[00116] Example 52 includes the subject matter of any of Examples 48-51, and wherein to

generate the validation signature comprises to generate a validation signature, VV,, according to
vV, =¥V, VV,,, wherein VV, =Hash(v,a, v mod p, Part,,v' mod p,a” mod p); wherein
VV,, =SS.(L)*VV,, +r; and wherein v is a primitive root of the order ¢ mod p and r is an

integer mod p.

[00117] Example 53 includes the subject matter of any of Examples 48-52, and wherein

the communication module is further to receive the shareholder key share parameter, SS,, from
the gateway device, wherein SS, is determined according to

SS.(z) = F(x=1D,,z) = F,(2) = 55,2+ 55, modg based on a bivariate polynomial, F(x,z);
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wherein ID, is the identifier of the shareholder device; wherein ss, and ss,, are coefficients;

and wherein q is a cryptographic system parameter.
[00118] Example 54 includes the subject matter of any of Examples 48-53, and wherein

the bivariate polynomial, F(x,z), is determined such that deg (F(x,z))=k-1, where k is a

number of shareholder devices involved in the multifactor threshold authentication;
deg_(F(x,z))=1; and F(0,0) = SK, wherein SK is a secret cryptographic key determined by the
gateway device.

[00119] Example 55 includes the subject matter of any of Examples 48-54, and wherein

the shareholder key share parameter is represented as a vector of the coefficients ss,, and ss,q.

[00120] Example 56 includes the subject matter of any of Examples 48-55, and wherein
the communication module is further to receive one or more initialization messages from the
gateway device for initialization of the multifactor threshold authentication.

[00121] Example 57 includes the subject matter of any of Examples 48-56, and wherein to
determine the parameter data comprises to determine a biometric parameter of a user of the
shareholder device based on the sensor data.

[00122] Example 58 includes the subject matter of any of Examples 48-57, and wherein to
determine the parameter data comprises to determine a location of the shareholder device relative
to a user of the shareholder device based on the sensor data.

[00123] Example 59 includes the subject matter of any of Examples 48-58, and wherein to
determine the parameter data comprises to determine an inertial characteristic of the shareholder
device.

[00124] Example 60 includes the subject matter of any of Examples 48-59, and wherein
the shareholder device is embodied as a wearable compute device.

[00125] Example 61 includes a method for multifactor threshold authentication by a
shareholder device, the method comprising receiving, by the shareholder device and from a
gateway device, a message determined based on a set of cryptographic system keys; determining,
by the shareholder device, parameter data based on sensor data generated by one or more sensors
of the shareholder device; generating, by the shareholder device, a partial authentication message
based on the parameter data and the message received from the gateway device; generating, by

the shareholder device, a validation signature of the partial authentication message; and
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transmitting, by the shareholder device, the partial authentication message, the parameter data,
and the validation signature to the gateway device for multifactor threshold authentication.

[00126] Example 62 includes the subject matter of Example 61, and wherein receiving the
message comprises receiving a message, a, generated according to a = g*mod p, wherein p and
g are prime numbers such that p=2¢g+1; wherein g is a primitive root of order ¢ mod p; and

wherein £ is a random session key used for one round of authentication.

[00127] Example 63 includes the subject matter of any of Examples 61 and 62, and further
including receiving, by the shareholder device, the prime number, p, and the primitive root, g,
from the gateway device.

[00128] Example 64 includes the subject matter of any of Examples 61-63, and wherein

generating the partial authentication message comprises generating a partial authentication
message, Part,, according to Part, = a*") mod p, wherein a is the message received from the
gateway device; wherein L, is the parameter data; wherein p is a prime number; and wherein
SS.(e) is a shareholder key share of the shareholder device based on an identifier of the

shareholder device.

[00129] Example 65 includes the subject matter of any of Examples 61-64, and wherein

generating the validation signature comprises generating a validation signature, V7, according
to VV,=VV,,VV,,, wherein VV,, = Hash(v,a, v mod p, Part,,v" mod p,a” mod p); wherein
VV,, =SS,(L)*VV,, +r; and wherein v is a primitive root of the order ¢ mod p and r is an
integer mod p.

[00130] Example 66 includes the subject matter of any of Examples 61-65, and further

including receiving, by the shareholder device, the shareholder key share parameter, SS,, from
the gateway device, wherein SS, is determined according to
SS.(z)=F(x=1ID,,z) = F,(z) = 55,2+ 55, modgbased on a bivariate polynomial, F(x,z);

wherein ID, is the identifier of the shareholder device; wherein ss,, and ss,, are coefficients;

and wherein g is a cryptographic system parameter.

[00131] Example 67 includes the subject matter of any of Examples 61-66, and wherein

the bivariate polynomial, F(x,z), is determined such that deg (F(x,z))=k-1, where k is a
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number of shareholder devices involved in the multifactor threshold authentication;
deg_(F(x,z))=1; and F(0,0)=SK, wherein SK is a secret cryptographic key determined by the
gateway device.

[00132] Example 68 includes the subject matter of any of Examples 61-67, and wherein

the shareholder key share parameter is represented as a vector of the coefficients ss,, and ss,,.

[00133] Example 69 includes the subject matter of any of Examples 61-68, and further
including receiving, by the shareholder device, one or more initialization messages from the
gateway device for initialization of the multifactor threshold authentication.

[00134] Example 70 includes the subject matter of any of Examples 61-69, and wherein
determining the parameter data comprises determining a biometric parameter of a user of the
shareholder device based on the sensor data.

[00135] Example 71 includes the subject matter of any of Examples 61-70, and wherein
determining the parameter data comprises determining a location of the shareholder device
relative to a user of the shareholder device based on the sensor data.

[00136] Example 72 includes the subject matter of any of Examples 61-71, and wherein
determining the parameter data comprises determining an inertial characteristic of the
shareholder device.

[00137] Example 73 includes the subject matter of any of Examples 61-72, and wherein
the shareholder device is embodied as a wearable compute device.

[00138] Example 74 includes a computing device comprising a processor; and a memory
having stored therein a plurality of instructions that when executed by the processor cause the
computing device to perform the method of any of Examples 61-73.

[00139] Example 75 includes one or more machine-readable storage media comprising a
plurality of instructions stored thereon that in response to being executed result in a computing
device performing the method of any of Examples 61-73.

[00140] Example 76 includes a computing device comprising means for performing the
method of any of Examples 61-73.

[00141] Example 77 includes an authentication server for multifactor threshold
authentication, the authentication server comprising a request module to generate a set of
messages based on a set of cryptographic system keys; a communication module to (i) transmit

the set of messages to a gateway device and (ii) receive an authentication value and parameter
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data from the gateway device in response to transmittal of the set of messages to the gateway
device, wherein the parameter data is based on sensor data generated by a shareholder device;
and an authentication module to determine a validity of one or more messages received from the

gateway device based on Lagrange interpolation.

[00142] Example 78 includes the subject matter of Example 77, and wherein to generate
the set of messages comprises to generate a message, a, generated according to a = g‘modp,
wherein p and g are prime numbers such that p=2¢+1; wherein g is a primitive root of order ¢
mod p ; and wherein & is a random session key used for one round of authentication.

[00143] Example 79 includes the subject matter of any of Examples 77 and 78, and
wherein to generate the set of messages comprises to generate a message, b, generated according

to b = my* mod p, wherein m is a challenge message of the authentication server; wherein y is a

public cryptographic key generated according to y = 2% mod p; and wherein SK is a secret
cryptographic key.

[00144] Example 80 includes the subject matter of any of Examples 77-79, and wherein to
generate the set of message comprises to generate a set of messages in response to receiving the
prime number, p, the primitive root, g, and the public cryptographic key, y, from the gateway

device.
[00145] Example 81 includes the subject matter of any of Examples 77-80, and wherein to

receive the authentication value comprises to receive an authentication value, ref, determined

. b . k A4 A0 . .
according to ret = —P—mod p, wherein aPr=]]_(Part;) """ * mod p; wherein Part, is a
aPr -

partial authentication message of the shareholder device; and wherein 1), and AS) are
Lagrange coefficients for interpolation of a bivariate polynomial.

[00146] Example 82 includes the subject matter of any of Examples 77-81, and wherein
the bivariate polynomial, F(x,z), is such that deg (F (x,z)) = k-1, where k is a number of
shareholder devices involved in the multifactor threshold authentication; deg (F(x,z))=1; and
F(0,0)=SK.

[00147] Example 83 includes the subject matter of any of Examples 77-82, and wherein

the communication module is further to receive an authenticator key share, SS;;),mina,,
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determined according to SS;’zrminal = SSI (LTerminal) = F(IDI > LTerminaI) = SS“L

Terminal

+ 85, modgq,
wherein L, . . is a secret of the authentication server, wherein ID, is an identifier of the

shareholder device; wherein ss, and ss,, are coefficients; and wherein g is a cryptographic

system parameter.
[00148] Example 84 includes the subject matter of any of Examples 77-83, and wherein to
determine the validity of the one or more messages comprises to determine whether the

. k SSerminat A0 10, Ao
challenge message, m, is equal to ret/(l | l(a)( B “"Z)Jmod p-
iz

[00149] Example 85 includes the subject matter of any of Examples 77-84, and wherein at
least one of the gateway device or the shareholder device is embodied as a wearable compute
device.

[00150] Example 86 includes a method for multifactor threshold authentication by an
authentication server, the method comprising generating, by the authentication server, a set of
messages based on a set of cryptographic system keys; transmitting, by the authentication server,
the set of messages to a gateway device; receiving, by the authentication server, an
authentication value and parameter data from the gateway device in response to transmitting the
set of messages to the gateway device, wherein the parameter data is based on sensor data
generated by a shareholder device; and determining, by the authentication server, a validity of
one or more messages received from the gateway device based on Lagrange interpolation.

[00151] Example 87 includes the subject matter of Example 86, and wherein generating
the set of messages comprises generating a message, a, generated according to a=g‘modp,

wherein p and g are prime numbers such that p=2¢+1; wherein g is a primitive root of order g

mod p ; and wherein £ is a random session key used for one round of authentication..

[00152] Example 88 includes the subject matter of any of Examples 86 and 87, and

wherein generating the set of messages comprises generating a message, b, generated according
to b =my" mod p, wherein m is a challenge message of the authentication server; wherein y is a
public cryptographic key generated according to y = 2" mod p; and wherein SK is a secret

cryptographic key.
[00153] Example 89 includes the subject matter of any of Examples 86-88, and wherein

generating the set of message comprises generating a set of messages in response to receiving the
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prime number, p, the primitive root, g, and the public cryptographic key, y, from the gateway

device.

[00154] Example 90 includes the subject matter of any of Examples 86-89, and wherein

receiving the authentication value comprises receiving an authentication value, ret, determined

. b . k a0 a8 .
according to rer = ?mod p, wherein aPr = Hi—l(Parti)( wo’en) pod p; wherein Part, is a
u -

partial authentication message of the shareholder device; and wherein A9 and A7) are
LD, 221

Lagrange coefficients for interpolation of a bivariate polynomial.
[00155] Example 91 includes the subject matter of any of Examples 86-90, and wherein

the bivariate polynomial, F(x,z), is such that deg (F (x,2))=k—1, where k is a number of

shareholder devices involved in the multifactor threshold authentication; deg_(F(x,z))=1; and
F(0,0)=S5K.
[00156] Example 92 includes the subject matter of any of Examples 86-91, and further

including receiving, by the authentication server, an authenticator key share, SSY s

determined according to  SSp, Y= FUD, Lyyia) = SSpLiumina + 550 m0d g,

Terminal

=SS.(L

Terminal

wherein L, .., is a secret of the authentication server, wherein ID, is an identifier of the
shareholder device; wherein ss, and ss,, are coefficients; and wherein g is a cryptographic

system parameter.
[00157] Example 93 includes the subject matter of any of Examples 86-92, and wherein

determining the validity of the one or more messages comprises determining whether the
. k SShrminatAs i, A
challenge message, m, is equal to ret/(Hizl(a)( Femnel 010 "'Z)Jmodp.

[00158] Example 94 includes the subject matter of any of Examples 86-93, and wherein at
least one of the gateway device or the shareholder device is embodied as a wearable compute

device.
[00159] Example 95 includes a computing device comprising a processor; and a memory
having stored therein a plurality of instructions that when executed by the processor cause the

computing device to perform the method of any of Examples 86-94.
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[00160] Example 96 includes one or more machine-readable storage media comprising a
plurality of instructions stored thereon that in response to being executed result in a computing
device performing the method of any of Examples 86-94.

[00161] Example 97 includes a computing device comprising means for performing the
method of any of Examples 86-94.

[00162] Example 98 includes a gateway device for multifactor threshold authentication,
the gateway device comprising means for receiving, from an authentication server, a message
generated by the authentication server based on a set of cryptographic system keys; means for
transmitting the message to a shareholder device; means for receiving a partial authentication
message and parameter data from the shareholder device, wherein the parameter data is based on
sensor data generated by the shareholder device and the partial authentication message is based
on the parameter data and the message received from the authentication server; and means for
determining whether the partial authentication message is valid.

[00163] Example 99 includes the subject matter of Example 98, and wherein the means for
receiving the message comprises means for receiving a message generated based on one or more
El Gamal cryptographic keys.

[00164] Example 100 includes the subject matter of any of Examples 98 and 99, and
wherein the means for receiving the message generated by the authentication server comprises
means for receiving a message, a, generated according to a = g“mod p , wherein p and g are
prime numbers such that p=2¢+1; wherein g is a primitive root of order ¢ mod p; and wherein k&
is a random session key used for one round of authentication.

[00165] Example 101 includes the subject matter of any of Examples 98-100, and wherein
the means for receiving the message generated by the authentication server further comprises
means for receiving a message, b, generated according to b =my"* mod p, wherein m is a
challenge message of the authentication server; wherein y is a public cryptographic key
generated accordingto y = 2% mod p; and wherein SK is a secret cryptographic key.

[00166] Example 102 includes the subject matter of any of Examples 98-101, and wherein
the means for transmitting the message to the shareholder device comprises means for
transmitting the message to each of the shareholder devices involved in the multifactor threshold

authentication.
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[00167] Example 103 includes the subject matter of any of Examples 98-102, and wherein
the means for receiving the partial authentication message comprises means for receiving a

88;(Ly)

partial authentication message, Part,, determined according to Part; =a mod p, wherein a

is the message generated by the authentication server; wherein L, is the parameter data; wherein

p is a prime number; and wherein SS,(s) is a shareholder key share of the shareholder device

based on an identifier of the shareholder device.

[00168] Example 104 includes the subject matter of any of Examples 98-103, and wherein
the means for receiving the partial authentication message further comprises means for receiving
a cryptographic signature of the partial authentication message.

[00169] Example 105 includes the subject matter of any of Examples 98-104, and wherein
the means for determining whether the partial authentication message is valid comprises means
for determining whether the partial authentication message is valid based on the cryptographic
signature.

[00170}] Example 106 includes the subject matter of any of Examples 98-105, and further
including means for initializing the authentication server and the shareholder device for
multifactor threshold authentication.

[00171] Example 107 includes the subject matter of any of Examples 98-106, and wherein
the means for initializing the authentication server and the shareholder device comprises means
for determining one or more system key parameters and the set of cryptographic system keys;
means for transmitting the one or more system key parameters to the shareholder device; means
for transmitting the one or more system key parameters and a public cryptographic key of the set
of cryptographic system keys to the authentication server; means for determining a bivariate
polynomial based on a secret key of the set of cryptographic system keys; means for determining
a shareholder key share parameter of the shareholder device based on the bivariate polynomial
and an identifier of the shareholder device; means for determining an authenticator key share
corresponding with the shareholder key share; and means for transmitting the shareholder key
share parameter to the shareholder device and the authenticator key share to the authentication

device.
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[00172] Example 108 includes the subject matter of any of Examples 98-107, and wherein
the one or more system key parameters comprises a prime number and a primitive root modulo

the prime number.

[00173] Example 109 includes the subject matter of any of Examples 98-108, and wherein
the means for determining the set of cryptographic system keys comprises means for determining
a secret cryptographic key, SK; and means for determining the public cryptographic key, y,
according to y = g°* mod p, wherein p and g are prime numbers such that p=2g+1; and wherein
g is a primitive root of order ¢ mod p.

[00174] Example 110 includes the subject matter of any of Examples 98-109, and wherein
the means for determining the bivariate polynomial comprises means for determining a bivariate

polynomial, F(x,z), such that deg (F(x,z))=k-1, where k is a number of shareholder devices

involved in the multifactor threshold authentication; deg,(F(x,z))=1; and F(0,0) = SK .
[00175] Example 111 includes the subject matter of any of Examples 98-110, and further
including means for determining coefficients for Lagrange interpolation of a bivariate
polynomial that involves the parameter data in response to determining the partial authentication
message is valid; means for determining an authentication value based on the coefficients; and
means for transmitting the authentication value to the authentication server.

[00176] Example 112 inciudes the subject matter of any of Examples 98-111, and wherein

the means for determining the authentication value comprises means for determining an

.. . b .
authentication value, ret, according to ref = —P—mod P wherein
aPr

() 9(2) . . . . .
aPr =Hle(Part,)u“"”'l""‘)mod p; wherein Part, 1s the partial authentication message; and

wherein A7), and Ay} are Lagrange coefficients for interpolation of F(0,0).

[00177] Example 113 includes the subject matter of any of Examples 98-112, and wherein
the means for determining the shareholder key share parameter comprises means for determining

a shareholder key share parameter, SS.(2), according to
SS.(z)=F(x=1ID,;,z) = F(z) = 55,2 + 55, modg based on the bivariate polynomial, wherein 1D,
is the identifier of the shareholder device; wherein ss, and ss,, are coefficients; and wherein g

is a cryptographic system parameter.
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[00178] Example 114 includes the subject matter of any of Examples 98-113, and wherein

the shareholder key share parameter is represented as a vector of the coefficients ss,, and ss,,.

[00179] Example 115 includes the subject matter of any of Examples 98-114, and further
including means for determining a set of verification keys for the shareholder device based on
the bivariate polynomial.

[00180] Example 116 includes the subject matter of any of Examples 98-115, and wherein

the means for determining the set of verification keys comprises means for determining a pair of
verification keys, VK|, such that VK, ={v*",v**} and v is a primitive root of the order g mod p.

[00181] Example 117 includes the subject matter of any of Examples 98-116, and wherein
the means for determining whether the partial authentication message is valid comprises means
for determining whether the partial authentication message is valid based on the pair of
verification keys.

[00182] Example 118 includes the subject matter of any of Examples 98-117, and further
including means for requesting data from another shareholder device in response to a
determination that the partial authentication message of the shareholder device is not valid.
[00183] Example 119 includes the subject matter of any of Examples 98-118, and wherein
the gateway device is embodied as a wearable compute device.

[00184] Example 120 includes a shareholder device for multifactor threshold
authentication, the sharcholder device comprising means for receiving, from a gateway device, a
message determined based on a set of cryptographic system keys; means for determining
parameter data based on sensor data generated by one or more sensors of the shareholder device;
means for generating a partial authentication message based on the parameter data and the
message received from the gateway device; means for generating a validation signature of the
partial authentication message; and means for transmitting the partial authentication message, the
parameter data, and the validation signature to the gateway device for multifactor threshold
authentication.

[00185] Example 121 includes the subject matter of Example 120, and wherein the means
for receiving the message comprises means for receiving a message, a, generated according to

a = g"mod p, wherein p and ¢ are prime numbers such that p=2¢+1; wherein g is a primitive
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root of order ¢ mod p; and wherein k is a random session key used for one round of
authentication.

[00186] Example 122 includes the subject matter of any of Examples 120 and 121, and
further including means for receiving the prime number, p, and the primitive root, g, from the
gateway device.

[00187] Example 123 includes the subject matter of any of Examples 120-122, and

wherein the means for generating the partial authentication message comprises means for

88,(L4)

generating a partial authentication message, Part,, according to Part, =a mod p, wherein

a is the message received from the gateway device; wherein L, is the parameter data; wherein p
is a prime number; and wherein SS,(¢) is a shareholder key share of the shareholder device

based on an identifier of the shareholder device.
[00188] Example 124 includes the subject matter of any of Examples 120-123, and
wherein the means for generating the validation signature comprises means for generating a

validation signature, Vv, according to VV,=VV,,VV.,, wherein
VV,, = Hash(v,a,v**'*) mod p, Part,,v" mod p,a” mod p); wherein VV,, =SS,(L)*VV,, +r;and

wherein v is a primitive root of the order ¢ mod p and r is an integer mod p.
[00189] Example 125 includes the subject matter of any of Examples 120-124, and further

including means for receiving the shareholder key share parameter, SS,, from the gateway
device, wherein SS, is determined according to
SS,(z)=F(x=1ID,,z) = F(z) = 55,2+ 55 modgbased on a bivariate polynomial, F(x,z);

wherein ID, is the identifier of the shareholder device; wherein ss, and ss,, are coefficients;

and wherein g is a cryptographic system parameter.

[00190] Example 126 includes the subject matter of any of Examples 120-125, and
wherein the bivariate polynomial, F(x,z), is determined such that deg, (F(x,z))=k—1, where k
is a number of shareholder devices involved in the multifactor threshold authentication;
deg.(F(x,2z))=1;and F(0,0)=SK, wherein SK is a secret cryptographic key determined by the

gateway device.
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[00191] Example 127 includes the subject matter of any of Examples 120-126, and

wherein the shareholder key share parameter is represented as a vector of the coefficients ss,, and
58,

[00192] Example 128 includes the subject matter of any of Examples 120-127, and further
including means for receiving one or more initialization messages from the gateway device for
initialization of the multifactor threshold authentication.

[00193] Example 129 includes the subject matter of any of Examples 120-128, and
wherein the means for determining the parameter data comprises means for determining a
biometric parameter of a user of the shareholder device based on the sensor data.

[00194] Example 130 includes the subject matter of any of Examples 120-129, and
wherein the means for determining the parameter data comprises means for determining a
location of the shareholder device relative to a user of the shareholder device based on the sensor
data.

[00195] Example 131 includes the subject matter of any of Examples 120-130, and
wherein the means for determining the parameter data comprises means for determining an
inertial characteristic of the shareholder device.

[00196] Example 132 includes the subject matter of any of Examples 120-131, and
wherein the shareholder device is embodied as a wearable compute device.

[00197] Example 133 includes an authentication server for multifactor threshold
authentication, the authentication server comprising means for generating a set of messages
based on a set of cryptographic system keys; means for transmitting the set of messages to a
gateway device; means for receiving an authentication value and parameter data from the
gateway device in response to transmittal of the set of messages to the gateway device, wherein
the parameter data is based on sensor data generated by a shareholder device; and means for
determining a validity of one or more messages received from the gateway device based on
Lagrange interpolation.

[00198] Example 134 includes the subject matter of Example 133, and wherein the means

for generating the set of messages comprises means for generating a message, a, generated

according to a = g* mod p, wherein p and g are prime numbers such that p=2¢+1; wherein gis a
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primitive root of order ¢ mod p; and wherein £ is a random session key used for one round of
authentication..

[00199] Example 135 includes the subject matter of any of Examples 133 and 134, and
wherein the means for generating the set of messages comprises means for generating a message,
b, generated according to b=my' mod p, wherein m is a challenge message of the
authentication server; wherein y is a public cryptographic key generated according to
y = g% mod p ; and wherein SK is a secret cryptographic key.

[00200] Example 136 includes the subject matter of any of Examples 133-135, and
wherein the means for generating the set of message comprises means for generating a set of
messages in response to receiving the prime number, p, the primitive root, g, and the public
cryptographic key, y, from the gateway device.

[00201] Example 137 includes the subject matter of any of Examples 133-136, and

wherein the means for receiving the authentication value comprises means for receiving an

. . . b .
authentication  value, ret, determined according to  ret= TmOd p, Wherein
aPr

x) a(2) . . .
aPr =H;(Part,)w""”"l“"‘)mod p; wherein Part, is a partial authentication message of the

shareholder device; and wherein A%}, and A5 are Lagrange coefficients for interpolation of a

bivariate polynomial.

[00202] Example 138 includes the subject matter of any of Examples 133-137, and
wherein the bivariate polynomial, F(x,z), is such that deg (F(x,2)) =k -1, where & is a number
of shareholder devices involved in the multifactor threshold authentication; deg,(F(x,z))=1;
and F(0,0)=SK.

[00203] Example 139 includes the subject matter of any of Examples 133-138, and further

including means for receiving an authenticator key share, SS > determined according to

( _ — . .
SSt Y=F(D,, Ly, ) = Sy Lromna + 55,0 m0d g , wherein Ly, is a secret of

Terminal

= SSI (LTerminaI

the authentication server, wherein ID, is an identifier of the shareholder device; wherein ss,

and ss,, are coefficients; and wherein g is a cryptographic system parameter.
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[00204] Example 140 includes the subject matter of any of Examples 133-139, and

wherein the means for determining the validity of the one or more messages comprises means for
.. . k SSFerminal A, AL
determining whether the challenge message, m, is equal to ret/(lel(a)( om0 10y 0.2 ))modp.

[00205] Example 141 includes the subject matter of any of Examples 133-140, and

wherein at least one of the gateway device or the shareholder device is embodied as a wearable

compute device.
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CLAIMS:

1. A gateway device for multifactor threshold authentication, the gateway
device comprising:

a communication module to (i) receive, from an authentication server, a message
generated by the authentication server based on a set of cryptographic system key, (ii) transmit
the message to a shareholder device, and (iii) receive a partial authentication message and
parameter data from the shareholder device, wherein the parameter data is based on sensor data
generated by the shareholder device and the partial authentication message is based on the
parameter data and the message received from the authentication server; and

an authentication module to determine whether the partial authentication message

is valid.

2. The gateway device of claim 1, wherein to receive the message generated
by the authentication server comprises to receive a message, a, generated according to
a=g‘modp,

wherein p and ¢ are prime numbers such that p=24g+1;

wherein g is a primitive root of order ¢ mod p; and

wherein k is a random session key used for one round of authentication.

3. The gateway device of claim 2, wherein to receive the message generated
by the authentication server further comprises to receive a message, b, generated according to
b=my* mod p,

wherein m is a challenge message of the authentication server;

wherein y is a public cryptographic key generated according to y = g* mod p;

and

wherein SK is a secret cryptographic key.
4. The gateway device of claim 2, wherein to transmit the message to the

sharcholder device comprises to transmit the message to each of the shareholder devices

involved in the multifactor threshold authentication.
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5. The gateway device of claim 1, wherein to receive the partial
authentication message comprises to receive a partial authentication message, Part,, determined

SSi(L)

according to Part, =a mod p,

wherein a is the message generated by the authentication server;

wherein L, is the parameter data;

wherein p is a prime number; and

wherein SS,(e) is a shareholder key share of the sharcholder device based on an

identifier of the shareholder device.

6. The gateway device of claim 1, wherein to receive the partial
authentication message further comprises to receive a cryptographic signature of the partial

authentication message.

7. The gateway device of claim 6, wherein to determine whether the partial
authentication message is valid comprises to determine whether the partial authentication
message is valid based on the cryptographic signature; and

wherein the gateway device is embodied as a wearable compute device.

8. A method for multifactor threshold authentication by a gateway device,
the method comprising:

receiving, by the gateway device and from an authentication server, a message
generated by the authentication server based on a set of cryptographic system keys;

transmitting, by the gateway device, the message to a shareholder device;

receiving, by the gateway device, a partial authentication message and parameter
data from the shareholder device, wherein the parameter data is based on sensor data generated
by the shareholder device and the partial authentication message is based on the parameter data
and the message received from the authentication server; and

determining, by the gateway device, whether the partial authentication message is

valid.
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9. The method of claim 8, further comprising initializing, by the gateway
device, the authentication server and the shareholder device for multifactor threshold
authentication by:

determining, by the gateway device, one or more system key parameters and the
set of cryptographic system keys;

transmitting, by the gateway device, the one or more system key parameters to the
shareholder device;

transmitting, by the gateway device, the one or more system key parameters and a
public cryptographic key of the set of cryptographic system keys to the authentication server;

determining, by the gateway device, a bivariate polynomial based on a secret key
of the set of cryptographic system keys;

determining, by the gateway device, a shareholder key share parameter of the
shareholder device based on the bivariate polynomial and an identifier of the shareholder device;

determining, by the gateway device, an authenticator key share corresponding
with the shareholder key share; and

transmitting, by the gateway device, the shareholder key share parameter to the

shareholder device and the authenticator key share to the authentication device.

10.  The method of claim 9, wherein the one or more system key parameters
comprises a prime number and a primitive root modulo the prime number;

wherein determining the set of cryptographic system keys comprises (i)
determining a secret cryptographic key, SK, and (i) determining the public cryptographic key, y,
according to y = g>* mod p,

wherein p and ¢ are prime numbers such that p=2g+1; and

wherein g is a primitive root of order ¢ mod p.

11.  The method of claim 10, wherein determining the bivariate polynomial

comprises determining a bivariate polynomial, F(x,z), such that:
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deg (F(x,z))=k—1, where k is a number of shareholder devices involved in the
multifactor threshold authentication;

deg.(F(x,z))=1; and

F(0,0)=SK.

12. The method of claim 11, further comprising:

determining, by the gateway device, coefficients for Lagrange interpolation of a
bivariate polynomial that involves the parameter data in response to determining the partial
authentication message is valid;

determining, by the gateway device, an authentication value based on the

coefficients; and
transmitting, by the gateway device, the authentication value to the authentication

server.

13.  The method of claim 12, wherein determining the authentication value

. - D . b
comprises determining an authentication value, ret, according to ret = ——P—mod P,
aPr

. k A A7)
wherein g Pr = Hl__l(Part,)( o fon) mod P
wherein Part, is the partial authentication message; and

wherein A7), and A7) are Lagrange coefficients for interpolation of F(0,0).

14.  The method of claim 11, wherein determining the shareholder key share

parameter comprises determining a shareholder key share parameter, SS,(z), according to
SS.(z)= F(x = ID,,z) = F(z) = 55,z + 55,, mod ¢ based on the bivariate polynomial,

wherein ID, is the identifier of the shareholder device;

wherein ss,, and ss,, are coefficients; and

wherein ¢ is a cryptographic system parameter.
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15.  The method of claim 14, further comprising determining a pair of

verification keys, VK,, for the shareholder device based on the bivariate polynomial such that

VK, ={v"',v"} and v is a primitive root of the order ¢ mod p; and

wherein determining whether the partial authentication message is valid
comprises determining whether the partial authentication message is valid based on the pair of

verification keys.

16. One or more machine-readable storage media comprising a plurality of
instructions stored thereon that in response to being executed result in a computing device

performing the method of any of claims 9-15.

17. A method for multifactor threshold authentication by a shareholder device,
the method comprising:

receiving, by the shareholder device and from a gateway device, a message
determined based on a set of cryptographic system keys;

determining, by the shareholder device, parameter data based on sensor data
generated by one or more sensors of the shareholder device;

generating, by the shareholder device, a partial authentication message based on
the parameter data and the message received from the gateway device;

generating, by the shareholder device, a validation signature of the partial
authentication message; and

transmitting, by the shareholder device, the partial authentication message, the
parameter data, and the validation signature to the gateway device for multifactor threshold

authentication.

18.  The method of claim 17, wherein generating the partial authentication
message comprises generating a partial authentication message, Part;, according to

SS;(Ly)

Part, =a modp,
wherein a is the message received from the gateway device;

wherein L, is the parameter data;
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wherein p is a prime number; and
wherein SS,(9) is a shareholder key share of the shareholder device based on an

identifier of the shareholder device.

19.  The method of claim 1§, wherein generating the validation signature
comprises generating a validation signature, V'V, according to VV, =VV, V'V ,,
wherein V'V, = Hash(v,a,v**"") mod p, Part,,v" mod p,a” mod p);

wherein VV,, =8S,(L)*VV,, +r;and

wherein v is a primitive root of the order ¢ mod p and  is an integer mod p.

20.  The method of claim 18, further comprising receiving, by the shareholder

device, the shareholder key share parameter, SS,, from the gateway device, wherein SS, is
determined according to SS,(z)= F(x=1ID,,z)=F (z)=ss,z+ss, modgbased on a bivariate
polynomial, F(x,z);

wherein ID, is the identifier of the shareholder device;

wherein ss,, and ss,, are coefficients; and

wherein ¢ is a cryptographic system parameter.

21.  The method of claim 20, wherein the bivariate polynomial, F(x,z), is

determined such that:

deg (F(x,2)) = k-1, where k is a number of shareholder devices involved in the

multifactor threshold authentication;
deg .(F(x,z))=1;and
F(0,0)=SK, wherein SK is a secret cryptographic key determined by the

gateway device.

22. The method of claim 17, wherein determining the parameter data

comprises determining, based on the sensor data, at least one of (i) a biometric parameter of a
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user of the shareholder device, (ii) a location of the shareholder device relative to a user of the

shareholder device, or (iii) an inertial characteristic of the shareholder device.

23.  One or more machine-readable storage media comprising a plurality of
instructions stored thereon that in response to being executed result in a computing device

performing the method of any of claims 17-22.

24. A method for multifactor threshold authentication by an authentication
server, the method comprising:

generating, by the authentication server, a set of messages based on a set of
cryptographic system keys;

transmitting, by the authentication server, the set of messages to a gateway
device;

receiving, by the authentication server, an authentication value and parameter data
from the gateway device in response to transmitting the set of messages to the gateway device,
wherein the parameter data is based on sensor data generated by a shareholder device; and

determining, by the authentication server, a validity of one or more messages

received from the gateway device based on Lagrange interpolation.

25.  The method of claim 24, wherein generating the set of messages

comprises (i) generating a message, a, generated according to a = g* mod p and (ii) generating a

message, b, generated according to b = my* mod p,

wherein p and ¢ are prime numbers such that p=2q+1;

wherein g is a primitive root of order ¢ mod p;

wherein k is a random session key used for one round of authentication;

wherein m is a challenge message of the authentication server;
wherein y is a public cryptographic key generated according to y = g* mod p;

and

wherein SK is a secret cryptographic key.
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26.  The method of claim 25, wherein receiving the authentication value

comprises receiving an authentication value, ret, determined according to rer = —Pmod D,
aPr

. {(x) q(2)
wherein qPr = I_L';I(Part,)(/l“”"l""l " mod p;
wherein Part, is a partial authentication message of the shareholder device; and
wherein A) and lf)’l are Lagrange coefficients for interpolation of a bivariate

D,

polynomial.

27.  The method of claim 26, wherein the bivariate polynomial, F(x,z), is

such that:

deg (F(x,2)) =k—1, where k is a number of shareholder devices involved in the

multifactor threshold authentication;
deg,(F(x,z))=1; and
F(0,0)= SK .

28. The method of claim 27, further comprising receiving, by the

authentication server, an authenticator key share, SSZ . determined according to

SS;,

Terminal

=SS, (Lrgpminat) = FUD;,s Lygpinat) = S5 Lreomina + 5510 modgq,
wherein L, . is a secret of the authentication server,
wherein ID, is an identifier of the shareholder device;
wherein ss,, and ss,, are coefficients; and

wherein g is a cryptographic system parameter.

29.  The method of claim 28, wherein determining the validity of the one or

more messages comprises determining whether the challenge message, m, is equal to

k (SSTermmat i o 250y )
ret/(H l(a) T 40,10 0,2 mOdp
i=
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30. One or more machine-readable storage media comprising a plurality of
instructions stored thereon that in response to being executed result in a computing device

performing the method of any of claims 24-29.
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