
(19) United States 
US 2007013 007 4A1 

(12) Patent Application Publication (10) Pub. No.: US 2007/0130.074 A1 
Goldstein (43) Pub. Date: Jun. 7, 2007 

(54) DEVICES, SYSTEMS AND METHODS FOR 
RESTRICTING USE OF DIGITAL CONTENT 

(76) Inventor: Tim Goldstein, Loveland, CO (US) 
Correspondence Address: 
HEWLETT PACKARD COMPANY 
PO BOX 272400, 3404 E. HARMONY ROAD 
INTELLECTUAL PROPERTY 
ADMINISTRATION 
FORT COLLINS, CO 80527-2400 (US) 

(21) Appl. No.: 11/656,091 

(22) Filed: Jan. 22, 2007 

Related U.S. Application Data 

(63) Continuation of application No. 09/570,193, filed on 
May 15, 2000, now Pat. No. 7,188,087. 

100 

N 
102 

PROCESSOR 

Publication Classification 

(51) Int. Cl. 
G06Q 99/00 (2006.01) 

(52) U.S. Cl. ................................................................ 705/51 

(57) ABSTRACT 

Devices, systems and methods for restricting use of digital 
content are provided. Among those embodiments which may 
be construed as providing a method for restricting use of 
digital data, a preferred method includes the steps of 
enabling a user to receive digital data; and preventing the 
user from copying the digital data to a digital data recording 
medium if: (a) copy information corresponding to the digital 
data indicates that such copying is not to be permitted; or (b) 
the digital data recording medium is not an authorized 
digital data recording medium. 
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DEVICES, SYSTEMS AND METHODS FOR 
RESTRICTING USE OF DIGITAL CONTENT 

CROSS REFERENCE TO RELATED 
APPLICATION 

0001. This application is a continuation of U.S. patent 
application Ser. No. 09/570,193, filed May 15, 2000, which 
is incorporated by reference herein. 

BACKGROUND OF THE INVENTION 

0002) 
0003. The present invention generally relates to devices, 
systems and methods for restricting use of digital content 
and, in particular, to devices, systems and methods for 
ensuring compliance of digital audio and/or digital video 
data recordings with copyright protection formats. 
0004 2. Description of the Related Art 
0005 The proliferation of the Internet and highly trans 
portable storage media, Such as Compact discs (CD’s), 
Digital Versatile Discs (DVDs), and Digital Audio Tape 
(DAT), for example, have made the worldwide dissemina 
tion and storage of digital data common place. Such digital 
data, however, may embody a work or compilation of works 
which may be the Subject of one or more copyrights. 
Heretofore, digital data relating to the subject of one or more 
copyrights oftentimes has been copied in disregard of Such 
copyrights. 
0006 Due to the prevalence of unauthorized copying of 
copyrighted works onto storage media, such as CD's, for 
example, legislation Such as the Audio Home Recording Act 
of 1992, the Digital Millennium Copyright Act (DMCA), the 
Secure Digital Music Initiative (SDMI), and the Secondary 
Copy Management System (SCMS), among others, have 
been enacted in order to avert Such unauthorized copying. 
Even with Such legislation, however, unauthorized copying 
of copyrighted or, otherwise, proprietary digital data still 
occurs, resulting in a significant loss of potential royalties 
which should be paid to the owners of the digital data. 

1. Field of the Invention 

0007. Therefore, there is a need for improved devices, 
systems and methods which address these and other short 
comings of the prior art. 

SUMMARY OF THE INVENTION 

0008 Briefly described, the present invention generally 
relates to devices, systems and methods for restricting use of 
digital content and, in particular, to devices, systems and 
methods for ensuring compliance of digital audio and/or 
digital video data recordings with copyright protection for 
mats. Among those embodiments which may be construed 
as providing a method for restricting use of digital data, a 
preferred method includes the steps of enabling a user to 
receive digital data; and preventing the user from copying 
the digital data to a digital data recording medium if: (a) 
copy information corresponding to the digital data indicates 
that such copying is not to be permitted; or (b) the digital 
data recording medium is not an authorized digital data 
recording medium. 
0009. An alternative method includes the steps of receiv 
ing digital data; and determining whether the digital data is 
being received from a digital data recording medium 
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(DDRM). If the digital data is being received from a DDRM, 
the step of determining whether the DDRM is a second 
generation DDRM is conducted, and then, if the DDRM is 
a second generation DDRM, enabling the digital data to be 
played. 

0010 Another alternative method includes the steps of: 
enabling a user to receive digital data; and enabling a 
determination to be made as to whether the digital data being 
received by the user is from a DDRM. If the digital data is 
being received from a DDRM, the step of enabling a 
determination to be made as to whether the DDRM is a 
second generation DDRM is conducted, and then, if the 
DDRM is a second generation DDRM, enabling the digital 
data to be played by the user. 
0011 A preferred embodiment of a device for restricting 
use of digital data by a user includes a first input configured 
to receive digital data, a second input configured to receive 
inputs from a user, and a recording media interface compo 
nent configured to communicate with a digital recording 
medium. Preferably, the recording media interface electri 
cally communicating with the first input and the second 
input and is adapted to write data to a digital recording 
medium. Additionally, the device is configured to determine 
whether digital data received via the first input is from a 
digital data recording medium (DDRM) and, if the digital 
data is from a DDRM, to determine whether the DDRM is 
a second generation DDRM so that, if the DDRM is a second 
generation DDRM, the device plays the digital data in 
response to an associated input provided via the second 
input from the user. 
0012. In another embodiment, a device for restricting use 
of digital data by a user includes: means for receiving digital 
data; means for receiving inputs from a user, means for 
writing data to a digital recording medium; means for 
determining whether digital data received via said means for 
receiving digital data is from a digital data recording 
medium (DDRM); and means for determining whether the 
DDRM is a second generation DDRM so that, if the DDRM 
is a second generation DDRM, the device plays the digital 
data in response to an associated input provided via said 
means for receiving inputs from a user from the user. 
0013 A preferred system includes a first input configured 
to receive digital data and a memory storage device com 
municating with the first input. A processor also is provided 
an is configured to determine whether the digital data 
received via the first input is from a digital data recording 
medium (DDRM) and, if the digital data is from a DDRM, 
to determine whether the DDRM is a second generation 
DDRM. A second input is configured to receive inputs from 
a user and a recording media interface is provided which is 
configured to communicate with a digital recording medium 
so that if it is determined that the digital data received via the 
first input is from a DDRM and that the DDRM is a second 
generation DDRM, the system enables playing of the digital 
data in response to an associated input provided via the 
second input from the user. 
0014. In still another embodiment, a computer readable 
medium is provided which includes a computer program 
stored therein for interfacing with a processor-based system. 
The computer readable medium preferably includes: logic 
configured to determine whether the digital data is being 
received from a digital data recording medium (DDRM): 
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logic configured to determine whether the DDRM is a 
second generation DDRM; and logic configured to enable 
playing of the digital data if the digital data is being received 
from a second generation DDRM. 
0015. Other features and advantages of the present inven 
tion should become apparent to one with skill in the art upon 
examination of the following drawings and detailed descrip 
tion. It is intended that all Such features and advantages be 
included herein within the scope of the present invention, as 
defined in the appended claims. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0016. The present invention, as defined in the claims, can 
be better understood with reference to the following draw 
ings. The drawings are not necessarily to scale, emphasis 
instead being placed on clearly illustrating the principles of 
the present invention. 
0017 FIG. 1 is a block diagram depicting a representa 
tive processor-based system which may be utilized with the 
present invention. 
0018 FIG. 2 is a flow chart depicting a functional rep 
resentation of a preferred embodiment of the present inven 
tion. 

0.019 FIG. 3 is a schematic diagram depicting a preferred 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

0020 Reference will now be made in detail to the 
description of the invention as illustrated in the drawings 
with like numerals indicating like parts throughout the 
several views. As mentioned briefly hereinbefore, the 
present invention provides devices, systems and methods for 
restricting use of digital data or digital content and, in 
particular, to devices, systems and methods for ensuring 
compliance of digital audio and/or digital video data record 
ings with copyright protection formats. Such formats may 
include, but are not limited to, the Secure Digital Music 
Initiative (SDMI) and the Secondary Copy Management 
System (SCMS) formats, among others. 
0021. In regard to SDMI, this format is intended to enable 
the honoring of copyrights of works embodied in digital 
data, Such as by utilizing one or more coding formats and/or 
techniques for identifying and/or protecting the works. 
0022. In regard to SCMS, this format specifies that a 
recording medium contains SCMS information which is 
stored in the Sub-code information of the medium. In accor 
dance with the SCMS specification, the SCMS information 
enables a user to make a single recording of the digital 
information stored on the medium. It should also be noted 
that for a medium to be considered in compliance with the 
SCMS specification, royalties have been paid on the 
medium. 

0023 The present invention, referred to hereinafter as the 
“compliance device.”“device.”“compliance system,”“sys 
tem,”“compliance method,” and/or “method.” is adapted to 
ensure that users comply with copyright protection formats 
(such as those mentioned herein, among others) and may be 
implemented in hardware, software, firmware, or a combi 
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nation thereof. In a preferred embodiment, however, the 
compliance system is implemented as a software package, 
which can be adaptable to run on different platforms and 
operating systems as shall be described further herein. In 
particular, a preferred embodiment of the compliance sys 
tem, which comprises an ordered listing of executable 
instructions for implementing logical functions, can be 
embodied in any computer-readable medium for use by or in 
connection with an instruction execution system, apparatus, 
or device. Such as a computer-based system, processor 
containing system, or other system that can fetch the instruc 
tions from the instruction execution system, apparatus, or 
device, and execute the instructions. In the context of this 
document, a "computer-readable medium' can be any 
means that can contain, store, communicate, propagate or 
transport the program for use by or in connection with the 
instruction execution system, apparatus, or device. 
0024. The computer readable medium can be, for 
example, but is not limited to, an electronic, magnetic, 
optical, electro-magnetic, infrared, or semi-conductor sys 
tem, apparatus, device, or propagation medium. More spe 
cific examples (a nonexhaustive list) of the computer-read 
able medium would include the following: an electrical 
connection (electronic) having one or more wires, a portable 
computer diskette (magnetic), a random access memory 
(RAM) (magnetic), a read-only memory (ROM) (magnetic), 
an erasable, programmable, read-only memory (EPROM or 
Flash memory) (magnetic), an optical fiber (optical), and a 
portable compact disk read-only memory (CDROM) (opti 
cal). Note that the computer-readable medium could even be 
paper or another Suitable medium upon which the program 
is printed, as the program can be electronically captured, via 
for instance, optical scanning of the paper or other medium, 
then compiled, interpreted, or otherwise processed in a 
Suitable manner, if necessary, and then stored in a computer 
memory. 

0025 FIG. 1 illustrates a typical computer or processor 
based system 100 which may utilize the compliance system 
10 of the present invention. As shown in FIG. 1, a computer 
system 100 generally comprises a processor 102 and a 
memory 104 with an operating system 106. Herein, the 
memory 104 may be any combination of volatile and 
nonvolatile memory elements, such as random access 
memory or read only memory. The processor 102 accepts 
instructions and data from memory 104 over a local inter 
face 108, such as a bus(es). The system also includes an 
input device(s) 110 and an output device(s) 112. Examples 
of input devices may include, but are not limited to, a serial 
port, a scanner, or a local access network connection. 
Examples of output devices may include, but are not limited 
to, a video display, a Universal Serial Bus, or a printer port. 
Generally, this system may run any of a number of different 
platforms and operating systems, including, but not limited 
to, Windows NTTM, UnixTM, or Sun SolarisTM operating 
systems. The compliance system 100 of the present inven 
tion, the functions of which shall be described hereinafter, 
resides in memory 104 and is executed by the processor 102. 
0026. The flowchart of FIG. 2 shows the functionality 
and operation of a preferred implementation of the compli 
ance system 10 depicted in FIG.1. In this regard, each block 
of the flow chart represents a module segment or portion of 
code which comprises one or more executable instructions 
for implementing the specified logical function or functions. 
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It should also be noted that in some alternative implemen 
tations the functions noted in the various blocks may occur 
out of the order depicted in FIG. 2. For example, two blocks 
shown in succession in FIG. 2 may in fact be executed 
Substantially concurrently where the blocks may sometimes 
be executed in the reverse order depending upon the func 
tionality involved. 

0027. In the embodiment of the compliance system 10 
depicted in FIG. 2, the process preferably begins at block 12 
where digital data, e.g., digital audio data, digital video data 
and/or digital audio and video data, is received from a 
Source. Such as the Internet, a digital data recording medium, 
etc. As utilized herein, the term "digital data recording 
medium' or DDRM refers to a medium or device which is 
capable of storing digital data, Such as a CD, a DVD, a 
Digital Audio Tape (DAT), among others. For ease of 
description, and not for the purpose of limitation, some 
illustrative examples provided herein in regard to the present 
invention will refer to the use of CD's. However, it should 
be noted that the present invention may utilize any suitable 
digital data recording medium, with all Such uses considered 
well within the scope of the present invention. 

0028 Proceeding to block 14, a determination is made as 
to whether the digital data is being received from a DDRM. 
If it is determined that the digital data is from a DDRM, the 
process preferably proceeds to block 16 where a determi 
nation is made as to whether the DDRM is a second 
generation DDRM. As utilized herein, the term "second 
generation” refers to a DDRM which contains digital data 
that is copied from an original Source or authorized release 
copy of such digital data. If it is determined in block 16 that 
the digital data being received is from a second generation 
DDRM, the method preferably proceeds to block 18 where 
the digital data may be played, e.g., played as audio and/or 
video. If, however, it is determined in block 16 that the 
digital data is not being received from a second generation 
DDRM, the method may then proceed to block 20 where a 
determination is made as to whether the digital data is to be 
copied or ripped. If it is determined that the digital data is to 
be copied, the method preferably proceeds to block 22 where 
a determination is made as to whether a user has provided an 
authorized DDRM, such as SCMS media, for example, for 
copying the digital data thereon. As utilized herein, the term 
“authorized DDRM refers to DDRM which is Suitable for 
copying digital data thereto and which has been approved 
for Such copying (typically, being approved for copying 
means that an appropriate royalty corresponding to the 
medium has been paid). 

0029. If it is determined that the user has not provided an 
authorized DDRM, the method preferably proceeds to block 
24 where the user is prevented from making the desired copy 
and preferably is informed, such as by a prompt or indicator, 
of the inability to make such a copy. If, however, it is 
determined that the user has provided such an authorized 
DDRM, the method preferably proceeds to block 26 where 
the digital data may be copied to the authorized DDRM, e.g., 
the audio track may be burned to CD, with the CD preferably 
being marked as a second generation. Additionally, infor 
mation, Such as watermark and tag information, preferably 
is updated in a master file, such as depicted in block 28. 

0030) Referring back to block 14, if it is determined that 
the digital data is not being provided from a DDRM, the 
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process preferably proceeds to block 30 where digital rights 
management information or copy information relating to the 
digital data or content stored thereon is read. As utilized 
herein, the term “copy information” refers to information 
(e.g., information regarding copyright, payment of royalties 
during download, etc.) regarding the authorization of a user 
to copy the digital data and may include watermarks, tags, 
codes, encryption information and/or other features. The 
process also returns to block 30 when a determination has 
been made (in block 20) that digital data from a non-second 
generation DDRM is to be ripped and when a subsequent 
determination has been made that the data is to be converted 
to an appropriate format, e.g. a format conducive to pre 
senting and/or maintaining copy information, Such as SDMI 
format, for example (block 31). Conversion to an appropri 
ate format (block 32) also may include marking the data as 
a “home copy.” As utilized herein, the term “home copy” 
refers to a coding which facilitates a secure formatting of the 
digital data associated therewith. For instance, when marked 
as a “home copy, the digital data so marked may be 
restricted for play on the device which was utilized to 
facilitated the reception of the data and/or copying of the 
data to a DDRM, thereby transforming the DDRM so 
marked into a secure medium. If it is determined that the 
digital data is not to be converted to an appropriate format, 
the process may return to block 18 where the digital data 
may be played. 
0031 Referring again to block 30, after reading the copy 
information, the method may proceed to block 34 where a 
determination is made as to whether the information is 
provided in an appropriate format, such as SDMI format. If 
it is determined that the information is not in an appropriate 
format, the method preferably proceeds to block 36 where 
the information is marked as a “home copy,” and water 
marked (if the digital data is not compressed). 
0032) If it determined that the information is in an 
appropriate format or, alternatively, after the information has 
been appropriately marked (block 36), the method prefer 
ably proceeds to block 38 where an appropriate tag and 
watermark are placed in a database. Proceeding to block 40. 
a determination then is made as to whether the digital data 
is to be copied. If it is determined that the data is not to be 
copied, the method may proceed to block 18 where the 
digital data may be played, as described hereinbefore. If, 
however, it is determined that the digital data is to be copied, 
the method preferably proceeds to block 42 where a subse 
quent determination is made as to whether such copying is 
authorized. If copying is not authorized, the method prefer 
ably proceeds to block 44 where the user is so informed. If, 
however, it is determined that the digital data is authorized 
to be copied, the method preferably proceeds to block 22 and 
then proceeds as described hereinbefore. 
0033. As described hereinbefore, the present invention 
enables a user to download content from the Internet, for 
example, while ensuring that Such download is in compli 
ance with one or more compliance specifications, e.g., 
SDMI and/or SCMS. For instance, by utilizing the present 
invention, preferably only content authorized to be copied 
(fully compliant content) and/or content which should be 
fully compliant when appropriately purchased (and, thus, 
royalty is paid) by a user may be copied. The following are 
representative examples of content which the present inven 
tion may facilitate for downloading: Liquid Tracks from 
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Liquid Audio with watermarking and encryption; genuine 
MP3 from Liquid Audio with watermarking; ASFS from 
AudioSoft with watermarking and encryption; legal MP3 
with watermarking; MSaudio4 from Microsoft with water 
marking and encryption; A2B from AT&T with watermark 
ing and encryption: AAC from Dolby Laboratories with 
watermarking and encryption; and file types with SDMI 
approval, among others. 

0034). As described hereinbefore in relation to FIG. 2, 
receiving digital data, Such as by downloading a file from an 
Internet website, that does not have watermarking or encryp 
tion, the present invention facilitates watermarking of the 
file and tagging of the file as a “home copy.” If thereafter, 
the user wishes to burn the track to CD, the user must either 
pay an appropriate royalty, as indicated at the web site, or 
utilize authorized DDRM, e.g., SCMS media, as described 
hereinbefore. Thus, copy protection through encryption and 
watermarking preferably is strictly followed, whereby if a 
download file does not have the appropriate encryption 
and/or watermarking, but is in a format that should have this 
information, the file preferably is watermarked and/or 
encrypted as uncopyable until Such time as either the royalty 
is paid or authorized DDRM is utilized. 
0035. As another example, when a user has created a 
WAV file and has stored the file, such as on the hard drive 
of a personal computer, the present invention may facilitate 
conversion of this file into an appropriate format and water 
mark and/or encrypt the file with the user's identification 
information and mark the file as “home copy.” 
0.036 When a user copies audio from a CD, preferably 
the information should be provided in one of the formats 
recited hereinbefore. The copied track is watermarked and/ 
or encrypted with the user's information, with the track also 
being marked as a “home copy.” If thereafter, the user 
intends to burn any track from a CD to another CD, the user 
is required to purchase a license from an appropriate website 
or use SCMS media. Additionally, CD's marked as “second 
generation' maybe copied to a system of the user; however, 
all tracks so copied are watermarked as uncopyable. Thus, 
the files created from second generation CD's may not be 
copied to another CD. For instance, when a user inserts an 
audio CD bought from a local music store and then copies 
selected tracks from the CD to the user's hard drive and 
creates a compilation list from these tracks to burn to CD, 
the present invention preferably prompts the user to utilize 
authorized DDRM. As a further example, when a user 
inserts an audio CD which was produced on a CD copier, the 
present invention preferably notifies the user that the CD is 
a second generation CD. If thereafter, the tracks on the CD 
are copied to the hard drive and the user attempts to add 
these to a compilation to burn to CD, the user preferably is 
informed that burning of those tracks is not allowed. 
0037 Preferably, all tracks burned to CD from another 
CD include serial copy management information (SCMI) 
added to a lead-in of the CD and the lead-in of the track 
which marks the track as a second generation. This SCMI 
information states that the CD created is a copy and that each 
track should be marked as uncopyable. Thus, when a user 
copies a track from CD to a hard drive in an appropriate 
format, such as a format set forth hereinbefore, and the user 
then creates a track list from CD's to be burned to CD, the 
present invention preferably prompts the user to utilize 
SCMS media. The user also should receive a similar prompt 
when attempting to create a track list which includes one or 
more files from another CD as well as files that have had 
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royalties paid when downloaded. If, however, the user has 
appropriately downloaded tracks, i.e., has paid the appro 
priate royalties for all files downloaded, and the user then 
creates a compilation list to burn to CD of these files, the 
user should not be prompted by the present invention to 
provide SCMS media. The files burned to the CD should 
then have the appropriate SCMI information decremented to 
reflect the appropriate burn count and, thus, the ability of the 
user to make further copies. 

0038. The present invention also may facilitate direct 
CD-to-CD copying if Such copying is to made to authorized 
DDRM. When such copying is facilitated, each track should 
be appropriately marked as second generation, such as by 
alternating the copy bit from one to Zero in the data portion 
of the disk for each track. Although second generation tracks 
may be played through an analog audio port, the present 
invention preferably does not facilitate the copying of any 
second generation track regardless of the media type utilized 
to be copied. 

0039 The present invention also may facilitate the col 
lection of audio from other digital sources; however, autho 
rized copy rules, such as SCMS rules, for example, are 
followed. Therefore, if the copyright status bit of the digital 
data is set for copy protected and the L bit is set for pre-rec, 
the file should be watermarked as a “home copy.” If this 
track is burned to CD, the copy bit should be modified from 
Zero to one to indicate second generation. If the copy status 
bit is set for copy protected and the L. bit is missing, 
recording and copying is prohibited. Additionally, audio 
from analog sources should be watermarked as "home copy 
and can be burned to CD using SCMS or commercial media. 
0040. Referring now to FIG. 3, a preferred embodiment 
of a compliance device 300 will be described in detail. For 
the purpose of illustration, and not for the purpose of 
limitation, the device 300 is described herein as a stand 
alone unit, i.e., a unit not requiring an interface with a 
processor-based device, such as a personal computer, for 
example. However, various functionality described in rela 
tion to the device 300 may be appropriately accommodated 
by Such an interface, whereby the various components 
described herein for providing particular functionality of 
device 300 may, instead, be providing by such a processor 
based system. Thus, alternative embodiments of the device 
300 may include only those components which provide 
functionality typically not provided in Such a processor 
based system. All Such embodiments, although not 
described in detail herein, are considered well within the 
Scope of the present invention. 

0041. In regard to FIG. 3, compliance device 300 
includes functional logic 310 which may be provided in 
numerous configurations, such as in hardware, firmware, 
software, or combinations thereof. Preferably, functional 
logic 310 enables functionality of the device, such as 
described in relation to the process 200 depicted in FIG. 2, 
for example. Device 300 also incorporates various inputs 
and outputs. Such as a data input 312 which may be adapted 
for interfacing with the Internet, Ethernet, or another suit 
able network, or may be adapted to receive data from a 
processor of a processor-based system, Such as a personal 
computer, for example. A user input 314 is provided for 
allowing a user to interface with the device, with such user 
input cooperating with one or more keys of a key pad, a 
computer-interfaced keyboard, or any other suitable con 
figuration which allows a user to select among the various 
functionality provided by the device 300 (described in detail 
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hereinafter). A digital audio/video output 316 is provided 
which is adapted for providing audio/video data to a device, 
Such as a speaker or display device, for converting the digital 
data stored on a digital storage medium. Additionally, an 
analog audio/video output 318 may be provided which is 
adapted for providing audio/video data to a device, such as 
a speaker or display device. It should be noted that, in some 
embodiments, the functionality provided by data in/out 312 
and digital audio/video out 316 may be accommodated by a 
single input/output. Compliance device 300 also incorpo 
rates a media reader/writer 320 which is adapted to receive 
a digital recording media, Such as a CD, or DVD, via 
recording media input/output 322 and, thereafter, is adapted 
to read data from and/or write data to the medium received 
therein. 

0042. As depicted in FIG. 3, the various components of 
device 300 may electrically intercommunicate via a bus, i.e., 
bus 324, with logic 310 and reader/writer 320 communicat 
ing with the bus 324 via transmission lines 326 and 328, 
respectively, although various other intercommunication 
layouts, such as those layouts incorporating infra-red (IR), 
radio frequency (RF) and or satellite intercommunication 
techniques, may be utilized. So provided, compliance device 
300 may provide various compliance functionality, such as 
the compliance functionality described in relation to FIG. 2, 
for example. 
0043. The foregoing description has been presented for 
purposes of illustration and description. It is not intended to 
be exhaustive or to limit the invention to the precise forms 
disclosed. Obvious modifications or variations are possible 
in light of the above teachings. The embodiment or embodi 
ments discussed, however, were chosen and described to 
provide the best illustration of the principles of the invention 
and its practical application to thereby enable one of ordi 
nary skill in the art to utilize the invention in various 
embodiments and with various modifications as are Suited to 
the particular use contemplated. All Such modifications and 
variations, are within the scope of the invention as deter 
mined by the appended claims when interpreted in accor 
dance with the breadth to which they are fairly and legally 
entitled. 

1. The method of claim 43, further comprising: 
determining whether the digital data is being received 

from a digital data recording medium (DDRM): 
if the digital data is being received from a DDRM, 

determining whether the DDRM is a second generation 
DDRM; 

if the DDRM is a second generation DDRM, enabling the 
digital data to be played. 

2. The method of claim 1, wherein the step of determining 
whether the digital data is being received from a DDRM 
comprises the steps of: 

if the digital data is not being received from a second 
generation DDRM, determining whether the digital 
data is to be copied or ripped; 

if the digital data is to be copied, determining whether an 
authorized recording medium is provided for copying 
the digital data thereon; 

if an authorized recording medium is not provided, pre 
venting copying of the digital data; 
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if an authorized recording medium is provided, enabling 
copying of the digital data onto the authorized record 
ing medium. 

3. The method of claim 1, wherein the step of determining 
whether the digital data is being received from a DDRM 
comprises the steps of: 

if the digital data is not being received from a DDRM, 
reading identification information of the digital data. 

4. The method of claim 1, wherein the step of receiving 
digital data comprises the step of receiving digital data via 
the Internet. 

5. The method of claim 1, wherein the digital data 
comprises audio data, and wherein the step of enabling the 
digital data to be played comprises the step of enabling the 
digital data to be played as audio. 

6. The method of claim 2, wherein the step of preventing 
copying of the digital data comprises the step of informing 
a user that the digital data may not be copied. 

7. The method of claim 2, wherein the step of enabling 
copying of the digital data onto the authorized recording 
medium comprises the step of marking the authorized 
recording medium with the digital data recorded thereon as 
a second generation. 

8. The method of claim 2, further comprising the step of 
updating watermark and tag information of the digital data. 

9. The method of claim 2, wherein the step of determining 
whether the digital data is to be copied or ripped comprises 
the steps of: 

if the digital data is to be ripped, marking the digital data 
as a home copy; and 

reading identification information of the digital data. 
10. The method of claim 3, wherein identification infor 

mation is selected from at least one of the group consisting 
of watermark information, tag information and encryption 
information. 

11. The method of claim 3, wherein the step of reading 
identification information comprises the steps of 

determining whether the identification information is pro 
vided in an appropriate format; 

if the identification information is not in an appropriate 
format, marking the digital data as a home copy; 

if the identification information is in an appropriate for 
mat, placing a tag and watermark in a database. 

12. The method of claim 9, wherein an appropriate format 
is SDMI format, and wherein the step of marking the digital 
data as a home copy comprises the step of converting the rip 
tag file to SDMI format. 

13. The method of claim 11, further comprising the steps 
of: 

determining whether the digital data is to be recorded to 
a DDRM: 

if the digital data is not to be recorded to DDRM, enabling 
the digital data to be played; 

if the digital data is to be recorded to DDRM, determining 
recording the digital data to DDRM is authorized; 

if recording the digital data to DDRM is not authorized, 
preventing the user from recording the digital data to 
DDRM; 
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if recording the digital data to DDRM is authorized, 
determining whether an authorized recording medium 
is provided for copying the digital data thereon; 

if an authorized recording medium is not provided, pre 
venting copying of the digital data; 

if an authorized recording medium is provided, enabling 
copying of the digital data onto the authorized record 
ing medium. 

14. The method of claim 13, wherein the step of prevent 
ing copying of the digital data comprises the step of inform 
ing a user that the digital data may not be copied. 

15. The method of claim 13, wherein the step of enabling 
copying of the digital data onto the authorized recording 
medium comprises the step of marking the authorized 
recording medium with the digital data recorded thereon as 
a second generation. 

16. The method of claim 13, further comprising the step 
of updating watermark and tag information of the digital 
data. 17.-42. (canceled) 

43. A method for restricting use of digital data comprising 
the steps of: 

enabling a user to receive digital data; 
evaluating a digital data recording medium; and 
preventing the user from copying the digital data to the 

digital data recording medium if: 
copy information corresponding to the digital data indi 

cates that Such copying is not to be permitted; or 
the digital data recording medium is not an authorized 

digital data recording medium. 
44. The method of claim 43, further comprising: 
enabling copying of the digital data to a secure medium, 

if copy information corresponding to the digital data is 
not provided. 

45. The method of claim 43, wherein the digital data 
recording medium is selected from the group consisting of 
a compact disc, a digital audio tape, and a digital versatile 
disk. 

46. The method of claim 43, wherein the digital data is 
selected from the group consisting of audio content, video 
content and audio/video content, and wherein the method 
further comprises the step of: 

allowing the user to play the digital data. 
47. A device for restricting use of digital data by a user, 

said device comprising: 
a first input configured to receive digital data; 
a second input configured to receive inputs from a user; 

and 
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a recording media interface component configured to 
communicate with a digital recording medium, said 
recording media interface communicating with said 
first input and said second input and being adapted to 
evaluate a digital data recording medium; 

said device being configured to prevent the user from 
copying the digital data to the digital data recording 
medium if: 

copy information corresponding to the digital data indi 
cates that Such copying is not to be permitted; or 

the digital data recording medium is not an authorized 
digital data recording medium. 

48. The device of claim 47, wherein said device is further 
configured to determine whether digital data received via 
said first input is from a digital data recording medium 
(DDRM) and, if the digital data is from a DDRM, to 
determine whether the DDRM is a second generation 
DDRM such that, if the DDRM is a second generation 
DDRM, said device plays the digital data in response to an 
associated input provided via said second input from the 
USC. 

49. The device of claim 48, further comprising: 

a third input electrically communicating with said record 
ing media interface and configured to receive analog 
data. 

50. The device of claim 48, further comprising: 
logic circuitry configured to determine whether digital 

data received via said first input is from a DDRM and, 
if the digital data is from a DDRM, to determine 
whether the DDRM is a second generation DDRM such 
that, if the DDRM is a second generation DDRM, said 
device plays the digital data in response to an associ 
ated input provided via said second input from the user, 
said logic circuitry electrically communicating with 
said recording media interface. 

51. A method for restricting use of digital data comprising 
the steps of: 

enabling a user to receive digital data; 

evaluating a digital data recording medium to determine 
whether the user is authorized to copy the digital data 
to the recording medium; and 

if the recording medium indicated that such recording is 
authorized, enabling the digital data to be recorded to 
the recording medium. 


