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Briefly, example methods, apparatuses, and/or articles of
manufacture are disclosed that may be implemented, in
whole or in part, using one or more computing devices to
facilitate and/or support one or more operations and/or
techniques for an identity verification platform, such as
implemented, at least in part, via one or more electronic
communication networks.
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IDENTITY VERIFICATION PLATFORM

RELATED APPLICATIONS

[0001] This application claims priority to U.S. provisional
patent application No. 62/956,020, filed Dec. 31, 2019,
which is incorporated by reference herein in its entirety and
for all purposes.

BACKGROUND

1. Field

[0002] The present disclosure relates generally to elec-
tronic and/or communication infrastructures and, more par-
ticularly, to an identity verification platform, which may
operate to authenticate, authorize, and/or verify the identity
and/or trustworthiness of a user of a particular account, for
example, which may include a financial account, a mobile
account, a service account, or the like.

2. Information

[0003] The World Wide Web or simply the Web, provided
by the Internet, is growing rapidly, at least in part, from the
large amount of content being added seemingly on a daily
basis. A wide variety of content in the form of stored signals,
such as, for example, text files, images, audio files, video
files, web pages, measurements of physical phenomena, or
the like is continually being acquired, identified, located,
retrieved, collected, stored, communicated, etc. In a society
in which commerce takes place on a grand scale, occur-
rences of fraud, unfortunately, are a fact of life. Thus, to at
least partially combat fraud, various processes and/or pro-
cedures exist, such as, for example, in connection with
everyday transactions, including financial transactions, but
also including online transactions and/or in-store purchases,
which may include goods and/or services. Likewise, in a
world in which various electronic devices typically used for
communication, such as mobile communications devices,
tablets, laptop computers, etc., have become ubiquitous, the
types of possible fraud have, in at least some instances,
become more complex. Thus, possible fraud may involve
use and/or knowledge of complex technology, for example,
related to the particular hardware and/or software platforms
associated with such cellular telephones, tablets, laptop
computers, etc.

[0004] In addition, exchange of sensitive content may
represent a significant vulnerability in modern systems
attempting to reduce fraud. As a result of requiring that
sensitive content be transmitted between parties and/or
organizations, such information may be exposed to multiple
potential attacks, which may originate from inside and/or
outside of these or similar parties and/or organizations. For
example, as consumer privacy laws evolve, more and more
parties and/or organizations may be hesitant, or may outright
refuse, to allow sensitive content to leave their data center
for any reason in view of a perceived risk of prosecution
and/or fines under harsh provisions of privacy laws. For
example, the General Data Protection Regulation 2016/679
(GDPR) in Europe provides a mandatory minimum fine of
twenty-million Euro fine for each data loss event. Califor-
nia’s recent bill for consumer privacy is based on the GDPR.
It may this be appreciated that the possible exposure of
sensitive content to unauthorized parties represents an area
of genuine concern. With this in mind, techniques to mini-
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mize the risk of fraud, including fraud that may occur online
or by way of other electronic means, while reducing or
minimizing exposure and/or likelihood the interception of
sensitive content by unauthorized parties, continues to be an
active area of investigation.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Claimed subject matter is particularly pointed out
and distinctly claimed in the concluding portion of the
specification. However, both as to organization and/or
method of operation, together with objects, features, and/or
advantages thereof, it may best be understood by reference
to the following detailed description if read with the accom-
panying drawings in which:

[0006] FIG. 1 is a schematic diagram illustrating features
of an example communications infrastructure, which may
facilitate an identity verification platform, according to an
embodiment.

[0007] FIG. 2A is a schematic flow diagram of an imple-
mentation of an example use case or scenario for an identity
verification platform, according to an embodiment.

[0008] FIG. 2B is a schematic flow diagram of another
implementation of an example use case or scenario for an
identity verification platform, according to an embodiment.
[0009] FIG. 3 is a flow diagram illustrating an implemen-
tation of an example process for an identity verification
platform, according to an embodiment.

[0010] FIG. 4 is a flow diagram illustrating an implemen-
tation of an example process for packaging user-specific
parameters for identity validation, according to an embodi-
ment.

[0011] FIG. 5 is a flow diagram illustrating an implemen-
tation of an example process for evaluating and/or compar-
ing canonical user-specific parameters, according to an
embodiment.

[0012] FIG. 6 is a flow diagram illustrating an implemen-
tation of an example process for decrypting and unpacking
user-specific parameters, according to an embodiment.
[0013] FIG. 7 is a schematic diagram illustrating an imple-
mentation of a computing device in an example computing
environment, according to an embodiment.

[0014] Reference is made in the following detailed
description to accompanying drawings, which form a part
hereof, wherein like numerals may designate like parts
throughout that are corresponding and/or analogous. It will
be appreciated that the figures have not necessarily been
drawn to scale, such as for simplicity and/or clarity of
illustration. For example, dimensions of some aspects may
be exaggerated relative to others, one or more aspects,
properties, etc. may be omitted, such as for ease of discus-
sion, or the like. Further, it is to be understood that other
embodiments may be utilized. Furthermore, structural and/
or other changes may be made without departing from
claimed subject matter. References throughout this specifi-
cation to “claimed subject matter” refer to subject matter
intended to be covered by one or more claims, or any portion
thereof, and are not necessarily intended to refer to a
complete claim set, to a particular combination of claim sets
(e.g., method claims, apparatus claims, etc.), or to a particu-
lar claim. It should also be noted that directions and/or
references, for example, such as up, down, top, bottom, and
so on, may be used to facilitate discussion of drawings and
are not intended to restrict application of claimed subject
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matter. Therefore, the following detailed description is not to
be taken to limit claimed subject matter and/or equivalents.

DETAILED DESCRIPTION

[0015] References throughout this specification to one
implementation, an implementation, one embodiment, an
embodiment, and/or the like means that a particular feature,
structure, characteristic, and/or the like described in relation
to a particular implementation and/or embodiment is
included in at least one implementation and/or embodiment
of claimed subject matter. Thus, appearances of such
phrases, for example, in various places throughout this
specification are not necessarily intended to refer to the same
implementation and/or embodiment or to any one particular
implementation and/or embodiment. Furthermore, it is to be
understood that particular features, structures, characteris-
tics, or the like described are capable of being combined in
various ways in one or more implementations and/or
embodiments and, therefore, are within intended claim
scope. In general, of course, for the specification of a patent
application, these and other issues have a potential to vary
in a particular context of usage. In other words, throughout
the disclosure, particular context of description and/or usage
provides helpful guidance regarding reasonable inferences
to be drawn; however, likewise, “in this context” in general
without further qualification refers at least to the context of
the present patent application.

[0016] Some example methods, apparatuses, and/or
articles of manufacture are disclosed herein that may be
used, in whole or in part, to facilitate and/or support one or
more operations and/or techniques for implementing an
identity verification platform, such as via one or more
computing and/or communication networks and/or protocols
(e.g., network protocols) discussed herein. As will be seen,
in some instances, operations and/or techniques for imple-
menting an identity verification platform, may be imple-
mented, at least in part, to authenticate, authorize and/or
verify an identity and/or trustworthiness of a user of a
particular account. Such accounts may include, for example,
a financial account, a mobile account, a service account, or
the like. In this context, a “user” refers to a person, such as
a user of a mobile communications device, and/or an entity
to be verified. For example, a user may comprise an end
user, such as a customer, subscriber, purchaser, or the like.
Thus, it should be noted that throughout this document terms
such as user, subscriber, customer, and/or similar terms may
be used interchangeably without loss of meaning and/or
understanding unless particular context of usage suggests
otherwise.

[0017] As also discussed below, one or more operations
and/or techniques for implementing an identity verification
platform within an electronic infrastructure may allow a
particular institution or organization, such as a bank to verify
identity and/or trustworthiness of a user. Such verification
may be achieved by utilizing sensitive content or data held
by a particular data source, such as a mobile communication
services carrier, for example, without exposing such sensi-
tive content to the institution or organization. In addition,
such identity verification, may be achieved without exposing
the data held by the institution or organization to the data
source. In this context, “data source” refers to a source of
sensitive content (e.g., private consumer content, personally
identifiable information, premium entertainment content,
etc.) that is accepted as being canonical, trustworthy, or
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otherwise accepted as being accurate and/or authoritative.
As was indicated, at times, a data source may be incentivized
(e.g., via consumer privacy laws, etc.) to restrict access of
sensitive content, such as private consumer content, to
parties outside of their immediate control. Such access
restrictions may be imposed for legal reasons, contractual
obligations, or for other reasons, and claimed subject matter
is not limited in this respect. For example, a data source may
restrict access to sensitive content by identity verifiers since
the data source may lack trust in the ability of the identity
verifier maintain confidentiality under all circumstances. In
this context, “identity verifier” or “verifier” refers to an
entity facilitating and/or supporting identity verification of a
user. In some instances, an identity verifier may include, for
example, a mobile communication services carrier, aggre-
gator of mobile subscriber accounts, or any other verifica-
tion service (e.g., third-party, etc.).

[0018] “Content,” “sensitive content,” “data,” “electronic
content,” or “private consumer content”, as these terms are
used herein, should be interpreted broadly and refer to
signals, such as signal packets, for example, and/or states,
such as physical states on a memory device, for example.
Such terms are to be employed in a manner irrespective of
format, such as by way of any expression, representation,
realization, and/or communication, for example. Sensitive
content, such as private consumer content, may comprise,
for example, any information, knowledge, and/or experi-
ence, such as, again, in the form of signals and/or states,
physical or otherwise. In this context, “electronic” or
“online” content refers to content in a form that although not
necessarily capable of being perceived by a human, (e.g., via
human senses, etc.) may nonetheless be transformed into a
form capable of being so perceived, such as visually, hap-
tically, and/or audibly, for example. Non-limiting examples
may include text, audio, images, video, multimedia, or the
like. Thus, sensitive content, such as private consumer
content, may be stored and/or transmitted electronically,
such as before or after being perceived by human senses. In
general, it may be understood that sensitive content in an
electronic form may be intended to be referenced in a
particular discussion, although in the particular context, the
term “content” may be employed for ease of discussion.
Specific examples of content may include, for example,
computer code, metadata, messages, text, audio file, video
file, data file, web page, multimedia files, or the like and
claimed subject matter is not limited in this respect.

[0019] As alluded to previously, in a society in which
commerce takes place on a grand scale, occurrences of
fraud, unfortunately, are increasing in frequency. Thus, to
reduce the incidence of such fraud, various processes and/or
procedures have been developed, such as, for example, in
connection with everyday transactions, including financial
transactions. Such processes and/or procedures may extend
to other types of online transactions and/or in-store pur-
chases, which may include goods and/or services, simply as
a few illustrative examples. Likewise, in a world in which
various electronic devices typically used for communica-
tion, such as mobile cellular telephones, tablets, laptop
computers, etc., are ubiquitous, the types of possible fraud
have, in at least some instances, become more complex.
Occurrences of fraud may involve the use and/or knowledge
of complex technology, for example, which may be related
to the particular hardware and/or software platforms asso-
ciated with such cellular telephones, tablets, laptop comput-
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ers, etc. Thus, a need for ways to reduce the risk of fraud,
including fraud that may occur online and/or electronically,
continues to be an active area of investigation.

[0020] One approach toward reducing the risk of potential
fraud relates to identity authentication, authorization, and/or
verification of a user, customer, subscriber, or purchaser,
typically before completing a transaction (e.g., in place of or
in addition to) a typical log-in. In this context, the term
“transaction” (or similar term) refers to a set of communi-
cations and/or actions that take place between at least two
parties that reciprocally affect and/or influence the parties
involved in the transaction. Entities that provide identity
verification services are referred to herein are as identity
verifiers or similar terms. These terms are intended to
encompass agents of identity verification that may otherwise
exist as separate entities. For example, an agent may include
an entity that facilitates and/or supports a particular service,
such as an identity verification service, via organizing and/or
participating in one or more transactions between two other
parties (e.g., a bank and a carrier, etc.). In this context, it is
to be understood that identity verification may be requested
for a significant number of users for corresponding number
of possible situations. For example, millions, tens of mil-
lions, hundreds of millions or even more requests may be
submitted on a daily basis, for example. Therefore, consis-
tent and workable approaches and/or processes, rather than
uniquely customized approaches and/or processes that may
otherwise vary by request, may be desired with a large
volume of requests.

[0021] As shall be discussed, identity verification is sim-
ply one possible approach to reduce the risk of fraud. Other
approaches or portions thereof, such as authentication,
authorization, validation, audit, or the like may also be used
herein, in whole or in part, such as part of, in addition to,
and/or in conjunction with identity verification. With respect
to identity verification, in a worldwide electronic commu-
nications environment, a subscriber to a mobile communi-
cations service carrier may establish an identity with such a
carrier and/or with a third party. Such third parties may
include, but are not limited to, an online merchant, who may
be willing to interact with a user (e.g., customer, subscriber,
purchaser, etc. to sell, extend services, provide access to
content, etc.) if an identity is to be verified. In many
instances, given the nature of certain transactions, especially
in a communications environment in which transactions take
place via communications network around the clock and at
remote locations, it may be useful to perform identity
verification relatively quickly, such as in a real-time (or near
real time) fashion.

[0022] As a general matter, authentication, authorization,
and/or verification of a mobile subscriber, may be desirable
if an institution or organization (e.g., third party, etc.) wishes
to verify the identity of a user (e.g., mobile subscriber).
Identity verification typically relies on verifying (e.g.,
authenticating, authorizing, auditing, etc.) an existing bind
and/or association to a persistent mobile identifier, as dem-
onstrated below through illustrative examples. In this con-
text, the term “bind,” association or similar terms, refer to a
persistent, continuing and objectively verifiable relationship
between a user/subscriber (e.g., person, entity, etc.) and a
mobile identity, including, as an example, a mobile sub-
scriber and a bank or other financial institution or organi-
zation holding his or her bank account. Thus, a subscriber
account identifier, may be employed to represent a mobile

Jul. 1, 2021

identity. The term mobile subscriber account identity and/or
similar terms in this context refer to an identity that relies on
a mobile account relationship (also referred to as a bind
and/or association) of a user as a source of verification and
is capable of being verified by another (e.g., a third-party
identity verifier). The term mobile account and/or similar
terms in this context refer to a mobile service provider
account. Likewise, the terms communication services carrier
and mobile subscriber network operator may be used inter-
changeably. Furthermore, in this context, the term wireless
carrier, common carrier, or simply carrier refers to an entity
in telecommunications that provides wired and/or wireless
communication services to the general public for a fee. Thus,
while a carrier may correspond to a mobile communication
services provider and/or mobile network operator; there are
examples of carriers that are not mobile service providers
and/or mobile network operators. Nonetheless, the term
carrier may be used in place of mobile service provider
and/or mobile network operate without a loss in meaning
and/or understanding. In any given situation, particular
context of usage should indicate if carrier is being used in its
most general sense or in a narrow sense, such as referring to
a mobile service provider and/or mobile network operator,
for example.

[0023] It is noted that while a bind need not be permanent,
it should have some amount of persistence to be of use in this
context. Other aspects of subscriber authentication, autho-
rization, and/or verification are described herein. As noted,
in an embodiment, verification, such as mobile subscriber
identity verification, may relate to a mobile account and/or
a mobile subscriber, for example. As mentioned, a mobile
account is one example of a type of account, especially in an
online world, although claimed subject matter is not
intended to be limited to online accounts or mobile accounts.
Rather, the term “account” in this context refers to a formal
business arrangement between an entity and/or person and a
provider of the account in order to accomplish a business
purpose. It is noted, for clarification, that in some situations,
a person may represent an entity, for example. Likewise, in
some situations, a person and an entity may be distinct.
Further, the term account is to be read broadly and may
include a service account, a financial account, an account
relating to access to content, as just a few illustrative
examples. Thus, continuing with non-limiting examples, an
account, in various embodiments, may, for example, be
employed with respect to purchase of goods and/or services,
access to content, access to financial accounts, access to
medical records, access to corporate or organizational intel-
lectual property and/or other types of records and/or files,
access to other services, etc.

[0024] Likewise, an account may comprise attributes asso-
ciated with or corresponding to the account. In this context,
the term “subscriber account identifier” refers to a unique
descriptor or feature associated with the account that at least
partially defines certain aspects of the account. For example,
as nonlimiting illustrations, with respect to a mobile device
user, a subscriber account identifier may include a mobile
telephone number, a mobile subscriber unique alias, an
international mobile subscriber identifier (IMSI), Integrated
Circuit Card Identifier (ICC ID), and/or other type of iden-
tifier (e.g., a unique identifier) employed in connection with
the particular mobile network operator or the mobile com-
munication services provider. Mobile communications net-
works may include those compatible or compliant with a
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Global System for Mobile Communications (GSM) tele-
communications network, for example. Other examples of
mobile subscriber account identifiers may include an inter-
national mobile equipment identifier (IMEI), a mobile
equipment identifier or any other identifier a mobile billing
account number/identifier.

[0025] Although the discussion that follows relates to any
type of account, as a non-limiting illustration, mobile
accounts shall be used for illustration. It is understood, of
course, that claimed subject matter is intended to not be
limited to examples provided primarily for purposes of
illustration, since such examples may be oversimplified for
purposes of comprehension, for example. As was mentioned
previously, with respect to commerce, including, of course,
mobile accounts, a risk of fraud and/or unauthorized actions
taking place is present or at least a risk exists of attempts
being made.

[0026] The following provides a few illustrative examples
of accounts in which a risk of fraud and/or unauthorized
actions may be present. In scenarios, user may log into a
bank account via a web browser or an executable application
on a mobile device, for example. In response to receipt of
signals initiated by the user, a financial institution, for
example, may utilize an application programming interface
(API) substantially compatible and/or substantially compli-
ant with HTTP and/or HTTPS, including versions now
known and/or to be later developed, and/or another suitable
protocol (e.g., now known and/or to later be developed). In
such an example, a user may seek to take one or more
actions with respect to an account, for example, to transfer
funds, view a history of transactions, make a payment,
update sensitive content, etc.

[0027] In another illustration, a mobile communication
services subscriber may seek to access an existing account
with a merchant. In response, a merchant, such as a provider
of online music or other provider of entertainment-related
content, may seek a form of payment, such as via a credit
account (e.g., credit card) that may already be on record with
the merchant. In another illustration, a user may seek to
access a mobile device, for example, to create, share, and/or
edit a file.

[0028] Thus, as suggested, a mobile communication ser-
vices subscriber may seek to access, for example, an online
account. A third party, such as those who may provide access
to such an accounts, may seek to provide access control so
as to maintain confidentiality of sensitive content. In an
example, a software company and/or product, such as a
developer of tax-preparation software products, may permit
individual (access controlled) user accounts to be estab-
lished. In another instance, a user may desire to access
content, such as content corresponding to sensitive content
(e.g., provided by a user to a social media account). In
another instance, a user may return to a website and/or
application, in which access to the website could be depen-
dent, at least partially, on binding a user to a website and/or
with an application, such as via an subscriber account
identifier for the user. Thus, a third party may comprise a
customer care facility of an enterprise, for example, such as
a customer-care facility of a bank, in which an account is
established.

[0029] The foregoing examples and many more accounts
are subject to risk associated with fraud and/or unauthorized
actions by an unscrupulous individual. Continuing with this
example, therefore, an unscrupulous individual may desire
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to modify one or more aspects of a particular mobile services
account. For example, the unscrupulous individual may
desire to create or assume a false identity as an owner of an
account. As mentioned previously, one way to mitigate such
risks may be to employ authentication, authorization, and/or
verification, which may include mobile identity verification
of trustworthiness of a mobile services subscriber. Also as
previously mentioned, authentication, authorization, and/or
verification processes and/or procedures may include com-
municating (e.g., exchanging, etc.) content related to a
particular user and/or entity over a communications net-
work. For example, while mobile communication services
subscribers interact with an institution, the subscriber may
provide certain sensitive content, so as to verify the sub-
scriber’s identity. Such content may often include uniquely-
identifiable values to identify a person, for example, and
may this be referred to as personally identifiable informa-
tion. Such identifiers may include but are not limited to a
phone number, a Social Security number, email address,
Internet protocol (IP) address or the like. Additionally, such
identifiers may include a group of values, for example. Such
identifiers may include but are not limited to physical
address, an electronic mail address, a first name, a date of
birth, and so forth.

[0030] Thus, as will be discussed in greater detail below,
in an implementation, one or more operations and/or tech-
niques for an identity verification platform may be imple-
mented. An identity verification platform may be imple-
mented to verify identity and/or trustworthiness of a user of
a particular account, for example, which may include a
financial account, a mobile communications device sub-
scriber account, a service account, or the like. As is also
discussed below, one or more techniques for an identity
verification platform may permit an institution or organiza-
tion, such as a financial institution, to verify identity and/or
trustworthiness of a user by using sensitive content held by
a particular data source. Data sources may include canonical
data sources, such as data sources curated by mobile com-
munication services carrier, for example, without exposing
such sensitive content from such data sources to the insti-
tution or organization. Identity verification may be accom-
plished without exposing the institution’s or the organiza-
tion’s data to the data source. In some instances, an identity
verification platform may, for example, be implemented in
such a way that sensitive content held by a particular data
source may be exclusively co-located or under the exclusive
control of a particular mobile communication services car-
rier. These results can be achieved, according to an embodi-
ment disclosed herein, within a telecommunications infra-
structure, such as shown in FIG. 1.

[0031] FIG. 1 is a schematic diagram illustrating features
associated with an implementation of an example commu-
nications infrastructure, which may facilitate an identity
verification platform, according to an embodiment. Pro-
cesses and/or operations for an identity verification platform
may be implemented, at least in part, to validate identity of
a mobile communication services subscriber utilizing a
mobile communications device referenced herein at 102. As
used herein, “mobile communication device,” “mobile com-
puting device,” or “mobile device” may be used inter-
changeably and refer to any kind of special purpose com-
puting platform and/or apparatus that may from time to time
have a position or location that changes. As a way of
illustration, mobile devices may include, for example, cel-
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Iular telephones, smart telephones, laptop computers, per-
sonal entertainment systems, tablet personal computers
(PC), personal audio or video devices, personal navigation
devices, Internet of Things (IoT) devices, or the like. It
should be appreciated, however, that these are merely
examples of mobile devices that may be used, at least in part,
to implement one or more operations and/or techniques for
implementing an identity verification platform, and that
claimed subject matter is not limited in this regard.

[0032] It should be appreciated that operating a commu-
nications infrastructure 100 is described herein as a non-
limiting example that may be implemented, in whole or in
part, in the context of various electronic communications
networks or combination of such networks, such as public
networks (e.g., the Internet, the World Wide Web), private
networks (e.g., intranets), WWAN, wireless local area net-
works (WLAN, etc.), or the like. It should also be noted that
claimed subject matter is not limited to a particular network
and/or operating environment. For example, in some
instances, an optical network may be used herein, in whole
or in part, such as separately and/or in any suitable combi-
nation with one or more networks discussed herein. Thus,
depending on an implementation, one or more operations
and/or techniques for implementing an identity verification
platform.

[0033] As illustrated, in an implementation, mobile device
102 may, for example, receive or acquire satellite position-
ing system (SPS) signals 104 from SPS satellites 106. In
some instances, SPS satellites 106 may be from a single
global navigation satellite system (GNSS), such as the GPS
or Galileo satellite systems, for example. In other instances,
SPS satellites 106 may be from multiple GNSS such as, but
not limited to, GPS, Galileo, Glonass, or Beidou (Compass)
satellite systems. In certain implementations, SPS satellites
106 may be from any one several regional navigation
satellite systems (RNSS) such as, for example, WAAS,
EGNOS, QZSS, just to name a few examples.

[0034] At times, mobile device 102 may, for example,
transmit wireless signals to, or receive wireless signals from,
a wireless communication network. In one example, mobile
device 102 may communicate with a cellular communica-
tion network, such as by transmitting wireless signals to, or
receiving wireless signals from, one or more wireless trans-
mitters capable of transmitting and/or receiving wireless
signals, such as a base station transceiver 108 over a wireless
communication link 110, for example. Similarly, mobile
device 102 may transmit wireless signals to, or receive
wireless signals from a local transceiver 112 over a wireless
communication link 114. Base station transceiver 108, local
transceiver 112, etc. may be of the same or similar type, for
example, or may represent different types of devices, such as
access points, radio beacons, cellular base stations, femto-
cells, or the like, depending on an implementation. Simi-
larly, local transceiver 112 may comprise, for example, a
wireless transmitter and/or receiver capable of transmitting
and/or receiving wireless signals. For example, as will be
seen, at times, wireless transceiver 112 may be capable of
obtaining one or more observations from one or more other
terrestrial transmitters.

[0035] In a particular implementation, local transceiver
112 may communicate with mobile device 102 at a shorter
range over wireless communication link 114 than at a range
established via base station transceiver 108 over wireless
communication link 110. For example, local transceiver 112
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may be positioned in an indoor or like environment and may
provide access to a wireless local area network (WLAN,
e.g., IEEE Std. 802.11 network, etc.) or wireless personal
area network (WPAN, e.g., Bluetooth® network, etc.). In
another example implementation, local transceiver 112 may
comprise a femtocell or picocell capable of facilitating
communication via link 114 according to an applicable
cellular or like wireless communication protocol. It should
be understood that these are merely examples of networks
that may communicate with mobile device 102 over a
wireless link, and claimed subject matter is not limited in
this respect. For example, in some instances, communica-
tions infrastructure 100 may include a larger number of base
station transceivers 108, local transceivers 112, etc.

[0036] In an implementation, base station transceiver 108
and local transceiver 112 may communicate with server 116
over a network 122 via one or more links 124. Network 122
may comprise, for example, combinations of wired or wire-
less communication links. In a particular implementation,
network 122 may comprise, for example, a network capable
of implementing an Internet Protocol (IP) infrastructure
capable of facilitating or supporting communication
between mobile device 102 and server 116 via local trans-
ceiver 112, base station transceiver 108, etc. In another
implementation, network 122 may comprise, for example
cellular communication network infrastructure, such as a
base station controller or master switching center to facili-
tate and/or support mobile cellular communication with
mobile device 102. Server 116 may comprise one or more
database servers (e.g., for a data source, agent, identify
verifier, carrier, etc.), update servers, back-end servers, man-
agement servers, archive servers, location servers, position-
ing assistance servers, navigation servers, map servers,
crowdsourcing servers, network-related servers, or the like.

[0037] In particular implementations, mobile device 102
may have circuitry or processing resources capable of deter-
mining a position fix or estimated location of mobile device
102, initial (e.g., a priori) or otherwise. For example, if
satellite signals 104 are available, mobile device 102 may
compute a position fix based, at least in part, on pseudo
range measurements to four or more SPS satellites 106.
Here, mobile device 102 may compute such pseudorange
measurements based, at least in part, on pseudonoise code
phase detections in signals 104 acquired from four or more
SPS satellites 106. In particular implementations, mobile
device 102 may receive from one or more of servers 116
positioning assistance data to aid in the acquisition of signals
104 transmitted by SPS satellites 106 including, for
example, almanac, ephemeris data, Doppler search win-
dows, just to name a few examples.

[0038] Even though a certain number of computing plat-
forms and/or devices are illustrated herein, any number of
suitable computing platforms and/or devices may be imple-
mented to facilitate and/or support one or more techniques
and/or processes associated with communications infra-
structure 100. For example, at times, network 122 may be
coupled to one or more wired or wireless communication
networks (e.g., WLAN, etc.) so as to enhance a coverage
area for communications with mobile device 102, one or
more base station transceivers 108, local transceiver 112,
server 116, or the like. In some instances, network 122 may
facilitate and/or support femtocell-based operative regions
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of coverage, for example. Again, these are merely example
implementations, and claimed subject matter is not limited
in this regard.

[0039] Thus, as was indicated, one or more operations
and/or techniques for implementing an identity verification
platform may be implemented to allow an institution or
organization (e.g., a financial institution, etc.) to verify
identity and/or assess the trustworthiness of a user by using
sensitive content held by an canonical data source. An
identity verification platform may be implemented so as to
prohibit exposure of sensitive content, such as sensitive
content (e.g., personally identifiable information), from the
data source to the institution or organization. Identity veri-
fication may additionally prohibit exposure of the institu-
tion’s (or organization’s) content to the data source. An
identity verification platform may be implemented in such a
way that sensitive content held by a particular data source
may be under the exclusive control of, for example, a mobile
communication device services carrier. In some instances,
being under the exclusive control of a communication
device services carrier may involve (or even necessitate)
co-location of an identity verification platform with process-
ing resources of a mobile communication device services
carrier. Thus, at times, one or more data stores (e.g., data-
base) of an identity verification platform may be inacces-
sible to outside parties.

[0040] Inanimplementation, an institution or organization
(such as a financial institution) may seek to authenticate,
authorize, and/or verify an identity of a mobile communi-
cation services subscriber as part of a transaction. Such
verifications, for example, may involve electronically com-
municating sensitive content to an identity verifier. In some
instances, to authenticate, authorize, and/or verify identity of
a subscriber, an institution or organization may convey
sensitive content along a communications network, thus,
creating one or more security risks or concerns, as discussed
above. Thus, one or more operations and/or techniques for
implementing an identity verification platform may be used,
in whole or in part, to mitigate security risks or concerns.

[0041] For example, in an implementation, responsive to
sensitive content, such as private consumer content, being
received at an identity verification platform, the platform
may utilize a unique identifier to determine an appropriate
data source (or sources) to verify a mobile subscriber
identity. In some instances, such as responsive to a data
source corresponding to a trusted (e.g., canonical) data
source, for example, a verifier may, for example, perform
one or more operations and/or processes, such as via one or
more particular implementations.

[0042] In an implementation, a subscriber account identi-
fier may be used, such as by a requesting agent to prepare
and/or store previously known information relevant (or
private to) to a user-specific historical interactions, for
example. In some instances, such sensitive content may be
integrated into a single set of parameters that include sen-
sitive content (e.g., personally identifiable information) to be
passed by a requesting agent to an identity verification
platform.

[0043] Responsive to receipt of sensitive content from a
requesting agent, an identity verification platform may gen-
erate an encryption key for the interaction, for example, and
a random initial value or key “salt.” The identity verification
platform may then encrypt sensitive content utilizing a
symmetric encryption algorithm (e.g., an AES256 key) to
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encrypt the sensitive content. An identity verification plat-
form may, for example, encrypt a key via an asymmetric key
method (e.g., RSA or similar encryption technique).

[0044] An encrypted parameter set representing sensitive
content may be passed to an identity verification platform.
At times, parameters representing sensitive content may
additionally include, for example, in unencrypted form, an
identifier of a particular transaction (e.g., a financial trans-
action, etc.), and/or any other suitable content (e.g., house-
keeping content, etc.). An identity verification platform may
then, via an appropriate and/or applicable protocol, such as
SSL, HTTPS, or the like, electronically communicate a set
of sensitive content to a canonical (e.g., trusted) data source.

[0045] In an implementation, an identity verification plat-
form may comprise, for example, a stand-alone computing
device to electronically process sensitive content in a pro-
tected environment without utilizing long-term or persistent
storage of sensitive. An identity verification platform may
restrict access from a data source or a verifying agent other
than an interface to an identity verification platform (e.g.,
API, etc.). In an implementation, an identity verification
platform may be operated within a data center, for example,
meaning that sensitive content (e.g., private consumer con-
tent, etc.) stored within the data source may be inaccessible
to entities outside of the premises of the data source.
Optionally or alternatively, an appliance may, for example,
be installed at a particular site (e.g., third-party site, etc.),
such as in response to an agreement by appropriate parties.
Depending on an implementation, an appliance may not
utilize nonvolatile or persistent memory to store of sensitive
content. Thus, in some instances, volatile storage, exclu-
sively, may be present in an appliance, which may assist in
protecting sensitive content.

[0046] Sensitive content may be transmitted by a request-
ing agent to an appliance, for example, and an asymmetric
key may be utilized to extract a symmetric key from a
parameter set containing sensitive content. In at least one
implementation, a set of encrypted parameters may, for
example, be separated and/or decrypted into a volatile
memory. A unique identifier may, for example, be extracted
and/or passed to a data source, which may ensure that
minimal sensitive content is exchanged in return for a
canonical or trustworthy content from a data source.

[0047] Content returned from a data source may be stored
into a memory, for example, and, in response, an identity
verification platform executing a set of rules and/or com-
parisons against parameters supplied by a canonical data
source. In response to an identity verification platform
executing the set of rules, a set of verification indicators,
scores, etc., that may not contain sensitive content, may be
returned by the identity verification platform. Accordingly,
an identifier to identify sensitive content may be attached to
the returned content, for example, and a symmetric encryp-
tion key with a new random initial value may be generated
to encrypt the sensitive content. Such content may be
returned with an identity verification value, for example, and
an identifier in plaintext with returned values encrypted.

[0048] Following generation of a response, sensitive con-
tent from a data source as well as any sensitive content from
a verifying agent may be overwritten with random values. In
this way, even illicit or surreptitious data accessing programs
may be unable to access sensitive content stored in the
memory accessible by an identity verification platform.
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[0049] Responsive to an agreement between parameters
supplied by a verifying agent and parameters supplied by a
canonical data source, results of such comparison may be
conveyed to a verifying agent. In particular embodiments, a
Boolean decision to indicate whether a particular threshold
was met (e.g., “verified” or “not verified”), may indicate
agreement between parameters supplied by a verifying agent
and parameters supplied by a canonical data source. If
appropriate or applicable, one or more other suitable indi-
cators may be included, such as, for example, a “nickname”
indicator for a match like “Bob” vs “Robert” where one form
may be a diminutive name for the other.

[0050] Optionally or additionally, agreement between
parameters supplied by a verifying agent and parameters
supplied by a canonical data source may be indicated via a
trustworthiness score, which may consider more recent
behavior of a communication services subscriber. A trust-
worthiness score may be generated to indicate whether, for
example, a mobile communications device has recently been
ported recently (e.g., changed carriers, etc.), or changed SIM
cards, or a myriad of other events that may identify potential
fraud, for example. Responsive to a determination that a
mobile communications device has undergone such events
may indicate a lowered level of trust in a mobile commu-
nication services subscriber.

[0051] In particular instances, an institution or organiza-
tion (e.g., a financial institution) may use a trustworthiness
score to determine whether to allow an interaction with a
user to continue or to fail (e.g., to be denied, etc.). A
particular advantage (e.g., among many) of such an
approach may, for example, be that unscrupulous parties
may be prohibited from accessing consumer content. In
some instances, restricting access may, for example, prevent
unscrupulous individuals from acquiring sensitive content,
especially canonical or trustworthy content.

[0052] Thus, an identity verification platform operating
within an electronic infrastructure may minimize or reduce
information or content exposure. Reducing an incidence of
exposure of sensitive content may be brought about by
removing transfers of canonical or like content outside of a
data source. An identity verification platform may advanta-
geously appeal to an institution or organization (e.g., a bank,
etc.) as well as to canonical data sources.

[0053] In some embodiments, exposure to privacy viola-
tions may be brought about by precluding access to sensitive
content. In particular embodiments, an identity verification
platform may not, at any time be in possession of sensitive
content, which may include personally identifiable informa-
tion or any other type of sensitive content. Since data
sources (e.g., canonical data sources) may be incentivized to
preclude release of sensitive content to external parties,
other approaches or options toward securing sensitive con-
tent, such as encryption, obfuscation, or the like, may be
soon obsolete. As such, identity verification platforms may
represent a suitable or desirable solution for identity verifi-
cation, which may include communication services sub-
scriber identity verification, implemented in real or near real
time.

[0054] Attention is now drawn to FIG. 2A, which is a
schematic flow diagram of an implementation of an embodi-
ment (200) of an identity verification platform. Embodiment
200 may be implemented utilizing identity verification plat-
form 232, which may comprise a virtual or physical com-
puting device or any combination thereof. Identity verifica-
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tion platform 232 may execute computer-readable
instructions (e.g., software, firmware, etc.), so as to imple-
ment one or more operations and/or processes, as discussed
herein. In embodiment 200, identity verification platform
232 may be deployed, such as being physically located, for
example, so as to be directed by or under the control of
identity verifier 230. Identity verifier 230 may represent an
aspect of a mobile communication services carrier or a data
store accessible to the mobile communication services car-
rier. In particular embodiments, identity verification plat-
form 232 may operate as directed by (e.g., owned or leased
by) an entity other than identity verifier 230. For this
example, identity verification platform 232 may be owned
by agent 220, who may facilitate and/or support identity
verification process.

[0055] Identity verifier 230 may implement one or more
identity verification processes in real-time or in near-real
time. In this context, “real time” refers to an amount of
timeliness of content, which may be delayed by an amount
of time attributable to electronic communications involving
a communications network and/or signal processing of any
received signals. It should be noted that information
acquired or produced, for example, by input signals, output
signals, operations, results, etc., associated with embodi-
ment 200 may be represented via one or more digital signals.
It should also be appreciated that even though one or more
operations are illustrated or described concurrently or with
respect to a certain sequence, other sequences or concurrent
operations may be employed. In addition, although the
description below references particular aspects or features
illustrated in certain other figures, one or more operations
may be performed with other aspects or features. For
example, in some instances, embodiment 200 may be imple-
mented, in whole or in part, within the communications
infrastructure of FIG. 1.

[0056] Thus, embodiment 200 may, for example, begin
with a subscriber (205) of a mobile communication services
carrier interacting with mobile device 102. Mobile device
102 may communicate with institution 210, which may
represent a financial institution, for example. Subscriber 205
may enter appropriate credentials, such as a username and
password, such as by way of a graphical user interface
operating on device 102. An applicable computing process
associated with institution 210, may utilize an to obtain and
process a request to interact with institution 210. Institution
210 may communicate with one or more applicable parties,
such as agent 220, for purposes of initial authentication of a
participating mobile device, as one example. Agent 220 may
authenticate, authorize, and/or verify mobile device 102 via
one or more appropriate processes, such as via linking or
associating a particular subscriber account identifier to
mobile device 102, for example. In embodiment 200,
requester system 215 of institution 210 may also access a
database, which includes, for example, a name, address, etc.
of subscriber 205 associated with (or perhaps in possession
of) mobile device 102. A database internal to institution 210
may include subscriber account identifiers (e.g., a mobile
telephone number), and may electronically communicate the
subscriber account identifier (e.g., a telephone number) to
institution 210, such as together with such a name, address,
etc., as referenced generally via a link at 212.

[0057] According to an implementation, responsive to
receipt of sensitive content (e.g., sensitive content) from
institution 210 by way of a link 211, agent 220 may employ
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one or more internal processes, such as referenced generally
as agent’s business logic 221, to authenticate, authorize,
and/or verify of the identity of subscriber 205. The identity
of subscriber 205, which may be implemented, at least in
part, as in connection with accessing internal database 224.
Database 224 may comprise, for example, any suitable
content useful to validate a mobile identity of a subscriber
205 operating mobile device 102. As a way of illustration,
such content is stored in internal database 224 may include,
for example, mobile subscriber records and/or transaction
history, such as telephone numbers, deterministic events
with respect to mobile device 102 (e.g., porting or transfer
events, disconnecting events, number change events, etc.).
Records of deterministic events may, for example, be asso-
ciated with or linked to respective aliases or unique identi-
fiers representative of mobile identities of corresponding
users (e.g., create a bind, port a subscriber account identifier
from a first mobile services carrier to a second mobile
services carrier, etc.). As such, when subscriber 205 partici-
pates in one or more change events, such as changes that
pertain to mobile device 102, a unique identifier of that user
may remain unchanged in database 224, such as due, at least
in part, to tracking these changed events in relation to the
unique identifier (e.g., updating subscriber records, etc.).
Thus, by accessing database 224, agent 220 may determine,
for example, which carrier (of a plurality of carriers) to
which a participating mobile device belongs, an applicable
telephony infrastructure (e.g., landline or mobile subscriber,
etc.), and/or other suitable aspects useful for identity veri-
fication. Database 224 may additionally include records
pertaining to recent transaction dates, porting or transfer
events, etc. In some instances, agent 220 may, for example,
also generate or assign a new alias or unique identifier to
subscriber 205 and/or mobile device 102, if appropriate,
such as responsive to a determination that subscriber 205
represents a new user (e.g., has not previously engaged in
one or more transactions). If suitable or desired, agent 220
may additionally implement one or more operations, such
as, for example, with respect to a physical address of
subscriber 205, the name of subscriber 205, and so forth.

[0058] As illustrated via a link 218, agent 220 may, for
example, electronically communicate appropriate content,
such as content obtained responsive to accessing database
224, to identity verification platform 232 located at identity
verifier 230. Identity verifier 230 may receive additional
subscriber parameters such as an subscriber account identi-
fier, subscriber name, and subscriber address, for example,
via link 218. In particular embodiments, responsive to
identity verification platform 232 being owned, leased, or
otherwise under the exclusive control of (or under the
direction of) identity verifier 230, identity verification plat-
form 232 may be capable of accessing to content commu-
nicated via link 218. It should be noted that one or more
electronic communications associated with embodiment 200
may be encrypted, such as via one or more appropriate
techniques, as discussed above. Identity verification plat-
form 232 may store content received via link 218 utilizing
a suitable internal memory, for example, and may utilize an
application program interface (API) to communicate with
authorization, authentication, and/or verification data store
234 to further facilitate and/or support an identity verifica-
tion process. For example, in some instances, identity veri-
fication platform 232 may provide exclusively, for example,
a telephone number received from institution 210 to an API
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of data store 234, as illustrated via link 222. In turn, an API
of data store 234 may match a provided telephone number
with a particular subscriber name and/or address, such as via
accessing internal carrier records, for example, and may
return content (e.g., name, address, etc.) associated with the
telephone number to identity verification platform 232, as
illustrated via a link 222.

[0059] In an implementation, having received a response
from an API of data store 234, by way of link 225, identity
verification platform 232 may compare a received name
and/or address with internal content stored on platform 232,
for example, and may calculate one or more matching scores
reflecting an outcome of such comparison. In an implemen-
tation, authorization, authentication, and/or verification of
the identity of a mobile communications device subscriber
may utilize one or more matching scores indicating an
outcome of the comparison between a first parameter
accessed from an API of data store 234 and a second
parameter provided by the mobile communications device
subscriber. For example, identity verification platform 232
may compute one or more scores indicating comparison
results (e.g., a match or mismatch) by determining whether
a name and/or address of a telephone number provided via
link 222 matches a name and/or address received via links
218 and/or 212. Based, at least in part, on these or similar
comparisons, identity verification platform 232 may, for
example, generate one or more match indicators, initial trust
scores, etc. Match indicators, initial trust scores, for
example, may be generated utilizing applicable content
provided via link 218 and/or by utilizing content stored (via
volatile memory) in identity verification platform 232. For
example, identity verification platform 232 may determine
and/or generate one or more match indicators responsive to
determining whether a participating mobile device is active
or inactive. In such instances, a greater weight may be
assigned to an active phone relative to an active phone. In
some instances, a greater weight may be assigned to a
subscriber account identifier that corresponds with a busi-
ness account while a lesser weight may be assigned to a
personal account. In some instances, whether an associated
SIM card has been changed, and how many times within a
given duration may negatively impact a match indicator. In
some instances, whether a participating mobile device trans-
acts on a regular basis, and occasional basis, or on an
infrequent basis, or the like, may enhance or negatively
impact a match indicator. Claimed subject matter is intended
to embrace the above-described deterministic events as well
as additional deterministic events. Additional match indica-
tors that may be utilized to indicate how well content
provided by data store 234 (e.g., via link 225, etc.) matches
content provided by agent 220 (e.g., via link 218, etc.)
and/or institution 210 (e.g., via link 211 etc.) may be used
herein. Based, at least in part, on these or like indicators of
a match/mismatch between provided content, an initial trust
score reflecting one or more particular matches may, for
example, be computed. For example, an initial trust score
may account for any deviations from these or like matches
and may reflect at least an initial level of trustworthiness
(e.g., before further processing and/or analysis by agent’s
business logic 221, etc.) of mobile device 102.

[0060] In an implementation, as referenced via a link at
226, these or like match indicators and/or initial trust score
may, for example, be electronically communicated (e.g., via
an encrypted set of parameters, etc.) to agent 220, such as for
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further processing via business logic 221, or like process, so
as to compute a trust score for reporting to institution 210,
among other content. For example, business logic 221 may
utilize one or more comparison results and/or initial trust
scores to determine whether one or more fraud indicators
exist, such as in connection with accessing content stored
within database 224. As discussed above, a reported trust
score may, for example, account for various historical or like
aspects (e.g., via weighted factors, etc.) associated with a
user of a participating mobile device, such as a duration over
which a user has owned a participating mobile device (e.g.,
device tenure), a duration over which agent 220 has kept
records relevant to a particular user, a duration over which
a particular user has retained a subscriber account identifier,
whether a particular user corresponds to a regular user or
corresponds to a first-time customer is a regular customer or
a first time customer (e.g., of institution 210, etc.), whether
a subaccount of a mobile subscriber account is being used,
etc. Here, any suitable approach, such as utilizing, for
example, a median, a mean, a mode, a percentile of mean,
anumber of instances, a ratio, a rate, a frequency, an entropy,
mutual information, probability, etc., or any combination
thereof may be used, at least in part, or otherwise consid-
ered. Claimed subject matter is not limited to a particular
approach.

[0061] In particular embodiments, a reported trust score
may advantageously reflect or be representative of proof of
ownership, such as ownership of a mobile device 102 by
mobile subscriber 205. Additionally, a reported trust score
may operate as a proof of behavior mobile subscriber 205.
A reported trust score may be in any suitable form, such as
comprising, for example, a binary value, a trinary value,
non-binary value, or the like, or any combination thereof. In
some instances, agent 220 may update an applicable record
(e.g., a subscriber record in database 224, etc.), for example,
based, at least in part, on match indicators and/or a trust
score (e.g., initial, reported, etc.) for future use, if appropri-
ate and/or applicable.

[0062] In an implementation, one or more match indica-
tors (e.g., received via link 226) may be communicated to
institution 210, such as in connection with a reported trust
score and/or one or more applicable attributes, as illustrated
via a link 228. As a way of illustration, these or like
attributes may comprise, for example, whether one or more
values corresponding to a particular physical address (e.g.,
communicated via links 211, 228) is USPS deliverable
address, whether a particular physical address has been
vacant and/or for what duration, whether a physical particu-
lar address corresponds a high-rise commercial building or
to single family home, or the like, or any combination
thereof.

[0063] In an implementation, institution 210, having
received content communicated via link 228, may, for
example, be capable of determining whether a mobile sub-
scriber 205 is a trustworthy (or non-trustworthy) actor and,
thus, may approve or deny a particular transaction (e.g., a
financial transaction). Thus, by verifying proof of possession
(e.g., authentication) and/or ownership (e.g., authorization)
of'a mobile device, as well as its behavior (e.g., audit), agent
220 may, for example, be capable of verifying, such as with
sufficient certainty, the identity of a mobile subscriber 205.
It should be noted that, in some instances, a financial
transaction or other user action (e.g., verifying an account
balance, etc.) may be allowed to proceed without requiring
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mobile subscriber 205 to enter one or more credentials (e.g.,
a password, etc.), just to illustrate another possible imple-
mentation. For example, access to account parameters by
mobile subscriber 205 may be granted responsive to authen-
tication of mobile device 102 by agent 220 (e.g., initially,
etc.) and/or if a user is determined to be a regular customer
of institution 210. Such authentication may be in response to
a unique identifier or alias being tied to a mobile device 102
having been utilized to initiate a threshold number of
successful transactions. In some instances, output signals
communicated to institution 210 (e.g., via content commu-
nicated via link 228, etc.) may also be tailored to specific
requirements of institution 210. For example, institution 210
may specify a format of a received trustworthiness score
(e.g., a binary, non-binary, score granularity, etc.). In another
example, institution 210 may specify indicator types of a
received trustworthiness score, or may specify attributes of
a received trust score, trustworthiness indicators, and so
forth.

[0064] Thus, by physically locating an identity verification
platform of a data center of an identity verifier (e.g., identity
verifier 230), which may also be represent a computer
system or network designed to block unauthorized access
while permitting outward communication (e.g., a firewall),
the identity verifier may be capable filtering outgoing con-
tent. Filtering may operate to ensure that sensitive content is
not permitted to be under the control or direction of pro-
cessing entity. For example, here, an identity verifier may be
capable of confirming that no sensitive content leaves the
identity verifier’s control via monitoring that non-sensitive
content, exclusively, (e.g., match indicators and/or initial
trust score) are being communicated to an outside entity
(e.g., via link 226). In addition, agent 220 may not be
permitted to access identity verification platform 232 located
at the data center, which may ensure that exchanges of
sensitive content occur completely (or nearly completely)
with an identity verifier 230. Thus an institution (e.g.,
institution 210, etc.) may be unable to access sensitive
content, such as personally identifiable information, from an
identity verifier (e.g., identity verifier 230) and vice versa. In
addition, responsive to an agent (e.g., agent 220) transmit-
ting sensitive content via links 218 and 228, leaks of
sensitive content (or other sensitive information) may be
eliminated or reduced, for example.

[0065] FIG. 2B is a schematic flow diagram of another
implementation of an example use case or scenario for an
identity verification platform, according to an embodiment
250. In embodiment 250 may be implemented in a manner
similar to example use case or embodiment 200 discussed
above. However, as shown in FIG. 2B, an identity verifica-
tion platform (e.g., identity verification platform 232) has
been relocated (e.g., physically) to an agent, such as under
the control or the direction of agent 220. Optionally, or
alternatively, identity verification platform 232 may be
installed at any suitable site (e.g., a third-party site, etc.),
such as if agreed on by participating parties, for example. In
FIG. 2B, data store 234 operates under the control of
services carrier 280, which may represent any one of several
communication services carriers.

[0066] In addition, an identity verification platform may
be owned by an institution, so as to facilitate a paradigm in
which agent 270, for example, is not permitted access to data
stored within identity verification platform 232. In addition,
identity verification platform 232 may operate in a manner
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that ensures sensitive content, for example, is kept exclu-
sively under the control or direction of platform 232. In the
embodiment of FIG. 2B, information acquired or produced,
such as, for example, via input signals, output signals,
operations, results, etc. associated with embodiment 250
may be represented via one or more digital signals. It may
also be appreciated that even though one or more operations
are illustrated or described concurrently or with respect to a
certain sequence, other sequences or concurrent operations
may be employed. Further, although the description below
references particular aspects or features illustrated in certain
other figures, one or more operations may be performed with
other aspects or features. For example, in some instances,
embodiment 250 may be implemented within communica-
tions infrastructure 100 of FIG. 1.

[0067] FIG. 3 is a flow diagram illustrating an implemen-
tation of an example process for an identity verification
platform, according to an embodiment 300. The embodi-
ment of FIG. 3 may be implemented, at least in part, in
connection with embodiment 200 of FIG. 2A and/or
embodiment 250 of FIG. 2B. Similarly, it should be noted
that information acquired or produced, such as, for example,
via input signals, via output signals, operations, results, etc.
associated with the embodiment of FIG. 3 may be repre-
sented via one or more binary digital signals. Likewise, it
should also be appreciated that even though one or more
operations are illustrated or described concurrently or with
respect to a certain sequence, other sequences or concurrent
operations may be employed. In addition, although the
description below references particular aspects and/or fea-
tures illustrated in certain other figures, one or more opera-
tions may be performed with other aspects and/or features.

[0068] Thus, embodiment of FIG. 3 may, for example,
begin at operation 305 with an user (e.g., mobile subscriber
205 operating mobile device 102) providing applicable
parameters, such as sensitive content, to a requester system
to verify identity and/or trustworthiness of the user. At
operation 310, a verifying system (e.g., an agent, etc.) may,
for example, receive sensitive content, such as in the form of
a parameter set from a requester system, including a unique
identifier for a purported identity (e.g. a phone number or
other type of subscriber account identifier), just to illustrate
possible implementations. At operation 315, a verifying
system may, for example, use historical content or data
and/or other data sources, in whole or in part, so as to
package the sensitive content or the parameter set passed by
requester system. At operation 315, any additional content or
data, if applicable and/or appropriate, may be utilized to
perform identity authentication, authorization, and/or veri-
fication. At operation 320, a parameter set may, for example,
be encrypted and passed to an identity verification platform.
At operation 325, an identity verification platform may
decrypt and/or unpack parameters of the parameter set for
storage into, for example, volatile memory. At operation
330, a canonical data source (which may correspond to
authorization, authentication and/or verification data store
234 of FIGS. 2A/2B) may receive a unique identifier to
obtain verification parameters concerning the user. At opera-
tion 335, parameters returned from a canonical data source
may, for example, be compared to a parameter set to an
identity verification platform. Here, verification indicators
and/or values may, for example, be derived from such a
comparison and may be encrypted and returned to a veri-
fying system. At operation 340, a verifying system may, for
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example, use one or more indicators and/or values to derive
an identity verification and/or trustworthiness response to a
requester system. At operation 345, results may, for
example, be returned to a requester system with an identity
verification and/or trustworthiness indicator(s).

[0069] FIG. 4 is a flow diagram illustrating an implemen-
tation of an example process for packaging user-specific
parameters for identity validation, according to an embodi-
ment 400. The process of FIG. 4 may be performed in whole
or in part to facilitate and/or support one or more operations
and/or techniques for packaging sensitive content or a set of
parameters for identity authentication, authorization, and/or
verification. In some instances, the process of FIG. 4 may be
implemented, at least in part, in connection with operation
315 of FIG. 3. It should be noted that information acquired
or produced, such as, for example, via input signals, output
signals, operations, results, etc. associated with example
process of FIG. 4 may be represented via one or more binary
digital signals. It may also be appreciated that even though
one or more operations are illustrated or described concur-
rently or with respect to a certain sequence, other sequences
or concurrent operations may be employed. In addition,
although the description below references particular aspects
and/or features illustrated in certain other figures, one or
more operations may be performed with other aspects and/or
features.

[0070] Thus, embodiment of FIG. 4 may begin at opera-
tion 405, for example, with receiving or accessing a set of
parameters representing sensitive content from a requester at
averifying system. A set of parameters may include a unique
identifier (e.g., phone number or other type of subscriber
account identifier) and/or supporting data (e.g. name,
address, date of birth, etc.). At operation 410, using a unique
identifier, a verifying system may, for example, utilize
parameters (e.g., local or remote, etc.) to build a complete,
or at least a sufficient, representation of a subscriber (e.g.,
mobile subscriber 205 of FIGS. 2A/2B). A sufficient repre-
sentation of a subscriber may include, but is necessarily
limited to, a history of interactions with a mobile device
(e.g., mobile device 102), a current active/inactive state of
the mobile device, historical records that pertain to the
subscriber or to mobile device, etc., or any combination
thereof. At operation 415, a record of historical interactions
may, for example, be used, at least in part, to determine what
data source(s) are to be used to complete a verification
request. At operation 420, for a particular data source, it
may, for example, be determined if the particular source
corresponds to an identity verification platform (e.g.,
capable of implementing one or more identity validation
processes discussed herein). If the particular data source
does not correspond to an identity verification platform, the
process of FIG. 4 may proceed to operation 425, such as to
employ a standard API interaction to retrieve subscriber
parameters, as discussed below. If, however, the particular
data source corresponds to an identity verification platform,
the process of FIG. 4 may, for example, proceed to operation
430, at which accumulated parameters may be converted
into an encrypted parameter set, utilizing an encryption key
generated for this transaction. In some instances, an encryp-
tion key may correspond to a one-time password. Accumu-
lated data may, for example, be encrypted and/or encoded,
such as to be passed (e.g., electronically communicated, etc.)
to an identity verification platform. At operation 435, an
encrypted set of parameters and/or a unique identifier may,
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for example, be passed to a an identity verification platform,
and example process of FIG. 4 may proceed to operation
320, such as discussed above.

[0071] Referring now to FIG. 5, which is a flow diagram
illustrating an implementation of an example process for
evaluating and/or comparing canonical user-specific param-
eters, according to an embodiment 500. The process of FIG.
5 may be performed, in whole or in part, to facilitate and/or
support one or more operations and/or techniques for com-
paring canonical or trustworthy sources of sensitive content
to a parameter set passed to an identity verification platform.
In some instances, the process of FIG. 5 may be imple-
mented, at least in part, in connection with operation 335 of
FIG. 3. Likewise, it should be noted that information
acquired or produced, such as, for example, via input
signals, output signals, operations, results, etc. associated
with the embodiment of FIG. 5 may be represented via one
or more binary digital signals. It may also be appreciated
that even though one or more operations are illustrated or
described concurrently or with respect to a certain sequence,
other sequences or concurrent operations may be employed.
In addition, although the description below references par-
ticular aspects and/or features illustrated in certain other
figures, one or more operations may be performed with other
aspects and/or features.

[0072] Thus, at operation 505, parameters returned from
an identity verification platform may, for example, be added
to accumulated parameters relevant to a particular subscriber
(e.g., historical event-related parameters relevant to a par-
ticular subscriber, etc.). At operation 510, utilizing addi-
tional accumulated parameters relevant to a particular
mobile subscriber, further comparisons or data retrieval
may, for example, be implemented, so as to further extract
one or more indicators, modify one or more applicable
scores, etc. At operation 515, historical parameters for a
subscriber (e.g., previously accumulated parameters) may be
updated. At operation 520, one or more final results may, for
example, be arranged into a parameter set for transmission
in response to a request from a requester system.

[0073] Referring now to FIG. 6, is a flow diagram illus-
trating an implementation of an example process for
decrypting and unpacking user-specific parameters, accord-
ing to an embodiment 600. The process of FIG. 6 may be
performed, in whole or in part, to facilitate and/or support
one or more operations and/or techniques for decrypting and
unpacking sensitive content from a memory (e.g., a volatile
memory) by an identity verification platform. In some
instances, the process of FIG. 6 may be implemented, at
least in part, in connection with operation 320 of FIG. 3. As
also illustrated, in some instances, the process of FIG. 6 may
also be performed, in whole or in part, to facilitate and/or
support one or more operations and/or techniques for pass-
ing a unique identifier to obtain data about an end user that,
in some instances, may be implemented, at least in part, in
connection with operation 305 of FIG. 3. Likewise, it should
be noted that information acquired or produced, such as, for
example, via input signals, output signals, operations,
results, etc. associated with example process of FIG. 6 may
be represented via one or more digital signals. It should also
be appreciated that even though one or more operations are
illustrated or described concurrently or with respect to a
certain sequence, other sequences or concurrent operations
may be employed. In addition, although the description
below references particular aspects and/or features illus-
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trated in certain other figures, one or more operations may
be performed with other aspects and/or features.

[0074] Thus, at operation 605, an identity verification
platform may decrypt an encrypted set of parameters, which
may represent sensitive content. At operation 610, utilizing
an encryption key that is unique to a particular parameter set,
the parameter set may be decrypted utilizing one or more
approaches discussed herein. In an example, decrypted
parameters may be stored in a volatile memory. In the
embodiment of FIG. 6, an identity verification platform does
not comprise writable, persistent storage. At operation 615,
a unique subscriber account identifier (e.g., a mobile sub-
scriber telephone number) may be extracted from param-
eters passed in a packet may be used to build a request to a
particular canonical or trustworthy data source in commu-
nication with the identity verification platform. Operation
620 may include requesting, such as from the canonical or
trustworthy data source, utilizing (e.g., exclusively) a unique
identifier from a data passed in a packet. At operation 625,
which, in some instances, may form a portion part of
operation 305 of FIG. 3.

[0075] Subsequently, such as at operation 630, parameters
returned from a canonical or trustworthy data source may,
for example, be compared to applicable in-memory param-
eters for one or more matches, as discussed above. Alter-
natively, such a comparison may give rise to an indication of
fraud and/or unexpected behavior. At operation 635, one or
more results a comparison may, for example, be used, in
whole or in part, to build or generate one or more indicators
and/or values that do not reveal sensitive content. For
example, a generated indicator may include values that may
contain none (or little) of data of a data source (e.g. “zip code
matches=true”, “first name match score=80/100, etc.) or
other potentially sensitive content. At operation 640, a
generated indicator may be obfuscated or rendered other-
wise innocuous, such as by reducing field names to suitable
stand-in values. In one possible example, an a generated
indicator of “zip code matches=true” may be reduced to a
parameter such as “xa=1." At operation 645, obfuscated data
may, for example, be returned, such as in an encrypted form,
to a verifying agent, such as agent 220 of FIG. 2A. At
operation 650, memory elements utilized to store decrypted
values may be overwritten with random values, for example,
s0 as to ensure that an unauthorized attempt to read memory
contents does not result in compromising sensitive content.
Subsequently, as illustrated, example process of FIG. 6 may
proceed to operation 335, such as discussed above.

[0076] In the context of the present patent application, the
term “connection,” the term “component” and/or similar
terms are intended to be physical, but are not necessarily
always tangible. Whether or not these terms refer to tangible
subject matter, thus, may vary in a particular context of
usage. As an example, a tangible connection and/or tangible
connection path may be made, such as by a tangible,
electrical connection, such as an electrically conductive path
comprising metal or other conductor, that is able to conduct
electrical current between two tangible components. Like-
wise, a tangible connection path may be at least partially
affected and/or controlled, such that, as is typical, a tangible
connection path may be open or closed, at times resulting
from influence of one or more externally derived signals,
such as external currents and/or voltages, such as for an
electrical switch. Non-limiting illustrations of an electrical
switch include a transistor, a diode, etc. However, a “con-
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nection” and/or “component,” in a particular context of
usage, likewise, although physical, can also be non-tangible,
such as a connection between a client and a server over a
network, particularly a wireless network, which generally
refers to the ability for the client and server to transmit,
receive, and/or exchange communications, as discussed in
more detail later.

[0077] Inaparticular context of usage, such as a particular
context in which tangible components are being discussed,
therefore, the terms “coupled” and “connected” are used in
a manner so that the terms are not synonymous. Similar
terms may also be used in a manner in which a similar
intention is exhibited. Thus, “connected” is used to indicate
that two or more tangible components and/or the like, for
example, are tangibly in direct physical contact. Thus, using
the previous example, two tangible components that are
electrically connected are physically connected via a tan-
gible electrical connection, as previously discussed. How-
ever, “coupled,” is used to mean that potentially two or more
tangible components are tangibly in direct physical contact.
Nonetheless, “coupled” is also used to mean that two or
more tangible components and/or the like are not necessarily
tangibly in direct physical contact, but are able to co-
operate, liaise, and/or interact, such as, for example, by
being “optically coupled.” Likewise, the term “coupled” is
also understood to mean indirectly connected. It is further
noted, in the context of the present patent application, since
memory, such as a memory component and/or memory
states, is intended to be non-transitory, the term physical, at
least if used in relation to memory necessarily implies that
such memory components and/or memory states, continuing
with the example, are tangible.

[0078] Unless otherwise indicated, in the context of the
present patent application, the term “or” if used to associate
a list, such as A, B, or C, is intended to mean A, B, and C,
here used in the inclusive sense, as well as A, B, or C, here
used in the exclusive sense. With this understanding, “and”
is used in the inclusive sense and intended to mean A, B, and
C; whereas “and/or” can be used in an abundance of caution
to make clear that all of the foregoing meanings are
intended, although such usage is not required. In addition,
the term “one or more” and/or similar terms is used to
describe any feature, structure, characteristic, and/or the like
in the singular, “and/or” is also used to describe a plurality
and/or some other combination of features, structures, char-
acteristics, and/or the like. Likewise, the term “based on”
and/or similar terms are understood as not necessarily
intending to convey an exhaustive list of factors, but to allow
for existence of additional factors not necessarily expressly
described.

[0079] Furthermore, it is intended, for a situation that
relates to implementation of claimed subject matter and is
subject to testing, measurement, and/or specification regard-
ing degree, that the particular situation be understood in the
following manner. As an example, in a given situation,
assume a value of a physical property is to be measured. If
alternatively reasonable approaches to testing, measure-
ment, and/or specification regarding degree, at least with
respect to the property, continuing with the example, is
reasonably likely to occur to one of ordinary skill, at least for
implementation purposes, claimed subject matter is intended
to cover those alternatively reasonable approaches unless
otherwise expressly indicated. As an example, if a plot of
measurements over a region is produced and implementation
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of claimed subject matter refers to employing a measure-
ment of slope over the region, but a variety of reasonable and
alternative techniques to estimate the slope over that region
exist, claimed subject matter is intended to cover those
reasonable alternative techniques unless otherwise expressly
indicated.

[0080] To the extent claimed subject matter is related to
one or more particular measurements, such as with regard to
physical manifestations capable of being measured physi-
cally, such as, without limit, temperature, pressure, voltage,
current, electromagnetic radiation, etc., it is believed that
claimed subject matter does not fall with the abstract idea
judicial exception to statutory subject matter. Rather, it is
asserted, that physical measurements are not mental steps
and, likewise, are not abstract ideas.

[0081] It is noted, nonetheless, that a typical measurement
model employed is that one or more measurements may
respectively comprise a sum of at least two components.
Thus, for a given measurement, for example, one component
may comprise a deterministic component, which in an ideal
sense, may comprise a physical value (e.g., sought via one
or more measurements), often in the form of one or more
signals, signal samples and/or states, and one component
may comprise a random component, which may have a
variety of sources that may be challenging to quantify. At
times, for example, lack of measurement precision may
affect a given measurement. Thus, for claimed subject
matter, a statistical or stochastic model may be used in
addition to a deterministic model as an approach to identi-
fication and/or prediction regarding one or more measure-
ment values that may relate to claimed subject matter.

[0082] Forexample, a relatively large number of measure-
ments may be collected to better estimate a deterministic
component. Likewise, if measurements vary, which may
typically occur, it may be that some portion of a variance
may be explained as a deterministic component, while some
portion of a variance may be explained as a random com-
ponent. Typically, it is desirable to have stochastic variance
associated with measurements be relatively small, if fea-
sible. That is, typically, it may be preferable to be able to
account for a reasonable portion of measurement variation in
a deterministic manner, rather than a stochastic matter as an
aid to identification and/or predictability.

[0083] Along these lines, a variety of techniques have
come into use so that one or more measurements may be
processed to better estimate an underlying deterministic
component, as well as to estimate potentially random com-
ponents. These techniques, of course, may vary with details
surrounding a given situation. Typically, however, more
complex problems may involve use of more complex tech-
niques. In this regard, as alluded to above, one or more
measurements of physical manifestations may be modelled
deterministically and/or stochastically. Employing a model
permits collected measurements to potentially be identified
and/or processed, and/or potentially permits estimation and/
or prediction of an underlying deterministic component, for
example, with respect to later measurements to be taken. A
given estimate may not be a perfect estimate; however, in
general, it is expected that on average one or more estimates
may better reflect an underlying deterministic component,
for example, if random components that may be included in
one or more obtained measurements, are considered. Prac-
tically speaking, of course, it is desirable to be able to
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generate, such as through estimation approaches, a physi-
cally meaningful model of processes affecting measure-
ments to be taken.

[0084] In some situations, however, as indicated, potential
influences may be complex. Therefore, seeking to under-
stand appropriate factors to consider may be particularly
challenging. In such situations, it is, therefore, not unusual
to employ heuristics with respect to generating one or more
estimates. Heuristics refers to use of experience related
approaches that may reflect realized processes and/or real-
ized results, such as with respect to use of historical mea-
surements, for example. Heuristics, for example, may be
employed in situations where more analytical approaches
may be overly complex and/or nearly intractable. Thus,
regarding claimed subject matter, an innovative feature may
include, in an example embodiment, heuristics that may be
employed, for example, to estimate and/or predict one or
more measurements.

[0085] It is further noted that the terms “type” and/or
“like,” if used, such as with a feature, structure, character-
istic, and/or the like, using “optical” or “electrical” as simple
examples, means at least partially of and/or relating to the
feature, structure, characteristic, and/or the like in such a
way that presence of minor variations, even variations that
might otherwise not be considered fully consistent with the
feature, structure, characteristic, and/or the like, do not in
general prevent the feature, structure, characteristic, and/or
the like from being of a “type” and/or being “like,” (such as
being an “optical-type” or being “optical-like,” for example)
if the minor variations are sufficiently minor so that the
feature, structure, characteristic, and/or the like would still
be considered to be substantially present with such varia-
tions also present. Thus, continuing with this example, the
terms optical-type and/or optical-like properties are neces-
sarily intended to include optical properties. Likewise, the
terms electrical-type and/or electrical-like properties, as
another example, are necessarily intended to include elec-
trical properties. It should be noted that the specification of
the present patent application merely provides one or more
illustrative examples and claimed subject matter is intended
to not be limited to one or more illustrative examples;
however, again, as has always been the case with respect to
the specification of a patent application, particular context of
description and/or usage provides helpful guidance regard-
ing reasonable inferences to be drawn.

[0086] With advances in technology, it has become more
typical to employ distributed computing and/or communi-
cation approaches in which portions of a process, such as
signal processing of signal samples, for example, may be
allocated among various devices, including one or more
client devices and/or one or more server devices, via a
computing and/or communications network, for example. A
network may comprise two or more devices, such as net-
work devices and/or computing devices, and/or may couple
devices, such as network devices and/or computing devices,
so that signal communications, such as in the form of signal
packets and/or signal frames (e.g., comprising one or more
signal samples), for example, may be exchanged, such as
between a server device and/or a client device, as well as
other types of devices, including between wired and/or
wireless devices coupled via a wired and/or wireless net-
work, for example.

[0087] In the context of the present patent application, the
term network device refers to any device capable of com-
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municating via and/or as part of a network and may com-
prise a computing device. While network devices may be
capable of communicating signals (e.g., signal packets and/
or frames), such as via a wired and/or wireless network, they
may also be capable of performing operations associated
with a computing device, such as arithmetic and/or logic
operations, processing and/or storing operations (e.g., stor-
ing signal samples), such as in memory as tangible, physical
memory states, and/or may, for example, operate as a server
device and/or a client device in various embodiments. Net-
work devices capable of operating as a server device, a client
device and/or otherwise, may include, as examples, dedi-
cated rack-mounted servers, desktop computers, laptop
computers, set top boxes, tablets, netbooks, smart phones,
wearable devices, integrated devices combining two or more
features of the foregoing devices, and/or the like, or any
combination thereof. As mentioned, signal packets and/or
frames, for example, may be exchanged, such as between a
server device and/or a client device, as well as other types
of devices, including between wired and/or wireless devices
coupled via a wired and/or wireless network, for example, or
any combination thereof. It is noted that the terms, server,
server device, server computing device, server computing
platform and/or similar terms are used interchangeably.
Similarly, the terms client, client device, client computing
device, client computing platform and/or similar terms are
also used interchangeably. While in some instances, for ease
of description, these terms may be used in the singular, such
as by referring to a “client device” or a “server device,” the
description is intended to encompass one or more client
devices and/or one or more server devices, as appropriate.
Along similar lines, references to a “database” are under-
stood to mean, one or more databases and/or portions
thereof, as appropriate.

[0088] It should be understood that for ease of description,
a network device (also referred to as a networking device)
may be embodied and/or described in terms of a computing
device and vice-versa. However, it should further be under-
stood that this description should in no way be construed so
that claimed subject matter is limited to one embodiment,
such as a computing device exclusively and/or a network
device exclusively, but, instead, may be embodied as a
variety of devices or combinations thereof, including, for
example, one or more illustrative examples.

[0089] A network may also include now known, and/or to
be later developed arrangements, derivatives, and/or
improvements, including, for example, past, present and/or
future mass storage, such as network attached storage
(NAS), a storage area network (SAN), and/or other forms of
device readable media, for example. A network may include
a portion of the Internet, one or more local area networks
(LANSs), one or more wide area networks (WANSs), wire-line
type connections, wireless type connections, other connec-
tions, or any combination thereof. Thus, a network may be
worldwide in scope and/or extent. Likewise, sub-networks,
such as may employ differing architectures and/or may be
substantially compliant and/or substantially compatible with
differing protocols, such as network computing and/or com-
munications protocols (e.g., network protocols), may inter-
operate within a larger network.

[0090] In the context of the present patent application, the
term sub-network and/or similar terms, if used, for example,
with respect to a network, refers to the network and/or a part
thereof. Sub-networks may also comprise links, such as
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physical links, connecting and/or coupling nodes, so as to be
capable to communicate signal packets and/or frames
between devices of particular nodes, including via wired
links, wireless links, or combinations thereof. Various types
of devices, such as network devices and/or computing
devices, may be made available so that device interoper-
ability is enabled and/or, in at least some instances, may be
transparent. In the context of the present patent application,
the term “transparent,” if used with respect to devices of a
network, refers to devices communicating via the network in
which the devices are able to communicate via one or more
intermediate devices, such as one or more intermediate
nodes, but without the communicating devices necessarily
specifying the one or more intermediate nodes and/or the
one or more intermediate devices of the one or more
intermediate nodes and/or, thus, may include within the
network the devices communicating via the one or more
intermediate nodes and/or the one or more intermediate
devices of the one or more intermediate nodes, but may
engage in signal communications as if such intermediate
nodes and/or intermediate devices are not necessarily
involved. For example, a router may provide a link and/or
connection between otherwise separate and/or independent
LANSs.

[0091] In the context of the present patent application, a
“private network™ refers to a particular, limited set of
devices, such as network devices and/or computing devices,
able to communicate with other devices, such as network
devices and/or computing devices, in the particular, limited
set, such as via signal packet and/or signal frame commu-
nications, for example, without a need for re-routing and/or
redirecting signal communications. A private network may
comprise a stand-alone network; however, a private network
may also comprise a subset of a larger network, such as, for
example, without limitation, all or a portion of the Internet.
Thus, for example, a private network “in the cloud” may
refer to a private network that comprises a subset of the
Internet. Although signal packet and/or frame communica-
tions (e.g. signal communications) may employ intermediate
devices of intermediate nodes to exchange signal packets
and/or signal frames, those intermediate devices may not
necessarily be included in the private network by not being
a source or designated destination for one or more signal
packets and/or signal frames, for example. It is understood
in the context of the present patent application that a private
network may direct outgoing signal communications to
devices not in the private network, but devices outside the
private network may not necessarily be able to direct
inbound signal communications to devices included in the
private network.

[0092] The Internet refers to a decentralized global net-
work of interoperable networks that comply with the Inter-
net Protocol (IP). It is noted that there are several versions
of the Internet Protocol. The term Internet Protocol, IP,
and/or similar terms are intended to refer to any version,
now known and/or to be later developed. The Internet
includes local area networks (LLANs), wide area networks
(WANSs), wireless networks, and/or long haul public net-
works that, for example, may allow signal packets and/or
frames to be communicated between LANs. The term World
Wide Web (WWW or Web) and/or similar terms may also be
used, although it refers to a part of the Internet that complies
with the Hypertext Transter Protocol (HTTP). For example,
network devices may engage in an HTTP session through an
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exchange of appropriately substantially compatible and/or
substantially compliant signal packets and/or frames. It is
noted that there are several versions of the Hypertext Trans-
fer Protocol. The term Hypertext Transfer Protocol, HTTP,
and/or similar terms are intended to refer to any version,
now known and/or to be later developed. It is likewise noted
that in various places in this document substitution of the
term Internet with the term World Wide Web (“Web”) may
be made without a significant departure in meaning and may,
therefore, also be understood in that manner if the statement
would remain correct with such a substitution.

[0093] Although claimed subject matter is not in particular
limited in scope to the Internet and/or to the Web; nonethe-
less, the Internet and/or the Web may without limitation
provide a useful example of an embodiment at least for
purposes of illustration. As indicated, the Internet and/or the
Web may comprise a worldwide system of interoperable
networks, including interoperable devices within those net-
works. The Internet and/or Web has evolved to a public,
self-sustaining facility accessible to potentially billions of
people or more worldwide. Also, in an embodiment, and as
mentioned above, the terms “WWW?” and/or “Web” refer to
a part of the Internet that complies with the Hypertext
Transfer Protocol. The Internet and/or the Web, therefore, in
the context of the present patent application, may comprise
a service that organizes stored digital content, such as, for
example, text, images, video, etc., through the use of hyper-
media, for example. It is noted that a network, such as the
Internet and/or Web, may be employed to store electronic
files and/or electronic documents.

[0094] The term electronic file and/or the term electronic
document are used throughout this document to refer to a set
of stored memory states and/or a set of physical signals
associated in a manner so as to thereby form a file (e.g.,
electronic) and/or an electronic document. That is, it is not
meant to implicitly reference a particular syntax, format
and/or approach used, for example, with respect to a set of
associated memory states and/or a set of associated physical
signals. If a particular type of file storage format and/or
syntax, for example, is intended, it is referenced expressly.
It is further noted an association of memory states, for
example, may be in a logical sense and not necessarily in a
tangible, physical sense. Thus, although signal and/or state
components of a file and/or an electronic document, for
example, are to be associated logically, storage thereof, for
example, may reside in one or more different places in a
tangible, physical memory, in an embodiment.

[0095] A Hyper Text Markup Language (“HTML”), for
example, may be utilized to specify digital content and/or to
specify a format thereof, such as in the form of an electronic
file and/or an electronic document, such as a Web page, Web
site, etc., for example. An Extensible Markup Language
(“XML”) may also be utilized to specify digital content
and/or to specity a format thereof, such as in the form of an
electronic file and/or an electronic document, such as a Web
page, Web site, etc., in an embodiment. Of course, HTML
and/or XML are merely examples of “markup” languages,
provided as non-limiting illustrations. Furthermore, HTML
and/or XML are intended to refer to any version, now known
and/or to be later developed, of these languages. Likewise,
claimed subject matter are not intended to be limited to
examples provided as illustrations, of course.

[0096] In the context of the present patent application, the
term “Web site” and/or similar terms refer to Web pages that
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are associated electronically to form a particular collection
thereof. Also, in the context of the present patent application,
“Web page” and/or similar terms refer to an electronic file
and/or an electronic document accessible via a network,
including by specifying a uniform resource locator (URL)
for accessibility via the Web, in an example embodiment. As
alluded to above, in one or more embodiments, a Web page
may comprise digital content coded (e.g., via computer
instructions) using one or more languages, such as, for
example, markup languages, including HTML and/or XML,
although claimed subject matter is not limited in scope in
this respect. Also, in one or more embodiments, application
developers may write code (e.g., computer instructions) in
the form of JavaScript (or other programming languages),
for example, executable by a computing device to provide
digital content to populate an electronic document and/or an
electronic file in an appropriate format, such as for use in a
particular application, for example. Use of the term
“JavaScript” and/or similar terms intended to refer to one or
more particular programming languages are intended to
refer to any version of the one or more programming
languages identified, now known and/or to be later devel-
oped. Thus, JavaScript is merely an example programming
language. As was mentioned, claimed subject matter is not
intended to be limited to examples and/or illustrations.

[0097] In the context of the present patent application, the

terms “entry,” “electronic entry,” “document,” “electronic
document,” “content,”, “digital content,” “item,” and/or
similar terms are meant to refer to signals and/or states in a
physical format, such as a digital signal and/or digital state
format, e.g., that may be perceived by a user if displayed,
played, tactilely generated, etc. and/or otherwise executed
by a device, such as a digital device, including, for example,
a computing device, but otherwise might not necessarily be
readily perceivable by humans (e.g., if in a digital format).
Likewise, in the context of the present patent application,
digital content provided to a user in a form so that the user
is able to readily perceive the underlying content itself (e.g.,
content presented in a form consumable by a human, such as
hearing audio, feeling tactile sensations and/or seeing
images, as examples) is referred to, with respect to the user,
as “consuming” digital content, “consumption” of digital
content, “consumable” digital content and/or similar terms.
For one or more embodiments, an electronic document
and/or an electronic file may comprise a Web page of code
(e.g., computer instructions) in a markup language executed
or to be executed by a computing and/or networking device,
for example. In another embodiment, an electronic docu-
ment and/or electronic file may comprise a portion and/or a
region of a Web page. However, claimed subject matter is
not intended to be limited in these respects.

[0098] Also, for one or more embodiments, an electronic
document and/or electronic file may comprise a number of
components. As previously indicated, in the context of the
present patent application, a component is physical, but is
not necessarily tangible. As an example, components with
reference to an electronic document and/or electronic file, in
one or more embodiments, may comprise text, for example,
in the form of physical signals and/or physical states (e.g.,
capable of being physically displayed). Typically, memory
states, for example, comprise tangible components, whereas
physical signals are not necessarily tangible, although sig-
nals may become (e.g., be made) tangible, such as if
appearing on a tangible display, for example, as is not
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uncommon. Also, for one or more embodiments, compo-
nents with reference to an electronic document and/or elec-
tronic file may comprise a graphical object, such as, for
example, an image, such as a digital image, and/or sub-
objects, including attributes thereof, which, again, comprise
physical signals and/or physical states (e.g., capable of being
tangibly displayed). In an embodiment, digital content may
comprise, for example, text, images, audio, video, and/or
other types of electronic documents and/or electronic files,
including portions thereof, for example.

[0099] Also, in the context of the present patent applica-
tion, the term parameters (e.g., one or more parameters)
refer to material descriptive of a collection of signal
samples, such as one or more electronic documents and/or
electronic files, and exist in the form of physical signals
and/or physical states, such as memory states. For example,
one or more parameters, such as referring to an electronic
document and/or an electronic file comprising an image,
may include, as examples, time of day at which an image
was captured, latitude and longitude of an image capture
device, such as a camera, for example, etc. In another
example, one or more parameters relevant to digital content,
such as digital content comprising a technical article, as an
example, may include one or more authors, for example.
Claimed subject matter is intended to embrace meaningful,
descriptive parameters in any format, so long as the one or
more parameters comprise physical signals and/or states,
which may include, as parameter examples, collection name
(e.g., electronic file and/or electronic document identifier
name), technique of creation, purpose of creation, time and
date of creation, logical path if stored, coding formats (e.g.,
type of computer instructions, such as a markup language)
and/or standards and/or specifications used so as to be
protocol compliant (e.g., meaning substantially compliant
and/or substantially compatible) for one or more uses, and so
forth.

[0100] Signal packet communications and/or signal frame
communications, also referred to as signal packet transmis-
sions and/or signal frame transmissions (or merely “signal
packets” or “signal frames”), may be communicated
between nodes of a network, where a node may comprise
one or more network devices and/or one or more computing
devices, for example. As an illustrative example, but without
limitation, a node may comprise one or more sites employ-
ing a local network address, such as in a local network
address space. Likewise, a device, such as a network device
and/or a computing device, may be associated with that
node. It is also noted that in the context of this patent
application, the term “transmission” is intended as another
term for a type of signal communication that may occur in
any one of a variety of situations. Thus, it is not intended to
imply a particular directionality of communication and/or a
particular initiating end of a communication path for the
“transmission” communication. For example, the mere use
of the term in and of itself is not intended, in the context of
the present patent application, to have particular implica-
tions with respect to the one or more signals being commu-
nicated, such as, for example, whether the signals are being
communicated “to” a particular device, whether the signals
are being communicated “from” a particular device, and/or
regarding which end of a communication path may be
initiating communication, such as, for example, in a “push
type” of signal transfer or in a “pull type” of signal transfer.
In the context of the present patent application, push and/or
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pull type signal transfers are distinguished by which end of
a communications path initiates signal transfer.

[0101] Thus, a signal packet and/or frame may, as an
example, be communicated via a communication channel
and/or a communication path, such as comprising a portion
of the Internet and/or the Web, from a site via an access node
coupled to the Internet or vice-versa. Likewise, a signal
packet and/or frame may be forwarded via network nodes to
atarget site coupled to a local network, for example. A signal
packet and/or frame communicated via the Internet and/or
the Web, for example, may be routed via a path, such as
either being “pushed” or “pulled,” comprising one or more
gateways, servers, etc. that may, for example, route a signal
packet and/or frame, such as, for example, substantially in
accordance with a target and/or destination address and
availability of a network path of network nodes to the target
and/or destination address. Although the Internet and/or the
Web comprise a network of interoperable networks, not all
of those interoperable networks are necessarily available
and/or accessible to the public.

[0102] In the context of the particular patent application,
a network protocol, such as for communicating between
devices of a network, may be characterized, at least in part,
substantially in accordance with a layered description, such
as the so-called Open Systems Interconnection (OSI) seven-
layer type of approach and/or description. A network com-
puting and/or communications protocol (also referred to as
a network protocol) refers to a set of signaling conventions,
such as for communication transmissions, for example, as
may take place between and/or among devices in a network.
In the context of the present patent application, the term
“between” and/or similar terms are understood to include
“among” if appropriate for the particular usage and vice-
versa. Likewise, in the context of the present patent appli-
cation, the terms “compatible with,” “comply with” and/or
similar terms are understood to respectively include sub-
stantial compatibility and/or substantial compliance.
[0103] A network protocol, such as protocols character-
ized substantially in accordance with the aforementioned
OSI description, has several layers. These layers are referred
to as a network stack. Various types of communications
(e.g., transmissions), such as network communications, may
occur across various layers. A lowest level layer in a network
stack, such as the so-called physical layer, may characterize
how symbols (e.g., bits and/or bytes) are communicated as
one or more signals (and/or signal samples) via a physical
medium (e.g., twisted pair copper wire, coaxial cable, fiber
optic cable, wireless air interface, combinations thereof,
etc.). Progressing to higher-level layers in a network proto-
col stack, additional operations and/or features may be
available via engaging in communications that are substan-
tially compatible and/or substantially compliant with a par-
ticular network protocol at these higher-level layers. For
example, higher-level layers of a network protocol may, for
example, affect device permissions, user permissions, etc.
[0104] A network and/or sub-network, in an embodiment,
may communicate via signal packets and/or signal frames,
such via participating digital devices and may be substan-
tially compliant and/or substantially compatible with, but is
not limited to, now known and/or to be developed, versions
of any of the following network protocol stacks: ARCNET,
AppleTalk, ATM, Bluetooth, DECnet, Ethernet, FDDI,
Frame Relay, HIPPI, IEEE 1394, IEEE 802.11, IEEE-488,
Internet Protocol Suite, IPX, Myrinet, OSI Protocol Suite,
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QsNet, RS-232, SPX, System Network Architecture, Token
Ring, USB, and/or X.25. A network and/or sub-network may
employ, for example, a version, now known and/or later to
be developed, of the following: TCP/IP, UDP, DECnet,
NetBEUI, IPX, AppleTalk and/or the like. Versions of the
Internet Protocol (IP) may include IPv4, IPv6, and/or other
later to be developed versions.

[0105] Regarding aspects related to a network, including a
communications and/or computing network, a wireless net-
work may couple devices, including client devices, with the
network. A wireless network may employ stand-alone, ad-
hoc networks, mesh networks, Wireless LAN (WLAN)
networks, cellular networks, and/or the like. A wireless
network may further include a system of terminals, gate-
ways, routers, and/or the like coupled by wireless radio
links, and/or the like, which may move freely, randomly
and/or organize themselves arbitrarily, such that network
topology may change, at times even rapidly. A wireless
network may further employ a plurality of network access
technologies, including a version of Long Term Evolution
(LTE), WLAN, Wireless Router (WR) mesh, 2nd, 3rd, 4th,
5th generation (2G, 3G, 4G, or 5G) cellular technology
and/or the like, whether currently known and/or to be later
developed. Network access technologies may enable wide
area coverage for devices, such as computing devices and/or
network devices, with varying degrees of mobility, for
example.

[0106] A network may enable radio frequency and/or other
wireless type communications via a wireless network access
technology and/or air interface, such as Global System for
Mobile communication (GSM), Universal Mobile Telecom-
munications System (UMTS), General Packet Radio Ser-
vices (GPRS), Enhanced Data GSM Environment (EDGE),
3GPP Long Term Evolution (LTE), LTE Advanced, Wide-
band Code Division Multiple Access (WCDMA), Bluetooth,
ultra-wideband (UWB), 802.11b/g/n, and/or the like. A
wireless network may include virtually any type of now
known and/or to be developed wireless communication
mechanism and/or wireless communications protocol by
which signals may be communicated between devices,
between networks, within a network, and/or the like, includ-
ing the foregoing, of course.

[0107] In one example embodiment, as shown in FIG. 7,
a system embodiment may comprise a local network (e.g.,
device 704 and medium 740) and/or another type of net-
work, such as a computing and/or communications network.
For purposes of illustration, therefore, FIG. 7 shows an
embodiment 700 of a system that may be employed to
implement either type or both types of networks. Network
708 may comprise one or more network connections, links,
processes, services, applications, and/or resources to facili-
tate and/or support communications, such as an exchange of
communication signals, for example, between a computing
device, such as 702, and another computing device, such as
706, which may, for example, comprise one or more client
computing devices and/or one or more server computing
device. By way of example, but not limitation, network 708
may comprise wireless and/or wired communication links,
telephone and/or telecommunications systems, Wi-Fi net-
works, Wi-MAX networks, the Internet, a local area network
(LAN), a wide area network (WAN), or any combinations
thereof.

[0108] Example devices in FIG. 7 may comprise features,
for example, of a client computing device and/or a server



US 2021/0204116 Al

computing device, in an embodiment. It is further noted that
the term computing device, in general, whether employed as
a client and/or as a server, or otherwise, refers at least to a
processor and a memory connected by a communication
bus. Likewise, in the context of the present patent applica-
tion at least, this is understood to refer to sufficient structure
within the meaning of 35 USC § 112 (f) so that it is
specifically intended that 35 USC § 112 (f) not be implicated
by use of the term “computing device” and/or similar terms;
however, if it is determined, for some reason not immedi-
ately apparent, that the foregoing understanding cannot
stand and that 35 USC § 112 (f), therefore, necessarily is
implicated by the use of the term “computing device” and/or
similar terms, then, it is intended, pursuant to that statutory
section, that corresponding structure, material and/or acts for
performing one or more functions be understood and be
interpreted to be described at least in FIG. 7 and in the text
associated with the foregoing figure of the present patent
application.

[0109] Referring now to FIG. 7, in an embodiment, first
and third devices 702 and 706 may be capable of rendering
a graphical user interface (GUI) for a network device and/or
a computing device, for example, so that a user-operator
may engage in system use. Device 704 may potentially serve
a similar function in this illustration. Likewise, in FIG. 7,
computing device 702 (‘first device’ in figure) may interface
with computing device 704 (‘second device’ in figure),
which may, for example, also comprise features of a client
computing device and/or a server computing device, in an
embodiment. Processor (e.g., processing device) 720 and
memory 722, which may comprise primary memory 724 and
secondary memory 726, may communicate by way of a
communication bus 715, for example. The term “computing
device,” in the context of the present patent application,
refers to a system and/or a device, such as a computing
apparatus, that includes a capability to process (e.g., perform
computations) and/or store digital content, such as electronic
files, electronic documents, measurements, text, images,
video, audio, etc. in the form of signals and/or states. Thus,
a computing device, in the context of the present patent
application, may comprise hardware, software, firmware, or
any combination thereof (other than software per se). Com-
puting device 704, as depicted in FIG. 7, is merely one
example, and claimed subject matter is not limited in scope
to this particular example.

[0110] For one or more embodiments, a device, such as a
computing device and/or networking device, may comprise,
for example, any of a wide range of digital electronic
devices, including, but not limited to, desktop and/or note-
book computers, high-definition televisions, digital versatile
disc (DVD) and/or other optical disc players and/or record-
ers, game consoles, satellite television receivers, cellular
telephones, tablet devices, wearable devices, personal digital
assistants, mobile audio and/or video playback and/or
recording devices, Internet of Things (IOT) type devices, or
any combination of the foregoing. Further, unless specifi-
cally stated otherwise, a process as described, such as with
reference to flow diagrams and/or otherwise, may also be
executed and/or affected, in whole or in part, by a computing
device and/or a network device. A device, such as a com-
puting device and/or network device, may vary in terms of
capabilities and/or features. Claimed subject matter is
intended to cover a wide range of potential variations. For
example, a device may include a numeric keypad and/or
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other display of limited functionality, such as a monochrome
liquid crystal display (LCD) for displaying text, for
example. In contrast, however, as another example, a web-
enabled device may include a physical and/or a virtual
keyboard, mass storage, one or more accelerometers, one or
more gyroscopes, global positioning system (GPS) and/or
other location-identifying type capability, and/or a display
with a higher degree of functionality, such as a touch-
sensitive color 2D or 3D display, for example.

[0111] As suggested previously, communications between
a computing device and/or a network device and a wireless
network may be in accordance with known and/or to be
developed network protocols including, for example, global
system for mobile communications (GSM), enhanced data
rate for GSM evolution (EDGE), 802.11b/g/n/h, etc., and/or
worldwide interoperability for microwave access
(WIMAX). As suggested previously, a computing device
and/or a networking device may also have a subscriber
identity module (SIM) card, which, for example, may com-
prise a detachable or embedded smart card that is able to
store subscription content of a user, and/or is also able to
store a contact list. It is noted, as previously mentioned, that
a SIM card may also be electronic in the sense that it may
simply be sorted in a particular location in memory of the
computing and/or networking device. A user may own the
computing device and/or network device or may otherwise
be a user, such as a primary user, for example. A device may
be assigned an address by a wireless network operator, a
wired network operator, and/or an Internet Service Provider
(ISP). For example, an address may comprise a domestic or
international telephone number, an Internet Protocol (IP)
address, and/or one or more other identifiers. In other
embodiments, a computing and/or communications network
may be embodied as a wired network, wireless network, or
any combinations thereof.

[0112] A computing and/or network device may include
and/or may execute a variety of now known and/or to be
developed operating systems, derivatives and/or versions
thereof, including computer operating systems, such as
Windows, 108, Linux, a mobile operating system, such as
108, Android, Windows Mobile, and/or the like. A comput-
ing device and/or network device may include and/or may
execute a variety of possible applications, such as a client
software application enabling communication with other
devices. For example, one or more messages (e.g., content)
may be communicated, such as via one or more protocols,
now known and/or later to be developed, suitable for com-
munication of email, short message service (SMS), and/or
multimedia message service (MMS), including via a net-
work, such as a social network, formed at least in part by a
portion of a computing and/or communications network,
including, but not limited to, an Internet service provider, a
social network platform, just to provide a few examples. A
computing and/or network device may also include execut-
able computer instructions to process and/or communicate
digital content, such as, for example, textual content, digital
multimedia content, and/or the like. A computing and/or
network device may also include executable computer
instructions to perform a variety of possible tasks, such as
browsing, searching, playing various forms of digital con-
tent, including locally stored and/or streamed video, and/or
games such as, but not limited to, fantasy sports leagues. The
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foregoing is provided merely to illustrate that claimed
subject matter is intended to include a wide range of possible
features and/or capabilities.

[0113] In FIG. 7, computing device 702 may provide one
or more sources of executable computer instructions in the
form physical states and/or signals (e.g., stored in memory
states), for example. Computing device 702 may commu-
nicate with computing device 704 by way of a network
connection, such as via network 708, for example, which
may communicate with second device 704 via a communi-
cation interface 730. As previously mentioned, a connection,
while physical, may not necessarily be tangible. Although
computing device 704 of FIG. 7 shows various tangible,
physical components, claimed subject matter is not limited
to a computing devices having these tangible components
exclusively as other implementations and/or embodiments
may include alternative arrangements that may comprise
additional tangible components or fewer tangible compo-
nents, for example, that function differently while achieving
similar results. Rather, examples are provided merely as
illustrations. It is not intended that claimed subject matter be
limited in scope to illustrative examples.

[0114] Memory 722 may comprise any non-transitory
storage medium. Memory 722 may comprise, for example,
primary memory 724 and secondary memory 726, additional
memory circuits, mechanisms, or combinations thereof may
be used. Memory 722 may comprise, for example, random
access memory, read only memory, etc., such as in the form
of one or more storage devices and/or systems, such as, for
example, a disk drive including an optical disc drive, a tape
drive, a solid-state memory drive, etc., just to name a few
examples.

[0115] Memory 722 may be utilized to store a program of
executable computer instructions. For example, processor
720 may fetch executable instructions from memory and
proceed to execute the fetched instructions. Memory 722
may also comprise a memory controller for accessing
device-readable medium 740 that may carry and/or make
accessible digital content, which may include code, and/or
instructions, for example, executable by processor 720 and/
or some other device, such as a controller, as one example,
capable of executing computer instructions, for example.
Under direction of processor 720, a non-transitory memory,
such as memory cells storing physical states (e.g., memory
states), comprising, for example, a program of executable
computer instructions, may be executed by processor 720
and able to generate signals to be communicated via a
network, for example, as previously described. Generated
signals may also be stored in memory, also previously
suggested.

[0116] Memory 722 may store electronic files and/or elec-
tronic documents, such as relating to one or more users, and
may also comprise a computer-readable medium that may
carry and/or make accessible content, including code and/or
instructions, for example, executable by processor 720 and/
or some other device, such as a controller, as one example,
capable of executing computer instructions, for example. As
previously mentioned, the term electronic file and/or the
term electronic document are used throughout this document
to refer to a set of stored memory states and/or a set of
physical signals associated in a manner so as to thereby form
an electronic file and/or an electronic document. That is, it
is not meant to implicitly reference a particular syntax,
format and/or approach used, for example, with respect to a
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set of associated memory states and/or a set of associated
physical signals. It is further noted an association of memory
states, for example, may be in a logical sense and not
necessarily in a tangible, physical sense. Thus, although
signal and/or state components of an electronic file and/or
electronic document, are to be associated logically, storage
thereof, for example, may reside in one or more different
places in a tangible, physical memory, in an embodiment.

[0117] Algorithmic descriptions and/or symbolic repre-
sentations are examples of techniques used by those of
ordinary skill in the signal processing and/or related arts to
convey the substance of their work to others skilled in the
art. An algorithm is, in the context of the present patent
application, and generally, is considered to be a self-consis-
tent sequence of operations and/or similar signal processing
leading to a desired result. In the context of the present
patent application, operations and/or processing involve
physical manipulation of physical quantities. Typically,
although not necessarily, such quantities may take the form
of electrical and/or magnetic signals and/or states capable of
being stored, transferred, combined, compared, processed
and/or otherwise manipulated, for example, as electronic
signals and/or states making up components of various
forms of digital content, such as signal measurements, text,
images, video, audio, etc.

[0118] It has proven convenient at times, principally for
reasons of common usage, to refer to such physical signals
and/or physical states as bits, values, elements, parameters,
symbols, characters, terms, numbers, numerals, measure-
ments, content and/or the like. It should be understood,
however, that all of these and/or similar terms are to be
associated with appropriate physical quantities and are
merely convenient labels. Unless specifically stated other-
wise, as apparent from the preceding discussion, it is appre-
ciated that throughout this specification discussions utilizing
terms such as “processing,” “computing,” “calculating,”
“determining”, “establishing”, “obtaining”, “identifying”,
“selecting”, “‘generating”, and/or the like may refer to
actions and/or processes of a specific apparatus, such as a
special purpose computer and/or a similar special purpose
computing and/or network device. In the context of this
specification, therefore, a special purpose computer and/or a
similar special purpose computing and/or network device is
capable of processing, manipulating and/or transforming
signals and/or states, typically in the form of physical
electronic and/or magnetic quantities, within memories,
registers, and/or other storage devices, processing devices,
and/or display devices of the special purpose computer
and/or similar special purpose computing and/or network
device. In the context of this particular patent application, as
mentioned, the term “specific apparatus” therefore includes
a general purpose computing and/or network device, such as
a general purpose computer, once it is programmed to
perform particular functions, such as pursuant to program
software instructions.

[0119] In some circumstances, operation of a memory
device, such as a change in state from a binary one to a
binary zero or vice-versa, for example, may comprise a
transformation, such as a physical transformation. With
particular types of memory devices, such a physical trans-
formation may comprise a physical transformation of an
article to a different state or thing. For example, but without
limitation, for some types of memory devices, a change in
state may involve an accumulation and/or storage of charge
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or a release of stored charge. Likewise, in other memory
devices, a change of state may comprise a physical change,
such as a transformation in magnetic orientation. Likewise,
aphysical change may comprise a transformation in molecu-
lar structure, such as from crystalline form to amorphous
form or vice-versa. In still other memory devices, a change
in physical state may involve quantum mechanical phenom-
ena, such as, superposition, entanglement, and/or the like,
which may involve quantum bits (qubits), for example. The
foregoing is not intended to be an exhaustive list of all
examples in which a change in state from a binary one to a
binary zero or vice-versa in a memory device may comprise
a transformation, such as a physical, but non-transitory,
transformation. Rather, the foregoing is intended as illustra-
tive examples.
[0120] Referring again to FIG. 7, processor 720 may
comprise one or more circuits, such as digital circuits, to
perform at least a portion of a computing procedure and/or
process. By way of example, but not limitation, processor
720 may comprise one or more processors, such as control-
lers, microprocessors, microcontrollers, application specific
integrated circuits, digital signal processors, programmable
logic devices, field programmable gate arrays, the like, or
any combination thereof. In various implementations and/or
embodiments, processor 720 may perform signal process-
ing, typically substantially in accordance with fetched
executable computer instructions, such as to manipulate
signals and/or states, to construct signals and/or states, etc.,
with signals and/or states generated in such a manner to be
communicated and/or stored in memory, for example.
[0121] FIG. 7 also illustrates device 704 as including a
component 732 operable with input/output devices, for
example, so that signals and/or states may be appropriately
communicated between devices, such as device 704 and an
input device and/or device 704 and an output device. A user
may make use of an input device, such as a computer mouse,
stylus, track ball, keyboard, and/or any other similar device
capable of receiving user actions and/or motions as input
signals. Likewise, for a device having speech to text capa-
bility, a user may speak to generate input signals. Likewise,
a user may make use of an output device, such as a display,
a printer, etc., and/or any other device capable of providing
signals and/or generating stimuli for a user, such as visual
stimuli, audio stimuli and/or other similar stimuli.
[0122] In the preceding description, various aspects of
claimed subject matter have been described. For purposes of
explanation, specifics, such as amounts, systems and/or
configurations, as examples, were set forth. In other
instances, well-known features were omitted and/or simpli-
fied so as not to obscure claimed subject matter. While
certain features have been illustrated and/or described
herein, many modifications, substitutions, changes and/or
equivalents will now occur to those skilled in the art. It is,
therefore, to be understood that the appended claims are
intended to cover all modifications and/or changes as fall
within claimed subject matter.
What is claimed is:
1. A method comprising:
communicating one or more signal packets, via a network,
to authorize, authenticate, and/or verify an identity of a
mobile communications device subscriber with at least
one of the following: a data source; an internal data-
base; a requester system; or any combination thereof;
and
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one or more communications occurring, via the network,
at least in part through use of an identity verification
platform capable of facilitating the authorization,
authentication, and/or verification of the identity of the
mobile communications device subscriber without
exposing sensitive content from the data source to the
requester system and/or from the requester system to
the data source.

2. The method of claim 1, wherein communicating the one
or more signal packets via the network is implemented at
least partially in response to a request of the requester
system and in connection with one or more electronic
transactions initiated by the mobile communications device
subscriber via a mobile communications device.

3. The method of claim 1, wherein the data source
comprises a canonical data source and wherein the requester
system comprises an institution or entity directly or indi-
rectly utilizing the identity verification platform.

4. The method of claim 1, wherein the authorization,
authentication, and/or verification of the identity of the
mobile communications device subscriber includes deter-
mining one or more aspects of online behavior of the mobile
communications device subscriber.

5. The method of claim 4, wherein the online behavior of
the mobile communications device subscriber includes
online behavior implemented via mobile communications
device in the possession of the mobile communications
device subscriber.

6. The method of claim 5, wherein the mobile commu-
nications device is associated with the mobile communica-
tions device subscriber via a subscriber account identifier
assigned to the mobile communications subscriber.

7. The method of claim 1, wherein the internal database
is inaccessible to the data source of the requester system.

8. The method of claim 1, wherein the identity verification
platform is co-located with the data source.

9. The method of claim 1, wherein the identity verification
platform is deployed at a location outside of the data source
and wherein the identity verification platform operates as
directed by an entity operating the requester system.

10. The method of claim 1, wherein the identity verifi-
cation platform comprises one or more physical computing
devices, one or more virtual computing devices, or any
combination thereof.

11. The method of claim 1, wherein the authorization,
authentication, and/or verification of the identity of the
mobile communications device subscriber utilizes one or
more matching scores indicating an outcome of a compari-
son between a first parameter accessed from an application
programming interface (API) of a data store and a second
parameter obtained from the mobile communications device
subscriber.

12. The method of claim 1, wherein the sensitive content
comprises personally identifiable information.

13. An apparatus comprising:

one or more processors coupled to a memory to:

initiate electronic communications of one or more
signal packets that pertain to authentication, autho-
rization, and/or verification of an identity of a mobile
communications device subscriber with at least one
of the following: a data source; an internal database;
a requester system; or any combination thereof,

one or more of the electronic communications of the
one or more signal packets to occur, at least in part,
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via an identity verification platform to facilitate the
authentication, authorization, and/or verification of
the identity of the mobile communications device
subscriber without an exposure of sensitive content
from the data source to the requester system and/or
from the requester system to the data source.

14. The apparatus of claim 13, wherein the one or more
processors coupled to the memory are to initiate the elec-
tronic communications of the one or more signal packets
responsive to a request from the requester system following
an electronic transaction initiated by the mobile communi-
cations device subscriber.

15. The apparatus of claim 13, wherein the authentication,
authorization, and/or verification of the identity of the
mobile communications device subscriber includes deter-
mining one or more aspects of online behavior of the mobile
communications device subscriber.

16. The apparatus of claim 13, wherein the identity
verification platform comprises one or more physical com-
puting devices, one or more virtual computing devices, or
any combination thereof.

17. The apparatus of claim 13, wherein the identity
verification platform comprises an internal database, the
internal database being inaccessible to the requester system.

18. The apparatus of claim 13, wherein the authorization,
authentication, and/or verification of the identity of the
mobile communications device subscriber utilizes one or
more matching scores indicating an outcome of a compari-
son between a first parameter accessed from an application
programming interface (API) of a data store and a second
parameter obtained from the mobile communications device
subscriber.

19. The apparatus of claim 13, wherein the sensitive
content comprises personally identifiable information.
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20. An article comprising:
a non-transitory storage medium having instructions
stored thereon executable by a special-purpose com-
puting platform to:
initiate electronic communications of one or more
signal packets to authenticate, authorize, and/or
verify an identity of a mobile communications
device subscriber via at least one of the following: a
data source; an internal database; a requester system;
or any combination thereof,

one or more of the electronic communications of the
one or more signal packets to occur, at least in part,
via an identity verification platform to facilitate
authentication, authorization, and/or verification of
the identity of the mobile communications device
subscriber without an exposure of sensitive content
from the data source to the requester system and/or
from the requester system to the data source.

21. The article of claim 20, wherein the stored instructions
executable by the special-purpose computing platform are to
initiate the electronic communications of the one or more
signal packets responsive to a request from the requester
system following an electronic transaction initiated by the
mobile communications device subscriber.

22. The article of claim 20, wherein the stored instructions
executable by the special-purpose computing platform are to
determine one or more aspects of online behavior of the
mobile communications device subscriber.

23. The article of claim 20, wherein the stored instructions
executable by the special-purpose computing platform are to
forbid the requester system from accessing the data source.

24. The article of claim 20, wherein the sensitive content
comprises at least private consumer content or information
to personally identify the mobile communications device
subscriber.



