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SYSTEM AND METHOD FOR RESPONSE 
TME MEASUREMENT IN HIGH SPEED 
DATA TRANSMISSION NETWORKS 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

This invention relates to high speed data transmission 
networks. More particularly, the invention relates to 
response time measurement, in real time, for any individual 
transaction in a high speed data transmission network. 

2. Description of the Prior Art 
In many communications environments, billing custom 

ers for network usage is important, particularly the ability of 
a network to respond to a transaction in a timely manner. For 
example, a workstation could be part of a business where 
customers come in to make airline reservations. It is impor 
tant that the reservation request receive a prompt response 
from a central processing center. Not only is the return 
information important to the customer, the response time is 
important to the system operator to provide an efficient 
dispatching of the requests. Moreover. service agreements 
between travel agencies and reservation systems require a 
quality of service and timely network response. A system 
and method which monitors in real time the response time 
characteristics of the data processing environment will pro 
vide information on the quality of service provided by the 
network. Also, the information can assist in establishing a 
better path through the communications network or more 
efficient dispatching of applications at the host to meet 
Service agreement requirements. 

In the prior art, the following patents are related to the 
problem addressed by the present invention: 

U.S. Pat. No. 5,226,041 issued Jul. 6, 1993, describes a 
method for simulating dynamic behavior in a communica 
tions network. The number of data packets per time period 
are calculated and used to compute the duration needed to 
transmit all remaining packets. The '041 patent does not 
provide a system or method for measuring response time in 
a communication network. 

U.S. Pat. No. 5,095,444 issued Mar. 10, 1992, describes 
measuring the internodal transmission delay in a network 
and not the response time to a transaction in such a network. 

U.S. Pat. No. 5.307.351 issued Apr. 26, 1994, describes a 
data communication network which allows an adjustment of 
frame length so that an optimal frame size can be generated 
in a network to deal with the bit rate occurring in the 
network. While controlling frame size impacts response 
time, the 351 patent does not measure response time 
directly as required for enforcing service agreements in 
transaction systems. 

U.S. Pat. No. 4.905,171 issued Feb. 27, 1990, discloses a 
performance monitor for locating performance bottlenecks 
and not the response time for each transaction in a commu 
nications network. 

U.S. Pat. No. 5.206.888 issued Apr. 27, 1993, describes a 
start-stop synchronous communications speed detecting 
apparatus capable of detecting a communication speed with 
out performing any software processing. The '888 patent is 
directed to measuring communication speed and not the 
response time of transactions in communication networks. 

U.S. Pat. No. 5.138,607 issued Aug. 11, 1992, discloses 
the measuring throughput of virtual circuits and not the 
response time of transactions in a network. 

Summarizing, the prior art does not address the problem 
of response time measurement for any transaction in a data 
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communications network. Moreover, the prior art does not 
disclose or address systems or methods for measuring 
response times in real time without the use of clocks. The 
measurement of response time in real time in data commu 
nications networks without requiring the capture of infor 
mation to disk and post-processing will lower costs and 
improve the accuracy of measuring and modifying network 
performance. Such measurement information will also 
enable better enforcement of service agreements for cus 
tomer use of such networks. 

SUMMARY OF THE INVENTION 

An object of the invention is a system and method for 
response time measurement, in real time, for any individual 
transaction in a communications network. 

Another object is a system and method for determining 
the average transaction response time in a communications 
network without the use of external clocks or processors. 

Another object is a system and method for measuring in 
real time the minimum and maximum frame times for any 
individual transaction over a measurement time interval. 

Another object is a system and method to monitor work 
stations on various media to determine, in real time, the 
behavior of workstations in terms of minimum/maximum 
response times for applications executed by such worksta 
tions. 

Another object is a system and method of measuring 
response time for transactions in full or half duplex com 
munication networks. 
These and other objects, features and advantages are 

accomplished in a communications network for monitoring 
and measuring response times between an end unit interact 
ing with a processor through a data communications net 
Workin a series of transactions. The network includes means 
for establishing measurement or reference marks, typically 
referred to as flags in both a first message sent by the end 
unit to the processor and a second message returned to the 
end unit by the processor. A programmable digital filter 
attached to the network includes means for recognizing the 
flag in the first message and the flag in the second message. 
The filter includes further means for counting data bits on 
the network in a measurement time interval or the time 
period between the first and second flags. As the end units 
communicate with the processor, a flag is set in a packet 
transmitted to the processor. The packet traverses the net 
work to the application executed by the processor and a 
response returns. The flag is a specific bit pattern. For 
example, the flag could be an account code, an address, a 
user ID, or the flag could be a specific type of protocol 
header. The digital filter has the further ability to count the 
number of bits between flags in the forward and reverse 
directions. By counting bits on the media when the flag 
moves in one direction or another, the total number of bits 
transmitted on the media between the two intervening flags 
is determined. The media speed is used as the clock. The 
number of bits counted is divided by the media speed to 
determine the response time with fine resolution. The digital 
filter is further adapted to have counters which count the 
minimum number of bits, maximum number of bits, the total 
number of bits, and the number of flags seen in both on the 
media between the end unit and the processor. From the 
counter information the minimum response and the maxi 
mum response for each transaction on the network can be 
determined. The average response time can be determined 
by the total number of bits counted. By counting the number 
of flags in one direction or the other between the end unit and 
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the processor, the average response time can be obtained for 
the network. All of the measurement is done in real time 
without the use of clocks or off-line processing of data to 
determine response time. 

DESCRIPTION OF THE DRAWTNG 

These and other objects, features and advantages will be 
more fully apprehended from the following drawing descrip 
tion: 

FIG. 1 is a block diagram of a communications network 
incorporating the principles of the present invention. 

FIG. 2(a) is a representation of a data frame including a 
flag sent to a central host or processor in FIG. 1. 

FIG. 2(b) is a representation of a data frame returning to 
an end unit from the central host. 

FIG. 3 is a block diagram of an event driven interface 
(EDI) incorporated in the network of FIG. 1 as a digital filter 
for full or half-duplex operation of the network. 

DESCRIPTION OF THE PREFERRED 
EMBODMENT 

In FIG. 1, an end unit or workstation 8 includes a display 
10 and keyboard 12. The workstation includes an adapter 
(not shown) and is coupled through bus 16 to a token ring 
14. The token ring is connected through a bridge 18 to a 
communications network20. A link 29 connects the network 
to a processor or application host 30 including a storage 
means 32. The host 30 runs a database application and 
obtains information from the direct access storage device 32. 
The workstation 8 interacts with the application host through 
the token ring in a communications network. The worksta 
tion 8 initiates a request for information from the application 
host, such as an airline reservation request and transmits the 
request through the bus 16. ring 14, bridge 18, and the 
communications network 20 to the host 30. The storage 
device 32 is interrogated by the host for the information 
requested by the workstation 8. The host transmits the 
response to the request back to the workstation through the 
link 29. network 20, bridge 18, token ring 14 and bus 16. 
The message sent by the workstation 8 to the host 30 and 

the response that comes back is in standard network frame 
format. The frame may consist of a flag field (which could 
be an origin and destination field). These flagfields or origin 
and destination fields enable the message to be tracked for 
measuring purposes. One measurement of importance to 
users of communication network is the response time or the 
time it takes for data or a message to go from the workstation 
8 through the token ring communications network to the 
host for processing by the host and return to the workstation. 
The response time information can be used to validate 
service level agreements between the owner of the work 
station and the communications network and/or the appli 
cation host. With the response time information, control 
information can be generated to provide better path selection 
through the communication network or more efficient dis 
patching of applications at the host to meet the service level 
agreements. 
A mechanism for measuring response time without the 

use of clocks or external processors is a programmable 
digital filter, such as an Event Driven Interface (EDI) 40 
coupled to the bus 16 between the token ring and the 
workstation. The Event Driven Interface is more fully 
described in U.S. Pat. No. 5.375,070, issued Dec. 20, 1994 
and U.S. Pat. No. 5.365,514, issued Nov. 15, 1994, both 
patents assigned to the assignee of the present invention, and 
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the disclosures thereof incorporated herein in their entirety. 
The EDI, as programmable a digital filter, is configured into 
a tree, each branch of the tree corresponding to a unique 
pattern of bits such as a flag set in a packet by an application 
or individual. At the bottom of the tree are a series of 
counters, each including storage means or buckets. A 
counter 46 measures the minimum number of bits on the bus 
16 between a reference event, such as a flag in a data packet 
sent to the host and a flag in a packet returned to the 
workstation after processing. A counter 48 counts the maxi 
mum number of bits on the bus between the flags sent by the 
workstation 8 and the application host 30. A counter 50 
counts the total number of bits on the bus between flags in 
a measurement time interval or preselected time period. A 
counter 52 counts the number of messages sent to the host 
and returned to the workstation. When these counters are 
divided by the media speed on the ring 14, the minimum 
response time can be obtained from the counter 46 while the 
maximum response time can be obtained from the counter 
48. When the counter 50 and 52 are divided, the average 
number of bits is obtained for an enter key sending a request 
to the host and the screen returning from the host. The 
average number of bits for that event divided by the media 
speed provides the average response time for the system. 

In FIG. 2A, a data packet 41 or frame includes a send flag 
42 which is set in the packet by an application or an 
individual and an information field 44. The packet traverses 
the network to an application or to an individual and returns 
to the workstation in a data packet which includes a receive 
flag 47 and an information field 49 shown in FIG. 2B. Each 
flag is a specific bit pattern. For example, the flag could be 
an account code, an address, a user ID or the flag could be 
a specific type of protocol header. The flag pattern is 
recognized by the EDI. When the particular flag occurs, the 
EDI can count the number of bits on the bus 16 between the 
flags in the forward and reverse directions for shared media, 
such as token ring. Ethernet, IEEE 802.3 and FDDI. The 
EDI can also perform the functions of recognizing flags and 
counting bits therebetween on point-to-point networks. By 
counting the bits on the media, the EDI indicates how many 
total bits have been transmitted on the media between the 
two intervening flags. Media speed is used as a clock. If the 
number of bits counted is divided by the media speed, the 
response time for a particular transaction, is obtained to a 
very fine resolution. Response times can be obtained as low 
as microseconds or even nanoseconds if the media speed is 
fast enough. 
The EDI may be relocated to other positions in the 

network. For example. EDI could be attached to the link 29 
which would permit the EDI to monitor the quality of 
service at the application and the rate of which requests 
come into the application. The EDI can also be used to 
determine how quickly response requests are turned around 
by the database and returned to the workstation through the 
network. Further, the EDI can generate a control vector for 
the application or control units in the token ring and/or 
network for better path selection through the communica 
tions network or more efficient dispatching of applications at 
the host. The system shown in FIG. 1 is adapted for half 
duplex operation on the bus 16. 

Turning to FIG. 3, a system is shown for full duplex 
operation. To perform full duplex operation, an EDI 50 is 
arranged in two partitions, 200 and 201. The partition 200 is 
adapted to process transmitted data packets from the work 
station 8 and recognize transmit bit flag patterns. The 
partition 201 is adapted to process receive patterns from the 
host and recognize receive flag patterns. The partitions are 
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both coupled to a comparator and adder logic unit 210. The 
unit 210 calculates the response time for the network in the 
manner described for the ED 40. A buffer or FIFO 220 
collects a count of the number of bits that traversed the 
media between flags. This count represents the response 
time information for a measurement time interval. The 
purpose of the FIFO is to ensure continuous operation and 
no loss of information during the measurement time interval. 
Once the number of bits between the flags is determined, the 
FIFO is loaded. During the time the data is loaded into the 
FIFO, the EDI partitions 210 and 220 collect further bit 
count information. At the end of the measurement time 
interval period, the FIFO is emptied onto a bus 230 coupled 
to an interpreter (not shown) for initiating control action on 
the network based upon the response time provided by the 
EDI partitions 200 and 201. The partitioned EDI and 
response time calculator 210 accomplish near real time 
interpretation of response time on the network. 

While specific embodiments of the invention have been 
described and disclosed, it will be understood by those 
having skill in the art that changes can be made to the 
specific embodiments without departing from the spirit and 
scope of the invention. 
We claim: 
1. A method for monitoring and measuring response time 

between an end unit interacting with a processor in a high 
speed data communications network operating at a media 
speed and incorporating flags in messages between the end 
unit and processor, comprising the steps of: 

a) using the flags as measurement marks in both a first 
message sent by the end unit to the processor and a 
second message sent by the processor to the end unit in 
a time period; 

b) recognizing the measurement mark in the first message; 
c) recognizing the measurement mark in the second 

message; 

d) counting data bits on the network in the time period 
between the first measurement mark sent to the pro 
cessor and the second measurement mark sent to the 
end unit; and 

e) determining the response time for the end unit in 
sending the first message and receiving the second 
message from the processor from a ratio of the counted 
bits between the measurement marks and the network 
media speed in the time period. 

2. The method of claim 1 further comprising the steps of 
counting the minimum number of data bits between the 
measurement marks and the first and second message. 

3. The method of claim 2 further comprising the steps of 
counting the maximum number of data bits between the first 
and second measurement marks. 

4. The method of claim 2 further comprising the steps of 
calculating the minimum and maximum response time for 
the end unit by dividing the minimum and maximum num 
ber of bits counted by the media speed of the communica 
tions network. 

5. A system for monitoring and measuring response times 
between an end unit interacting with a processor in a data 
communications network operating at a media speed and 
incorporating flags in messages between the end unit and the 
processor, comprising: 

means for using the flags as measurement marks in both 
a first message sent by an end unit to the processor and 
second message returned to the end unit by the pro 
cessor; 
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6 
means for recognizing the measurement mark in the first 

message; 
means for recognizing the measurement mark in the 

second message: 
means for counting data bits on the network in the period 
between the first and second measurement marks; and 

means for determining the response time for the end unit 
to send a message and receive a response from the 
processor over the network from a ratio of the counted 
data bits between the measurement marks and the 
network media speed. 

6. The system of claim 5 wherein the means for identi 
fying measurement marks and counting data bits is an event 
driven interface. 

7. The system of claim 5 wherein the event driven 
interface is adapted for full duplex operation on the network. 

8. A system for monitoring and measuring response time 
between an end unit interacting with a processor in a data 
communication network operating at a media speed and 
incorporating flags as measurement marks in messages 
between the end unit and the processor comprising: 

an end unit coupled to a media ring, including but not 
limited to a token ring or FDDI ring or Ethernet bus: 

a communications network coupled to the media ring 
through a bridge unit; 

a host central processor including a database application 
and storage means coupled to the communications 
network; 

a programmable digital filter coupled between the end 
unit and the media ring for recognizing the measure 
ment marks and data bits sent between the end unit and 
the host application as a transaction, the programmable 
digital filter counting data bits on the network in the 
period between the transmission of the measurement 
marks sent by the end unit and returned by the proces 
sor; and 

means for calculating response time of the transaction 
sent by the end unit to and returned by the host central 
processor from a ratio of the counted bits between the 
measurement marks and the network media speed and 
without the use of clocking devices. 

9. The system of claim 8 wherein the programmable 
digital filter counts (i) the minimum number of data bits 
between measurement marks; 

(ii) the maximum number of data bits between measure 
ment marks; 

(iii) the total number of bits sent between the measure 
ment marks and (iv) the number of enter keys initiated 
by the end unit. 

10. The system of claim 8 wherein the programmable 
digital filter calculates the average response time for a 
message sent by the end unit and returned by the processor 
as the average number of bits counted between the mea 
surement marks divided by the media speed. 

11. The system of claim 8 wherein the programmable 
digital filter generates an output signal which controls per 
formance of the communications network and/or processor. 

12. The system of claim 8 wherein the programmable 
digital filter is an event driven interface, the interface being 
programmed to recognize different flags in messages and 
responses transmitted on the network. 

13. The system of claim 10 wherein the media speed is 
used as a clock in calculating the response time. 
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