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(57) ABSTRACT 

Methods and apparatus, including computer program prod 
ucts, related to dynamic binding of access and usage rights 
to a computer-based resource. In general, data characterizing 
a request for content is received, a determination as to 
whether first security credentials authenticate a user is made, 
and, if so and the user is authorized to access or use the 
content, security is of the content is replaced. Replacing 
security may involve removing the security from the content 
in accordance with second security credentials. The removal 
of security may enable the user to perform actions to the 
content. The removal of security may be followed with an 
addition of security of a second type such that content is 
moved from a first trusted environment to a second trusted 
environment. 
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DYNAMIC BINDING OF ACCESS AND 
USAGE RIGHTS TO COMPUTER-BASED 

RESOURCES 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims the benefit of U.S. Provi 
sional Patent Application entitled “Trusted Third Party 
Authorization', filed Apr. 11, 2006, Application Ser. No. 
60/791,289, the contents of which are hereby fully incorpo 
rated by reference. 

BACKGROUND 

0002 The present disclosure relates to data processing by 
digital computer, and more particularly to dynamic binding 
of access and usage rights to computer-based resources. 
0003. In general, content may be secured at a computer 
system, such as a personal computer or server computer 
system of a landscape of computers, using different tech 
niques and/or mechanisms. For example, an electronic docu 
ment may be secured using encryption Such that the docu 
ment might not be viewed unless the document is decrypted. 
0004 Different types of access and usage rights may be 
associated with different credentials for access to content 
and usage of that content. For example, a non-administrative 
user may have access and usage rights that include viewing 
a document but not modifying the document; whereas, an 
administrative user may have access and usage rights to 
view and modify the document and each of those users may 
have different credentials. 
0005 Securing of content generally occurs at a content 
level and removing of security generally occurs by a user 
who desires to access the content. For example, a document 
may be encrypted and the document may be decrypted by a 
user desiring to access the document. 

SUMMARY 

0006. The subject matter disclosed herein provides meth 
ods and apparatus, including computer program products, 
that implement techniques related to dynamic binding of 
access and usage rights to a computer-based resource. 
0007. In one aspect, data characterizing a request for 
content is received, a determination as to whether first 
security credentials authenticate a user is made, and, if so 
and the user is authorized to use the content, first security of 
the content is replaced with second security where replacing 
the first security includes removing the first security from 
the content in accordance with second security credentials. 
The replacing of security may enable the user to perform 
actions to the content. 

0008. In a related aspect, data characterizing a request for 
content is received at a server from a client; a determination 
is made as to whether first security credentials authenticate 
a user of the client; and, if the user is authenticated by the 
first security credentials and authorized to use the content, a 
first security of the content is replaced with a second 
security, where the replacing includes removing the first 
security from the content in accordance with second security 
credentials and the user is authorized to perform at least one 
action associated with the user at the server. 
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0009. The subject matter may be implemented as, for 
example, computer program products (e.g., as source code 
or compiled code), computer-implemented methods, and 
systems. 
0010 Variations may include one or more of the follow 
ing features. 
0011. The actions may be performed in accordance with 
terms and conditions for content use. For example, terms 
and conditions in the content specified by a data content 
custodian, data content Subject, or the like. 
0012. The user may be a person or a program. 
0013 Receiving data may be performed by a server 
application receiving the data from a client application 
performing the request, and the server application may 
perform replacing the security to move the content from a 
first trusted environment to a second trusted environment, 
where the second trusted environment includes a secure 
server session between the server and client applications. 
0014) Actions may include one or more types of actions 
authorized to be performed at a client of the user. 
0015 The content may be secured against access in 
accordance with a decryption scheme. Removing the first 
security may include decrypting the content with the second 
security credentials not being available to the user. Trans 
mission of the content to the user may be initiated in 
accordance with a secure server session. 

0016. A determination may be made as to whether a user 
is authorized to perform the actions and the actions may only 
be performed if the user is authorized. The determination 
may include determining whether a relationship exists with 
another user with whom a relationship indicates that autho 
rization is to be provided. The relationship may be explicit 
or implicit. An existence of a relationship or attributes 
associated with a relationship may indicate whether autho 
rization is to be provided. A user may be authorized without 
regard to a relationship. For example, a user may be autho 
rized based on a combination of a role of the user and a data 
content Subject, and associated preferences. As another 
example, authorization may be based on a set of roles and 
rules. For example, a doctor may be authorized based on the 
doctor having a doctor role and a rule declaring that autho 
rization be granted in an emergency healthcare setting. 
Authorization may be granted based on whether a user has 
access rights, usage rights, usage right conditions, or a 
combination of those rights. For example, a user may have 
rights to view and print clinical test results on a hospital 
computer, but not other computers, associated with a rela 
tionship. Usage rights and conditions for usage may be 
considered a Subset of access rights. 
0017. A determination may be made as to whether the 
user is associated with rights to perform the access or use the 
content, and replacing the first security may include replac 
ing the security if the user has the rights to perform the 
aCCCSS, 

0018. The user may have rights to perform the access or 
use at a first time but not have the rights to perform the 
access or use at a second time later or earlier than the first 
time based on a modification of a policy of the user (e.g., 
preferences of usage rights of a relationship between a data 
content Subject and data content recipient may be changed). 
For example, content may be issued such that access is 
granted and a user downloads secure content. And, at a later 
time, a data content Subject may desire to revoke permission 
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and the user is unable to use the content (e.g., denied 
viewing rights when requesting usage of the content). 
0019. Access of the content may be limited to a number 
of accesses or uses (e.g., a limit of printing five times). 
0020. The content may be medical health information, 
Such as a secure electronic health record. 
0021. The content may be a component of an electronic 
medical record including multiple components, where the 
user is authorized for the content but not authorized for at 
least one other component. 
0022. The actions may include one or more of causing the 
content to be viewed, printed, copied, modified, or exported 
(e.g., removed from a security container). 
0023 The user may be authorized for at least one type of 
action but not other types of actions. 
0024. The user may be authorized for a set of actions 
different from actions authorized for another user. 
0025. The subject matter described herein can be imple 
mented to realize one or more of the following advantages. 
Access and usage rights to secure content may be dynami 
cally bound Such that access and usage rights may change 
independent of security of content. Access and usage rights 
may be considered dynamically bound as, for example, the 
rights need not be included with secured content and may be 
bound at a later time. For example, a client may need to 
request access and use of a secure document from a server, 
where access and usage rights may be changed from time to 
time. For example, access to secure content may be disabled 
even after it has been received by an intended recipient. 
Documents may be secured Such that security may only be 
removed by a server remote from clients and continuous 
data protection may be provided to documents. Access 
logging may be performed at the server that grants access 
and usage rights, which may take advantage of the server's 
role in receiving requests for access and usage rights from a 
variety of Sources and a requirement to use a server to 
request access and usage rights, such that the logging may 
be accurate. Documents may be transportable and security 
may be maintained. For example, documents may be stored 
in a secure structure. By having a distributed architecture of 
secure content that is transportable, additional costs need not 
be incurred for storage of data in a centralized repository, for 
data to be specifically secured for each identified data 
content recipient, or for specific use of secure content that a 
data content recipient may require. In addition, in the health 
care environment Such decentralized data ownership may 
assist in removing potential risk associated with storage of 
vast amounts of patient information. 
0026 Details of one or more implementations are set 
forth in the accompanying drawings and in the description 
below. Further features, aspects, and advantages will 
become apparent from the description, the drawings, and the 
claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0027 FIG. 1 is a diagram of a system to provide dynamic 
binding of access and usage rights to computer-based 
SOUCS. 

0028 FIG. 2 is a diagram of a system to provide gen 
eration of secure content, and dynamic binding of access and 
usage rights with a credential server. 
0029 FIG. 3 is a diagram of a structure for a secure 
document. 
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0030 FIG. 4 is a flowchart illustrating a process of 
dynamic binding of access and usage rights. 
0031. Like reference numbers and designations in the 
various drawings indicate like elements. 

DETAILED DESCRIPTION 

0032. In general, the systems 100, 200 of FIGS. 1, 2 may 
provide a client access and use of secure data with autho 
rization from a server. In the systems 100, 200, there may be 
a number of relevant party roles, and a user may have one 
or more of the roles. The roles may be implicitly or explicitly 
assigned. For example, a doctor requesting information 
about a patient may be implicitly assigned a role as a data 
content recipient. The roles may include: data content Sub 
ject, a role describing a party about-whom data is being 
shared (e.g. in a health information environment, it may be 
a patient); data content recipient, a role describing a party 
who is seeking access to information regarding one or more 
data content Subjects (the data may be packaged in a secure 
container or secure container holding as will be described 
later); data custodian, a role describing an owner of a source 
of information regarding a data content Subject (e.g., in a 
health information environment, a doctors office, hospital, 
or insurance company may have this role), which may be 
required by regulation or responsibility to log or control 
access to that information; data publisher, a role describing 
an aggregator of information regarding one or more data 
content subjects, who may additionally be a data publisher; 
relationship administrator, a role describing someone who 
represents a governing entity responsible for maintaining, or 
creating data content Subject, data content recipient, and data 
custodian accounts (e.g., in a health information environ 
ment, an employer's group benefits administrator or an 
insurance company’s product contract group); and, a role 
describing a system administrator, who at a more Supreme 
level may manage relationships (e.g., relationships between 
data Subjects and data content recipients) and accounts (e.g., 
information about a data content Subject or data custodian) 
in the systems 100, 200. In some implementations a program 
may be a user that has one or more roles. For example, a 
program may be a data content recipient and may request 
data in either of the systems 100, 200 of FIGS. 1 and 2. 
0033. In some implementations party roles may have 
variances. For example, there may be a distinction between 
a data content owner and data content custodian. For 
example, a data content Subject may be a data content owner, 
and a data content custodian may have care over content or 
information of the data content owner. For example, in one 
system an insured party may be a data content Subject and 
data content owner, where an insurance company of the 
insured party is the data content owner; however, in another 
system, an insured party may be a data content Subject but 
not a data content owner, and, an insurance party may be the 
data content owner and data content custodian. 

0034 FIG. 1 is a diagram of a system 100 to provide 
dynamic binding of access and usage rights. The system 100 
includes a client 110, a server 120, and a repository 130 of 
secure documents. In general, the client 1 10 may request 
access to components of secure documents in the repository 
130 by requesting access from the server 120. Then, the 
server 120 may authenticate the user and authorize access, 
use, or both at the client 110. Authorizing access or use may 
include sending to the client 110 a version of a component 



US 2007/0239998 A1 

of a secure document having first type of security removed 
in lieu of a second type of security that can be removed by 
the client 110. 
0035. In general, a secure document may be a secure 
container for computer-based resources, or content, Such as 
a secure container structure 300 of FIG. 3 and each of the 
components of a secure document may be one of secure 
holdings 310, which contain computer-based resources. 
Components of the secure documents at the repository 130 
may be electronic documents or references to resources, 
Such as electronic documents. For example, components of 
secure documents may include Such computer-based 
resources, or content, such as audio, image, binary, and text 
files; these types of content and other computer-based 
resources, either singularly or in the aggregate collectively 
also referred to as computer files or documents. As another 
example, a reference to a computer-based resource. Such as 
a uniform resource indicator (URI), may be encrypted in a 
component of the secure document, the component may be 
decrypted, and the uniform resource indicator may be used 
to download and access the computer-based resource 
referred to by the uniform resource indicator. 
0036. The repository 130 may be shared among a number 
of potential recipients (e.g., a file server, and the like), shared 
between a number of potential recipients and data content 
Subjects (e.g., a mobile phone, personal digital assistant, 
UNIVERSAL SERIAL BUS drive, and the like), or repre 
sent the attachment of the secure format to another secure or 
insecure format (e.g., as an email attachment, a multimedia 
mobile message service communication, network message, 
peer-to-peer computing communication, and the like). 
0037. As an example of operation of the system 100, 
electronic medical records of a data Subject may be stored in 
an encrypted format at the repository 130 of a data recipient. 
The data recipient may request access from the server 120 to 
view a medical record through the client 110 by sending 
credentials, the medical record, and description of the action 
desired to be performed at the client 110 to the server 120. 
Based on the credentials authenticating the client 110 and 
authorization of usage of the record, the server 120 may 
decrypt the record and re-encrypt the record in accordance 
with a session key negotiated with the client 110. The record, 
encrypted with the session key, may be sent back to the 
client 110 by the server 120. Then, the client 110 may allow 
usage of the record in accordance with the requested action. 
Access and usage of the record may be in accordance with 
terms and conditions specified in the secure document, or the 
component of the secure document. In some implementa 
tions, components of a secure document, rather than an 
entire secure document, may be requested for access, sent to 
the server 120, and decrypted. 
0038. The client 110 may allow for access and usage of 
components of secure documents of the repository 130. The 
types of access and usage may include viewing, copying 
(e.g., copying and pasting of text, screen captures, and the 
like), modifying, printing, exporting (e.g., exported from a 
security container or the client 110), and the like. 
0039. The client 110 includes a document viewer 140. 
The document viewer 140 may present documents to a user 
for which the client 110 has access and usage rights and 
allow for types of access and usage other than viewing to be 
performed depending on access and usage rights granted to 
the client 110. For example, a user of the client 110 may be 
prevented from any type of access, in which case, a docu 
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ment might not be viewable. As another example, a user of 
the client 110 may be allowed to view and print documents, 
but, might not be allowed to copy or modify documents. 
0040. The document viewer 140 may accept plug-ins. For 
example, a trusted extension may be a plug-in and the 
trusted extension may allow specific types of components of 
documents to be viewed. As another example, a plug-in may 
perform optical character recognition of image files in the 
document viewer 140. 
0041. To ensure enforcement of access and usage rights, 
the client 110 may be required to be a trusted client. For 
example, the client 110 may be authenticated by the server 
120 as a client that ensures enforcement. For example, the 
client 110 may send authentication information to the server 
120 to indicate the client 110 is a proper client for autho 
rizing access or use of secure documents. For example, the 
client 110 may be proprietary to ensure enforcement of 
security (and, prevention of unauthorized access) or may be 
certified as following a specification for clients (or, client 
environments). For example, the client 110 may be a tool in 
a Suite of software tools that make up an application and the 
tool may be certified as a client complying with a specifi 
cation for security enforcement. As another example, the 
client 110 may be a Suite of Software tools or programming 
interfaces that ensure enforcement of access and usage 
rights. 
0042. The client 110 may request access and usage rights 
from the server 120 by, as examples, establishing a secure 
server Session, sending an application to application mes 
sage, and the like. The request may include different types 
of information. For example, a request may include meta 
data for a document and a secure version of the document. 
In addition to metadata, other information may include, as 
example, a version of a client or the component of the secure 
document, key specifications (e.g., a reference or description 
of a key used for the component), or cryptography algo 
rithms enforced or required for document security and 
access/use. 
0043 Advantageously, including a document as part of a 
request may allow for distributed storage of documents and 
may facilitate transport of documents, as the server 120 need 
not store secure documents and users need not contact the 
server 120 to receive documents (e.g., secure, encrypted 
documents may be transferred or accessed via electronic 
mail, a UNIVERSAL SERIAL BUS-compliant memory key, 
mobile phone, personal digital assistant, and the like). In 
addition, the document may be signed (e.g., cryptographi 
cally signed) such that the client 110 or server 120 may 
authenticate the document (e.g., to indicate a document has 
not been altered). In some implementations, to reduce net 
work bandwidth consumption or unnecessary storage by 
data content recipients, secure documents or portions of 
secure documents may be cached or stored at the server 120 
and a request from client 110 may simply identify a secure 
document or portion of a secure document to be accessed 
without including that content along with user credentials 
and proposed action for usage at client 110. Such that the 
secure document or portion of secure document, which may 
be accessible only to server 120, may have first security 
removed and second security added, and secure document or 
portion of secure document with second security is sent back 
to client 110. 

0044) The document viewer 140 of the client 110 may 
allow for exploring of secure documents or components of 
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secure documents of the repository 130. For example, a user 
of the client 110 may browse a list of secure documents and 
may select a secure document to view, which may cause the 
document viewer 140 to request access for viewing the 
selected secure document. The repository 130 may be 
remote (e.g., not proximal) from the client 110 such that 
secure documents or components of secure document may 
be accessed by browsing using protocols including FTP (File 
Transfer Protocol), WebDAV (Web Distributed Authoring 
And Versioning), HTTP/SHTTP (HyperText Transfer Pro 
tocol/Secure HyperText Transfer Protocol), and the like. The 
client 110 may be embedded in other application or called by 
another application as a plug-in or helper to assist with the 
content type associated with the secure document or com 
ponent of secure document type used for communication 
between client 110 and server 120 in a specific computing or 
operating environment. This association may occur by 
mechanisms including Internet Engineering Taskforce 
(IETF) specification compliant MIME (Multipurpose Inter 
net Mail Extensions) type or operating system extension. To 
allow for management of secure documents before access 
and usage rights have been granted, some metadata of the 
secure documents may be viewed. For example, a name of 
a computer-based resource stored as a component of a secure 
document or a short description of that component of a 
secure document might be used and need not be secured 
from viewing by a user who has not been authenticated. 
0045. The server 120 may authorize access and use of 
secure documents of the repository 130 by authenticating a 
user with an authentication tool 160 and authorizing the user 
by removing security of a document with a security tool 170. 
In addition to removing security, the security tool 170 may 
be used to apply security to the document. For example, a 
user may request access to a document by sending a request 
from the client 110 to the server 120 and the server 120 may 
authenticate the user of the client 110 with the authentication 
tool 160. Then, if authenticated and authorized, the security 
tool 170 may be used to remove the security from a secure 
document, and, the document may be sent to the client 110 
with a different, second security for the document. This 
second security may be specific to the client 110, the user of 
client 110, or negotiated as a characteristic of the specific use 
or request. 
0046. In some implementations, the server 120 may 
move a secure document from a first trusted environment to 
a second trusted environment by removing a first security 
and adding a second security. The server 120 may also 
remove first security and add a second security for reasons 
other than changing trusted environments, including updat 
ing security with a type of security considered more secure, 
updating security with a type of security of varying strength 
or algorithm characteristic, or updating security with Secu 
rity Supported with credentials that are issued to replace 
credentials that have expired with regard to previous Secu 
rity (e.g., a different set of credentials to be used to decrypt 
components of secure documents), or changing security as 
may be necessitated for distribution of content (e.g., for 
security Supported by another platform). 
0047. The first security and the second security may use 
same or different techniques, mechanism, or a combination 
of the two. For example, the first security may use a same 
encryption technique as the second security but may require 
different credentials. As another example, the secure docu 
ments of the repository 130 may be encrypted using a first 
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security technique and the security tool 170 may be used to 
remove the encryption. Then, the security tool 170 may use 
a second type of security, such as a secure server session 
between the client 110 and server 120 to send the secure 
document or part of the secure document to the client 110. 
Advantageously, the first security of secure documents 
might only be removable at the server 120 to enhance 
security of the secure documents and the computer-based 
resources they contain (e.g., to avoid having to send a 
cryptographic private key to the client 110 to decrypt secure 
documents, which might jeopardize a trusted use of that 
private key if the key is intercepted or otherwise obtained by 
an unauthorized party). 
0048. In general, secure documents of the repository 130 
are secured to prevent access and use of their content. For 
example, each component of a secure document may be 
encrypted using an encryption scheme and the client 110 
might not have a decryption engine, resources, or necessary 
credentials to decrypt the documents. To access the content 
of the documents, as described above, the server 120 may 
replace security of the documents with a security that can be 
removed by the client 110 (e.g., as a form of granting 
access). In some implementations, multiple clients may 
share a same authentication and security tool of the server 
120. For example, multiple clients may request access to a 
component of a secure document from the server 120 and 
each client 110 may obtain access to that component using 
a negotiated second security that is different from the first 
security, but unique to itself. Such that content may be 
accessed. Separate credentials presented by client 110 to 
server 120 on behalf of a specific user of client 110 may be 
used as criteria for which a negotiated second security that 
allows for access to content of a secure document or 
component of a secure document to be obtained. 
0049 Access and usage rights may have a variety of 
properties, in addition to there being different types of access 
and usage rights. For example, access and usage rights may 
have temporal properties. For example, access and usage 
rights may be granted for a period of time, for as long as a 
client is in use, or as long as a negotiated, secure session 
between the client 110 and server 120 exists. For example, 
in response to receiving access and usage rights, the docu 
ment viewer 140 may present content to an authorized user 
until a secure session with the server 120 ends. 
0050 Although the system 100 of FIG. 1 includes a 
certain combination of features, additional, different, or 
fewer features may be included. For example, the authenti 
cation tool 160 may be a same tool as the security tool 170. 
As another example, although components of documents, 
Such as secure holdings or components of secure holdings, 
which are described with reference to FIG. 3, are granted 
access, access may be granted for entire documents. 
0051. The client 110 may have credentials in addition to 
user credentials by which the server may establish trust of 
the client (e.g., code signing of the client). Such that the 
server 120 is able to verify that the client 110 adheres to 
established standards for governing user access and usage to 
data by the articulated authorization policy granted by the 
Server 120. 

0.052 FIG. 2 is a block diagram of a system 200 to 
provide generation of secure content (e.g., documents or 
components of documents), and dynamic binding of access 
and usage rights with a credential server 205. The system 
200 includes many features of the system 100 of FIG. 1 and 
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features having a same name may operate the same or 
similarly. For example, both systems 100, 200 include a 
client 110, 210 and a server 120, 220; where the clients 110, 
210 may contact the servers 120, 220 to obtain access and 
usage rights to content for which actions may be performed 
using the document viewers 140, 240. In addition to the 
features of the system 100 of FIG. 1, the system 200 includes 
a credential server 205, a relationship repository 225, a 
secure document generation server 215, information reposi 
tory 235, and log repository 250. 
0053. In general, in the system 200, information from the 
information repository 235 may be secured as a secure 
document such that the client 210 may only perform actions 
with the content of the secure document (e.g., a component 
of a secure document or an entire secure document) after 
obtaining authorization from the server 220. From the gen 
eration of a secure content to its viewing, the sequence may 
be as follows. Information from the information repository 
235 may be packaged and secured in a document by the 
secure document generation server 215 in accordance with 
a specification for organizing the content and a policy of 
maintaining security (e.g., terms and conditions). A policy or 
policies for organizing the content and maintaining security 
may be determined by preferences of a data content owner 
or data content Subject as identified by a query of the 
credential server 205 (e.g., based on preferences associated 
with a relationship of a data content Subject and data content 
recipient). 
0054 Although the information repository 235 appears 
paired with the secure document generation server 215, that 
need not be the case. For example, the information reposi 
tory 235 may reside on one or more servers remote from the 
secure document generation server 215. Also, the secure 
document generation server 215 need not contact the infor 
mation repository 235 directly to receive information. For 
example, a component may act as a data broker, and the data 
broker may include a tool that facilitates Synchronous or 
asynchronous ETML (Extraction, Transformation, Move, 
and Load of data e.g., data need not be available when 
requested); or data-level, process-level, or service-level inte 
gration between the secure document generation server 215 
and the information repository 235 where the data broker 
allows for aggregation and integration of content remote 
from the secure document generation server 215. 
0055. The client 210 may request content from a website 
270, which requests content from the secure document 
generation server 215. The client 210 may be authorized for 
downloading of content by the website 270, which receives 
secure documents or components of secure documents from 
the secure document generation server 215. In some imple 
mentations, the secure document generation server 215 need 
not publish back to the website 270. For example, secure 
documents or components of secure documents may be sent 
to a user in an electronic mail message, published to the 
repository 230 of secure documents (which, for example, 
may be shared by multiple clients), and the like. In some 
implementations, a user need not use the client 210 to 
request content from the website 270 (e.g., the requesting of 
content and its viewing need not be combined features of the 
client 210). 
0056. As an example of the client 210 requesting content, 
the website 270 may receive credentials, such as a user name 
and password, from the client 210. As another example, a 
user may request content directly from the website 270. In 
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either case, if the user is authenticated and authorized, the 
content may be downloaded. Following the examples, the 
website 270 may contact the secure document generation 
server 215 for content. Then, the secure document genera 
tion server 215 may contact the credential server 205 to 
determine a policy of usage of the content (e.g., terms and 
conditions to be packaged with the content) and policy of 
generating the data (e.g., specification of a format for the 
data; e.g., a layout or specification of filtering of data). 
0057 The content that is requested by a potential data 
content recipient need not have a one to one cardinality 
between a data content Subject and a data content recipient. 
For example, content may be requested for a number of data 
content Subjects by a data content recipient. In some cases, 
content related to multiple data content Subjects may be 
necessarily or, for convenience, packaged in a single secure 
document. For example, panel data that may be distributed 
in the interest of public health may be requested and that 
panel data may be based on multiple data content Subjects. 
To accommodate for multiple secure content Subjects, the 
secure document generation server 215 may be able to 
generate a secure document with components that respect 
terms and conditions of use associated with each of the 
multiple data content Subjects mentioned therein (e.g., a 
variety of policies may specify different terms and condi 
tions for different data content Subjects, and terms and 
conditions of those policies may be embedded in a secure 
document and adhered to by the client 210). 
0.058 Policies for generating secure documents may 
depend on a data content recipient (e.g., for a recipient of a 
certain insurance company in Massachusetts, insurance 
companies in Massachusetts may have certain requirements 
different from other states or that company may have pref 
erences that differ from other companies), relationship of 
data content Subject and data content recipient, and the like. 
The secure document generation server 215 may package 
the requested content in accordance with policies provided 
by the credential server 205. Then, the user of client 210 may 
download the content as part of a secure document. In some 
implementations, access for downloading of content may be 
restricted and the secure document generation server 215 
may contact the credential server 205 to determine whether 
content may be downloaded by an authenticated user or 
accessed by the an authenticated user using client 210. 
0059. To view or otherwise access the content, the client 
210 may request access from the server 220 by sending the 
secure content and credentials for the user. Then, the server 
220 may determine the user of client 210 is authorized based 
on the presented credentials, the server 220 may determine 
whether the client 210 is an authorized mechanism by which 
the authorized user is able to access the content (e.g., both 
of which may be occur with assistance of the credential 
server 205), and, the server 220 may decrypt the content and 
send the content to the client 210. To send the content to the 
client 210, the server 220 may secure the content in accor 
dance with a session key negotiated with the client 210 or 
using other techniques or mechanisms that enable the client 
210 to access the content. In implementations involving 
different types of access and usage rights, the server 220 
may receive an indication of a type of access or usage 
requested and the server 220 may approve or deny a specific 
action. Types of access and usage rights may depend on a 
user of the client 210 (e.g., different access and usage rights 
may be associated with different relationships of data con 
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tent recipients and a data content subject), and the client 210 
may enforce those access and usage rights and prevent 
unauthorized access. In some implementations, access and 
usage rights may be restricted based on terms and conditions 
of a secure document or component of secure document that 
are included in a secure document. Access and usage rights 
may also be restricted based on capabilities of the client 210 
to provide security or reliably restrict access or use by the 
data content recipient. In addition, the terms and conditions 
may differ depending on a role of a data content recipient. 
For example, a system that accesses content as the client 210 
may have a role as a research institution, and terms and 
conditions for usage of the content may be enforced based 
on that role (e.g., terms and conditions may differ across 
different roles). For users having multiple roles, different 
conflict resolution procedures may be adhered (e.g., a broad 
est or most restrictive set of terms and conditions may be 
adhered). 
0060. The packaging and securing of content by the 
secure document generation server 215 may occur in 
response to a request for content from the client 210 or in 
response to other stimulus. For example, in a medical 
environment, a doctor may request results of an exam and 
that information may be packaged in a particular format and 
secured at the secure document generation server 215. 
Documents may be encrypted using a cryptographic public 
key that corresponds to a cryptographic private key that is 
necessary for decryption at the server 220. In some imple 
mentations, any number or types of security may be applied 
at the secure document generation server 215. Different 
types of security may have different strengths (e.g., one 
cryptographic algorithm strength may be inherently stronger 
than another, or alternatively the same cryptographic algo 
rithm may be made stronger by altering the keys or other 
inputs to the algorithm used). The format for generating a 
secure document may be the format described with reference 
to FIG. 3 and preferences of the format of content of the 
holdings may be determined with reference to policies 
provided by the credential server 205. In some implemen 
tations, a number of formats may be Supported (e.g., for 
different systems that use different formats). Many different 
types of computer-based resources, or content, may be in the 
information repository 235. For example, in a health care 
environment, the information may include insurance claims, 
bills, X-rays, test results, signed waivers, doctor observa 
tions, a medical history Summary, and the like. 
0061 Any number of secure document generation serv 
ers, such as the secure document generation server 215 may 
be deployed for distributed secure data generation. For 
example, in a health care environment, a number of secure 
document generation servers may be distributed across 
different insurance companies and hospitals for generating 
secure versions of their respective information. 
0062) To deal with updates to data, changes may be 
required to be performed at a source. Such that a secure 
document generation server, Such as the secure document 
generation server 215, packages and secures updated con 
tent. Once changes have been made, access to secure docu 
ments in circulation may be disabled (e.g., a request of the 
server 220 to view a secure document or component of the 
secure document may be denied) and parties seeking access 
to changed content may be notified that updates may be 
retrieved. In some implementations, status or awareness of 

Oct. 11, 2007 

updates may be published. For example, the secure docu 
ment generation server 215 may publish updates to the client 
220 or the website 270. 

0063. In general, the credential server 205 manages 
polices for access and usage of content that may be stored in 
a secure document such as the structure 300 of FIG. 3, 
including specifications or policies of packaging of infor 
mation in secure documents and usage of secure documents. 
In addition, the credential server 205 may manage authen 
tication and authorization of users (e.g., users of the website 
270 or users who make requests for usage through the server 
220 may be authenticated by the credential server 205 using 
combinations of security information managed by the cre 
dential server 205; e.g., the credential server 205 may issue 
credentials to the client 220). For example, the credential 
server 205 may provide for specification of preferences (e.g., 
preferences for terms and conditions of a secure document) 
and relationships (e.g., relationships among users and users, 
organizations and users, organizations and users, and orga 
nizations and organizations), in addition to generation, dis 
tribution, and revocation of policies (e.g., policies for gen 
eration of a secure document or terms and conditions of a 
secure document) and digital credentials. For example, the 
secure document generation server 215 may retrieve neces 
sary key information from the credential server 205 to 
package a secure document that may take the form of a 
secure electronic health record, according to a specification 
that has been predefined with an insurance company for that 
specific insurance group. For example, different states or 
different companies may have different requirements for 
providing access or use of content to data content recipients, 
necessitating that generation of secure documents to be used 
as secure electronic health records may need to differ 
depending on a location of a data content Subject's primary 
residence or the place where a data content recipient (e.g., a 
physician) is providing care such that content of a secure 
electronic health record is required. For example, policy 
preferences, such as a duration or location of access, may be 
part of terms and conditions of usage of content that are 
provided by the credential server 205. 
0064. The credential server 205 may use a relationship 
repository 225 to store relationships of individuals and 
organizations, and information about those individuals, 
organizations, and relationships. For example, a relationship 
between an insured party and an insurance company may be 
stored with preferences for access and usage of patient 
information of the insured party by the insurance company. 
For example, a relationship between a patient and a research 
institution may indicate that the research institution may 
view some types of medical information but not others (e.g., 
Some types of secure holdings but not others). The relation 
ship repository 225 may be implemented as a hierarchical or 
relational directory, identity management repository, or cus 
tom repository or product where individual and organization 
references are associated with credentials for access to 
resources and other attributes. 

0065 Attributes may include types of access and usage 
rights for a relationship (e.g., view, print, copy, modify, and 
the like), access and usage conditions (e.g., restricting 
viewing by Internet Protocol address, a geography defined 
by an Internet Protocol address, a time period (e.g., autho 
rization may be valid for ninety days), and the like), types of 
authorized information (e.g., in a health care environment 
claims information may be authorized for view by an 
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insurance company but not a research institution), roles 
(e.g., in a health care environment, a data content recipient 
having a doctor role may have different access and usage 
rights than a data content recipient being a hospital admin 
istrator), or some combination of the above or other 
attributes. 
0066. To determine whether access and usage rights are 
allowed for a relationship, information about a component 
of a secure document (e.g., information about a secure 
holding) may be used to classify the component such that it 
may be compared against attributes (e.g., metadata of a 
secure holding may indicate the holding includes claims 
information and an attribute of a relationship may indicate 
access and usage of the claims information is allowed). 
0067. In alternative implementations, access and usage 
rights need not be based on relationships between parties. 
For example, data content recipients may be associated with 
content that has access and usage rights attributes. In gen 
eral, preferences for access of information may be based on 
a component level (e.g., in the structure 300 of FIG. 3, on the 
granularity of a secure holding, such as a classification of 
secure holdings). 
0068. In alternative implementations, access and usage 
rights need not be associated with relationships between 
parties, but may be implicit or explicit preferences of a party. 
For example, access and usage rights may be implicit or 
explicit preferences of a data content Subject or data content 
custodian. For example, a data content Subject may have a 
general preference of sharing health plan membership infor 
mation with any inquiring doctor, independent of an explicit 
relationship with that doctor or knowledge or trust (e.g., a 
direct or indirect relationship) of any of the doctor's know 
affiliates (e.g., staff, partners, locations of practice, and the 
like). 
0069. In scenarios involving a denial of access by the 
credential server 205, the credential server 205 may process 
a request for authorization (e.g., from a data content Subject 
or data content custodian). Such a request may be forwarded 
to a data content Subject or data content custodian, such that 
authorization may be permitted by user interaction. For 
example, a text message stating that a doctor is requesting 
access to a certain type of medical data may request a 
response for authorization being yes or no. Additional poli 
cies may be generated in response to such a request or may 
be considered a one-time exception to typical authorization 
processing. For example, a new relationship may be gener 
ated at the relationship repository 225 and that relationship 
may include attributes authorizing the data content recipient. 
0070 The server 220 may maintain a log of events in the 
log repository 250. Different events may be logged. For 
example, the log may include an entry for each access, or 
attempted access, to a document by a client. Logged events 
may include varying granularities of detail. To ensure Secu 
rity of a log, the log may be encrypted, not include infor 
mation that may easily be used to identify a person or 
company of which information is logged, or a combination 
of techniques and mechanisms may be implemented. 
0071. A log may be used to monitor access to and use of 
secure documents, parts of secure documents, or compo 
nents of those parts that may assist ensuring security. For 
example, a data content Subject may review log access to 
content distributed in secure documents which may provide 
assurance that unauthorized users have not accessed that 
content. In a health care environment, some users may be 
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required to monitor medical information and a log may be 
used as a compliance verification tool to determine if 
someone is monitoring information. Logging may include 
both accesses that are approved and denied. In some imple 
mentations, logging of approvals may include limited infor 
mation whereas denials may include detailed information 
(e.g., to assist in showing a policy prevented access to 
information). For example, an entry of an approval may 
include metadata about content approved and a data content 
recipient, whereas a denial may further include a description 
of a policy of a user (e.g., a policy of a relationship of a data 
content Subject and data content recipient) that led to a 
denial. The log may be viewed by, as examples, a user of the 
website 270 (e.g., to data content Subjects, data content 
recipients, data content custodians, and the like) or a system 
administrator of the server 220. Authorization to view the 
log may be provided based on attributes associated relation 
ships in the relationship repository 225 (e.g., and governed 
by the credential server 205). 
0072 Contents or changes of a log may be distributed, or 
accessed as part of a secure or otherwise distributed com 
munication to authorized parties that may have interest or 
requirements to observe the log and its changes. For 
example, a log may be distributed across different portions 
of one or more computer systems. As another example, 
updates about access to a patient's medical history may be 
communicated to the patient in the form of a secure docu 
ment, an electronic mail notification, a text message, and the 
like. Similarly, for example, access to a patient’s treatment 
eligibility or coverage information may be communicated to 
that patients insurance company or payer, Such that the 
organization may be notified of potential opportunity for 
investigating an incident that may be of interest. 
(0073. Although the system 200 of FIG. 2 includes a 
certain number and type of components, implementations 
may differ. For example, a number of clients, secure docu 
ment generation servers, and servers may exist. 
0074 As another example, an interface for providing 
access or usage of data to a user need not be a website. Such 
as the website 270 and the interface of the client 210 may 
differ. For example, a suite of web-accessible services, such 
as services that might be accessed via SMS (Short Message 
Service), MMS (Multimedia Messaging Service), or IVR 
(Interactive Voice Response) system may be provided. The 
services may be exposed by an underlying application 
programming interface that may communicate with the 
secure document generation server 215, the credential server 
205, and the server 220. The client 210, as examples, may 
be a mobile phone that accepts and composes text messages, 
a telephone, personal data assistant, and the like. 
0075. As another example, the hosting and granularity of 
features may differ. For example, the server 220, the website 
270, and the credential server 250 may be hosted at a same 
site, different sites, or some combination of hosting may be 
performed. Similarly, the hosting of repositories need not be 
paired with servers and intermediate components may exist. 
For example, the relationship repository 225 need not be 
paired with the credential server 205 and a server may be 
used to interface with the relationship repository 225. 
0076 Although FIGS. 1 and 2 include a separation 
between a client 110, 210 and a server 120, 220, such a 
division need not exist. In general, the terms client and 
server may refer to client and server application programs, 
although, they may refer to client and server computer 
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systems. A client and server are generally remote from each 
other and typically interact through a communication net 
work; however, a client and server need not have a dedicated 
connection. The relationship of client and server may arise 
by virtue of one computer program, referred to as a server, 
providing a service to another computer program, referred to 
as a client. The servers 220, 120 may be referred to as a 
“clearing server, and a combination of the credential server 
205 and the server 220 may be referred to as a “policy 
server,” “identity management tool.” or “policy manage 
ment tool.” 

0077 FIG. 3 is a diagram of a structure 300 for a secure 
document. The structure 300 may be referred to as a secure 
container and includes the secure holdings 310, metadata 
320, and a rights management specification 330. The struc 
ture 300 may be a structure of the secure documents of the 
repositories 130, 230 of systems 100, 200 of FIGS. 1, 2. For 
example, each of the secure holdings 310 may be one of the 
secure documents of the repository 130 of FIG. 1. For 
example, in a health care environment the structure 300 may 
be a secure electronic health record of a data subject and 
each of the secure holdings 310 may be portions of a health 
record. Such as a set of test results, an X-ray image, and the 
like. 

0078. The secure holdings 310 are components of the 
structure 300 and each of them may be secure from access. 
For example, each of the secure holdings 310 may be 
encrypted. Each of the secure holdings 310 may have 
separate types of security or require separate credentials; a 
uniform type of security may be applied to the Secure 
holdings 310; or Some commonality of security may exist. 
For example, in health care environment, claims may be 
secured using a same protocol for their secure holdings 
while a different security protocol may be used for secure 
holdings of medical results, such as X-rays. In some imple 
mentations, the secure holdings 310 may include informa 
tion in addition to content. For example, terms and condi 
tions of use of content of the secure holdings 310 may be 
encrypted with each of the secure holdings 310. For 
example, terms and conditions may include a specification 
requiring the use of a specific issuing root public key 
certificate that is trusted to facilitate clearing of the content. 
Each of the secure holdings 310 may further include a 
unique identifier that allows the secure holdings 310 to be 
tracked, along with the structure 300 that was used at the 
time the structure 300 was constructed. 

007.9 The metadata 320 may include information about 
the structure 300 and the secure holdings. In particular, the 
metadata 320 may include an index of the secure holdings 
310 in the structure 300 and a general description of the 
structure 300. For example, in a health care environment, the 
metadata 320 may include non-sensitive biographical infor 
mation about a patient and short descriptions of Secure 
holdings 310 that may be searched on the basis of non 
sensitive diagnosis and procedure codes. For example, infor 
mation identifying a data content Subject in one of the 
systems 100, 200 of FIGS. 1, 2 may be included without 
identifying an individual outside of the system (e.g., an 
identifier of a patient used in the systems 100, 200 but not 
related to a social security number), and that information 
may be used to identify the data content subject when 
determining whether a data content recipient is authorized to 
view secure holdings. 
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0080. The rights management specification 330 may 
include a specification of data from a secure document 
generation server, such as the secure document generation 
server 215, that details security for the secure holdings 310. 
For example, in the health care environment, information 
about the building of a secure electronic health record may 
be included. In addition, information for a client to access 
the secure holdings may be included in the rights manage 
ment specification 330. For example, information identify 
ing a location of a server for providing authorization, which 
may be referred to as a clearing server, and a specification 
of roles and credentials that are eligible for requesting 
content access. The rights management specification 330 
may be articulated in a declarative format (e.g., RFC 822 
compliant file, eXtensible Markup Language dialect, runt 
ime compiled Scripting language, and the like) or program 
matic format (e.g., application programming interface, and 
the like) used by a programmatic Subsystem that encrypts 
data to generate a secure container. 
I0081 Although the structure of FIG. 3 includes a certain 
number and type of features, additional, fewer, or different 
features may be included. For example, the rights manage 
ment specification 330 may be combined with the metadata 
32O. 

I0082. As another example, although FIG. 3 shows a first 
level of nesting of secure holdings 310 of the structure 300, 
there may be any number of levels of nesting of sub 
components or Sub-holdings. For example, a secure holding 
may have multiple secure sub-holdings. The secure sub 
holdings themselves may be documents that are separately 
encrypted or an entire secure holding of a secure document 
may be encrypted. The security applied to Sub-holdings may 
either be dependent or independent of the security applied to 
the secure holding of which it is apart. Similarly, different 
terms and conditions may be applied to different Secure 
Sub-holdings of the secure holding of a secure document. 
For example, in the generation of a secure document to 
reflect population-specific information, content for multiple 
data content Subjects may be organized into individual 
Sub-holdings of a parent secure holding that represents a 
specific classification of population information (e.g., diag 
nosis or disease identification information) while each 
secure Sub-holding is independently governed by access and 
usage policies appropriate for each respective data content 
Subject. 
I0083 FIG. 4 is a flowchart illustrating a process 400 of 
dynamic binding of access and usage rights. The process 400 
may be performed by the systems 100, 200 of FIGS. 1, 2, or 
another system. In general, the process involves replacing 
security of secured content based on credentials that are 
different from credentials that may be used to remove the 
security. Content may include secure holdings or portions of 
secure holdings of the structure 300 of FIG. 3. 
I0084 Data characterizing a request for secure content is 
received (410). The request may be received at a server that 
services requests for authorizing access to content, such as 
the servers 120, 200 of FIGS. 1, 2. The request may have 
been generated by a client attempting to access secure 
content, such as the clients 110, 210 of FIGS. 1, 2. The data 
characterizing the request may be a message including the 
secure content and metadata for the secure content. For 
example, a secure holding of a medical record may be sent 
with an identifier of a data content Subject. The request may 
be generated by a user of a client or as part of a program. For 
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example, a request may be generated when a program 
attempts to access secure content as part of performing a task 
that uses the content. The request may further include one or 
more actions (e.g., types of actions) requested to be per 
formed or authorized. 

0085. A determination is made as to whether first security 
credentials authenticate a user and the user is authorized 
(420). The determination may be made by the same com 
ponent that receives the request for access to content (410; 
e.g., the server 120 of FIG. 1). The first security credentials 
may be sent as part of a login procedure for authenticating 
a user (e.g., a person or a program) that attempts to access 
secure content. For example, as part of starting a secure 
server session with the server 120 of FIG. 1, a user of the 
client 110 may enter a username and password to identify an 
account of the user. The first security credentials may be 
used to identify an account associated with the credentials to 
determine whether the user is authorized to access or use the 
COntent. 

I0086. If the first security credentials authenticate a user 
and the user is authorized to use the content, the security of 
the content is replaced which includes removing the security 
of the content in accordance with second security credentials 
to enable actions to the content (430). Removing the security 
may involve determining whether a user or account associ 
ated with the first security credentials is authorized to access 
the content. In addition, the process may involve determin 
ing the types of access and usage rights allowed. For 
example, access right attributes may be associated with a 
relationship among any combination of users and organiza 
tions. In addition, the process may involve determining 
whether a client is trusted for access or usage of content. 
0087. For example, the first credentials may be used to 
identify an account of a data content recipient. Metadata of 
a secure document that is sent with a request to access the 
document may be used to determine an account of the data 
content Subject. Then, a logical structure capturing relation 
ships, such as a table of a database or configuration file, may 
be queried to determine if the data content Subject and data 
content recipient have a direct or indirect relationship. If a 
relationship does not exist, the data content recipient might 
not be granted access. If a relationship does exist, the 
relationship may include access right preferences that may 
be used to determine access and usage rights to grant to a 
data content recipient (e.g., a user attempting to access 
content). Default preferences of a data content subject or the 
preferences of their relationships may also be used to 
determine outcomes for authorization. For example, a 
patient might not have an express relationship regarding the 
ability to provide access to treatment eligibility information, 
but a relationship between the patient’s employer and the 
patient’s current insurance company may have specified this 
setting for the patient’s authorization of this information by 
default. 
0088 As part of replacing security, other types of security 
may be added. For example, the server 220 of FIG. 2 may 
decrypt a component of a document using a private key 
stored at the clearing center 205 and then encrypt the 
component of the document using a session key negotiated 
in a secure server session between the client 210 and the 
server 220. The purpose of having such a combination of 
removing security in lieu of other security may move a 
secure document from a first trusted environment to a 
second trusted environment. In addition, by preventing 
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security of a transportable container from being removable 
at a client, security may be improved. For example, a client 
need not receive a key that may be used at any computer to 
decrypt an easily transportable version of the document, 
which may prevent exposure of security mechanisms; and, 
exposure of a session key of a single document that is 
expected to be in a second trusted environment for the length 
of a session might be considered a less significant security 
risk. 
I0089. In addition to the process 400, the content may be 
transmitted to a data content recipient that requested access. 
In some implementations, rather than approving or denying 
a type of access, transmission of the data may also include 
a specification of rights to be adhered to by the requestor. For 
example, access right preferences. Such as authorizing view 
ing and printing but not copying content may be sent to the 
client 110 and enforced by the client 110. 
0090 Although FIG. 4 has a certain combination of 
Sub-processes in a certain order, additional, fewer, or dif 
ferent sub-processes may be used and the order may differ. 
For example, the determination of 420 may be made prior to 
receiving the request for access to content of 410. 
0091 Although FIGS. 1-4 are discussed with references 
to examples in a health care environment, similar techniques 
and mechanisms may be employed in other environments. 
0092. A user, as discussed with reference to FIGS. 1-4 
generally refers to a person who manipulates an input device 
to interact with a computer; however, the term user need not 
be so limited. For example, a user may be a computer 
program that acts as a user. For example, the client 110 of 
FIG. 1 may be used by a program and Such a client may 
include, for example, an application programming interface 
in lieu of a graphical user interface. 
0093. The subject matter described herein can be imple 
mented in digital electronic circuitry, or in computer soft 
ware, firmware, or hardware, including the structural means 
disclosed in this specification and structural equivalents 
thereof, or in combinations of them. The subject matter 
described herein can be implemented as one or more com 
puter program products, i.e., one or more computer pro 
grams tangibly embodied in an information carrier, e.g., in 
a machine-readable storage device or in a propagated signal, 
for execution by, or to control the operation of data pro 
cessing apparatus, e.g., a programmable processor, a com 
puter, or multiple computers. A computer program (also 
known as a program, Software, Software application, or 
code) can be written in any form of programming language, 
including compiled or interpreted languages, and it can be 
deployed in any form, including as a stand-alone program or 
as a module, component, Subroutine, or other unit Suitable 
for use in a computing environment. A computer program 
does not necessarily correspond to a file. A program can be 
stored in a portion of a file that holds other programs or data, 
in a single file dedicated to the program in question, or in 
multiple coordinated files (e.g., files that store one or more 
modules, Sub-programs, or portions of code). A computer 
program can be deployed to be executed on one computer or 
on multiple computers at one site or distributed across 
multiple sites and interconnected by a communication net 
work. 
0094. The processes and logic flows described in this 
specification, including the method steps of the Subject 
matter described herein, can be performed by one or more 
programmable processors executing one or more computer 
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programs to perform functions of the Subject matter 
described herein by operating on input data and generating 
output. The processes and logic flows can also be performed 
by, and apparatus of the Subject matter described herein can 
be implemented as, special purpose logic circuitry, e.g., an 
FPGA (field programmable gate array) or an ASIC (appli 
cation-specific integrated circuit). 
0095 Processors suitable for the execution of a computer 
program include, by way of example, both general and 
special purpose microprocessors, and any one or more 
processors of any kind of digital computer. Generally, a 
processor will receive instructions and data from a read-only 
memory or a random access memory or both. The essential 
elements of a computer are a processor for executing 
instructions and one or more memory devices for storing 
instructions and data. Generally, a computer will also 
include, or be operatively coupled to receive data from or 
transfer data to, or both, one or more mass storage devices 
for storing data, e.g., magnetic, magneto-optical disks, or 
optical disks. Information carriers Suitable for embodying 
computer program instructions and data include all forms of 
non-volatile memory, including by way of example semi 
conductor memory devices, e.g., EPROM, EEPROM, and 
flash memory devices; magnetic disks, e.g., internal hard 
disks or removable disks; magneto-optical disks; and CD 
ROM and DVD-ROM disks. The processor and the memory 
can be Supplemented by, or incorporated in, special purpose 
logic circuitry. 
0096. To provide for interaction with a user, the subject 
matter described herein can be implemented on a computer 
having a display device, e.g., a CRT (cathode ray tube) or 
LCD (liquid crystal display) monitor, for displaying infor 
mation to the user and a keyboard and a pointing device, 
e.g., a mouse or a trackball, by which the user can provide 
input to the computer. Other kinds of devices can be used to 
provide for interaction with a user as well; for example, 
feedback provided to the user can be any form of sensory 
feedback, e.g., visual feedback, auditory feedback, or tactile 
feedback; and input from the user can be received in any 
form, including acoustic, speech, or tactile input. 
0097. The subject matter described herein can be imple 
mented in a computing system that includes a back-end 
component (e.g., a data server), a middleware component 
(e.g., an application server), or a front-end component (e.g., 
a client computer having a graphical user interface or a web 
browser through which a user can interact with an imple 
mentation of the subject matter described herein), or any 
combination of Such back-end, middleware, and front-end 
components. The components of the system can be inter 
connected by any form or medium of digital data commu 
nication, e.g., a communication network. Examples of com 
munication networks include a local area network (“LAN”) 
and a wide area network (“WAN), e.g., the Internet. 
0098. The computing system can include clients and 
servers. A client and server are generally remote from each 
other in a logical sense and typically interact through a 
communication network. The relationship of client and 
server arises by virtue of computer programs running on the 
respective computers and having a client-server relationship 
to each other. 

0099. The subject matter described herein has been 
described in terms of particular embodiments, but other 
embodiments can be implemented and are within the scope 
of the following claims. For example, operations can differ 
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and still achieve desirable results. In certain implementa 
tions, multitasking and parallel processing may be prefer 
able. Other embodiments are within the scope of the fol 
lowing claims. 

What is claimed is: 
1. A computer program product, tangibly embodied in a 

computer-readable media, the computer program product 
comprising instructions to cause data processing apparatus 
to perform operations comprising: 

receiving data characterizing a request for content, the 
content being secured with a first security against 
access by a user; 

determining whether first security credentials authenticate 
the user; and 

replacing the first security of the content with a second 
security if the user is authenticated by the first security 
credentials and authorized to use the content, the 
replacing comprising removing the first security in 
accordance with second security credentials and the 
replacing to enable the user to perform actions to the 
COntent. 

2. The computer program product of claim 1, wherein the 
receiving data is performed by a server application receiving 
the data from a client application performing the request, 
and the server application performs the replacing the first 
security to move the content from a first trusted environment 
to a second trusted environment, the second trusted envi 
ronment comprising a secure session between the server and 
client applications. 

3. The computer program product of claim 1, wherein the 
actions comprise one or more types of actions authorized to 
be performed at a client of the user. 

4. The computer program product of claim 1, wherein the 
content is secured against access in accordance with a 
decryption scheme, the removing security comprises 
decrypting the content with the second security credentials 
not being available to the user, and the operations further 
comprise initiating transmission of the content to the user in 
accordance with a secure server session. 

5. The computer program product of claim 1, further 
comprising determining whether the user is associated with 
rights to perform the access, and wherein the replacing the 
first security comprises replacing the first security if the user 
has the rights to perform the access. 

6. The computer program product of claim 5, wherein the 
user is authorized to access or use the content at a first time 
but is not authorized to access or use the content at a second 
time later than the first time or earlier than the first time 
based on a modification of a policy of the user. 

7. The computer program product of claim 1, wherein the 
content is medical health information. 

8. The computer program product of claim 7, wherein the 
content is a component of an electronic medical record 
comprising a plurality of components, the user being autho 
rized for the content but not being authorized for at least one 
other of the components. 

9. The computer program product of claim 1, wherein the 
actions comprise at least one or more of causing the content 
to be viewed, printed, copied, modified, or exported. 

10. The computer program product of claim 1, wherein 
the user is authorized for at least one type of action but not 
other types of actions. 
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11. The computer program product of claim 1, wherein the 
user is authorized for a set of actions different from actions 
authorized for another user. 

12. A computer-implemented method comprising: 
receiving data characterizing a request for content, the 

content being secured with a first security against 
access by a user; 

determining whether first security credentials authenticate 
the user; and 

replacing the first security of the content with a second 
security if the user is authenticated by the first security 
credentials and authorized to use the content, the 
replacing comprising removing security from the con 
tent in accordance with second security credentials and 
the replacing to enable the user to perform actions to 
the content. 

13. The method of claim 12, wherein the receiving data is 
performed by a server application receiving the data from a 
client application performing the request, and the server 
application performs the replacing the first security to move 
the content from a first trusted environment to a second 
trusted environment, the second trusted environment com 
prising a secure session between the server and client 
applications. 

14. The method of claim 12, wherein the content is 
secured against access in accordance with a decryption 
scheme, the removing security comprises decrypting the 
content with the second security credentials not being avail 
able to the user, and the method further comprises initiating 
transmission of the content to the user in accordance with a 
secure server session. 

15. The method of claim 12, wherein the user is autho 
rized to access or use the content at a first time but is not 
authorized to access or use the content at a second time later 
than or earlier than the first time based on a modification of 
a policy of the user. 
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16. The method of claim 12, wherein the content is 
medical health information. 

17. The method of claim 16, wherein the content is a 
component of an electronic medical record comprising a 
plurality of components, the user being authorized for the 
content but not being authorized for at least one other of the 
components. 

18. A computer program product, tangibly embodied in a 
computer-readable media, the computer program product 
comprising instructions to cause data processing apparatus 
to perform operations comprising: 

receiving at a server data characterizing a request for 
content, the content being secured with a first security 
against access by a client of a user; 

determining whether first security credentials authenticate 
the user; and 

if the user is authenticated by the first security credentials 
and authorized to use the content, 

replacing the first security of the content with a second 
security, the replacing comprising removing security 
from the content in accordance with second security 
credentials; and 

authorizing the user to perform at least one action of a 
plurality of types of actions, the at least one action 
being associated with the user at the server. 

19. The computer program product of claim 18, wherein 
the content is medical health information. 

20. The computer program product of claim 18, wherein 
the user is authorized to access or use the content at a first 
time but is not authorized to access or use the content at a 
second time later than the first time or earlier than the first 
time. 


