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101 WHEN THE NON-ACCESS STRATUM (NAS) COUNT
VALUE APPROACHES TO THE MAXIMUM VALUE,
DETECTING THE LOCAL INFORMATION

102 DECIDING WHETHER TO TRIGGER AN
AUTHENTICATION AND KEY AGREEMENT FLOW WITH A
USER EQUIPMENT ACCORDING TO THE LOCAL
INFORMATION
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A_102

(57) Abstract: The embodiments of the invention
disclose a method and device for authentication pro-
cessing. The method includes: in the case of encoun-
tering failure during performing authentication and
key agreement (AKA) flow on a user equipment
(UE), determining whether the network policy sup-
ports non-authentication for the current service; if
the network policy supports non-authentication for
the current service, and the current service does not
need authentication, keeping on executing the cur-
rent service; or if the network policy supports non-
authentication for the current service, and the UE
does not have the capacity of executing AKA flow,
keeping on executing the current service; or if the
network policy supports non-authentication for the
current service, and the UE does not have an insert-
ed card, then keeping on executing the current ser-
vice. In the embodiments of the invention, if per-
forming Evolved Packet System (EPS) AKA flow
encounters failure, the connection will not be re-
leased at once, but the connection is released or the
current service keeps on being executed according
to the local information and the network policy,
thereby avoiding releasing the connections unneces-

sary to be released and saving resources.
[L&E70]
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INEREFEREE
Kb FEZLF 2000 & 9 A 21 ORZ+EEHE. $iETH

200910093828.5. % 8 &% AR A BRI F ik A E B o9 F B F A 9569k 4
A, HEAEAREi AEeERTFY.

BARAT R

ALK FAGE BABEAR, LES R AR T EAKE.

HREK

EHEANE (Non-Access Stratum, & #k: NAS) #+3 (COUNT) 2K H
&3 (Long Term Evolution, f#k: LTE) A4 ¥ x4 ETLH—3a. £
LTE & % F, NAS #H4TAE A B4R A 4 B8, 18540 8A sk, Fat,
NAS 3T APRIER F %% (User Equipment, faj#%: UE) 5 W &M% 4A
GE Y, BEARERAENGER. F—ERKENAFE % (Evolved Packet
System, ##%: EPS) &4 LT X @&&MAMLE NAS +H8E: 4T NAS
A A T AT NAS HEE. XA NAS #0893+ 8 B 55 &y UE Ffb 5%
# 54Kk ( Mobility Management Entity, & #k: MME) Rk 5 4547,

NAS #4ch 3242, T 2dHBEAFHLR: NAS £ 75 (SQN ) 5 NAS
4414 (OVERFLOW ), % NAS 53|54 842, NASEEIEA 16 1L,
NAS 73| 5 ARBTHE NAS H & F, HHE—AIHYRZEL LB 2K
P89 NAS H &L BB, K iEHER% NAS F7] 56838 1; 4 NAS &
7|53 B R KR, AR — B8, NAS HE S EHEw 1,

A BARF, % MME ¥R 3] T4769 NAS HHEE B 3R89 0012, &
#2 NAS T 3/A T & K8 27 1F, MME 44k &k —/A~#749 EPS A
JEA 479 % ( Authentication and Key Agreement, f&#k: AKA) #Fz, &
SHEL LT, A %e LT LHORE R NAS A48 0.
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4 MME 42 %) UE #9_E47 NAS 384 2835 2) % KGR, 3k 2 PP 43R
28, MME 2 /2% EPS AKA #42.

PUA H AR o R AT EPS AKA FAZIAIERIK, #hBPabaliddd, M4
AR EIAZRET TR,

RAAAZE

AL EABIRET AR EFT EREE, AAT L TR,

AE B RABRAET B —APIAELL ik, 845

ST P EPATNER BA BT ARRBAF LT, RLEBENE
M35 &5 % P 8- 5 w6 R G XA B AT Ak 5 TOAGE,

P E W 45 F o XA M AT SRR, HLATR B ATk 4
NG AL 5, M4 PATATE BRT k5, K&

TR W 4 Fouk E R B AT b S RIAGE, BT PR & R A HATIA
A BAAW T AAREE S, MU SERATATE GAT k5 RH

ST IR W 4 Fk E A MRk £ RIAGE, EATRA PR ERBEAF, T
G PAT P ATk -,

AL RBGIRBET 5 —FIEL R E, 045

HATRES . ) FHATIAGER FAA DB A2

A, (LT RKBERMEMEER, Qi

¥, BT ESSA P REPATINER BAHE AR LK
T, HEMGEFERRT L LAk 5 RAIE,

F PR, AT AERER S L LA LS RIAEGHIALT,
BT PTE BRI SR EREBZRATINEG LS, RFETALAPFRELT R
HBATINEF B AN T AAR 8, RF PR P iR&E R TR BT,

PATHEA, A TAEEE P2 AH 074 FTiE B a7k 5% RE Fat
AFNERY e 4, NPT PR &R B PATINER T B AT,

2
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RAFTER P EERBEABAFOFALTALT, BEPATHAE LT LS.

AL R TP, 4o RPAT EPS AKA RAZMERIK, TR LA E
, T AR ARNAT &AW LR BRI R U EIATHE AT S, @R
T REAEA B RATRAR G, TAT TR,

P B BLEA

B 1 AL L —IAE B T ke A2l

B 2 A ALK A L) MBI A0 AR

B 3 4 AL L) S AR B Ty ik 6 AR B

B 4 A AL A 5564 v AGEAL 3L 5 ik 69 A4 B

B 5 2 AR I FE P AR B T k0 AAR B

B 6 A AL A 52565 S AEAL B ik 69 AA2 B

B 7 Ak IR 545 LIAGEAL 3 57 ik 6 R )

B 8 A AL FZAPINMELER T LM TER;
B 9 AL EHABANELEE B GLEMTER;
B 10 A KEP LA HAMERELE E WMt 8,
B 11 A AR FEeps+—A e B E B =5 H;
B 12 h AL LA+ GGELEE B NEHTER;
B 13 ARKEA LG+ NEREEENENTER.

AR EHF X

T 8 i B e AR, AR BR KA 4R AR Rt — P a5 e
F4iE,

B | A KREP LR —IANELEFEGAER. B 1 Fiw, KLk
1) BAR 6,364 T F 3R
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B 101, HEBA BT HABLR KA, TAMAST L BATHN);

F IR 102, HRIBANAT 8RR T fRR G A PR &8 69 A F= B4 T
7 RAR.

o NAS HBAEZILR KAEEP A NAS HEAE RIS 69 8T 4%, TAIE
Fo WA AAZTT VA A EPS AKA A4

BB F R IATERT LA MME, 4 FATR 47469 NAS 418 8p
IR ittE, MME #RHAZ GHATIEN, RIBAAN LRI LT AL
EPS AKA AA%.

AR _EAT49 NAS 548 4 5], MME 484X NAS 7 &, NAS ++3 48 An
1; MME #] NAS #3882 &L R RME, BARH, MME 7T 244870 NAS
AR T F T IR, Z T RALA TR E AL R KA HE,;, £ &,
W] 3 A Ao AT AT, ARIEAS I 45 ROR % R T M A NEA F A8 RAR
TR, 4RI NAS K &

AZZFH]F MME R2—E400 3] NAS +H3E PP 3R, st PAR A
EPS AKA 742, B,V 7 Ah& EPS AKA AA2HKE, BET AMALH &
49 BPS AKA AERFHOTRELRT, THT KA.

T\ ARG A AT, FUAANE S Fs) AR K e R,

F LTE #4%, EPS &4 LT K MAt R 497 . &BALF RS, EPS
24 EF T A4 BT BEPS %4 L F 3 (current EPS security context ) F=
3E B 37 EPS %4 k. F L (non-current EPS security context ). £ % 4T EPS
A ETFXRBRAPORLF %L LT, BPAAEEMEAGEE LT X,
LA AR AR ES ETXT S —£F ST Kb EPS &4 LT

(non-current native EPS security context) [ B A48, d%BB4 R F A, EPS
24 T T A4 Ayt BPS %4 £ F . (mapped EPS security context )
Fo KMy EPS 24 £ T L (native EPS security context ). X B4+ EPS 24
ETFXARBMAA AL RG22 LT, WwhiBABEBIE LA

( Universal Mobile Telecommunications System, & #k: UMTS ) #:4+%)] LTE

4
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%Y. KM EPS %4 L TFXR4AELTE £24F, £id EPS AKA £ R#9%
AT, HPARM BPS %42 L TFTX X5 Hh3 oK EPS %4 LT
( partial native EPS security context ) F= 5%, % A3 EPS %4> £ T X ( full native
EPS security context ), £ i -2 X 3|24 AH EPS %4 £ T &K Zid—
5 A EG NAS 2 22X ARIEAT, B ES o A EPS 24 E TP Ra
4 UE 4\ LTE W% FAGE9HE 4 Kasve ~ B4 F 4712 Key Set Identity,
#AR: KSI). UE 8922 fe A BRI EH 0 69 NAS 1HEE; % & A4 EPS
Z4 T AZT EPS AKA AL EH—/ARHE NAS X444
( Security Mode Command, & #%: SMC) AfZHEF 22 LT, a4
10 —EFHE EPSNAS 24 LT X, BT E AN EPS #4 LT L2HI L4
NAS B84 T M B4 Kyasin ~ 77 B B4 Knasene YABRPTIL G NAS o5 Bk
7o 5B SR TR,
B 2 hHARE I FERS) B R AREE. RERG T ANAZE
ARRFRGFGEE LT, TELE ETXHEH R4 EPS 242 LT X,
15 4ol 2 BT, A FEAaS ARG I T 3R
B 201. MME 20X NAS 4 8, NAS /8 he 1.
B 202, MME #0 NAS AR TELR KM, &, WHFH
B 203; F W HATF I 201.
FARb, ARG IR A — R KB A9 SEAE A 1T FR1E, MME A2
20 NAS HHAMAEZLTF TR, F&, WIATHI203; FHFTFIE 201.
W H 203 . MME A2 AR A 69 %4 E TR T Sa7 %4 L F sk,
RLEOFEE LA LT, &, NIATHE 204; F N AL EPS AKA
AR
FH 204, MAFEFELTTREET L.
25 LR AR BT84 BT LT R FAIEAT NAS SMC AR REE. R
EATH) NAS SMC 7#A2 6,35 MME 158 %4 £ F LAf NAS SMC 78 & 34T
TAEMIRY, 4 UE AT NAS SMC 74 & T MIIE R, © MME 4 i% NAS
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2K AR (Security Mode Complete ) 75 &, MME ## % NAS & 44X
TR & AT M E, W] MME VA 3k4e 5 UE £ F bz sa LT,
Hig g4 E T SE . Bk IR 204 i@t s AT B iR NAS SMC #A2,
WEE ST LT

#H—F 4y, 4o L& NAS SMC 7#AZIE 47404, ) MME A% % EPS AKA
AR,

iR dE B AT R e LT XA @3 ARl A4 LT L REE
LA AN ETL, R FE 204 T MME 3% 3F S AT30 4 A
Wozsd L TXRIFLANRER L LT L.

AgHpd, BT RAEIT MME fEK 69 NAS SMC #42, MME 5
UE 4 Z 694k B 37T R0 B F LAHORE . % MME & A 18| UEA 5 49 NAS

AR TR &, MME #4 EPS AKA #4Z.
T A EARGGH T, BLIA R KB 6 A .
(1) % MME #2] NAS #8338 & KA, MME 8 i 40 24

ETF K4 MME 4= UMTS A P & sk 4 s .35 (UMTS Subscriber
Identity Module Integrated Circuit Card, ®#R: UICC) ¥ % &7T —&£3E L AT
HHEL2 LT, MME BEZFESFNHLSLE LT, suid NAS #H4E
WG A 0, X4 £ T EPS AKA Az,

HIA PR, EHF P MME &H B0 ik L EPS AKA #A2, # %
T LA 2 LT IR RGET, BB E T BPATRA L3469 EPS
AKA #AA2 Mg R RALR .

(2) UE E#N EPS #9342 #3 7 $aT%4 E T, /5 UE £M

% 18 B M B KA M % ( Evolved Universal Terrestrial Radio Access
Network, & #&: E-UTRAN ) 374 2|8 f #b & L 283 A W % ( Universal
Terrestrial Radio Access Network, & #k: UTRAN) 2 GSM / EDGE X £:d
M 4 (GSM EDGE Radio Access Network, #)#%: GERAN) #idf2 P&
HiX £ B-UTRAN ¥ A R R 24 LT, RE, %% UE Finike 2|

6
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E-UTRAN J B, 12/ 69 R it & LT, dmkied E TR ST
4 FFX, 28 UE #= MME #* 489 £ E-UTRAN W% £ R o924 LT L
RAEE TR EZA LT, EXMFHZTT, % MME %N F] NAS 38
T R KAARS, MME @it 44 b T SR fn ARG 1% 4E 3T 7 %
AETFTX, M MME #EZF S T ¥ELe LT, IMHHEET EPS AKA
RAZ,

SNAH AR, E3HFF MME AAH 2B k% EPS AKA #A2, #E
TXARGHIFELATNAELL L TXRRGRT, FILELT BHITER
H 5669 EPS AKA AAZ M 69 TR .

AZFHHF MME REa—EA00 2] NAS HHHALPP AL, LB ARA
EPS AKA %42, BV T A& EPS AKA AARAIREL, #E T RAL LA &
249 EPS AKA AEFHGTRER, TAHT LR,

A 3 ARKPFERS ZIGELEF EGARALZE. RE®RG P AWAZTE
AR EIRES., REHGIT, MME EFARE T —E %, Zanfiek
B AN EATAAFIE . 4 NAS HE B 69 HRIE | A T FRMELE EPS AKA R
AL TR, R B AR A AIEAT, BB A9 R AT ] B AKX R 49
B U] I FRABLRS, AT B AR ASH e R,

el 3 BT, ARFEHAEAR Q354 T R

F B 301. MME 424& NAS 74 &, NAS 4o |

3R 302, MME A NAS +H8 2 H IR K8, A, BIATHIR
303; &M #FATH I 301,

AR, AN ERF TR T —E VR KA SN A TTIRIE, A
2°%-100, MME #:9] NAS #H#E2 &% F 2°-100, £ 2, N#FTH% 303;
L W $ATHHR 301.

B 303, MME ARE i BAARES AT 24T, FE, NPITHE 304;
% W fiE £ EPS AKA /742,

B304, MFFE LIS LT,

7
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Fridig dF B a2 2 BT SR o — A Ak 69 NAS SMC AAZEATHUIE 9.
— AN I8 NAS SMC 742 6L.36: MME 1 F) %4 £ T L5 NAS SMC 34 &
AT R AR Y, 4 UE #F NAS SMC 74 & T A MIER T, ® MME £ 3%
NAS &2 X T ARH &, MME 2% NAS 22X 7% a0l &I/ 280
B4E., ] MME T A k4l UE £ F b4 T, Big g4 T LHRE.
M B 304 38 i R HAT L £ NAS SMC RAz, MiEE ST A4 EF
L.

#—F 89, 4R £ NAS SMC AAZIZ AT KK, ] MME f% % EPS AKA
AR,

BEEFRE AT, T4 NAS iH4fife LAT NAS H3E—RAE £ R K,
4 MME A& B FAT NAS s BARP R IRLEnT, ARG B4R 2] _EAT
NAS HEAE PP 2048, F-EH, MME k% EPS AKA #AZZ )5 g —F AT 4],
MME fi% & NAS SMC 742, 8 iTHAT NAS SMC #A2, NAS +H3AGA 444
A 0. 4R H% MME %2 T 47 NAS 38 ¥ 2R 288, MME #hAk 4
EPS AKA #42, f 240 5] _E4T NAS H 38 2P 34 ER 2 3T, JA Ak X NAS
SMC RAZEH A 24 E T, dit NAS 88 A wandstb, R4
A B AN E] EAT NAS B PP 2R 48, X2 R4 EPS AKA Az,
AR He AR AN BT R AT AR 40 FE B K EPS AKA JAAL R 7 %89
B )2 LR B| AR e BT IA) I FRAE, 32 AT 1) 1) FRAA R ARIE EPS AKA AA2
R T A B AR A NAS SMC X 8] 690 8] R A 2 49, 4 AR NAS THEUE AL
R RABFE & LR EPS AKA IAA2 BRI % 64 B 18] /s T8 5 69 B 18] 17 FRAELEY
MME /&% NAS SMC #42; % Ak NAS it#4d 811 & K{4 7 & Lk EPS
AKA FAZ R 7 A4 B 1) K F 35 TR 2 49 87 18] 1TFRAA 8T, MME % £ EPS
AKA #A2, Bk, 415t LR RRER GG T, RKERGIE LT 4D L
AT NAS A PP ER e 23T, KA AL NAS SMC iAA2, #h X 2B AAEE
EPS AKA 742, ARV T EPS AKA AAZRE, R T B AL XA LE 4
EPS AKA RAZ-F-E A FRAT, T4 T R,

8
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B 4 hAE I FAGITIAER T 6 AR . AEaH T AN E
HREBRE. REHBIF, MME EEFRLAERAR, BREBOKRS
[ A KB ATAARE, BARM, TR 0 REFIEAT, TUA 1 REATFIL,
Hd, EATRTIEH LK BEPS AKA FAAR R %R B 18] /) TR 8 e i 18] 1)
s [RME, 121 R FIEH EK EPS AKA AAZ AT AT E X FRF T2
BEIA T FRAE . SRS BT A T B RARAL .
Wl 4 BT, RFERGIEAR Q154 T F R
3 401, MME 30K NAS 74 &, NAS iH4c/ahe 1
IR 402. MME 4 NAS tH8E 2 TR KAE, &4, NPIATHR
10 403; &N IFATHIK 401,
R, REFEMB TR T — UL R KA GG BN ) TR, 4oik
2100, MME # NAS #4852 5% F 2100, # &, N#ATH K 403;
% W fi & EPS AKA /#AA2.
B 403, MME 2R EBRERTH 0, F2, NIATHR 404; &
15 W& EPS AKA AAZ.
IR 404, BFF LIRS LT L.
B iz dF % & L F LR i —/ 3 69 NAS SMC AAZBATEE 4,
— AN 89 NAS SMC iAA2 6L45: MME &) 224 £ F L+ NAS SMC 34 &
AT TR, 4 UE X NAS SMC 4 & T B M ER Y, % MME X%
20 NAS Z2EXTAH &, MME # % NAS & &K % sl & AT T s
ik, Il MME T¥A k425 UE £ F b E T, Hig s LT XHRE.
37 B 404 38 3R AT LK NAS SMC AA2, BFF ST Az o L F
L.
dt—IF 4, 4ok ik NAS SMC AAZIZAT LK, 1] MME A& £ EPS AKA
25 RAE.
FERFERF, TAT NAS #H4EF L7 NAS #HE—fRtg £ 1 K,
4 MME #R2| FAT NAS #HEAAPHEIRGERS, TAZEBPHFAR 2] AT

9
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NAS H#AEBP4 5048, JFH, MME fiz % EPS AKA #A2Z )5 [ —F Bt ],
MME fi% % NAS SMC /#A#2, @ iTHAT NAS SMC A2, NAS HHEEHA144
ek 0. 4R E MME #&03] F 47 NAS 2B B4 2R 48087, MME #tAk &
EPS AKA 742, M B4R 2] _EAT NAS TH3 8 PP 35 ER 42 23T, JH Ak X NAS
SMC, BT NAS #HE8 %A wAndett, AR AIA B AAR ] _E4T NAS +
AL I I G,, B ARARK EPS AKA AA2, A EH4) 8 A NR S HR

AT AR KR B Lok EPS AKA R AR %A b9 B T8 2 6 42 5| 1K 69 it
B) IV FRAB, 2B IA) 1T FRAEL R ARIE EPS AKA AAZ R T AR E| B4 NAS SMC
Z R} &g B B R AASE 69, B AR NAS THEE s i KIASE B Lk EPS AKA
AR BRI AR A BT 1) N FaRE a9 B E) T FRBELET, MME % NAS SMC; %
AR NAS TH4 840 R RAAJE B Rk EPS AKA AAZ R T A A B 1A] K F
RE TR AR T FRAERT, MME A4 EPS AKA iAA2, B, 43 Lk
KR ELR 6 R, R RGBS T A B AT NAS A8 B IR 2 37
E A AR A NAS SMC, #h X2 B R AL EPS AKA A4z, BV 7 EPS AKA &
AR RS, R T B AR KK 2024 EPS AKA RAZFH K RALF, T4

B 5 H AR EHp| AINEL I F K ALE . KER T ARE L
A EATLEER . REHE (Quality of Service, #Ak: QoS) R A F k&
PATINIE 89 58

Wl 5 BT, REHRGIEAR Q354 TF R

B H 501, MME 424 NAS 4 &, NAS #4fihm 1

H IR 502, MME A9 NAS +HE 2 Tk K8, F&, NIPATHIR
503; & W #ATH I 501,

AR, TTOATUE R R — B R KRG BEAE A IR, MME A3
NAS H# B R TF F IR, BHR, WHATHHE 503; FRHATHHE 501,

3 503. MME @ 4] 4 a7k 55K A, A5 & 37 Ak 55 K A % 57 49 UE
FHR G B AT SR EHE BHATIAE LS RFE, MME @ 347 QoS,

10
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& QoS A4 UE K69 B ATk 52 5 A F B HATAEN LG A,
MME 8 i34 UE HATIAIES 68 7, 4] UE & F B4 #4T EPS AKA #42
A fg

&, WARAZ EPS AKA #AZ; & M #ATH I 504.

FHR 504, R HATeY A LT L, A HAT kS Rk otk
B, A B S AT AL SR,

AR, R LA B IR B AT 5 £ K ke UE FE R LS5AHE S
»$7 (Emergency Call, f#%: EMC) 14, W&l UE #HRGLHFTREZ
FZHATINEG LS, N ARFAARL EPS AKA 742, /4% NAS it
TR KALGIAEMLER, TABSEE R Sae%e LT, RFT LTS
RHAT R &R, A F W7 4 ATk 50 124,

BAEA P AR (Subscriber Identity Module, ##k: SIM ) #9
UE A UMTS W -645'% &t 492 %] LTE M4, MME A8 F] 440 T2k bk
%-( General Packet Radio Service, & #k: GPRS )k % % # & ( Service GPRS
Support Node, fij#k: SGSN) #F38| 24 54 Ko, it —FARIEA 3R E 4

(Cipher Key, #i#k: CK) FeZ %M %4 (Integrity Key, B#k: 1K) /33
Kasmee NAS iH30/AAM 0 44, stBd, UE /£ LTE WM&+ 62Ky 2 d
Kasve PTIR A 69 -F B4R PRAP 84, 4 NAS A BP 53R 40, MME T »A
3% Ke 42 UE & SIM £/ P, REA AT EPS AKA iAA2e9458 7, N
MME & fi& & EPS AKA 742, 7 286 NAS iH S0 &k KAE eG4 m 4 R,
A AR R HAT6 % LT, REM SRk F R TRy, Rk
T AT A 449 iR

A EHHBE UBH K L5 T2 EZHATIAEN LS UE REH HIT
INEF BN AAZGI 6 8T, TARZ EPS AKA /A2, A T EPS AKA
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