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(7) ABSTRACT

The lawful interception device to monitor media streams of
two IP parties includes an SIP (Session Initiation Protocol)
proxy server or an MGC (Media Gateway Controller) to
detect information in the signalling information being trans-
mitted between the two IP (Internet Protocol) parties and to
generate instructions out of the detected signalling informa-
tion for instructing an RTP (Real-time Transport Protocol)
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LAWFUL INTERCEPTION FOR VOIP CALLS IN IP
BASED NETWORKS

TECHNICAL FIELD OF THE INVENTION

[0001] This invention is related in general to the field of
telecommunications systems. More particularly, the inven-
tion is related to a lawful interception device for media
streams, in particular VoIP calls in IP based networks. The
invention is based on a priority application, EP 02360235.2,
which is hereby incorporated by reference.

BACKGROUND OF THE INVENTION

[0002] Current lawful interceptions are deployed in
class4/class5 switches of PSTN/PLMN networks. In
3G/UMTS or next generation networks, a connection may
be IP end to end. No traffic will go through class 5/class4
switches. That means current lawful interception solutions
cannot be used here. One solution may undertake an analysis
of IP packets in a related network node, but it is difficult to
know which route a call (media stream) will take through the
network.

SUMMARY OF THE INVENTION

[0003] Tt is an object of the invention to provide a lawful
interception device for VoIP calls in IP based networks.

[0004] The inventive lawful interception device detects
information in the signalling information being transmitted
between two IP parties and generates instructions out of the
detected signalling information for instructing an RTP
(Real-time Transport Protocol) proxy server to create chan-
nels to bypass a VoIP call to be intercepted via an interme-
diate storage medium. Instead of voice each media stream
could be intercepted, e.g. data, internet access, e-mail, video,
real-time pictures, etc.

[0005] 1In an SIP (Session Initiation Protocol) interception
proxy server, where interception should be controlled, appli-
cations for interception are running to choose calls for
interception. If a call should be monitored, the SIP proxy
server has first to hold the invite message from A party.
There are listening information in SDP (session description
protocol) part of invite message.

[0006] SIP proxy server then instructs an RTP proxy
server via an RTP proxy control interface to allocate a
bypass channel for monitoring the media stream (A channel:
sending to A party). The RTP information of this bypass
channel (listening part: ip and port) is included in SDP part
in the SIP invite message and passed to its destination.

[0007] When SIP proxy server has received a response of
B party, he instructs RTP proxy vian RTP proxy control
interface to allocate another bypass channel for monitoring
the media stream (B channel: sending to B party). The RTP
information of this second bypass channel (listening part: ip
and port) is included in SDP part in SIP ok message and send
to its origination (A party).

[0008] After session setup, both parties will start RTP
connections to RTP proxy server depending on connection
parameters in its received SIP messages.

[0009] But those are transparent to A and B. They do not
know they are connected to an RTP proxy.
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[0010] The RTP proxy can start record both media chan-
nels (A and B). At the end of this call, e.g. a media file with
two sound tracks will be created by RTP proxy.

[0011] Advantages:

[0012] centralized network node to intercept media
streams,

[0013]
[0014]

[0015] the RTP proxy can also be used in the same
way as above in a media gateway control
(MEGACO, H.248) based network or H.323 net-
work.

low cost of deployment,

transparent to end users,

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] For a better understanding of the present invention,
reference is made to the accompanying drawings, in which:

[0017] FIG. 1 s a simplified block diagram of a portion of
an exemplary telecommunications network according to the
teachings of the prior art;

[0018] FIG.2 is a simplified block diagram of a portion of
an exemplary telecommunications network according to the
teachings of the present invention.

DETAILED DESCRIPTION OF THE
INVENTION

[0019] FIG. 1 shows a portion of an exemplary telecom-
munications network according to the teachings of the prior
art.

[0020] Two IP parties, e.g. yshen@alcatelde and
eric(@alcatel.com, are interconnected via two networks: an
SIP signaling network and a transmission network. Via the
SIP signaling network signaling is performed, e.g. a con-
nection is established between the two IP parties. Via the
transmission network the information to be transmitted, e.g.
voice, data, etc. is transmitted in media streams (RTP
session).

[0021] In the SIP based network, each SIP proxy server is
responsible for signaling and session monitoring. The media
stream will go from one IP endpoint to another IP endpoint.
There is no need of a centralized media path like in PSTN
network. A lawful interception of media stream could be
done only in the network layer.

[0022] Recording media stream by analyzing network
traffics for lawful interception is very expensive, due to the
packet route through the IP network could change. Therefor
the recording could only be done very closely to the end-
points. Additionaly a resembling of recorded packets is
needed. A playing in real time will be difficult.

[0023] In the following definition and background infor-
mation is provided regarding SIP, proxy server, RTP, SDP,
etc.

[0024] SIP:

[0025] The Session Initiation Protocol (SIP) is an appli-
cation-layer control (signaling) protocol for creating, modi-
fying and terminating sessions with one or more partici-
pants. These sessions include Internet multimedia
conferences, Internet telephone calls and multimedia distri-
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bution. Members in a session can communicate via multicast
or via a mesh of unicast relations, or a combination of these.

[0026] SIPinvitations used to create sessions carry session
descriptions which allow participants to agree on a set of
compatible media types.

[0027] SIP supports user mobility by proxying and redi-
recting requests to the user’s current location. Users can
register their current location. SIP is not tied to any particu-
lar conference control protocol. SIP is designed to be inde-
pendent of the lower-layer transport protocol and can be
extended with additional capabilities.

[0028] The Session Initiation Protocol (SIP) is an appli-
cation-layer control protocol that can establish, modify and
terminate multimedia sessions or calls. These multimedia
sessions include multimedia conferences, distance learning,
Internet telephony and similar applications. SIP can invite
both persons and “robots”, such as a media storage service.
SIP can invite parties to both unicast and multicast sessions;
the initiator does not necessarily have to be a member of the
session to which it is inviting. Media and participants can be
added to an existing session.

[0029] SIP can be used to initiate sessions as well as invite
members to sessions that have been advertised and estab-
lished by other means. Sessions can be advertised using
multicast protocols such as electronic mail, news groups,
web pages or directories (LDAP), among others.

[0030] SIP transparently supports name mapping and redi-
rection services, allowing the implementation of ISDN and
Intelligent Network telephony subscriber services. These
facilities also enable personal mobility. In the parlance of
telecommunications intelligent network services, this is
defined as: “Personal mobility is the ability of end users to
originate and receive calls and access subscribed telecom-
munication services on any terminal in any location, and the
ability of the network to identify end users as they move.
Personal mobility is based on the use of a unique personal
identity (i.e., personal number).” Personal mobility comple-
ments terminal mobility, i.e., the ability to maintain com-
munications when moving a single end system from one
subnet to another.

[0031] SIP supports five facets of establishing and termi-
nating multimedia communications:

[0032] User location: determination of the end sys-
tem to be used for communication;

[0033] User capabilities: determination of the media
and media parameters to be used;

[0034] User availability: determination of the will-
ingness of the called party to engage in communi-
cations;

[0035] Call setup: “ringing”, establishment of call
parameters at both called and calling party;

[0036] Call handling: including transfer and termina-
tion of calls.

[0037] SIP can also initiate multi-party calls using a mul-
tipoint control unit (MCU) or fully-meshed interconnection
instead of multicast. Internet telephony gateways that con-
nect Public Switched Telephone Network (PSTN) parties
can also use SIP to set up calls between them.

Oct. 14, 2004

[0038] SIP is designed as part of the overall IETF multi-
media data and control architecture currently incorporating
protocols such as the real-time transport protocol (RTP) for
transporting real-time data and providing QoS feedback.

[0039] A request and a response form together a transac-
tion. SIP uses e.g. invite and ack messages to build up
connections. Other messages used are e.g. ok, bye, options,
register, cancel. SIP parties are identified via an SIP-ULR,
e.g.: sip:clientname@hostaddress. Each client may transmit
requests to a proxy server or directly to an IP address.

[0040] An establishment of a connection is perfomed is
three steps: sending an invite (request) message from a first
IP party to a second IP party, sending an ok (response)
message from the second IP party to the first IP party,
sending an ack (response) message from the frist IP party to
the second IP party. The invite message includes as much
information as needed to allow the second IP party to judge
whether a connection is wanted or not. The ack message is
an acknowledgement, which serves to increase savety of the
connection. SIP is thus not dependent on TCP or UDP.

[0041] The SIP according to the invention is the SIP
currently standardized and modifications thereof and
equivalents thereof.

[0042] RTP:

[0043] The Audio/Video Transport Working Group of
IETF was formed to specify a protocol for real-time trans-
mission of audio and video over UDP and IP multicast. This
is the Real-time Transport Protocol, RTP, together with its
associated profile for audio/video conferences and payload
format documents. The payload formats currently under
discussion include a number of media specific formats
(MPEG-4, DTMF, PureVoice) and FEC techniques appli-
cable to multiple formats (parity FEC, Reed-Solomon cod-
ing). RTP is used to replace a normal circuit-switched trunk
between two nodes.

[0044] The real-time transport protocol (RTP) is a payload
format to be used for e.g. Adaptive Multi-Rate (AMR) and
Adaptive Multi-Rate Wideband (AMR-WB) encoded
speech signals. RTP provides end-to-end network transport
functions suitable for applications transmitting real-time
data, such as audio, video or simulation data, over multicast
or unicast network services. RTP does not address resource
reservation and does not guarantee quality-of service for
real-time services. The data transport is e.g. augmented by
the control protocol RTCP (Real-time Transport Control
Protocol) to allow monitoring of the data delivery in a
manner scalable to large multicast networks, and to provide
minimal control and identification functionality. RTP and
RTCP are designed to be independent of the underlying
transport and network layers. The protocol supports the use
of RTP-level translators and mixers. The data transported by
RTP in a packet, for example audio samples or compressed
video data. A data packet includes e.g. the fixed RTP header,
a possibly empty list of contributing sources, and the pay-
load data.

[0045] The RTP according to the invention is the RTP
currently under discussion and modifications thereof and
equivalents thereof. RTP may be a protocol for both audio
and video, or audio only, or video only, or audio, video and
data, or audio and data, etc. One modification of RTP is e.g.
RTP/1, an application level real-time protocol for distributed
interactive media. Typical examples of distributed interac-
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tive media are shared whiteboards, networked computer
games and distributed virtual environments. RTP/I defines a
standardized framing for the transmission of data and pro-
vides mechanisms that are universally needed for this media
class. Thereby RTP/I enables the development of reusable
functionality and generic services that can be employed for
multiple distributed interactive media. Examples for this
kind of functionality are the ability to record sessions, to
support late coming participants, and to provide security
services. RTP/I is a protocol that follows the ideas of
application level framing and integrated layer processing. It
has been designed to be independent of the underlying
network and transport layers. Thus RTP/I as a modified RTP
protocol that reuses many aspects of RTP while it is thor-
oughly adapted to the specific needs of distributed interac-
tive media.

[0046] Proxy, Proxy Server:

[0047] An intermediary program that acts as both a server
and a client for the purpose of making requests on behalf of
other clients. Requests are serviced internally or by passing
them on, possibly after translation, to other servers. A proxy
interprets, and, if necessary, rewrites a request message
before forwarding it.

[0048] Server:

[0049] A server is an application program that accepts
requests in order to service requests and sends back
responses to those requests. Servers are either proxy, redirect
or user agent servers or registrars.

[0050] User Agent Client (UAC), Calling User Agent:

[0051] A user agent client is a client application that
initiates the SIP request.

[0052] SDP:

[0053] The Session Description Protocol (SDP) is
intended for describing multimedia sessions for the purposes
of session announcement, session invitation, and other forms
of multimedia session initiation.

[0054] The purpose of SDPis to convey information about
media streams in multimedia sessions to allow the recipients
of a session description to participate in the session. SDP is
primarily intended for use in an internetwork, although it is
sufficiently general that it can describe conferences in other
network environments.

[0055] A multimedia session, for these purposes, is
defined as a set of media streams that exist for some duration
of time. Media streams can be many-to-many. The times
during which the session is active need not be continuous.

[0056] Thus far, multicast based sessions on the Internet
have differed from many other forms of conferencing in that
anyone receiving the traffic can join the session (unless the
session traffic is encrypted). In such an environment, SDP
serves two primary purposes. It is a means to communicate
the existence of a session, and is a means to convey sufficient
information to enable joining and participating in the ses-
sion. In a unicast environment, only the latter purpose is
likely to be relevant.

[0057] Thus SDP includes:
[0058] Session name and purpose

[0059] Time(s) the session is active
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[0060] The media comprising the session

[0061] Information to receive
(addresses, ports, formats and so on)

those media

[0062] As resources necessary to participate in a session
may be limited, some additional information may also be
desirable:

[0063] Information about the bandwidth to be used
by the conference

[0064] Contact information for the person respon-
sible for the session

[0065] In general, SDP must convey sufficient information
to be able to join a session (with the possible exception of
encryption keys) and to announce the resources to be used
to non-participants that may need to know.

[0066] SDP includes:
[0067] The type of media (video, audio, etc)

[0068] The transport protocol (RTP/UDP/IP, H.320,
etc)

[0069] The format of the media (H.261 video, MPEG
video, etc)

[0070] For an IP multicast session, the following are also
conveyed:

[0071] Multicast address for media
[0072] Transport Port for media

[0073] This address and port are the destination address
and destination port of the multicast stream, whether being
sent, received, or both.

[0074] For an IP unicast session, the following are con-
veyed:

[0075] Remote address for media
[0076] Transport port for contact address

[0077] The semantics of this address and port depend on
the media and transport protocol defined. By default, this is
the remote address and remote port to which data is sent, and
the remote address and local port on which to receive data.
However, some media may define to use these to establish
a control channel for the actual media flow.

[0078] The SDP according to the invention is the SDP
currently standardized and modifications thereof and
equivalents thereof.

[0079] FIG. 2 shows a portion of an exemplary telecom-
munications network according to the teachings of the
present invention.

[0080] Like in FIG. 1 two IP nparties, e.g.
yshen@alcatel.de and eric@alcatel.com, are interconnected
via two networks: an SIP signaling network and a transmis-
sion network. Via the SIP signaling network signaling is
performed, e.g. a connection is established between the two
IP parties. Via the transmission network the information to
be transmitted, e.g. voice, data, etc. is transmitted in media
streams (RTP session).

[0081] Different from FIG. 1 a lawful interception device
is included in FIG. 2. The lawful interception device is e.g.
a processor with particular software. The processor is e.g. a
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digital signal processor, a controller, a microprocessor or the
like. Instead of one processor two or more processors could
be used. Two or more processors could be located at
different sites. One processor could be used to perform SIP
proxy server operations and another processor could be used
to perform RTP proxy server operations. In general, one, two
or more hardwares could be used to run one, two, or more
softwares. Each software could in addition be run in parts on
different hardware.

[0082] The lawful interception device includes an SIP
(Session Initiation Protocol) proxy server or an MGC
(Media Gateway Controller) to detect information in the
signalling information being transmitted between two IP
(Internet Protocol) parties and to generate instructions out of
the detected signalling information for instructing an RTP
(Real-time Transport Protocol) proxy server to create chan-
nels to bypass a media stream to be intercepted via an
intermediate storage medium. Media streams are e.g. VoIP,
data, internet access, e-mail, video, real-time pictures,
music, video clips, video games, etc. The storage medium
could be a compact disk, a magnetic storage medium, a read
access memory, or the like.

[0083] The SIP interception proxy server detects informa-
tion in the signalling information being transmitted between
two IP (Internet Protocol) parties and to generate instruc-
tions out of the detected signalling information for instruct-
ing an RTP (Real-time Transport Protocol) proxy server to
create channels to bypass a media stream to be intercepted
via an intermediate storage medium.

[0084] The interception MGC detects information in the
signalling information being transmitted between two IP
(Internet Protocol) parties and to generate instructions out of
the detected signalling information for instructing an RTP
(Real-time Transport Protocol) proxy server to create chan-
nels to bypass a media stream to be intercepted via an
intermediate storage medium.

[0085] The method for performing SIP signaling for a
media stream includes the following steps:

[0086]
party,
[0087] adapting at least one connection parameter in

the SDP (Session Description Protocol) of the
received SIP invite message,

[0088] transmitting the adapted SIP invite message to
a second IP party,

[0089] receiving an SIP response message of the
second IP party,

[0090] adapting at least one connection parameter in
the SDP (Session Description Protocol) of the
received SIP response message,

[0091] transmitting the adapted SIP response mes-
sage to the first IP party.

receiving an SIP invite message of a first IP

[0092] At least one RTP parameter includes information
about a bypass channel, an address, or a port. The RTP
parameters sent to both IP parties differ from each other.

[0093] After receipt of the SIP invite message of the first
IP party the SIP interception proxy server sends a request to
the RTP interception proxy server to assign at least two
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channels for bothway communication. The interface used to
communicate between SIP interception proxy server and
RTP interception proxy server is a XML based API. The
number of channels to be assigned may vary dependent of
the amount of data to be transmitted, of the bandwith
requested, of the quality of service requested, of the kind of
information to be transmitted, e.g. voice, voice and data,
voice and video, etc. At least one channel is assigned to
transmit information between the RTP interception proxy
server and the terminal of the first IP party. The terminal
could be a phone, a laptop, a personal computer, a screen-
phone, a mobile phone, etc. At least one other channel is
assigned to transmit information between the RTP intercep-
tion proxy server and the terminal of the second IP party.

[0094] Assume channel A at the RTP interception proxy
server is assigned to transmit information between the
second IP terminal and the terminal of the first IP party, and
channel B is assigned to transmit information between the
the terminal of the first IP party and the second IP terminal.
Then the RTP interception proxy server sends information
about the assignment of channels A and B to the SIP
interception proxy server. The SIP interception proxy server
includes information about channel A in the invite message
to be send to the second IP party. The information about
channel A is advantageously included in the connection
parameter information to be included in the SDP of the SIP
invite message.

[0095] After receipt of the SIP response message of the
second IP party, which corresponds to an ok message stating
that a connection to the first IP party is desired, the SIP
interception proxy server exchanges the connection param-
eter included in the SDP part of the ok message by the
information about channel B. The modified ok message
including the information about channel B is send to the first
IP party.

[0096] Thus the first IP party will send data to channel B
and receive data via channel A of the RTP interception proxy
server. The second IP party will send data to channel A and
receive data via channel B of the RTP interception proxy
server. Within the lawful interception device the intermedi-
ate storage medium is connected to both channel A and B.
Thus the information flow between both IP parties will
transfer the intermediate storage medium and thus intercep-
tion is enabled. The first party is not aware on which channel
the second party is sending, and the second party is not
aware on which channel the first party is sending. Thus
interception is transparent regarding the two IP parties.

[0097] A computer program for performing at least part of
the steps of the inventive method could be used as an
upgrade software, which is sold e.g. to service providers,
which will upgrade one or more SIP proxy server thus
enabling a usual SIP proxy server having the functionality of
an SIP interception proxy server. The computer program
includes at least the following steps:

[0098] adapting at least one connection parameter in
the SDP (Session Description Protocol) of the
received SIP invite message,

[0099] adapting at least one connection parameter in
the SDP (Session Description Protocol) of the
received SIP response message.

[0100] The computer program could also be programmed
to perform all steps of the method as described above.
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[0101] Within an IP network one, two, or more SIP proxy
servers could be used, one, two, or more SIP interception
proxy servers could be used, one, two, or more RTP proxy
servers could be used, and one, two, or more RTP intercep-
tion proxy servers could be used.

[0102] The IP network could be a wireline network, a
wireless network, or a combination of both.

[0103] List of Abbreviations:

[0104] 3G Third Generation

[0105] API Application Programmer Interface
[0106] AMR Adaptive Multi-Rate

[0107] AMR-WB AMR-Wideband

[0108] DTMF Dual-Tone Multi-Frequency

[0109] FEC Forward Error Correction

[0110] H248 ITU standard

[0111] H261 ITU standard

[0112] H320 ITU standard

[0113] H323 ITU standard

[0114] IETF Internet Engineering Task Force
[0115] 1P Internet Protocol

[0116] ISDN Integrated Services Digital Network
[0117] LDAP Lightweight Directory Access Protocol
[0118] MEGACO Media Gateway Controller
[0119] MCU Multipoint Control Unit

[0120] MPEG Motion Picture Expert Group
[0121] MGC Media Gateway Controller

[0122] NGN Next Generation Network

[0123] PSTN Public Switched Telephone Network
[0124] PLMN Public Land Mobile Network
[0125] QoS Quality of Service

[0126] RTCP Real-time Transport Control Protocol
[0127] RTP Real-time Transport Protocol

[0128] SDP Session Description Protocol

[0129] SIP Session Initiation Protocol

[0130] TCP Transmission Control Protocol

[0131] UAC User Agent Client

[0132] UDP User Datagram Protocol

[0133] UMTS Universal Mobile Transmission System
[0134] VoOIP Voice over IP

[0135] XML eXtensible Markup Language
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1. Lawful interception device including an SIP (Session
Initiation Protocol) proxy server or an MGC (Media Gate-
way Controller) to detect information in the signalling
information being transmitted between two IP (Internet
Protocol) parties and to generate instructions out of the
detected signalling information for instructing an RTP
(Real-time Transport Protocol) proxy server to create chan-
nels to bypass a media stream to be intercepted via an
intermediate storage medium.

2. SIP interception proxy server to detect information in
the signalling information being transmitted between two IP
(Internet Protocol) parties and to generate instructions out of
the detected signalling information for instructing an RTP
(Real-time Transport Protocol) proxy server to create chan-
nels to bypass a media stream to be intercepted via an
intermediate storage medium.

3. Interception MGC to detect information in the signal-
ling information being transmitted between two IP (Internet
Protocol) parties and to generate instructions out of the
detected signalling information for instructing an RTP
(Real-time Transport Protocol) proxy server to create chan-
nels to bypass a media stream to be intercepted via an
intermediate storage medium.

4. Method for performing SIP signaling for a media
stream, including the following steps:

receiving an SIP invite message of a first IP party,

adapting at least one connection parameter in the SDP
(Session Description Protocol) of the received SIP
invite message,

transmitting the adapted SIP invite message to a second IP
party,

receiving an SIP response message of the second IP party,

adapting at least one connection parameter in the SDP
(Session Description Protocol) of the received SIP
response message,

transmitting the adapted SIP response message to the first
IP party.

5. Method according to claim 4, wherein at least one
connection parameter includes information about a bypass
channel, an address, or a port.

6. Method according to claim 4, wherein the connection
parameters sent to both IP parties differ from each other.

7. Computer program for performing at least part of the
steps of the method according to claim 4, including the
following steps:

adapting at least one connection parameter in the SDP
(Session Description Protocol) of the received SIP
invite message,

adapting at least one connection parameter in the SDP
(Session Description Protocol) of the received SIP
response message.

#* #* #* #* #*



