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Abstract

Provided in the present application are a data-storage method and apparatus and a data-recovery
method and apparatus; said data recovery method may comprise: reading, from pre-stored data,
local checking data and local data corresponding to data to be recovered; said local checking data
being obtained by encoding the entirety of the to-be-stored data according to a local generator
matrix; said local generator matrix being obtained by splitting the rows of the entire generator
matrix, the split rows of the local generator matrix comprising a zero element (201); according to
the read local checking data and local data, recovering the to-be-recovered data (202). The
invention is capable of reducing the amount of data read during the process of recovery, thus

greatly decreasing the IO consumption during the process of data recovery.
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DATA-STORAGE METHOD AND APPARATUS, AND DATA-
RECOVERY METHOD AND APPARATUS

(01] Please refer the followingjparagraphs.

TECHNICAL FIELD

[02] The present disclosure relates to the field of computer information technology, and
particularly to a mcthod and an apparatus for storing.data and a method and an apparatus for

recovering data.

BACKGROUND

[03] At present, with the rapid development of information technology industry, more and
more manufacturers choose to deploy a distributed system in products in consideration of
aspects such as costs, reliability and so on. Therefore, the distributed system is developed
quickly. ' g

{04] In the architecture of an existing distributed system, a file may be divided into a plurality
of data blocks for storage. To ensure robustness and fault recovery capability of the system, a
data block gencrally has a plurality of copies that are respectively stored in different physical
positions. Howcver, a faultl tolerance method of the above plurality of copies requires more
storage devices to be configured, thereby resulting in the incrcasc of costs of storage devicces.
Taking three‘cépies as an example, the fault tolerance method of the above phirality of copies
will increase storage redundarcy by 200% and storage cost by 200%.

[05] Compared with the fault tolerance method of a plurality of copies, a Reed-Solomon (RS)
method may generate a corresponding check: block based on a designated data block and
recover an invalid data block based on a valid data block and a check block when the data
block is invalid. Thus, higher data reliability can be obtained- with smaller data redundancy.
For cxample, when the sizes of a designated data block and its corresponding check block are
100M and 30M respectively, thc above RS mcthod may realize storage reliability of three
copies by using 30% redundancy.

(06} However, during recovery of invalid data blocks, the above RS method usually needs to
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read all valid data blocks and check blocks, that is, the above RS method cannot effectively
utilize Input / Output (I/O) during data recovery. Usually, the RS method of 30% redundancy

needs to read data of 100M during data recovery, which results in ten times 1/O consumption,

SUMMARY

[07] The technical probiem solved by cxémptcs of the present disclosure is to provide a
method of storing data and a method of recovering data, which can reduce the rcad data
volume during data recovery, and further substantially reduce the /O consumption during
data recovery.
{08] Correspondingly, examples of the present disclosure further provide an apparatus for
storing data and an apparatus for recovering data, which are used for ensuring the
implementation and application of the above methods.
{09] To solve the above problem, the present disclosure discloses a method of storing data,
which includes:

obtaining a partial gencrator matrix corresponding to partial data of to-be-stored data by
dividing a row of an entire generator matrix based on the partial data of to-be-stored data,
where rows of the partial generator matrix which are obtained by dividing include a zero
element;

generating entire check data corresponding to entire data of the to-be-stored data by
ceding the entire data of the to-be-stored data based on the partial generator matrix , where the
entirc check data includes partial check data associated with the partial data; and

storing the partial check data and partiai data corresponding to the partial check data.
[10] Optionally, the partial data of the to-be-stored data is obtained by the following steps:

dividing the to-be-stored data into data blocks;

grouping the data blocks; and

obtaining the partial data according to each of the groups.
[11] Optionally, the partial data of the to-be-stored data includes: grouped partial data
according to the to-be-stored data; the partial check data includes:

first partial check data corvesponding to single~-grouped partial data; and/or

sccond partial check data corresponding to combined-grouped partial data.
{12] Optionally, the above method further includes:

storing & mapping rclationship between single-grouped information and a memory
address of the first partial check data; and/or

storing a mapping relationship between combined-grouped information and a mcmory

address of the second partial check data.
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[13] In another aspect, the present disclosure discloses a method of recovering data, which
includes:

reading partial check data and partial data corresponding to to-be-recovered data from
prestored data, where the partial check data is obtained by coding entire data of the
to-be-stared data based on a partial generator matrix, the partial generator matrix is obtained
by dividing a row of an entirc gencrator malrix, and rows of the partial generator matrix
which are obtained by dividing include a zcro clement; and

recovering the to-be-recovered data based on the read partial check data and partial data.
[14] Optionally, recovering the to-be-recovered data based on the read partial check data and
partial data includes:

constructing a partial decoding matrix, where the partial decoding matrix includes: a row
of an identity matrix and a row of the partial gencrator matrix, the row of the identity matrix
does not inciude a row corresponding to the lo-be-recovered data and the partial decoding
maltrix is a square matrix; and

obtaining raw data corrcsponding to the to-be-recovered data by decoding the partial
check data and partial data based on the partial decoding matrix.
[15] Optionally, reading the partial check data corresponding to the to-be-recovered data from
the prestored data includes:

obtaining first to-be-recovered data belonging to a single target group from the
to~be-recovered date; and

when a data length of the first to-be-recovered data is not greater than a data length of
first partial check data corresponding to the single target group, reading first partial check data
and partial data corresponding to the single target group from the prestored data, as partial
check data and partial data corresponding 1o the first to-be-recovered data, where the first
partial check data is obtained based on single-grouped partial data.
[16] Optionally, reading the first partial check data corresponding to the single target group
from the prestored data includes;

obtaining a first target memory address of the first partial check data corresponding to the
singlc target group based on a prestored mapping relationship between single-grouped
information and a memory address of the first partial check data; and '

reading the first partial check data from the prestored data based on the first target
memory address.
[17] Optionally, reading the partial check data corresponding to the to-be-recovered data from
the prestored data includes:

obtaining first to-be-recovered data belonging to a single target group from the

3
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to-be-recovered data;

when a data length of the first to-be-recovered data is greater than a data length of first
partial check data corresponding to the single target group, obtaining second to-be-recovered
data belonging to a larget combined group from the to-be-recovered data, where the target
combined group includes the single target group; and

when a data length of the second to-be-recovered data is not greater than a data length of
second partial check data corresponding to the target combined group, reading the second
partial check data and partial data corresponding to the target combined group from the
prestored data, as partial check data and partial data corresponding to the sccond
to-be-recovered data, where the second partial check data is obtained based on
combined-grouped partial data.
[18] Optionaily, reading the second partial check data corresponding to the target combined
group from the prestored data inciudes:

obtaining a sccond target memory address of the second partial check data corresponding
to the target combined group based on a prestored mapping relationship between
combined-grouped information and a memory address of the second partia! check data; and

reading the second partial check data from the prestored data based on the sccond target
memory address.
[19] In stiil another aspect, the present disclosure discloses an apparatus for storing data,
which includes: a processor, by reading machine readable instructions corresponding to
control logic for storing data stored on a storage medium, the processor is configured to
execute:

obtaining a partial generator matrix corresponding to partial duta of 10-be-stored data by
dividing a row of an entire generator matrix based on the partial data of to-be-stored data,
where rows of the partial generator matrix which are obtained by dividing include a zero
element;

generating entire check data corresponding to entire data of the to-be-stored data by
coding the entire data of the to-be-stored data based on the partial generator matrix , where the
entire check datu includes partial check data associated with the partial data; and

storing the partial check data and partial data corresponding to the partial check data.
[20] Optionally, the machine readable instructions cause the processor 1o obtain the partial
data of the to-be-stored data, where obtaining the partial data of the to-be-stored data includes:

dividing the to-be-stored data into data blocks;

grouping the data blocks; and

obtaining the partial data according to each of the groups.

4
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[21] In still another aspect, the present disclosure discloses an apparatus for recovering data,
which includes: a processor, by reading machine readable instructions corresponding to
control logic for recovering data stored on a storage medium, the processor is configured 1o
execute:

reading partial check data and partial data corresponding to to-be-recovered data from
prestored data, where the partial check data is obtaincd by coding entire data of the
to-be-stored data based on a partial generator maitrix, the partial generator matrix is obtained
by dividing a row of an entirc generator matrix, and rows of the partial generator matrix
which are obtained by dividing include a zero element; and

recovering the to-be-recovered data based on the read partial check data and partial data.
[22] Optionaily, when recovering the to-be-recovered data based on the read partial check
data and partial data, the machine readable instructions cause the processor to:

construct a partial decoding matrix, where the partial decoding matrix includes: a row of
an identity matrix and a row of the partial generator matrix, the row of the identity matrix
does not include a row corresponding to the to-be-recovered data and the partial decoding
matrix is a square iatrix; and

obtain raw data corresponding to the to-be-recovered data by decoding the partial check
data and partial data based on the partial decoding matrix.
[23] Optionally, when reading the partial check data corresponding to the to-be-recovered
data from the prestored data, the machine readable instructions cause the processor to:

obtain first to-be-recovered data belonging to a single target group from the
to-be-recovered data; and

when a data length of the first to-be-recovered data is not greater than a data length of
irst partial check data corresponding to the single target group, read first partial check data
and partial data corresponding 1o the single target group from the prestored data, as partial
check data and partial data corresponding to the first to-be-recovered data, where the first
partial check data is obtained based on single-grouped partigl data.
[24] Optionally, when reading the first partial check data corresponding to the single target
group from the prestored data, the machine readable instructions cause the processor to:

obtain a first target memory address of the first partial check data correésponding to the
single target group based on a prestored mapping relationship between single-grouped
information and a memory address of the first partial check data; and

read the first partial check data from the prestored data based on the first target memory
address.

[25] Optionally, when reading the partial check data corresponding to the to-be-recovered
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data from the prestored data, the machine readable instructions cause the processor to:

obtain first to-be-recovered data belonging to a single target group from the
to-be-recovered data; and

when a data length of the first to-be-recovered data is greater than a data length of first
partial check data corresponding to the single target group, obtain second to-be-recovered data
beionging to a target combinced group from the to-be-recovered data, where the target
combined group includes the single target group; and

when a data length of the second to-be-recovered data is not greater than a data length of
second partial check data corresponding to the target combined group, read the second partial
check data and partial data corresponding to the target combined group from the prestored
data, as partial check data and partial data corresponding to the second to-be-recovered data,
where the second partial check data is obtained based on combined-grouped partial data.
[26] Optionally, when reading the second partial check data corresponding to the target
combined group from the prestored data, the machine readable instructions cause the
processor 10!

obtain a second target memory address of the second partiaf check data corresponding to
the target combined group based on a prestored mapping relationship between
combined-grouped information and a memory address of the second partial check data; and

read the second partial check data from the prestored data based on the second target
memory address.
[27] Compared with the prior art, the present disclosure includes the following advantages.
[28] In examples of the present disclosure, the partial check data is obtained by performing
coding based on the partial gencrator matrix corresponding to the partial data of the
to-be-stored data. Since the rows of the above partial gencrator matrix which are obtained by
dividing may include a zero element, it can be guaranteed that the above partial check data is
associated with the above partial data and irrelevant to data other than the above partial data
in the to-be-stored data. Thus, the corresponding partial data can be recovered based on the
above partial check data without relying on other data. That is, in examples of the present
disclosure, it is possible to read only the partial check data and partial data corresponding to
the to-be-recovered data during data recovery. Therefore, compared with the approach of
usually reading all valid data blocks and check blocks during recovery of an invalid data
block, 1/Q consumption during data rccovery can be substantially reduced due to reduction of

read data volume during data recovery in examples of the present disclosure.
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BRIEF DESCRIPTION OF THE DRAWINGS

[29] FIG. 1 is a flowchart illustrating steps of an example of a method of storing data
according to the present disclosure.

[30] F1G. 2 is a flowchart iliustrating steps of an cxample of a method of recovering data
according to the present disclosure.

[31] FIG. 3 is a fiowchart illustrating steps of an example of & method of storing data and
recovering data according to the present disclosure.

[32] FIG. 4 is a schematic diagram illustrating a hardware structure of an apparatus for storing
data according to an example of present disclosure.

{33] FIG. 5 is a schematic diagram illustraing functional modules of control logic for storing
data according to an example of the present disclosure,

[34] FIG. 6 is a schematic diagram illustrating a hardware structure of an apparatus for
recovering data according to an cxample of the present disclosure,

[35] FIG. 7 is a schematic diagram illustrating functional modules of control logic for

recovering data according to an example of the present disclosure.

DETAILED DESCRIPTION OF THE EMBODIMENTS

|36} To make the above objects, characteristics and advantages of the present disclosure more

apparent and understandable, the present disclosure will be detailed further in combination

with the accompanying drawings and detailed description.

Example of a method of storage

[371 FIG. 1 illustrates steps of the example of a method of storing data according to the

present disclosure, which may specifically include the following steps 101-103.

[38] At step 101, a partial generator matrix corresponding to partial data of to-be-stored data

is obtained by dividing a row of an entire generator matrix based on the partial data of

to-be-stored data, where rows of the partial generator matrix which are obtained by dividing

include a zero clement.

[39] At step 102, an entire check data corresponding to entire data of the to-be-stored data is

generated by coding the entire data of the to-be-stored data based on the partial generator

matrix, where the entire check data may specifically include partial check data associated with

the partial data. '

[40] At step 103, the partial check data and partial data corresponding to the partial check data

are stored.

[41] Examples of the present disclosure may be applied to data storage in any field such as a
7
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multimedia field, an electronic commerce field, and a search field, that is, the above
to-be-stored data may be data of any field. Further, those skilled in the art may determine a
data length of the above to-be-stored data as needed. The specific to-be-stored data and its
data length are not limited in cxamples of the present disclosure.

(42} In an example of the present disclosure, the partial data may be a part of entire data of the
to-be-stored data. Also, since the partial check data in examples of the present disclosure is
obtained by performing coding based on the partial generator matrix corresponding to the
partial data of the to-be-stored data and the rows of the above partial generator matrix which
are obtained by dividing may include a zero element, it can be guaranteed that the above
partial check data is associated with the above partial data and irreievant to data other than the
above partial data in the to-be-stored data. Thus, the partial data can be recovered based on
the above corresponding partial check data without relying on other data. That is, in examples
cf the present disclosure, it is possible to read only the partial check data and partial data
corresponding to the to-be-recovered data during data recovery. Therefore, compared with the
prior arts of usually reading all valid data blocks and check blocks during recovery of an
invalid data block, I/O consumption during data recovery can be substantially reduced due to
reduction of read data volume during data recovery in examples of the present disclosure,

[43] In an alternative example of the present disclosure, the partial data of the 10-be-stored
data may be obtained based on the following steps: dividing the to-be-stored data into data
blocks; grouping the data blocks; and obtaining the corresponding partial data according to
each of the groups. That is, the partial data in examples of the present disclosure may include:
al least one data block corresponding to a group. Further, the partial check data in examples of
the present disclosure may also include at least one check block cotresponding to the group.
For example, in a case that the data length of the data blocks to-be-stored is 100M, the above
100M data biocks may be grouped in the example of the present disclosure. It is assumed that
the data length of a first group and a second group is SOM, respectively. A first check block
corresponding to the first group may be generated, and a second check block corresponding to
the second group may be generated in an example of the present disclosure. In this case, when
a data block of the first group is invalid, a corresponding recovery may be performed by
reading the valid data blocks in the first group and the first check block in an example of the
present disclosure. That is, in the example of the present disclosure, invalid data can be
recovered by reading the 30M data blocks. Thus, compared with an existing solution of
reading the 100M data blocks, the /O consumption may be reduced by 50%. Similarly, when
a data block of the second group is invalid, a corresponding recovery may be performed by
reading the valid data blocks in the second group and the second check biock, thereby

8
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reducing VO consumiption by 50%.

{44} In an alternative example of the present disclosure, the partial data of the to-be-stored
data may be coded to obtain a corresponding partial check vector, The data corresponding Lo
the partial check vector may be the partial check data corresponding to the partial data. Thus,
it can be guaranteed that the obtained partial check vector is associated with the above partial
data, and is irrelevant to data other than the above partial data in the to-be-stored data. Thus,
corresponding partial data can be recovered based on the above partial check vector without
relying on other data.

[45] In an application example of the present disclosure, the to-be-stored data may be firstly
divided in bytes to obtain a plurality of data blocks and a data vector formed by the plurality
of data blocks. Then, the above data vector may be divided into a plurality of data sub-vectors,
and the above data sub-vectors may be used as the partial data of the to-be-stored data. Finally,
the above data sub-vectors may be coded o obtain corresponding partial check vectors. The
data length of the above data blocks may be 1 byte, 2 bytes, 4 bytes or 8 bytes and so on. The
specific data length of the above data blocks is not limited in examples of the present
disclosure,

{46] In an example, if the entire data (i.e. the data vector) of the above to-be-stored data
includes k data blocks and the above partial data (i.e. the data sub-vectors) includes k; data
blocks, m; check blocks may be generated by coding k, data blocks.

[47] An example of coding k; data blocks by a (n, k) RS method is provided herein, where the
n is total number of the data blocks to be coded and the check blocks, k=k; is the number of
data blocks to be coded, m; = n-k; is the number of check blocks. If k; data blocks are
represented respectively as Do, Dy, ... Dyy.q, and each data block is M/k, in size, a product of
the entire generator matrix and K, data blocks may be calculated to obtain m; check blocks: C,
Ci, . Cr.t and each check block is also M/K; in size. The above entire generator matrix may
be a Galois Field matrix with m; rows and k; columns, and the Galois Field matrix may be a
transformed Vandermonde matrix or a transformed Cauchy matrix. In the above (n, k;) RS
method, when one data block or one check block is invatid, the data block or the check block
should be recovered to ensure reliability. Specifically, if the check block is invalid, the invalid
check biock may be obtained by re-coding the ky data blocks; if a data block is invalid, the
data block may be recovered by using any k blocks of the remaining (n-1) data blocks and
check blocks. The above Galois Field may be an expansion of a polynomial field based on a
(0, 1) ring on x"8 + x4 + x~3 + x"2 + 1 and the Galois Field includes 256 elements in total
from 0 to 2535 which may correspond to all values of one byte.

[48] Tt may be understood that the process of coding the partial data of the to-be-stored data is
9
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only an illustrative example. In {act, those skilled in the art may adopt a desired coding
process as needed, The specific process coding the partial data of the to-be-stored data is not
limited in examples of the present disclosure,

[49] Similarly, by taking the above (n, k) RS method as an example, m check blocks Co,
Ci, -and Cnqmay be obtained by calculating the product of the entire generator matrix and

k data blocks in above steps 101 and 102, that is, the above m check blocks may correspond
to elements in the entire check vector. In this way, in a case that the above entire check vector
inchide elements associated with the partial data, the above elements are associated with the
above partial data and irrelevant to data other than the above partial data in the to-be-stored
data. Thus, corresponding partial data can be recovered based on the abhove partial check
vector without relying on other data. |
[50] In an application example of the present disclosure, it is assumed that the entire generator
matrix obtained by the Galois Field is P, and the P is a matrix with m rows and k columns:
1
N

S T
I y

I
8

27 .

W
-2 e

[51] A partial generator matrix (; is obtained by dividing the first row of the entire generator
matrix P into R rows at step [01, where Q, may be a matrix with (m+R-1) rows and k
columps.

[52} It is assumed that m=5, k=4 and R=2, the above partial generator matrix Q; may be

expressed as:

11 0 0]
00 1 |
12 4 8
DI PR @).
1 4 16 64
15 25 125

133] It can be seen that each of the ﬁrstwmw and the second row in the rows of the partial
gencrator matrix Q, which are obtained by dividing includes zero elements.

[54] In an alternative example of the present disclosure, an entire check vector Crl is obtained
by muitiplying the above partial generator matrix Q, and the data vector formed by k data
blocks at step 102:



10

15

20

CA 03053855 2019-08-16

(11 0 0] [ D, +D, C,
06 1 1|[D, D, +D, C,
12 4 8|,D|_| D,+2D,+4D,+8D, | _ |C, 3.
13 9 271D, D,+3D,+9D,+27D, C,
1 4 16 64| |D, D, +4D, +16D, + 64D, C,
15 25 12§ D, +5D, +25D, +125D, C,

[55] It can vbe seen that the—check block C, in the above entire check vector Crl is associated
with the partial data Dg and Dy, and the check block C, in the above entire check vector Crl is
associated with the partial data [, and D;. Thus, the data recovery can be implemented based
on the partial data and partial elements in the entire check vector, For example, a third one can
be recovered with any two of the partial data I, and D, and the check block Cy. For example,
when the partial data Dy is invalid, the partial data Do may be recovered based on the partial
data [J; and the check block C.

[86] In another example of the present disclosure, the first row of the entire generator matrix
P may also be divided into rows greater than 2, For example, a partial generator matrix Q;

may be obtained by dividing the first row of the entire generator matrix P into three rows:

Mo o0 o
01 0 0
000 1 1
Q= [t 2 4 8 4).
13 9 27
14 16 64
15 25 125)

[8§7] An entire ch—eck vector Cr2 may be obtained by multiplying the above partial generator

matrix (Q; and the data vector formed by k data blocks:

C,1 [ D,
C! Dl
O D, +D,
Cr2=C,|=| D,+2D,+4D, +8D, (5).

i C, D,+3D,+9D, +27D,

C, D, +4D, +16D, +64D,
j | Dy+3D, +25D, +125D, |
[58] 1t can be seen that the check block Cq in the above entire check vector Cr2 is associated

with the partial data Dy, the check block C is associated with the pariial data Dy and the

check block C; in the above entire check vector Cr2 is associated with the partial data D; and
Ds. Thus, data recovery may be implemented based on the partial data and partial elements of

the entire check vector. For example, the partial data Dy may be recovered directly based on
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the check block Co, the partial data I} may be recovered directly based on the check block C,,
and a third one may be recovered directly based on any two of the check block C; and the
partial data D, and Ds.

[59] In other examples of the present disclosure, other rows of the entire generator matrix P
may also be divided. An example of obtaining a partial generator matrix Q3 by simultancously
dividing the first row and the sccond row of the entire generator matrix P into two rows is

provided herein;

LTS
£H O~ O
Q0 L5 O

(6).
9 27
16 64
] 25 125
[60] Then, an entire check vector Cr3 may be obtained by multiplying the above partial

1
0
1
Q= |0
1
1

P VS

h

gencrator matrix Q; and the data vector formed by the k data blocks:

- P - -

Co Dy +D,
C, D, +D,
C, D, +2D,
Cr3=|C, |= 4D, + 8D, (7).
¢ | | D, +3D,+9D,+27D,
Csi |D,+4D,+18D, + 64D,
| Cs] | Dg+5D,+25D, +125D, |

[61] It can be seen that the check block Co in the above entire check vector Cr3 is associated
with the partial data Dg and Dy, the check block C, in the above entire check vector Cr3 is
associated with the partial data D and D, the check block C; in the above entire check vector
Cr3 is associated with the partial data D, and D3, and the check block Cs in the above entire
check vector Cr3 is associated with the partial data D, and 3. Thus, the data recovery may be
implemented based on the partial data and partial elements in the entire check vector, For
example, another two may be recovered bhased on any two of the partial data D and D; and
the check blocks Co and C,. For example, when the partial data Dy and D; are invalid, the
partial data D¢ and D, can be recovered based on the check blocks Cg and Ca.

[62] It may be understood that the above process of dividing the rows of the entire generator
matrix is used only as an alternative example. In fact, those skilled in the art may perform
dividing flexibly on the rows of the entire generator matrix as needed. For example, four data
blocks of the partial data Dy, Dy, D2 and D3 may be divided into two groups, where a first
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group includes the partial data Dy and D, and a second group includes the partial data D, and
3. Thus, by the above steps, column elements (for example, elements of the first column and
the second column of the entire generator matrix) corresponding to the first group are set to
non-zero, and at the same time column elements (for example, elements of the third column
and the fourth column of the cntirc generator matrix) corresponding to the second group are
set to zero. And the column elements (for exampic, clements of the first column and the
second column of the entire generator matrix) corresponding to the first group are sct to zero,
and at the same time the column elements (for example, elements of the third column and the
fourth column of the entire géneramr matrix) corresponding to the second group are set to
non-zero. Thus, relevance of check blocks between the first group and the second group can
be reduced, and partial recovery of the first group and the second group can be respectively
implemented by using thc above partial generator matrix Q;. Similarly, when the group
number G of the to-be-stored data is greater than 2, the relevance of check blocks between
different groups may also be reduced based on the dividing principle of two groups. It may be
understood that the specific process of dividing the rows of the entire generator matrix is not
limited in examples of the present disclosure,
[63] It is noted that the m=5 and k=4 in the above equations (1) - (7) ate only application
examples of the present disclosure. In fact, those skilled in the art may adopt other m and k
values, for example, k=10 and m=4, as needed. It is understood that the specific number of the
data blocks and check blocks is not limited in examples of the present disclosure.
[64] To sum up, in a case that the entire check vector in the above step 102 includes elements
associated with the partial data, the above elements are associated with the above partial data
and irrelevant to the data other than the above partial data in the to-be-stored data. Thus,
corresponding partial data may be recovered based on the above partia! check vector without
relying on other data.
{65} In still another alternative example of the present disclosure, the partial data of the
to-be-stored data may specifically include grouped partial data according to the to-be-stored
data. The above partial check data may specifically include:

first partial check data corresponding to single-grouped partial data; and/or

second partial check data corresponding to combined-grouped partial data.
[66] A corresponding coding process may include:

al step Al, coding the single-grouped partial data to obtain corresponding first partial

check data; and/or

at step A2, coding the combined-grouped partial data to obtain corresponding second
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partial check data.

[671 In anbexample, the above to-be-stored data is grouped as needed. For example, when the
group number is G, at step Al, the single-grouped partial data in the G groups is coded to
obtain the corresponding first partial check. That is, the first partial check data may
correspond (o a single group. At step A2, the combined-grouped partial data in the G groups
is coded to obtain the corresponding second partial check data, That is, the second partial
check data may correspond to a combined group, where the number of the combined groups

may be less than G.

[68] After the partial check data is obtained by performing coding at step 102, the partial
check data and its corresponding partial data may be stored at step 103. In an alternative
example of the present disclosure, if the above partial data includes k; data blocks and the
above partial check data includes m, check blocks, these data may be stored in (ky+m))
different storage nodes dispersedly. The sworage node is a logical abstraction of a storage
device and may be a magnetic disk and may also be a storage server, That is, in examples of
the present disclosure, the partial check data and its corresponding partial data may bc stored
dispersedly as single data block or single check block, to disperse the risk of data loss. Of
course, the specific storage manner of the partial check data and its corresponding partial data

is not {imited in examples of the present disclosure.

{69] In an alternative example of the present disclosure, to facilitate addressing of ditferent

partial check data, the method in examples of the present disclosure may further include:

storing a mapping relationship betwecn single-grouped information and a memory

address of the first partial check data; and/or

storing a mapping relationship between combined-grouped information and a
memory address of the second partial check data.

[70] The above single-grouped information may be used to identify a single group, which
may specifically include information, such as, identity (ID), name and so on of the single
group. Similarly, the above combincd-grouped information may also be used to indicate a
combination of a plurality of groups. In an example, the ahove memory address may
specifically includc the storage path corresponding to the storage node. The corresponding

partial check data may be accessed (including read) directly through the storage path.

[71} [n an alternative example of the present disclosure, the method may further include:
generating entire check data corrcsponding to the entire data of the to-be-stored data; and
storing the entire check data. In the alternative example, the entire check data may be stored
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based on the storage of the partial check data, so that the to-be-recovered data may be
recovered based on the entire check data in a case that the partial data and the partial check

data are insufficient to recover the to-be-recovered data.

{72] To sum up, in examples of the present disclosure, the partial check data is obtained by
performing coding based on the partial generator matrix corresponding to the partial data of
the to-be.stored data. Since the rows of the above partial generator matrix may which are
obtained by dividing include zero elements, it can be guaranteed that the above partial check
data is associated with the abovc partial data and irrclevant to data other than the above partial
data in the to-be-stored data. Thus, corresponding partial data may be recovered based on the
above partial check data without relying on other data. That is, in examples of the present
disclosure, it is possible to read only the partial check data and partial data corresponding to
the to-be-recovered data during the data recovery. Therefore, read data volume during the data
recovery can be reduced, thereby substantially reducing /O consumption during data

TECOVErY.
Exam ple of a method of recovery

{73} FIG. 2 illustrates steps of an example of a method of recovering data according to the
present disclosure, which specifically includes the following steps 201 and 202.

|74} At step 201, partial check data and partial data corresponding to to-be-recovered data are
read from prestored data, where the partial check data is obtained by coding entire data of the
to-be-stored data based on a partial generator matrix, the partial generator matrix is obtained
by dividing a row of an entire generator matrix, and rows of the partial gencrator matrix

which are obtained by dividing may include a zero element,

[75] At step 202, the to-be-recovered data is recovered based on the read partial check data
and partial data.

[76] In an example of the present disclosure, the to-be-recovered data may be used to indicate
data with the demands of recovery and usually correspond to invalid data blocks or invalid
check blocks. In an example, the above to-be-recovered data may be indicated by an ID of a
data block or a check block. For example, the to-be-recovered data may include a
to-be-recovered data block Dy that is numbered as X and/or a to-be-recovered check block Cy
that is numbered as Y. The number of the above to-be-recovered data blocks or the
to-be-recovered check blocks may be equal 1o or greater than 1. It may be understood that the
specific to-be-recovered data is not limited in examples of the present disclosure,

[77] In an alternative example of the present disclosure, the above partial data may also
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correspond 1o a group of data blocks of the entire data, that is, the partial data of the example
of the present disclosure may include: at least one data block corresponding to the group.
Further, the partial check data of the example of the present disclosure may also include at
least one check block corresponding to the group. Reading solutions of reading the partial
check data and partial data ¢orresponding to the to-be-recovered data from the prestored data

is provided below in examples of the present disclosure,
Reading solution ]

[78] In reading solution 1, the step 201 of reading the partial check data corresponding to the
to-be-recovered data from the prestored data may specifically include the following sub-steps
Cl and C2.

[79] At sub-step C1, first to-be-recovered data belonging to a single target group is obtained

from the to-be-recovered data.

[80] At sub-step C2, when a data length of the first to-be-recovered data is not greater than a
data length of first partial check data corresponding 1o the single target group, the first partial
check data and the partial data corresponding to the single target group is read from the
prestored data, as the partial check data and partial data corresponding to the first
to-be-recovered data, where the first partial check data is obtained hased on single-grouped
partial data.

[81] In reading solution 1, for the partial data of the single target group and its corresponding
first partial check data, a maximum data length of the {irst to-be-recovered data is allowed to
be cqual to the data length of the first partial check data. For example, partial data of a single
group includes k; data blocks, and first partial check data of the single group specifically
includes m; check blocks. In a case that the data iength of the data block is equal to the data
length the check block, m, invalid blocks (including data blocks and check blocks) among the
(ki+m,) data blocks and check blocks corresponding to the single group can be recovered at

most.

{82} In an example, a mapping relationship between data block information or check block
information and single-grouped information may be prestored, and thus at sub-step C1, the
above mapping relationship may be queried based on information (for example, an identity)
of the to-be-recovered data block or information of the to-be-recovered check block in the
to-be-recovered data, to obtain a single target group to which the to-be-recovered data block
or the to-be-recovered check block belongs, and extract the first to-be-recovered data

belonging to the single target group from the to-be-recovered data. It may be understood that
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the specific process of obtaining the first to-be-recovered data belonging 1o the single target
group from the to-be-recovered data in sub-step C1 is not limited in examples of the present

disclosure.

[83] In an alternative example of the present disclosure, when a comparison result shows that
the data length of the first to-be-recovered data is less than or equal to the data length of the
first partial check data corresponding to the single target group, it may be deemed that the
partial data and the first partial check data of the single target group are sufficient to recover
the first to-be-recovered data. Thus, the first partial check data and the partial data
corresponding to the single target group may be read from the prestored data.

{84} In an alternative example of the present disclosure, the step of reading the first partial
check data corresponding to the single target group from the prestored data may specitfically
include the foilowing sub-steps C21 and C22.

[85] At sub-step C21, a first target memory address of the first partial check data
corresponding to the single target group is obtained based on the prestored mapping
relationship between the single-grouped information and the memory address of the first
partial check data,

[86] At sub-step C22, the corresponding first partial check data is read from the prestored data
based on the first target memory address.

{87] Similarly, a mapping relationship beiwecen the single-grouped information and the
memory address of the partial data may also be prestored and the partial data corresponding to
the above single target group is read based on the mapping relationship. [t may be understood
that the specific process of reading the partial data and the first partial check data

corresponding to the single target group is not limited in examples of the present disclosure.
Reading solution 2

[88] In the reading solution 2, the step 201 of reading partial check data corresponding to the
to-he-recovered data from the prestored data may specifically include the sub-steps D1, D2
and D3

[89] At sub-step D1, first to-be-recovered dara belonging to a single target group is obtained

from the to-be-recovered data.

{90] At sub-step D2, when a data length of the first to-be-recovered data is greater than a data
length of the first partial check data corresponding to the single target group, second
to-be-recovered data belonging to a target combined group is obtained from the

17



15

20

25

30

CA 03053855 2019-08-16

to-be-recovered data; the target combined group may specifically include the single target
group.

{91} At sub-step D3, when a data length of the second to-be-recovered data is not greater than
a data length of second partial check data corresponding to the target combined group, the
second partial check data and the partial data corresponding to the target combined group are
read from the prestored data as the partial check data and partial data corresponding to the
second to-be-recovered data, where the second partial check data may be obtained based on

the partial data of the combined group,

[92] In the reading solution 2, when the data length of the first to-be-recovered data is greater
than the data length of the first partial check data corresponding to the single target group, for
example, when the first to-be-tecovered data includes three data blocks and the first partial
check data includes two check blocks, it may be deemed that the partial data and the partial
check data corresponding to the single target group are insufficient to recover the first
to-be-recovered data. In this case, the second to-be-recovered data may be recovered based on

the second partial check data and the partial data corresponding to the target combined group.

[93] Relative tc a case that the first to-be-recovered data corresponds to the single target
group, the second to-be-recovered data may correspond to the target combined group.
Specifically, the second to-be-recovered data may specifically include the first
to-be-recovered data. The target combined group may specifically include the single target
group, that is, the single target group is a subset of the target combined group. In an example
of the present disclosure, G single groups are represented as Gy, Gy, ...,Gg.) respectively, and
a combined group may specifically include at least two of the above G single groups. It is
assumed that the first to-be-recovered data includes three data blocks in the single group Go
and the number of check blocks of the single group Go is two, target combined groups
including G, for example, {Gq, G;}, {Ge, G2}, and {Ga, G, G2}, may be obtained. It is noted
that invalid blocks may exist or unexist in the single groups other than Gy in the target
combined groups, and thus the above second to-be-recovered data may be greater than the

first to-be-recovered data, or may also be equal to the first to-be-recovered data.

[941 For the partial data of the target combined group and its corresponding second pariial

check data, & maximum data length of the second to-be-recovered data is equal to a data

length of the second partial check data, For example, if the partial data of the target combined

group includes {k;+k;) data blocks and the partial check data of the target combined group

includes {m+m3) check blocks, in a case that the data length of data block is equal 1o the data

length of check block, (m+m;) invalid blocks (including data blocks and check blocks)
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among the (ki+ka+mi+my) of data blocks and check blocks corresponding to the tarpet

combined group can be recovered at most.

{95] In an example, a mapping relationship between the data block information or the check
block information and the combined-grouped information may be prestored, Thus, at sub-step
D2, the mapping relationship may be queried based on the information (e.g. identity) of the
first to-be-recovered data, to obtain the target combined group to which the first
to-be-recovered data belongs and extract the second to-be-recovered data belonging to the
target combined group from the to-be-recovered data. It may be understood that the specific
process of obtaining the second to-be-recovered data belonging to the target combined group
from the to-be-recovercd data in sub-step D2 is not limited in examples of the present
disclosure. For example, a mapping relationship between the single-grouped information and
the combined-grouped information may also be queried based on the information of the single

target group to obtain the target combined group corresponding to the single target group.

{96} In an altemative example of the present disclosure, when a comparison result shows that
the data length of the second to-be-recovered data is less than or equal to the data length of
the second partial check data corresponding to the target combined group, it may be deemed
that the partial data and the second partial check data of the target combined group are
sufficient to recover the sccond to-be-recovered data, Thus, the second partial check data and
the partial data corresponding to the target combined group may be read from the prestored
data.

[97] In another alternative example of the present disclosure, the step of reading the second
partial check data corresponding to the target combined group from the prestored data may

specifically include the following sub-sub-steps D31 and D32.

[98] At sub-sub-step D31, a second target memory address of the second partial check data
corresponding fo the target combined group is obtained based on the prestored mapping
relationship between the combined-grouped information and the memory address of the

sccond partial check data;

[99] AL sub-sub-step D32, the corresponding second partial check data is read from the

prestored data based on the second target memory address.

{100] Similarly, a mapping relationship between the target combined-grouped information
and the memory address of the partial data may be prestored. The partial data corresponding
to the above target combined group is read based on the mapping relationship. It may be
understood that the specific process of reading the partial data and the second partial check
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data corresponding to the target combined group is not limited in examples of the present

disclosure.

[101] Through the reading solutions | and 2, the process of reading the partial check data and
partial daia corresponding to the to-be-recovered data from prestored data is detailed above. It
may be understood that those skilled in the art may adopt any one or a combination of the
above reading solution 1 and the above reading solution 2 as needed, or may adopt other
reading solution. The specific process of reading the partial check data and partial data
corresponding to the to-be~-recovered data from prestored data is not limited in the present

disclosure.

{162] In an example, the to-be-recovered data may specifically include: a to-be-recovered
data block and/or a to-be-recovered check block. When the to-be-recovered data only includes
a to-be-recovered check block, the partial data may be re-coded to obtain the corresponding
to-be-recovered check block. The recovery process of the to-be-recovered data block is

mainly detailed in examples of the present disclosure,

[103] In an alternative example of the present disclosure, if the read partial check data is
obtaincd by coding the partial data independently, a corresponding recovery process may
specifically include: constructing an entire decoding matrix; the entire decoding matrix may
specificaliy include: a row of an entirc gencrator matrix and a row of an identity matrix,
where the row of the identity matrix does not include a row corresponding to the
to-be-recovered data, the number of rows of the entire generator matrix is equal to the number
of rows corresponding to the to-be-recovered data, and the entire decoding matrix is a square
matrix; and decoding the partial check data and the partial data based on the entire decoding

matrix to obtain raw data corresponding to the to-be-recovered data.

[104] If the raw data of the partial data includes k; data blocks and the raw data of the partial
check data includes m, check blocks, the corresponding identity matrix I, may be a k;xk,
square matrix_If one data block is invalid, a row corresponding to the invalid data block may
be removed from the identity matrix I;, where the removed row may correspond to the invalid
data block, If the invalid data block is originally located at an i-th (1< i< k;) row of the
identity matrix, the i-th row may also be removed from the identity matrix. [t is noted that the
removed i-th row may bc compensated by a row of the entire generator matrix so that the

above entire decoding matrix is & square matrix.

[105] In an example of the present disclosure, if k=4, the entire generator matrix is the matrix
P in the equation (1) and the invalid data block is the first data block Dy, the first row may be

removed from the 4x4 identity matrix , and a row corresponding to a valid check block in the
20
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entire generator matrix is compensated. If the number of rows corresponding to the valid
check blocks is greater than 1, any of those rows (such as, the first row) may be selected.

Herein an entire decoding matrix correspanding to the above example is provided:

if 0100
0010
S= | 8
i 0 00! @)
I I
[106] In an alternative example of the present disciosure, the invalid data block Dy may be
decoded through the equation (9) based on the entire decoding matrix S, the partial data block

Dy, D, and Ds, and the partial check block Cy:

01 0 0} [D, D, |
001 0D} _|D, )
000 1] |D, D,
11 rxj D, C,

[107] Since the matrix S in the equation (9) is an invertible matrix, recovered raw data may be
obtained by multiplying the inverse matrix S of the matrix S by both sides of the equation

(9

D, D,'i
{)i . -1 D—s
P ST h 10
Dz% S D3 ( )
LDL{ COJ

[108] In another alternative example of the present disclosure, if the read partial check data is
obtained by coding the entire data, the step 202 of recovering the to-be-recovered data based
on the read partial check data and the partial data may include the sub-steps E1 and E2.

[109] At sub-step El, a partial decoding matrix is constructed; the partial decoding matrix
tnay specifically include a row of the identity matrix and a row of the partial generator matrix,
The rows of the identity matrix do not include a row corresponding to the to-be-recovered

data and the partial decoding matrix may be a square matrix.

{110] At sub-step E2, raw data corresponding to the to-be-recovered data is obtained by
decoding the partial check data and the partial data based on the partial decoding matrix.

{111] In an application example of the present disclosure, it is assumed that four data blocks
Dy, Dy, D; and Dj are divided into two groups, the first group includes Do and D: and the
second group includes D; and Ds, and the entire data Dy, Dy, D; and Ds is coded based on the
partial generator matrix Q; of the equation (6). When Dyg is invalid, Dy may be recovered

based on the valid data block D, and the check block Cy. The corresponding partial decoding
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matrix T is expressed as:

L0
1—{} J (in

[112] In an alternative example of the present disclosure, the invalid data block Dy may be
decoded through the equation (11) based on the partial decoding matrix T, the partial data
block Dy and the partial check block Cy:

o 1] [, D,

o[

L e I Lo

{113] Since the matrix T in the equation (12) is an invertible matrix, recovered raw data may
be obtained by multiplying the inverse matrix T"' of the matrix T by both sides of the

B

{114} In another application example of the present disclosure, when the partial data blocks

equation (12):

Do and D: are invalid at the same time, Dy and Dy may be recovered based on the valid check

blacks Cp and Cy. The corresponding partial decoding matrix T may be expressed as:

_[r 1
”[1 2] (14

[L15] It may be understood that thosc skilled in the art may perform recovery of the
to-be-recovered data flexibly based on the sub-steps El and E2 as needed. The specific

recovery process is not limited in examples of the present disclosure.

{116} In an alternative example of the present disclosure, the method may further include:
reading corresponding entire check data and entire data from prestored data when the data
length of the second to-be-recovered data is greater than the data length of the second partial
check data corresponding to the target combined group; recovering the to-be-recovered data
based on the read entire check data and entire data. In a case that the partial data and the
second partial check data are insufficient to recover the to-be-recovered data, the
to-be-recovered data may be recovered based on the entire check data in the alternative

example. Thus, reliability of data storage can be guaranteed.

[117} To help those skilled in the art to better understand the examples of the present
disclosure, FIG. 3 illustrates a flowchart of steps of an example of a methed of storing and
recovering data according to the present disclosure, which specifically includes the following
steps 301-308.

[118] At step 301, partial generator matrix corresponding to partial data of to-be-stored data is
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obtained by dividing a row of the entire geperator matrix based on the partial data of the
o-be-stored data;, the rows of the partial generator matrix which are obtained by dividing may

include a zero element,

[119] At step 302, entire check data corresponding to entire data of the to-be-stored data is
obtained by coding the entire data of the to-be-stored data based on the partial generator
matrix, where the entire check data may specifically include partial check data associated with
the partial data.

[120] At step 303, elements associated with the partial data and its corresponding partial data

are stored.

[121] At step 304, partial check data and partial data corresponding to the to-be-recovered

data are read from the prestored data.

{122} At step 3085, it is determined whether a data length of to-be-recovered data is greater
than a dats length of the corresponding partial check data. If no, the step 306 is performed and
if yes, the step 309 is performed.

{123] At step 306, a partial decoding matrix is constructed. The partial decoding matrix may
specifically include at least one of the identity matrix without a row cotresponding to the
to-be-recovered data and the partial generator matrix, and the partial decoding matrix is a

square matrix.

[124] At step 307, raw data corresponding to the to-be-recovered data is obtained by decoding
the partial check data and the partial data hased on the partial decoding matrix,

[125] At step 308, the corresponding entire check data and entire data are read from the
prestored data and the to-be-recovered data is recovered based on the read entire check data

and cntire data.

{126] 1t is noted that step 304 may implement the read of the partial check data and the partial
data by using any one or a combination of the reading solution 1 and the reading solution 2,
and step 306 may implement data recovery based on sub-steps E1 and E2, and the recovery
process of step 308 may be referred to the recovery process of obtaining the partial check data
by coding the partial data independently as above, which is not repeated herein.

{127] It is noted that, for simplicity of description, the method examples are expressed as a
combination of a series of actions. However, those skilled in the art shall know that the
exampies of the present disclosure are not limited by a sequence of the described actions

because some steps may be adopted in another sequence or simultanecusly based on the
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example of the present disclosure. Next, those skilled in the art also should know that the
examples described in the specification are all preterred examples and the actions involved

are not necessarily required by the examples of the present disclosure.
Example of storage apparatus

[128] FIG. 4 is a schematic diagram illustrating a hardware structure of an apparatus for
storing data according to an example of the present disclosure. The apparatus for storing data
may include a processor 41 and a machine readable storage medium 42. The processor 41 and
the machine readable storage medium 42 are usually connected with cach other via an internal
bus 43. In other possible implementations, the apparatus for storing data may further include

an external interface 44 to communicate with other devices or components,

{129] In different examples, the machine readable storage medium 42 may include: a Radom
Access Memory (RAM), a volatile memory, a nonvolatile memory, a flash memory, a storage
drive {¢.g. hard disk drive), a solid state hard disk, any type of storage disk {e.g., optical disk,

Digital Video Disk (DVD)), or a similar storage medium, or a combination thereof.

|130] Further, the machinc readable instructions corresponding to the conirol logic 50 for
storing data exccuted by the processor 41 can be stored on the machine readable storage
medium 42. In this case, when the processor 41 reads and exccutes the machine rcadable
instructions stored on the machine readable storage medium 42, the processor 41 can execute
the above method of storing data. Divided by functions, as shown in FIG. 5, the control logic
50 for storing data may include dividing module 501, coding module 502 and partial storing
module 503.

[131] Dividing module 501 is configured to obtzin a partial generator matrix corresponding o
partial data of to-be-stored data by dividing a row of an entire generator matrix based on the
partial data of to-be-stored data. The rows of the partial generator matrix which are obtained

hy dividing may include a zero element.

[132] Coding module 502 is configured to generate entire check data corresponding to entire
data of the to-be-stored data by coding the entire data of the to-be-stored data based on the
partial generator matrix. The entire check data may specifically include: partial check data
associated with the partial data,

[133] Partial storing module 503 is configured to store the partial check data and partial data
corresponding to the partial check data,

1134} In an altcrnative cxampic of the present disclosure, the control logic 50 for storing data

may further include: obtaining module configured to obtain the partial data of the to-be-stored
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data.
{135] The obtaining module may further include:
dividing sub-module, configured to divide the to-be-stored data into data blocks; and

grouping sub-module, configured to group the data blocks and obtain the partial data

according to each of the groups.

[136] In anothcr alternative example of the present disclosure, the partial data of the
to-be-stored data may specifically include grouped partial data based on the to-be-stored data,
the partial check data may specifically include:

first partial check data corresponding to single-grouped partial data; and/or

sccond partial check data corresponding to combined-grouped partial data.

{137] In another alternative example of the present disclosure, the control logic 50 for storing

data may further include:

first relationship storing module, configured to store a mapping relationship between

single-grouped information and a memory address of the first partial check data; and/or

second relationship storing module, configured to store 2 mapping relationship between
combined-grouped information and a memory address of the second partial check data.

[138] In another alternative example of the present disclosure, the control logic 50 for storing

data may further include;

entire checking generator module , configured to gencrate the entire check data

corresponding to the ertire data of the to-be-stored data;
entire storing module, configured to store the entire check data,

[139] The following is an example of software implementation which further explains how
the apparatus for storing data to execute the control logic 50. In the example, the control logic
in present disclosure may he understood as machine readable instructions stored on machine
readable storage medium 42, When (he processor 4] on the apparatus for storing data of the
present disclosure executes the control logic, by invoking the machine readable instructions
siored on the machine readable storage medium 42, the processor 41 is configured to execute

the following operations:

obtaining a partial generator matrix corresponding to partial data of to-be-stored data by
dividing & row of an entire generator matrix based on the partial data of to-be-stored data;
where the rows of the partial generator matrix which are obtained by dividing include a zero
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element;

generating entire check data corresponding to entire data of the to-be-stored data by
coding the entire data of the to-be-stored data based on the partial generator matrix , where the
entire check data includes partial check data associated with the partial data; and

storing the partial check data and partial data corresponding to the partial check data.

{140] In the example, when obtaining the partial data of the to-be-stored data, the machine
rcadable instructions stored on the machine readable storage medium 42 cause the processor
41 to:

divide the to-be-stored data into data blocks;

group the data blocks;

obtain the partial dats according to each of the groups.

[141] In the example, the partial data of the to-be-stored data may include grouped partial data

based on the to-be-stored cata.

[142] In the example, the partial check data may include:
first partial check data corresponding to single-grouped partial data; and/or
second partial check data corresponding to combined-grouped partial data.

[143] In the example, the machine readable instructions stored on machine readable storage

medium 42 further cause the processor 41 to:

store a mapping relationship between single-grouped information and a8 memory address

of the first partial check data; and/or

store a mapping relationship between combined-grouped information and a memory

address of the second partial check data,

[144] Since the examples of the apparatus for storing data arc substantially similar to the
examples of the method for storing data, simple descriptions are made here and refevant part
may be referred to partial descriptions of the examples of the method of storing data.

Example of recovery apparatus

[145] FIG. 6 is a schematic diagram illustrating a hardware structure of an apparatus for
recovering data according to an example of the present disclosure. The apparatus for
recovering data may includc a processor 61 and a machine readable storage medium 62. The

processor 61 and the machine readable storage medium 62 are usually connected with each
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other via an internal bus 63. In other possible implementations, the apparatus for recovering
data may also include an external interface 64 to communicate with other devices or

components.

[146) In different examples, the machine readable storage medium 62 may be: a RAM
(Radom Access Memory), a volatile memory, a nonvelatile memory, 2 flash memory, a
storage drive (e.g. hard disk drive), a solid state hard disk, any type of storage disk (e.g.,
optical disk, Digital Video Disk (DVD)), or a similar storage medium, or a combination

thereof.

[147] Further, the machine readable instructions corresponding to the control logic 70 for
recovering data executed by the processor 61 can be stored on storage medium 62, In this case,
when the processor 61 reads and executes the machine readable instructions stored on the
machine readable storage medium 62, the processor 61 can execute the above method of
recavering data. Divided by functions, as shown in FIG. 7, the control logic 70 for recovering

data may include reading module 701 and recovering module 702.

{148] Reading module 701 may be configured to read partial check data and partial data
corresponding to to-be-recovered data from prestored data for to-be-recovered data, where the
partial check data is obtained by coding entire data of the to-be-stored data based on a partial
generator matrix, the pariial gencrator matrix is obtained by dividing a row of an entire
generator matrix, and rows of the partial generator matrix which are obtained by dividing

include a zero element.

{149] Recovering module 702 may be configured to recover the to-be-recovered data based
on the read partial check data and partial data.

[150] In a summary of an alternative example of the present disclosure, the recovering

module 702 may specifically include:

constructing sub-module, configured to construct partial decoding matrix; the partial
decoding matrix may specifically include: a row of an identity matrix and a row of the partial
generator matrix, the row of the identity matrix does not include a row comesponding to the
to-be-recovered data and the partial decoding matrix is a square matrix; and

decoding sub-module, contigured to obtain raw data corresponding to the to-be-recovered
data by decoding the partial check data and partial data based on the partial decoding matrix.
[151] In an alternative example of the present disclosure, the reading module 701 may

specifically include:
first obtaining sub-module, configured to obtain first to-be-recovered data belonging to a
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single target group from the to-be-recovered data; and

first reading sub-module, configured to when a data length of the first to-be-recovered
data is not greater than a data length of first partial check data corresponding to the single
target group, read first partial check data and partial data corresponding to the single target
group from the prestored data, as partial check data and partial data corresponding to the first
to-be-recovered data; where the first partial check data is obtained based on single-grouped

partial data,

[152] In an altemative example of the present disclosure, the first reading sub-module may

specifically include:

first address obtaining unit, configured to obtain a first target memory address of the first
partial check data corresponding to the single target group based on a prestored mapping
relationship between single-grouped information and a memory address of the first partial

check data;

first reading unit, configured to read the first partial check data from the prestored data

based on the first target memory address.

[153] In an alternative cxample of the present disclosure, the reading module 701 may
specifically include:

first obtaining sub-module, configured to obtain first to-be-recovered data belonging lo a

single target group from the to-be-recovered data;

second obtaining sub-module, configured to when a data length of the first
to-be-recovered data is greater than a data length of first partial check data corresponding to
the single target group, obtain second to-be-recovered data belonging to a target combined
group from the to-be-recovered data, where the target combined group includes the single
target group;
[154] second reading sub-module, configured to when a data length of the second
to-be-recovered data is not greater than a data length of second partial check data
corresponding to the target combined group, read the second partial check data and partial
data corresponding to the target combined group from the prestored data, as partial check data
and partial data corresponding to the second to-be-recovered data, where the second partial

check data is obtained based on combined-grouped partial data.

[155] In an alternative example of the present disclosure, the second reading sub-moduie may

specifically include:
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second address obtaining unit, configured to obtain a second target memory address of
the second partial check data corresponding to the target combined group based on a prestored
mapping relationship between combined-grouped information and a memory address of the

second partial check data;

first reading unit, configured to read the sccond partial check data from the prestored data

based on the second target memory address,

[156] In an alternative example of the present disclosure, the control logic 70 for recovering

data may further include:

entire reading module, configured to read the corresponding entire check data and entire
data from prestored data when {he data length of the second to-be-recovered data is greater
than the data length of the second partial check data corresponding to the target combined

group; and

entire recovering module, configured to recover the to-be-recovered data based on the

read entire check data and the entire data,

[157] The following is an example of software implementation which further explains how an
apparatus for recovering data to execute the control logic 70. In the example, the controf logic
in present disclosure may be undersiood as machine readable instructions stored on machine
readablc storage medium 62. When the processor 61 on the apparatus for recovering data of
the present disclosure cxecutes the control logic, by invoking the machine readable
instructions stored on the machine readable storage medium 62, the processor 61 executes the

following operations:

reading partial check data and partial data corresponding to to-be-recovered data from
prestorec data, where the partial check data is obtained by coding entire data of the
to-be-stored data based on a partial generator matrix, the partial generator matrix is obtained
by dividing a row of an entire generator matrix, and rows of the partial generator matrix

which are obrained by dividing include a zero element;
recovering the to-be-recovered data based on the read partial check data and partial data,

[158] In the example, when recovering the to-be-recovered data based on the read partial
check data and partial data, the machine readable instructions cause the processor to;
construct a partial decoding matrix, where the partial decoding matrix includes: a row of
an identity matrix and a row of the partial gencrator matrix, the row of the identity matrix
does not include a row corresponding to the to-be-recovered data and the partial decoding
matrix Is a square matrix; and
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obtain raw data corresponding to the to-be-recovered data by decoding the partial check
data and partial data based on the partial decoding matrix.
[159] in the example, when reading the partial check data corresponding to the
to-be-recovered data from the prestored data, the machine readable instructions cause the

processor to:

obtain first to-be-recovered data belonging to a single target group from the

to-be-recovered data;

when a data length of the first to-be-recovercd data is not greater than a data length of
first partial check data corresponding to the single target group, rcad first partial check data
and partial data corresponding to the single target group from the prestored data, as partial
check data and partial data corresponding to the first to-be-recovered data, where the first
partial check data is obtained based on single-grouped partial data.

{160] In the example, when reading the first partial check data corresponding to the single
target group from the prestored data, the machine readable instructions cause the processor to:

obtain a first target memory address of the first partial check data corresponding to the
single target group based on a prestored mapping relationship between single-grouped
information and a memory address of the first partial check data; and

read the first partial check data from the prestored data based on the first target memory

address.

{161] In the example, when reading the partial check data corresponding to the
to-be-recovered data from the prestored data, the machine readable instructions cause the

processor to:

obtain first to-be-recovered data belonging to a single target group from the

ta-be-recovered data;

when a data length of the first to-be-recovered data is greater than a data length of first
partial check data corresponding to the single target group, obtain second to-be-recovered data
belonging to a target combined group from the to-be-rccovered data, where the target

combined group comprises the single target group;

when a data length of the second to-be-recovered data is not greater than a data length of
second partial check data corresponding to the target combined group, read the second partial
check data and partial data corresponding to the target combined group from the prestored
data, as partial check data and partial data corresponding to the second to-be-recovered data,

where the second partial check data is obtained based on combined-grouped pértial data,
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{162] In the example, when reading the second partial check data corresponding to the target
combined group from the prestored data, the machine readable instructions cause the

processor to:

obtain a second target memory address of the second partial check data corresponding to
the target combined group based on a prestored mapping relationship between

combined-grouped information and a memory address of the second partial check data;

read the second partial check data from the prestored data based on the sccond target

memory address.

[163] Since the examples of the apparatus are basically similar to the examples of the method,
simple descriptions arc made here and relevant part may be referred to partial descriptions of

the examples of the method.

[164] Each example of the specification is described in a progressive manner and each
exampie stresses the differences from other examples. The same or similar parts between

different examples may be referred to each other.

[165] Those skilled in the art should understand that methods, apparatuses, or computer
program products may be provided by examples of the present disclosure. Thus, entire
hardware examples, entire softwarc examples or examples combining software and hardware
may be adopted in the present disclosure. Further, examples of the present disclosure may use
the form of a computer program product that is operated on one or more computer available
storage medium (including but not limited to magnetic disk memory, CD-ROM, and optical

memory and 5o on) including computer available program codes.

[166] In a typical configuration, the computer device may include one or more central
processing units (CPU), an input/output interface, a network interface and a memory. The
memory may include a non-permanent memory, a random access memory (RAM) and/or a
nonvolatile memory and so on in a computer readable storage medium, such as Read Oniy
Memory (ROM), or Flash RAM. The memory is an example of the computer readable storage
medium. The computer readable medium includes 2 permanent type and 2 non-permanent
type, mobile and non-mobile medium. Information storage may be implemented by any
method or technology. The infonmation may be computer readable instructions, data structure,
program modules or other data. The examples of the computer storage medium includc but
not limited to phase change random access memory (PRAM), Static Random Access Memory
(SRAM), Dynamic Random Access Mcmory (DRAM), other types of RAMs, ROM,
Electrically Erasable Programmabic Read-Only Memory (EEPROM), flash memory, or other
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memory technologies, Compact Disc Rcad-Only Memory (CDROM), Digital Versatile Disc
(DVD), or other optical storages, cassette magnetic tapes, magnetic tape and magnetic disc
storage or other magnetic storage devices or other non-transmission medium, which may be
used to store information accessible by a computer device. According to the definition in the
text, the computer readable medium does not include transitory computer readable media such

as moduiated data signals and carrier waves.

[167] Examples of the present disclosure are described by referring to flowcharts and/or block
diagrams of a method, a terminal device (a system) and a computer program product in
examples of the present disclosure, It is understood that each flowchart and/or block in the
flowchants and/or the block diagrams or a combination of a flow chart and/or a block of the
flowcharts and/or the block diagrams may be implemented by computer program instructions.
These computer program instructions may be provided to a general-purpose computer, a
dedicated computer, an embedded processor, or a processor of another programmable data
processing device to generate a machine, so that the instructions executed by a computer or a
processor of another programmable data procgssing device gencralc an apparatus for
implementing functicns designated in one or more flows of the flowcharts and/or one or more
blocks of the block diagrams.

{168} Further, these computer program instructions may also be stored in a computer readable
memory that can direct a computer or another programmable data processing device to work
in & particular manner, so that the instructions stored in the computer readable memory
generate a product including an instruction apparatus and the instruction apparatus can
implement functions designated in one or more flows of the flowcharts and/or one or more

blacks of the block diagrams,

[169] The computer program instructions may also be loaded on a computer or another
programmable data processing devices, so that a series of operation steps can be executed on
the computer or another programmable device to generate processing implemented by the
computer, and thus instructions executable on the computer or another programmable device
are provided for steps for realizing functions designated in one or more flows of the

flowcharts and/or one or more blocks of the block diagrams.

{170] Although the preferred examples of the present disclosure are already described, those
skilled in the art may make additional changes or modifications to the examples once
knowing the basic creative concepts. Thus, the appended claims are intended to include the
preferred cxamples and all changes and modifications that all fall within the protection scope
of the examples of the present disclosure.
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[171] It shall be noted that the relational terms such as “first” and “second” used herein are
merely intended to distinguish one entity or operation from another entity or operation rather
than to require or imply any such actual relation or order existing between these entities or

1 Y

operations. Also, the term “including”, “containing” or any variation thereof is intended to
encompass non-exclusive inclusion, so that a process, method, article or device including a
series of clements includes not only those ¢lements but also other elements not listed
explicitly or those clements inherent to such a process, method, article or device. Without
more limitations, an element defined by the statement “including a...” shall not be precluded
to include additional same elements present in a process, method, articie or device including

the elements.

{172} The above are detailed descriptions of a method and an apparatus for storing data and a
method and an apparatus for recovering data provided according to the examples of the
present disclosure. Specific examples are used herein to set forth the principles and the
implementing methods of the present disclosure, and the descriptions of the above examples
are only meant to help understanding of the method and the core idea of the present disclosure.
Meanwhile, those of ordinary skill in the art may make alterations to the specific examples
and the scope of application in accordance with the idea of the present disclosure. In
conclusion, the contents of the present specification shall not be interpreted as limiting to the

present disclosure.
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Claims:

1. A system for storing data, includes:

a dividing module configured to:

divide to-be-stored data into k data blocks, wherein k is an integer greater than 1;
form a first matrix of k rows and 1 column with the k data blocks;

group the k data blocks into a plurality of groups;

obtain a partial generator matrix by dividing, based on the plurality of groups, a row of an entire
generator matrix into R rows, R being an integer greater than 1, the entire generator matrix being a
matrix of m rows and k columns, m being an integer greater than 1, the partial generator matrix
being a matrix of m+R—1 rows and k columns, wherein rows of the partial generator matrix which
are obtained by dividing comprise a zero ¢lement, an element which is in a divided row of the
partial generator matrix and corresponds to one of the plurality of groups is non-zero, an element
which is in the divided row of the partial generator matrix and corresponds to other groups of the

plurality of groups is zero;
a coding module configured to:

generate entire check data corresponding to entire data of the to-be-stored data by multiplying the
partial generator matrix by the first matrix, wherein the entire check data comprises partial check

data associated with the plurality of groups ; and
a partial storing module configured to:

store the plurality of groups and the and partial check data corresponding to the plurality of groups.

The system of claim 1, wherein the dividing module further includes an obtaining sub-module

configured to obtain the to-be-stored data.

3. The

system of claims 1 or 2, wherein the dividing module further includes a dividing sub-module

configured to divide the to-be-stored data into data blocks.

34

Date Recue/Date Received 2022-08-22



4. The system of any one of claims 1 to 3, wherein the dividing module further includes a grouping sub-

module configured to group the data blocks.

5. The system of any one of claims 1 to 4, further includes:

a first relationship storing module, configured to store a mapping relationship between group
information and a memory address of the partial check data, wherein the group information is

configured to identify the plurality of groups.

6. The system of claim 1, further includes an entire checking generator module.

7. The system of claim 6, wherein the entire checking generator module is configured to generate entire
check data corresponding to entire data of the to-be-stored data by coding the entire data of the to-be-
stored data based on the partial generator matrix.

8. The system of claim 7, wherein the entire check data comprises partial check data associated with the

plurality of groups.

9. The system of claim 1, further includes an entire storing module configured to store the partial check
data.

10. The system of claim 9, wherein the entire storing module is configured to store the partial check data
and plurality of groups corresponding to the partial check data.

11. An apparatus for storing data, includes:
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a processor configured to execute machine readable instructions, wherein the machine readable

instructions include:

dividing to-be-stored data into k data blocks, wherein k is an integer greater than 1;
forming a first matrix of k rows and 1 column with the k data blocks;

grouping the k data blocks into a plurality of groups;

obtaining a partial generator matrix by dividing, based on the plurality of groups, a row of
an entire generator matrix into R rows, R being an integer greater than 1, the entire
generator matrix being a matrix of m rows and k columns, m being an integer greater than
1, the partial generator matrix being a matrix of m+R—1 rows and k columns, wherein rows
of the partial generator matrix which are obtained by dividing comprise a zero element, an
element which is in a divided row of the partial generator matrix and corresponds to one
of the plurality of groups is non-zero, an element which is in the divided row of the partial

generator matrix and corresponds to other groups of the plurality of groups is zero;

generating entire check data by multiplying the partial generator matrix by the first matrix,
wherein the entire check data comprises partial check data associated with the plurality of
groups; and

storing the plurality of groups and the partial check data associated with the plurality of
groups.

12. The apparatus of claim 11, wherein the machine readable instructions further include:

storing a mapping relationship between group information and a memory address of the partial

check data, wherein the group information is configured to identify the plurality of groups.

13. A method of storing and recovering data, comprising:
obtaining a partial generator matrix corresponding to partial data of to-be-stored data by
dividing to-be-stored data into k data blocks, wherein k is an integer greater than 1;

forming a first matrix of k rows and 1 column with the k data blocks;
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grouping the k data blocks into a plurality of groups representing the partial data;

obtaining a partial generator matrix by dividing, based on the plurality of groups, a row of an entire
generator matrix into R rows, R being an integer greater than 1, the entire generator matrix being a
matrix of m rows and k columns, m being an integer greater than 1, the partial generator matrix
being a matrix of m+R—1 rows and k columns, wherein rows of the partial generator matrix which
are obtained by dividing comprise a zero element, an element which is in a divided row of the
partial generator matrix and corresponds to one of the plurality of groups is non-zero, an element
which is in the divided row of the partial generator matrix and corresponds to other groups of the

plurality of groups is zero;

generating entire check data by multiplying the partial gencrator matrix by the first matrix, wherein
the entire check data comprises partial check data associated with the plurality of groups; and

storing the plurality of groups and the partial check data associated with the plurality of groups;

reading partial check data and partial data corresponding to to-be-recovered data from prestored
data, wherein the partial check data is obtained by coding entire data of the to-be-stored data based
on a partial generator matrix, the partial generator matrix is obtained by dividing a row of an entire
generator matrix, and rows of the partial generator matrix which are obtained by dividing comprise

a zero element; and

determining whether a data length of the to-be-recovered data is greater than a data length of the
corresponding partial check data,

where if no, constructing a partial decoding matrix, wherein the partial decoding matrix comprises:
a row of an identity matrix and a row of the partial generator matrix, the row of the identity matrix
does not include a row corresponding to the to-be-recovered data, and the partial decoding matrix

is a square matrix;

obtaining raw data corresponding to the to-be-recovered data by decoding the partial check data
and partial data based on the partial decoding matrix; and

recovering the to-be-recovered data based on the read partial check data and partial data.

14. The method of claim 13, further includes:

storing a mapping relationship between group information and a memory address of the partial
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check data wherein the group information is configured to identify the plurality of groups.

15. The method of claim 13, wherein the method of reading partial check data and the partial data

corresponding to the to-be-recovered data from the prestored data, further includes:

obtaining first to-be-recovered data belonging to a single target group from the to-be-recovered

data; and
when a data length of the first to-be-recovered data is not greater than a data length of
first partial check data corresponding to the single target group, reading first partial check data

and partial data corresponding to the single target group from the prestored data, as partial check
data and partial data corresponding to the first to-be-recovered data, wherein the first partial check
data is obtained based on single-grouped partial data.

16. The method of claim 13, wherein the method of reading the first partial check data and the partial data
corresponding to the single target group from the prestored data, further includes:

obtaining a first target memory address of the first partial check data corresponding to the single
target group based on a prestored mapping relationship between single-grouped information and a

memory address of the first partial check data; and

reading the first partial check data from the prestored data based on the first target memory address.

17. The method of claim 13, wherein the method of reading partial check data and the partial data

corresponding to the to-be-recovered data from the prestored data, further includes:

obtaining first to-be-recovered data belonging to a single target group from the to-be-recovered
data;

when a data length of the first to-be-recovered data is greater than a data length of first partial check
data corresponding to the single target group, obtaining second to-be-recovered data belonging to
a target combined group from the to-be-recovered data, wherein the target combined group

comprises the single target group; and

when a data length of the second to-be-recovered data is not greater than a data length of second
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partial check data corresponding to the target combined group, reading the second partial check
data and partial data corresponding to the target combined group from the prestored data, as partial
check data and partial data corresponding to the second to-be-recovered data, wherein the second

partial check data is obtained based on combined-grouped partial data.

18. The method of claim 17, wherein the method of reading the second partial check data and the partial
data corresponding to the target combined group from the prestored data, further includes:

obtaining a second target memory address of the second partial check data corresponding to the
target combined group based on a prestored mapping relationship between combined-grouped

information and a memory address of the second partial check data; and

reading the second partial check data from the prestored data based on the second target memory
address.

19. A method of storing data, comprising:
dividing to-be-stored data into k data blocks, wherein k is an integer greater than 1;
forming a first matrix of k rows and 1 column with the k data blocks;
grouping the k data blocks into a plurality of groups;

obtaining a partial generator matrix by dividing, based on the plurality of groups, a row of an entire
generator matrix into R rows, R being an integer greater than 1, the entire generator matrix being a
matrix of m rows and k columns, m being an integer greater than 1, the partial generator matrix
being a matrix of m+R—1 rows and k columns, wherein rows of the partial generator matrix which
are obtained by dividing comprise a zero element, an element which is in a divided row of the
partial generator matrix and corresponds to one of the plurality of groups is non-zero, an element
which is in the divided row of the partial generator matrix and corresponds to other groups of the

plurality of groups is zero;

generating entire check data by multiplying the partial generator matrix by the first matrix, wherein
the entire check data comprises partial check data associated with the plurality of groups; and

storing the plurality of groups and the partial check data associated with the plurality of groups.
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20. The method of claim 19, further comprising:

storing a mapping relationship between group information and a memory address of the partial

check data wherein the group information is configured to identify the plurality of groups.
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Obtain a partial generator matrix corresponding to partial data
of to-be-stored data by dividing a row of an entire generator
matrix based on the partial data of to-be-stored data, where

rows of the partial generator matrix which are obtained by

dividing include a zero element
/_ 102

Generate an entire check data corresponding to entire data of
the to-be-stored data by coding the entire data of the to-be-
stored data based on the partial generator matrix, where the
entire check data may specifically include partial check data
associated with the partial data
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Store the partial check data and partial data corresponding to
the partial check data

FIG. 1
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Read partial check data and partial data corresponding to to-
be-recovered data from prestored data, where the partial check
data is obtained by coding entire data of the to-be-stored data
based on a partial generator matrix, the partial generator
matrix is obtained by dividing a row of an entire generator
matrix, and rows of the partial generator matrix which are

obtained by dividing may include a zero element
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Recover the to-be-recovered data based on the read partial
check data and partial data

FIG. 2




CA 03053855 2019-08-16

2/4

Obtain partial generator matrix comesponding to partial data of tp-be-stored data by
dividing s row of the entirz generator matrix based on the partial dats of the 10-be-
gtored data; the rows of the partial generator matrix which are obtained by dividing

/ 301

may include a zero elemen:

;

Obtain entire check data corresponding (o entire data of the to-be-stored data by
coding the entire data of the to-be-slored data based on the partiai generator matrix,
where the entire check dala inay specifically include partial check data associaied

with the partial data

/302

Y

Store ciements associated with the partial data and its corresponding partial data

/ 363

y

Read parial check data and partial data corresponding to the to-be-recovered cata
from the prestored data

/' 304

a data length of to-be-recovered data is greater than a data
length of the comresponding partial check data?

Read partial check daw and partial date
corresponding o the to-be-recavered dala from
the prestored data

Yes

/ 308

/ 306

'

Obtain raw data corrcsponding to the to-be-
recovered data by decoding the partial check data
and the partial data based on the partisl decoding

matrix

/ 307

Read the corresponding entire check data and
catire data from the prestored dute and recover
the to-be-recovered data based on the read entire
check data and entire data

FIG 3




CA 03053855 2019-08-16

3/4

41
Processor | -
: 5
Internal bus )
I 44 I 42
Machine readable
Interface storage medium
Control logic for | 30

storing data

FIG. 4

/.- 501
Dividing module
P 502
Coding module
|
| — 503
Partial storing |/~
module

FIG. 5




CA 03053855 2019-08-16

4/4

61
Processor |.

y @

Internal bus

Machine readable

Interface storage medium

70

Control logic for
recovering data

FIG 6

701

Reading module

- 702

Recovering module

FIG.7




/201

Read partial check data and partial data corresponding to to-
be-recovered data from prestored data, where the partial check
data is obtained by coding entire data of the to-be-stored data
based on a partial generator matrix, the partial generator
matrix is obtained by dividing a row of an entire generator
matrix, and rows of the partial generator matrix which are

obtained by dividing may include a zero element

202
/'

Recover the to-be-recovered data based on the read partial
check data and partial data




	Page 1 - COVER_PAGE
	Page 2 - ABSTRACT
	Page 3 - DESCRIPTION
	Page 4 - DESCRIPTION
	Page 5 - DESCRIPTION
	Page 6 - DESCRIPTION
	Page 7 - DESCRIPTION
	Page 8 - DESCRIPTION
	Page 9 - DESCRIPTION
	Page 10 - DESCRIPTION
	Page 11 - DESCRIPTION
	Page 12 - DESCRIPTION
	Page 13 - DESCRIPTION
	Page 14 - DESCRIPTION
	Page 15 - DESCRIPTION
	Page 16 - DESCRIPTION
	Page 17 - DESCRIPTION
	Page 18 - DESCRIPTION
	Page 19 - DESCRIPTION
	Page 20 - DESCRIPTION
	Page 21 - DESCRIPTION
	Page 22 - DESCRIPTION
	Page 23 - DESCRIPTION
	Page 24 - DESCRIPTION
	Page 25 - DESCRIPTION
	Page 26 - DESCRIPTION
	Page 27 - DESCRIPTION
	Page 28 - DESCRIPTION
	Page 29 - DESCRIPTION
	Page 30 - DESCRIPTION
	Page 31 - DESCRIPTION
	Page 32 - DESCRIPTION
	Page 33 - DESCRIPTION
	Page 34 - DESCRIPTION
	Page 35 - DESCRIPTION
	Page 36 - CLAIMS
	Page 37 - CLAIMS
	Page 38 - CLAIMS
	Page 39 - CLAIMS
	Page 40 - CLAIMS
	Page 41 - CLAIMS
	Page 42 - CLAIMS
	Page 43 - DRAWINGS
	Page 44 - DRAWINGS
	Page 45 - DRAWINGS
	Page 46 - DRAWINGS
	Page 47 - REPRESENTATIVE_DRAWING

