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AUTHORIZED TIME LAPSE VIEW OF SYSTEM AND CREDENTIAL DATA

DESCRIPTION OF RELATED ART

[0001] The subject matter disclosed herein relates to system configuration
management, and more particularly to creating an authorized time lapse view of system and
credential data.

[0002] Typically, security management systems track the present authorization of
individuals to gain access to physical entry points and/or electronic systems. Security
management systems can define credentials for individual users and groups of users to
control access to physical locations and/or electronic data. However, such security
management systems may be vulnerable to a rogue or unauthorized user changing access
privileges without a means of detection. Further, in systems that track change history of
security or credential data, the change history may be captured in a format that makes it
difficult to determine how changes occurred over time and may provide users with change

history of sensitive data that they would not otherwise be able to access.

BRIEF SUMMARY

[0003] According to an embodiment, a system includes a configuration management
server operable to interface with a plurality of client devices via a network. The
configuration management server includes a processor that is configured to track a change
history of modifications to one or more records of a plurality of system data and credential
data. An authorization status of a user of an access client of one of the client devices is
determined. An authorized view of a selected record of the one or more records is output to
the access client. One or more fields of the selected record are displayed based on the
authorization status. An output of the change history of modifications to the one or more
fields of the selected record to the access client is limited based on the authorization status.

[0004] In addition to one or more of the features described above, or as an alternative
to any of the foregoing embodiments, further embodiments could include where a timeline
control provides a user interface to select from one or more points in time when
modifications to the one or more fields were made.

[0005] In addition to one or more of the features described above, or as an alternative
to any of the foregoing embodiments, further embodiments could include where the change

history of modifications include the one or more points in time when modifications to the one
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or more fields were made, previous values of the one or more fields, and a modification user
identifier that identifies a user who made the modifications to the one or more fields.

[0006] In addition to one or more of the features described above, or as an alternative
to any of the foregoing embodiments, further embodiments could include where the change
history of modifications is output on a user interface that displays one or more unmodified
fields of the selected record in combination with the modifications to the one or more fields
of the selected record.

[0007] In addition to one or more of the features described above, or as an alternative
to any of the foregoing embodiments, further embodiments could include where visual cues
of the change history of modifications to the one or more fields are output to the access client
to highlight or flag changes.

[0008] In addition to one or more of the features described above, or as an alternative
to any of the foregoing embodiments, further embodiments could include where a current
instance of the selected record is restored to a previous version of the selected record from the
change history of modifications to the one or more fields of the selected record based on
receiving a restore request.

[0009] In addition to one or more of the features described above, or as an alternative
to any of the foregoing embodiments, further embodiments could include where the system
data includes configuration of one or more access control points of a secured environment,
and the credential data includes user authorization data associated with the one or more
access control points.

[0010] In addition to one or more of the features described above, or as an alternative
to any of the foregoing embodiments, further embodiments could include where the change
history of modifications to the one or more fields of the selected record is output as changes
with respect to current values of the one or more fields or as incremental changes between
sequential points in time.

[0011] According to an embodiment, a method includes tracking a change history of
modifications to one or more records of a plurality of system data and credential data. An
authorization status of a user of an access client is determined. An authorized view of a
selected record of the one or more records is output to the access client, where one or more
fields of the selected record are displayed based on the authorization status. An output of the
change history of modifications to the one or more fields of the selected record to the access

client is limited based on the authorization status.
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[0012] Technical function of the embodiments described above includes providing an
authorized time lapse view of system and/or credential data.
[0013] Other aspects, features, and techniques of the embodiments will become more

apparent from the following description taken in conjunction with the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The subject matter is particularly pointed out and distinctly claimed in the
claims at the conclusion of the specification. The foregoing and other features, and
advantages of the embodiments are apparent from the following detailed description taken in
conjunction with the accompanying drawings in which like elements are numbered alike in
the several FIGURES:

[0015] FIG. 1 illustrates a schematic view of a system according to an embodiment;

[0016] FIG. 2 illustrates a schematic view of a change history structure according to
an embodiment;

[0017] FIG. 3 illustrates a block diagram of a user interface according to an
embodiment; and

[0018] FIG. 4 is a flow diagram of a method according to an embodiment.

DETAILED DESCRIPTION

[0019] Referring now to the drawings, FIG. 1 illustrates a schematic view of a system
100 according to an embodiment that can be implemented to configure access control points
(e.g., physical security and/or data security) and user authorization in a secured environment.
In the example depicted in FIG. 1, the system 100 includes a configuration management
server 102 operable to interface with a plurality of client devices 104A-104N via a network
106. The network 106 may be any type of communications network known in the art and can
include a combination of wireless, wired, and/or fiber optic links. Although only a single
configuration management server 102 and three client devices 104A-N are depicted in FIG.
1, it will be understood that there can be any number of configuration management servers
102 and client devices 104A-N that can interface with each other and various networked
components across the network 106. Further, one or more of the client devices 104A-N may
also be the configuration management server 102.

[0020] In exemplary embodiments, the configuration management server 102 and/or
client devices 104A-N can include a variety of processing devices with processing circuits

and I/O interfaces, such as a keys/buttons, a touchscreen, audio input, a display device and
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audio output. The configuration management server 102 and client devices 104A-N may be
embodied in any type of computer device known in the art, such as a laptop, tablet computer,
mobile device, personal computer, workstation, server, and the like. Accordingly, the
configuration management server 102 and client devices 104A-N can include various
computer/communication hardware and software technology known in the art, such as one or
more processors, volatile and non-volatile memory including removable media, power
supplies, network interfaces, support circuitry, operating systems, and the like.

[0021] The configuration management server 102 can include a configuration
manager 108 that controls access to system data 110 and credential data 112 that may be
stored in one or more files or databases. In an embodiment, the system data 110 can store
configuration data for one or more access control points of a secured environment. For
example, the system data 110 may establish a configuration of one or more security card
(e.g., badge) readers, alarm systems, electronic locks, video surveillance systems, and the like
as security data. The system data 110 can alternatively or additionally include personal
information, non-security related data, location information, asset identifiers, various
configuration parameters, and the like. The credential data 112 can include user
authorization data associated with the one or more access control points. For example, each
user that is issued an identification card or badge may be given access to select physical entry
points, access to data servers, and the ability to read and/or modify settings in the system data
110 and/or the credential data 112.

[0022] In embodiments, the system data 110 includes current system data 110A and
system data change history 110B. Similarly, the credential data 112 can include current
credential data 112A and credential data change history 112B. The current system
configuration is defined by the current system data 110A and the current credential data
112A. When one or more records of the current system data 110A are modified, a change
history of modifications can be captured in the system data change history 110B. Similarly,
when one or more records of the current credential data 112A are modified, a change history
of modifications can be captured in the credential data change history 112B. The change
history of modifications in the system data change history 110B and/or the credential data
change history 112B can include, for instance, records of one or more points in time when
modifications to one or more fields were made, previous values of the one or more fields, and
a modification user identifier that identifies a user who made the modifications to the one or

more fields.
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[0023] In an alternate embodiment, change history is stored as a snapshot of data
values at a point in time when the data values are saved. Using snapshots, a change history of
modifications to one or more fields of a selected record can be determined by comparing
records captured at different points in time, such as comparing a current record to a previous
record. For example, when an update of the current system data 110A is requested, a
snapshot of the current system data 110A can be copied into the system data change history
110B before changes are committed to the current system data 110A to populate a history for
comparisons. Similarly, when an update of the current credential data 112A is requested, a
snapshot of the current credential data 112A can be copied into the credential data change
history 112B before changes are committed to the current credential data 112A.

[0024] Users of client devices 104A-N can use respective instances of access clients
114A-N to interface with the configuration manager 108 to view and/or modify the system
data 110 and/or credential data 112. Users of access clients 114A-114N can each have a
different authorization status that defines whether specific records or fields are available for
viewing and/or editing. For instance, client device 104A may be a security desk laptop or
PC, where a security guard uses access client 114A to grant temporary facility access to a
visitor or contractor. Client device 104B may be a mobile computing device, where a
maintenance worker uses access client 114B to install or reconfigure a physical access
control point. Client device 104N may be a tablet computer, where a security manager uses
access client 114N to audit the system data 110 and the credential data 112.

[0025] FIG. 2 illustrates a schematic view of a change history structure 200 according
to an embodiment. The change history structure 200 illustrates a simplified example of a
record 202 that may be incorporated in the current system data 110A or the current credential
data 112A of FIG. 1. The record 202 includes current values 204 of one or more fields. As
changes are made to the record 202, a change history 206 is created as a sequential list of
change history records 206A-206N. Each of the change history records 206A-206N can
include a corresponding timestamp 208 indicating when the change was made, a modification
user identifier 210 indicating who made the change, and one or more previous values 212 of
one or more fields that were updated. For example, if the record 202 is a record within
current system data 110A, as the current values 204 are modified, the change history 206 is
captured in the system data change history 110B such that the change date/time, change
originator, and previous values are stored for auditing and/or restoration. Similarly, if the
record 202 is a record within current credential data 112A, as the current values 204 are

modified, the change history 206 is captured in the credential data change history 112B. In
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an alternate embodiment, each record 202 is a snapshot of the current values 204, a
timestamp 208 indicating when the record 202 was saved, and a modification user identifier
210 indicating who saved the record 202, where the record 202 can be stored in the current
system data 110A or current credential data 112A as the most recently saved data and/or in
the system data change history 110B or credential data change history 112B for older data.

[0026] FIG. 3 illustrates a block diagram of a user interface 300 according to an
embodiment. The user interface 300 is an example that may be interactively displayed by
one of the access clients 114A-N of FIG. 1. In the example of FIG. 3, the user interface 300
displays a plurality of fields 302 for a selected record, e.g., record 202 of FIG. 2. The fields
302 and associated data values can be output by the configuration manager 108 of FIG. 1. In
FIG. 3, the fields 302 are from a selected record of the credential data 112 of FIG. 1;
however, it will be understood that a similar user interface can be used for the system data
110 of FIG. 1. The user interface 300 may also include supplemental data 304, such as an
image, a hyperlink, or other such data. A timeline control 306 on the user interface 300
allows a user to select from one or more points in time 308 when modifications to the values
of one or more fields 302 were made.

[0027] A selection pointer 310 or other means can be used to highlight or select a
point in time 308 to observe historical changes. Visual cues of the change history of
modifications to one or more fields 302 can be output to the access client 114A-N to
highlight or flag changes. For example, when selecting a point in time 308, the user interface
300 can display one or more unmodified fields 302A of the selected record in combination
with the modifications to the one or more fields 302B of the selected record. Modifications
can be summarized using pop-up/tooltip information bubbles 312. In some embodiments, a
history of each field 302 may be viewed by moving the selection pointer 310 over the field
302.

[0028] A navigation control 314 may be used to incrementally step or jump between
points in time 308 on the timeline control 306. For instance, button 316 can jump to an oldest
point in time, button 318 can step sequentially through earlier points in time, button 320 can
step sequentially through later points in time, and button 322 can jump to the most
recent/current point in time. Other methods of navigating or stepping between points in time
308 are also contemplated. As a user navigates through points in time 308, hidden
information, such as confidential data 305 that was inaccessible due to a user’s authorization
status remains hidden even though the confidential data 305 may be associated with the

selected record. The navigation control 314 can also include a restore command 324 to
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trigger restoration of a current instance of the selected record from a previous version of the
selected record from the change history of modifications. A print change report command
326 may be provided to generate a report of changes on a field basis, record basis, user basis,
or other basis.

[0029] The user interface 300 can further include other user selectable options 328
that modify how data changes are compared and displayed. For instance, the change history
of modifications to the one or more fields 302 of the selected record can be output as changes
with respect to current values of the one or more fields 302 or as incremental changes
between sequential points in time 308. Further, the actual previous values may be suppressed
when a history of change actions rather than data values is desired. Further options may also
or alternatively be included in embodiments.

[0030] FIG. 4 illustrates a method 400 of using a fallback mobile proxy according to
embodiments. The method 400 can be performed by various elements of FIGS. 1-3 and is
described in reference to FIGS. 1-3. At block 402, the configuration manager 108 tracks a
change history of modifications to one or more records of a plurality of system data 110 and
credential data 112. At block 404, the configuration manager 108 determines an
authorization status of a user of an access client 114A-N, e.g., based on group membership,
department, or other authorization control. At block 406, the configuration manager 108
outputs an authorized view of a selected record of the one or more records to the access client
114A-N, where one or more fields of the selected record are displayed based on the
authorization status. At block 408, the configuration manager 108 limits an output of the
change history of modifications to the one or more fields of the selected record to the access
client based on the authorization status.

[0031] As previously described, the configuration manager 108 can provide a
timeline control 306 to a user interface 300 to select from one or more points in time 308
when modifications to the one or more fields were made. The change history of
modifications can include one or more points in time when modifications to the one or more
fields were made, previous values of the one or more fields, and a modification user identifier
that identifies a user who made the modifications to the one or more fields. The change
history of modifications can be output on a user interface 300 that displays one or more
unmodified fields of the selected record in combination with the modifications to the one or
more fields of the selected record. The change history of modifications to the one or more
fields of the selected record may be output as changes with respect to current values of the

one or more fields or as incremental changes between sequential points in time. Visual cues



WO 2017/142742 PCT/US2017/016809

of the change history of modifications to the one or more fields can be output to the access
client to highlight or flag changes. A current instance of the selected record can be restored
to a previous version of the selected record from the change history of modifications to the
one or more fields of the selected record based on receiving a restore request.

[0032] The terminology used herein is for the purpose of describing particular
embodiments only and is not intended to be limiting of the embodiments. While the
description of the present embodiments has been presented for purposes of illustration and
description, it is not intended to be exhaustive or limited to the embodiments in the form
disclosed. Many modifications, variations, alterations, substitutions or equivalent
arrangement not hereto described will be apparent to those of ordinary skill in the art without
departing from the scope of the embodiments. Additionally, while various embodiments have
been described, it is to be understood that aspects may include only some of the described
embodiments. Accordingly, the embodiments are not to be seen as limited by the foregoing

description, but are only limited by the scope of the appended claims.
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CLAIMS
What is claimed is:
1. A system, comprising:

a configuration management server operable to interface with a plurality of client
devices via a network, the configuration management server comprising a processor that is
configured to perform:

tracking a change history of modifications to one or more records of a plurality of
system data and credential data;

determining an authorization status of a user of an access client of one of the client
devices;

outputting an authorized view of a selected record of the one or more records to the
access client, wherein one or more fields of the selected record are displayed based on the
authorization status; and

limiting an output of the change history of modifications to the one or more fields of
the selected record to the access client based on the authorization status.

2. The system of claim 1, wherein a timeline control provides a user interface to select from
one or more points in time when modifications to the one or more fields were made.

3. The system of claim 2, wherein the change history of modifications comprises: the one or
more points in time when modifications to the one or more fields were made, previous values
of the one or more fields, and a modification user identifier that identifies a user who made
the modifications to the one or more fields.

4. The system of any of the preceding claims, wherein the change history of modifications is
output on a user interface that displays one or more unmodified fields of the selected record
in combination with the modifications to the one or more fields of the selected record.

5. The system of any of the preceding claims, wherein visual cues of the change history of
modifications to the one or more fields are output to the access client to highlight or flag
changes.

6. The system of any of the preceding claims, wherein a current instance of the selected
record is restored to a previous version of the selected record from the change history of
modifications to the one or more fields of the selected record based on receiving a restore
request.

7. The system of any of the preceding claims, wherein the system data comprises

configuration of one or more access control points of a secured environment, and the
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credential data comprises user authorization data associated with the one or more access
control points.
8. The system of any of the preceding claims, wherein the change history of modifications to
the one or more fields of the selected record is output as changes with respect to current
values of the one or more fields or as incremental changes between sequential points in time.
9. A method comprising:

tracking a change history of modifications to one or more records of a plurality of
system data and credential data;

determining an authorization status of a user of an access client;

outputting an authorized view of a selected record of the one or more records to the
access client, wherein one or more fields of the selected record are displayed based on the
authorization status; and

limiting an output of the change history of modifications to the one or more fields of
the selected record to the access client based on the authorization status.
10. The method of claim 9, further comprising:

providing a timeline control to a user interface to select from one or more points in
time when modifications to the one or more fields were made.
11. The method of claim 10, wherein the change history of modifications comprises: the one
or more points in time when modifications to the one or more fields were made, previous
values of the one or more fields, and a modification user identifier that identifies a user who
made the modifications to the one or more fields.
12. The method of any of claims 9-11, wherein the change history of modifications is output
on a user interface that displays one or more unmodified fields of the selected record in
combination with the modifications to the one or more fields of the selected record.
13. The method of any of claims 9-12, wherein visual cues of the change history of
modifications to the one or more fields are output to the access client to highlight or flag
changes.
14. The method of any of claims 9-13, wherein a current instance of the selected record is
restored to a previous version of the selected record from the change history of modifications
to the one or more fields of the selected record based on receiving a restore request.
15. The method of any of claims 9-14, wherein the change history of modifications to the one
or more fields of the selected record is output as changes with respect to current values of the

one or more fields or as incremental changes between sequential points in time.
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