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indicate whether an application is a continuation or continuation-in-part. Stephen G. Kunin, Benefit
of Prior-Filed Application, USPTO Official Gazette March 18, 2003, available at
http://www.uspto.gov/web/offices/com/sol/og/2003/week11/patbene.htm. The present applicant

entity has provided above a specific reference to the application(s) from which priority is being
claimed as recited by statute. Applicant entity understands that the statute is unambiguous in its
specific reference language and does not require either a serial number or any characterization, such
as “continuation” or “continuation-in-part,” for claiming priority to U.S. patent applications.
Notwithstanding the foregoing, applicant entity understands that the USPTO’s computer programs
have certain data entry requirements, and hence applicant entity is designating the present
application as a continuation-in-part of its parent applications as set forth above, but expressly
points out that such designations are not to be construed in any way as any type of commentary
and/or admission as to whether or not the present application contains any new matter in addition to

the matter of its parent application(s).

[0005] All subject matter of the Related Applications and of any and all parent, grandparent,
great-grandparent, etc. applications of the Related Applications is incorporated herein by reference

to the extent such subject matter is not inconsistent herewith.

Summary

[0006] An embodiment provides a method implemented in a computing environment. The
method includes receiving an indication of a selected watermark. The method also includes
incorporating a human-perceivable manifestation of the selected watermark in each visual area of at
least two human-visual areas disprlaying an output of an authorized program running in the
computing environment. In addition to the foregoing, other method embodiments are described in

the claims, drawings, and text that form a part of the present application.
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[OO(JVY JO 2008/ ther embodiment provides a method implemented in a computing environment.

The method includes receiving an indication of a selected watermark, and restricting access to the
selected watermark to an authorized program running in the combuting environment. The method
also includes incorporating a human-perceivable manifestation of the selected watermark in each
visual area of at least two human-visual areas displaying an output of an authorized program
running in the computing environment. The method may include suppressing a visual area
displaying an output that does not include the selected watermark in response to a received a
human-initiated input. The method may further include automatically suppressing a visual area
displaying an output that does not include the selected watermark. In addition to the foregoing,

other method embodiments are described in the claims, drawings, and text that form a part of the

present application.

[0008] A further embodiment provides a computing device. The computing device includes
an information store configured by computer program that includes computer program instructions.
The computer program instructions are operable to perform a process in a computer processor. The
process including receiving an indication of a selected watermark, and allowing a control program
privileges in the selected watermark. The process further including associating human-perceivable
manifestation of the selected watermark with each visual area of at least two visual areas generated
for a human viewable display of an output of the operating system. The computing device may
further include a display surface operable to display each visual area of at least two visual areas
generated for a human viewing of an output of the operating system. The computing device may
also include a user interface operable to receive an indication of the selected watermark in response
to a user action. In add'ition to the foregoing, other computing device embodiments are described in

the claims, drawings, and text that form a part of the present application.

[0009] An embodiment provides a computer program product. The computer program
product includes a computer-readable signval—bearing medium bearing program instructions. The
program instructions are operable to perform a process in-a computing device of'a computing
environment. The process includes receiving an indication of a selected watermark, and allowing
an operating system privileges in the selected watermark. The proceﬁs. also includes associating a
visible manifestation of the selected watermark with each visual area of at least two human-visual

areas generated for displaying an output of the operating system. In addition to the foregoing, other
3
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part of the present application.

{0010] Another embodiment provides a method implefnented in a computing environment.
The method includes receiving a designation of an individualized digital identifier. The method
also includes associating a human-perceptible form of the designated individualized digital
identifier with each element of a group of human-perceivable elements displayed by the computing
environment. In addition to the foregoing, other method embodiments are described in the claims,

drawings, and text that form a part of the present application.

[0011] A further embodiment provides a method implemented in a computing environment.
The method includes receiving a designation of an individualized digital identifier, and restricting
access to the designated individualized digital identifier to a trusted program. The method also
includes associating a human-perceptible form of the designated individualized digital identifier
with each element of a group of human-perceivable elements displayed in response to the trusted
program by the computing environment. The method may include scanning an element displayed
by the computing environment for a presence of the designated individualized digital identifier, and
broadcasting a human recognizable notification if the individualized digital identifier is not
associated with the element. In addition to the foregoing, other method embodiments are described

in the claims, drawings, and text that form a part of the present application.

[0012] An embodiment provides a computing device. The computing device includes a
display operable to visually present each element of the group of elements to a human user and an
information store configurable by a computer program. The computer program includes
instructions operable to perform a process in a processor. The process includes receiving a
designation of an individualized digital identifier, and limiting access to the designated
individualized digital identifier to an application programming interface callable by a privileged
code. The process also includes associating a human-perceptible form of the designated
individualized digital identifier with each element of a group of elements displayed in response to a
program running in the computing device. In addition to the foregoing, other computing device
embodiments are described in the claims, drawings, and text that form a part of the present

application.
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product includes a computer-readable signal-bearing medium bearing program instructions. The
program instructions are operable to perform a process in a computing device. The process includes
receiving a designation of an individualized digital identifier, and restricting access to the

designated individualized digital identifier to an operating system program. The process also
includes associating a human-perceptible form of the designated individualized digital identifier
with each human-perceivable element of a group of elements displayed in response to the operating
system program of the computing device. In addition to the foregoing, other computer program
product embodiments are described in the claims, drawings, and text that form a part of the present

application.

[0014] A further embodiment provides a method. The method includes receiving an
instruction operable to create a visual presentation corresponding to ébitmap content. The method
also includes determining if the instruction operable to create a visual presentation corresponding to
a bitmap content includes an instruction operable to create a visual presentation corresponding to a
bitmap content having an indicium of a digital watermark. The method further includes initiating
an action with respect to the instruction operable to create a visual presentation corresponding to a
bitmap content, the action being responsive to the determining. In addition to the foregoing, other
method embodiments are described in the claims, drawings, and text that form a part of the present

application.

{0015] An embodiment provides a computing device. The computing device includes an
information store configured by a computer program that includes computer program instructions.
The computer program instructions are operable to perfdrm a process in a computer processor. The
process includes receiving an instruction to create a visual presentation corresponding to a bitmap
content. The process also includes determining if the instruction to create a visual presentation
corresponding to a bitmap content includes an instruction to create a visual presentafion
corresponding to a bitmap content having an indicium of a digital watermark. The process further
includes initiating an action with respect to the instruction to create a visual presentation
corresponding to a bitmap content, the action being responsive to the determining. In addition to
the foregoing, other computing device embodiments are described in the claims, drawings, and text

that form a part of the present application.
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{0016} Another embodiment provides a computer program product. 1he computer program

product includes a computer-readable signal-bearing medium bearing program instructions. The
program instructions are operable to perform a' process in a computing device of a computing

. environment. The process includes receiving an instruction operable to create a visual presentation
corresponding to a bitmap content. The process also includes determining if the instruction
operable to create a visual presentation corresponding to a bitmap content includes an instruction
operable to create a visual presentation corresponding to a bitmap content having an indicium of a
digital watermark. The process further includes initiating an action with respect to the instruction
operable to create a visual presentation corresponding to a bitmap content in response to the
determining. The computer-readable signal-bearing medium may include a computer storage
medium. The computer-readable signal-bearing medium may include a communication medium.
In addition to the foregoing, other computer program product embodiments are described in the

claims, drawings, and text that form a part of the present application.

[0017] A further embodiment provides a method implemented in a computing environment.
The method includes receiving an instruction to create a visual presentation corresponding to a
bitmap éontent. The method also includes determining if the instruction to create a visual
presentation corresponding to a bitmap content includes an instruction to create a visual
presentation corresponding to a bitmap content having an indicium of a digital watermark. If the
instruction to create a visual presentation corresponding to a bitmap content does not include an
instruction to create a visual presentation corresponding to a bitmap content having an indicium of a
digital watermark, the method includes displaying a human-understandable notification reflecting
an absence of a digital watermark. In addition to the foregoing, other computing device
embodiments are described in the claims, drawings, and text that form a part of the present

application.

[0018] An embodiment provides a computing device. The computing device includes
means for receiving an instruction to create a visual presentation corresponding to a bitmap content.
The computing device also includes means for determining if the instruction to create a visual
presentation corresponding to a bitmap content includes an instruction to create a visual
presentation corresponding to a bitmap content having an indicium of a digital watermark. The

computing device further includes means for displaying a human-understandable notification
' 6
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corresponding to a bitmap content does not include an instruction to create a visual presentation
corresponding to a bitmap content having an indicium of a digital watermark. In addition to the
foregoing, other computing device embodiments are described in the claims, drawings, and text that

form a part of the present application.

[0019] Another embodiment provides a computer program product. The computer program
product includes a computer-readable signal-bearing medium bearing program instructions. The
program instructions are operable to perform a process in 2 computing device of a computing
environment. The process includes receiving an instruction to create a visual presentation
corresponding to a bitmap content. The process also includes determining if the instruction to
create a visual presentation corresponding to a bitmap content includes an instruction to create a
visual presentation corresponding to a bitmap content having an indicium of a digital watermark. If
the instruction to create a visual presentation corresponding to a bitmap content does not include an
instruction to create a visual presentation corresponding to a bitmap content having an indicium of a
digital watermark, the process further includes displaying a human-understandable notification
reflecting an absence of a digital watermark. In addition to the foregoing, other computer program
product embodiments are described in the claims, drawings, and text that form a part of the present

application.

[0020] A further embodiment provides a method implemented in a computing environment
that includes a system digital watermark. A human-perceptible manifestation of the system digital
watermark being incorporatable in a displayable content provided by a program running in the
computing environment. The method includes receiving digital data that includes an instruction to
create a visual presentation corresponding to a bitmap. The method also includes determining if the
instruction to create a visual presentation corresponding to a bitmap includes an instruction to create
a visual presentation corresponding to a bitmap having an indicium of a digital watermark. If the
instruction to create a visual presentation corresponding to a bitmap includes an instruction to create
a visual presentation corresponding to a bitmap having an indicium of a digital watermark, the
method includes establishing a correlation between the indicium of a digital watermark and the
system digital watermark, and displaying a human-understandable information responsive to the

determined correlation between the indicium of the digital watermark and the system digital
7
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include exposing to the program running in the computing environment the digital data that includes
an instruction to create a visual presentation corresponding to a bitmap. If the determined measure
of a correlation is above a preselected level, the method may include isolating from the program
running in the computing environment the digital data that includes an instruction to create a visual
presentation corresponding to a bitmap. In addition to the foregoing, other method embodiments

are described in the claims, drawings, and text that form a part of the present application.

[0021] An embodiment provides a computer program product. The computer program
product includes a computer-readable signal-bearing medium bearing program instructions. The
program instructions being operable to perform a process in a computing device. The process
includes receiving digital data that includes an instruction to create a visual presentation
corresponding to a bitmap. The process also includés determining if the instruction to create a
visual presentation corresponding to a bitmap includes an instruction to create a visual presentation
corresponding to a bitmap having an indicium of a digital watermark. If the instruction to create a
visual presentation corresponding to a bitmap includes an instruction to create a visual presentation
corresponding to a bitmap having an indicium of a digital watermark, the process includes
establishing a correlation between the indicium of a digital watermark and a system digital
watermark of a computing environment that includes the computing device, and displaying a
human-understandable information responsive to the determined correlation between the indicium
of the digital watermark and the system digital watermark. In addition to the foregoing, other
method embodiments are described in the claims, drawings, and text that form a part of the present

application.

{0022] - Another embodiment provides a computing device. The computing device includes
means for receiving digital data that includes an instruction to create a visual presentation
corresponding to a bitmap. The computing device also includes means for determining if the
instruction to create a visual presentation corresponding to a bitmap includes an instruction to create
a visual presentation corresponding to a bitmap having an indicium of a digital watermark. The
computing device further includes means for establishing a correlation between the indicium of a
digital watermark and a system digital watermark of av computing environment that includes the

computing device. The computing device also includes means for displaying a human-
8
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understandabie intormation responsive to the determined correlation between tne inaicium of the

digital watermark and the system digital watermark. In addition to the foregoing, other computing
device embodiments are described in the claims, drawings, and text that form a part of the present

application.

[0023] The foregoing summary is illustrative only and is not intended to be in any way
limiting. In addition to the illustrative aspects, embodiments, and features described above, further
aspects, embodiments, and features will become apparent by reference to the drawings and the

following detailed description.

Brief Description of the Drawings

[0024] FIG. 1 illustrates an exemplary general-purpose computing system in which

embodiments may be implemented;

[0025] FIG. 2 illustrates an exemplary operational flow implemented in a computing
environment;

[0026] FIG. 3 illustrates an alternative embodiment of the exemplary operational flow of
FIG. 2;

[0027] FIG. 4 illustrates another alternative embodiment of the exemplary operational flow
of FIG. 2;

[0028] FIG. 5 illustrates a further alternative embodiment of the exemplary operational flow
of FIG. 2;

[0029] FIG. 6 illustrates an alternative embodiment of the exemplary operational flow 200
of FIG. 2;

[0030] FIG. 7 illustrates a further alternative embodiment of the exemplary operational flow
of FIG. 2; |

[0031] FIG. 8 illustrates a further alternative embodiment of the exemplary operational flow
of FI1G. 2;



[003?'70 2008/0%&:{?
FIG. 2;

[0033] FIG
of FIG. 2;

[0034] FIG

flow of F1G. 2;

[0035] FIG
FIG. 2;

[0036] FIG
of FIG. 2;

[0037] FIG
flow of FIG. 2;
[0038] FIG
FIG. 2;

[0039] FIG
of FIG. 2;

(0040} FIG

flow of FIG. 2;

[0041] FIG

1. : . PCT/US2007/018886
. 9 illustrates an alternative embodiment of the exemplary operational tlow of

. 10 illustrates another alternative embodiment of the exemplary operational flow
. 11 illustrates a further alternative embodiment of the exemplary operational

. 12 illustrates an alternative embodiment of the exemplary operational flow of

. 13 illustrates another alternative embodirrTent of the exemplary operational flow
. 14 illustrates a further 'alternative embodiment of the exgmplary operational

. 15 illustrates an alternative embodiment of the exemplary operational flow of

. 16 illustrates another alternative embodiment of the exemplary operational flow
.17 illustratés a further alternative embodiment of the exemplary operational

. 18 illustrates an exemplary environment in which an embodiment of the

operational flow may be implemented;

[0042]

[0043]

environment;

FIG. 19 illustrates an exemplary computer program product;

FIG. 20 illustrates an exemplary operational flow implemented in a computing

10
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[004‘2}]]0 2008/027381 21 illustrates an alternative embodiment of the exempiary opérauonal 110w of
FIG. 20;

[0045] FIG. 22 illustrates another alternative embodiment of the exemplary operational flow
of FIG. 20;

[0046] FIG. 23 illustrates a further alternative embodiment of the exemplary operational

flow of FIG. 20;

[0047] FIG. 24 illustrates an alternative embodiment of the exemplary operational flow of
FIG. 20,

[0048] FIG. 25 illustrates another alternative embodiment of the exemplary operational flow
of FIG. 20;

[0049] FIG. 26 illustrates a further alternative embodiment of the exemplary operational

flow of FIG. 20;

[0050] FIG. 27 illustrates an alternative embodiment of the exemplary operational flow of
FIG. 20;

[0051] FIG. 28 illustrates another embodiment of the exemplary operatidnal flow of FIG.
20;

[0052] FIG. 29 illustrates a further embodiment of the exemplary operational flow of FIG.
20;

[0053] FIG. 30 illustrates an embodiment of the exemplary operational flow of FIG. 20;
[0054] FIG. 31 illustrates an alternative embodiment of the exemplary operational flow of
FIG. 20;

[0055] FIG. 32 illustrates an exemplary computing environment in which embodiments of

the operational flow may be implemented,;

11
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[0056] F1G. 33 illustrates an exemplary display environment that may be provided by the

computing environment of FIG. 32;

[0057] FIG. 34 illustrates an exemplary computing environment in which embodiments may

be implemented,;

[0058] FIG. 35 illustrates an exemplary computer program product in which embodiments

may be implemented,

[0059] FIG. 36 illustrates an exemplary operational flow implemented in a computing

environment and operable to practice embodiments;

[0060] FIG. 37 illustrates an alternative embodiment of the exemplary operational flow of
FIG. 36;

[0061] FIG. 38 illustrates another alternative embodiment of the exemplary operational flow
of FIG. 36;

[0062] FIG. 39 illustrates an exemplary computing environment in which embodiments of

the operational flow of FIG. 36 may be implemented;

[0063] FIG. 40 illustrates an exemplary computer program product in which embodiments

may be implemented;

[0064] FIG. 41 illustrates an exemplary operational flow in which embodiments may be
implemented,;

[0065] FIG. 42 illustrates an exemplary computing environment that may implement
embodiments;

[0066] FIG. 43 illustrates a computer program product in which embodiments may be
implemented;

[0067] FIG. 44 illustrates an exemplary operational flow implemented in a computing

environment that includes a system digital watermark;

12
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[006%) F1G. 45 illustrates an alternative embodiment of the operational tiow described in

conjunction with FIG. 44;

[0069] FIG. 46 illustrates a further embodiment of the operational flow described in

conjunction with FIG. 44;

[0070] FIG. 47 illustrates another embodiment of the operational flow described in

conjunction with FIG. 44,

[0071] FIG. 48 illustrates an exemplary computer program product in which embodiments

may be implemented; and

[0072] FIG. 49 illustrates an exemplary computing device that may implement

embodiments.

Detailed Description

[0073] In the following detailed description, reference is made to the accompanying
drawings, which form a part hereof. In the drawings, similar symbols typically identify similar
components, unless context dictates otherwise. The illustrated embodiments described in the
detailed description, drawings, and claims are not meant to be limiting. Other embodiments may be
utilized, and other changes may be made, without departing from the spirit or scope of the subject

matter presented here.

[0074] FIG. I illustrates an exemplary general-purpose computing system in which
embodiments may be implemented, shown as a computing system environment 100. Components
of the computing system environment 100 may include, but are not limited to, a computing device
110 having a processing unit 120, a system memory 130, and a system bus 121 that couples various
system components including the system memory to the processing unit 120. The system bus 121
may be any of several types of bus structures including a memory bus or memofy controller, a
peripheral bus, and a local bus using any of a variety of bus architectures. By way of example, and
not limitation, such architectures include Industry Standard Architecture (ISA) bus, Micro Channel
Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video Electronics Standards Association

13



(VEWO 2008/027361nd Peripheral Component Interconnect (PCI) bus, alschGa, 952997/018880 ine

bus.

[0075] The computing system environment 100 typically includes a variety of computer-
readable media products. Computer-readable media may include any media that can be accessed by
the computing device 110 and include both volatile and nonvolatile media, removable and non-
removable media. By way of example, and not of limitation, computer-readable media may include
computer storage media and communications media. Computer storage media includes volatile and
nonvolatile, removable and non-removable media implemented in any method or technology for
storage of information such as computer-readable instructions, data structures, program modules, or
other data. Computer storage media include, but are not limited to, random-access memory (RAM),
read-only memory (ROM), electrically erasable programmable read-only memory (EEPROM),
flash memory, or other memory technology, CD-ROM, digital versatile disks (DVD), or other
optical disk storage, magnetic cassettes, magnetic tape, magnetic disk storage, or other magnetic
storage devices, or any other medium which can be used to store the desired information and which
can be accessed by the computing device 110. Communications media typically embody computer-
readable instructions, data structures, program modules, or other data in a modulated data signal
such as a carrier wave or other transport mechanism and include any information delivery media.
The term "modulated data signal" means a signal that has one or more of its characteristics set or
changed in such a manner as to encode information in the signal. By way of example, and not
limitation, communications media include wired media such as a wired network and a direct-wired
connecﬁoﬁ and wireless media such as acoustic, RF, optical, and infrared media. Combinations of

any of the above should also be included within the scope of computer-readable media.

[0076] The system memory 130 includes computer storage media in the form of volatile and
nonvolatile memory such as ROM 131 and RAM 132. A basic input/output system (BIOS) 133,
containing the basic routines that help to transfer information between elements within the
computing device 110, such as during start-up, is typically stored in ROM 131. RAM 132 typically
contains data and program modules that are immediately accessible to or presently being operated |
on by processing unit 120. By way of example, and not limitation, FIG. 1 illustrates an operating
system 134, application programs 135, other program modules 136, and program data 137. Often,

the operating system 134 offers services to applications programs 135 by way of one or more
14
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incorporates these services, developers of applications programs 135 need not redevelop code to use
the services. Examples of APIs provided by operating systems such as Microsoft's "WINDOWS"
are well known in the art. In an embodiment, an information store may include a computer storage
media. In a further embodiment, an information store may include a group of digital information

storage devices. In another embodiment, an information store may include a quantum memory

device.

[0077] The computing device 110 may also include other removable/non-removable,
volatile/nonvolatile computer storage media products. By way of example only, FIG. 1 illustrates a
non-removable non-volatile memory interface (hard disk interface) 140 that reads from and writes
to non-removable, non-volatile magnetic media, a magnetic disk drive 15'1 that reads from and
writes to a removable, non-volatile magnetic disk 152, and an optical disk drive 155 that reads from
and writes to a removable, non-volatile optical disk 156 such as a CD ROM. Other
removable/nonremovable, volatile/non-volatile computer storage media that can be used in the
exemplary operating environment include, but are not limited to, magnetic tape cassettes, flash
memory cards, DVDs, digital video tape, solid state RAM, and solid state ROM. The hard disk
drive 141 is typically connected to the system bus 121 through a non-removable memory interface,
such as the interface 140, and magnetic disk drive 151 and optical disk drive 155 are typically

connected to the system bus 121 by a removable non-volatile memory interface, such as interface

150.

[0078] The drives and their associated computer storage media discussed above and
illustrated in FIG. 1 provide storage of computer-readable instructions, data structures, program
modules, and other data for the computing device 110. In FIG. 1, for example, hard disk drive 141,
is illustrated as storing an operating system 144, application programs 145, other program modules
146, and program data 147. Note that these components can either be the same as or different from
the operating system 134, application programs 135, other program modules 136, and program data
137. The operating system 144, application programs 145, other program modules 146, and
program data 147 are given different numbers here to illustrate that, at a minimum, they are
different copies. A user may enter commands and information into the computing device 110

through input devices such as a microphone 163, keyboard 162, and pointing device 161, commonly
15
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joystick, game pad, satellite dish, and scanner. These and other input devices are often connected to
the processing unit 120 through a user input interface 160 that is coupled to the system bus, but may
be connected by other interface and bus structures, such as a parallel port, game port, or a universal
serial bus (USB). A monitor 191 or other type of display device is also connected to the system bus
121 via an interface, such as a video interface 190. In addition to the monitor, computers may also
include other peripheral output devices such as speakers 197 and printer 196, which may be

connected through an output peripheral interface 195.

[0079] The computing system environment 100 may operate in a networked environment
using logical connections to one or more remote computers, such as a remote computer 180. The
remote computer 180 may be a personal computer, a server, a router, a network PC, a peer device,
or other common network node, and typically includes many or all of the elements described above
relative to the computing device 110, although only a memory storage device 181 has been
illustrated in FIG. 1. The logical connections depicted in FIG. 1 include a local area network
(LAN) 171 and a wide area network (WAN) 173, but may also include other networks such as a
personal area network (PAN) (not shown). Such networking environments are commonplace in

offices, enterprise-wide computer networks, intranets, and the Internet.

[0080] When used in a LAN networking environment, the computing system environment
100 1s connected to the LAN 171 through a network interface or adapter 170. When used in a
WAN networking environment, the computing device 110 typically includes a modem 172 or other
means for establishing communications over the WAN 173, such as the Internet. The modem 172,
which may be internal or external, may be connected to the system bus 121 via the user input
interface 160, or via another appropriate mechanism. In a networked environment, program
modules depicted relative to the computing device 110, or portions thereof, may be stored in a
remote memory storage device. By way of example, and not limitation, FIG. 1 illustrates remote
application programs 185 as residing on computer storage medium 181. It will be appreciated that
the network connections shown are exemplary and other means of establishing a communications

link between the computers may be used.
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suitable exemplary environment in which embodiments may be implemented. An exemplary
system may include the computing system environment 100 of FIG. 1. FIG. 1 is an example of a
suitable environment and is not intended to suggest any limitation as to the structure, scope of use,
or functionality of an embodiment. A particular environment should not be interpreted as having
any dependency or requirement relating to any one or combination of components illustrated in an
exemplary 6perating environment. For example, in certain instances, one or more elements of an
environment may be deemed not necessary and omitted. In other instances, one or more other

elements may be deemed necessary and added..

(0082] fn the description that follows, certain embodiments may be described with reference
to acts and symbolic representations of operations that are performed by one or more computing
devices, such as the computing device 110 of FIG. 1. As such, it will be understood that such acts
and operations, which are at times referred to as being computer-executed, include the manipulation
by the processing unit of the computer of electrical signals representing data in a structured form.
This manipulation transforms the data or maintains them at locations in the memory system of the
computer, which reconﬁguxés or otherwise alters the operation of the computer in a manner well
understood by those skilled in the art. The data structures in which data is maintained are physical
locations of the memory that have particular properties defined by the format of the data. However,
while an embodiment is being described in the foregoing context, it is not meant to be limiting as
those of skill in the art will appreciate that the acts and operations described hereinafter may also be

implemented in hardware.

[0083] Embodiments may be implemented with numerous other general-purpose or special-
purpose computing devices and computing system environments or configurations. Examples of
well-known computing systems, environments, and configurations that may be suitable for use with
an embodiment include, but are not limited to, personal computers, handheld or laptop devices,
personal digital assistants, multiprocessor systems, microprocessor-based systems, set top boxes,
programmable consumer electronics, network, minicomputers, server computers, game server
computers, web server computers, mainframe computers, and distributed computing environments

that include any of the above systems or devices.
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instructions, such as program modules, being executed by a computer. Generally, program modules
include routines, programs, objects, components, data structures, etc., that perform particular tasks
or implement particular abstract data types. An embodiment may also be practiced in a distributed
computing environment where tasks are performed by remote processing devices that are linked
through a communications network. In a distributed computing environment, program modules

may be located in both local and remote computer storage media including memory storage devices.

(0085] FIG. 2 illustrates an exemplary operational flow 200 implemented in a computing
environment. In an embodiment, the operational flow may be implemented using the computing
system environment 100 of FIG 1. After a start operation, the operational flow 200 moves to a
determination operation 210. The determination operation receives an indication of a selected
watermark. A rights operation 250 restricts access to the selected watermark to an authorized
program running in a computing environment. In an embodiment, an authorized program may
include at least two authorized programs. An integration operation 270 incorporates a human-
perceivable manifestation of the selected watermark in each visual area of at least two human-visual

areas displaying an output of the authorized program. The operational flow then moves to an end

operation.

[0086] In an embodiment, a watermark may include a digital watermark. In another
embodiment, a watermark may include a visually and/or audibly reproducible pattern of bits useful
to a human user in authentication of a content and/or differentiation of one content from another

content.

[0087] In an embodiment of the integration operation 270, the at least two human-visual
areas may be displayed simultaneously and/or sequentially. In another embodiment, each visual
area of the at least two human-visual areas may be displayed on and/or from a single physical
surface. In an further embodiment, a sequential display of the at least two human-visual areas may
including sequential displays temporally separated, for example, by seconds, minutes, hours, days,
and/or weeks. For examplé, the visual areas may include at least two windows that are sequentially

displayed from at least a substantially portion of a physical area of a flat screen panel display. In a
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further embodiment, the human-perceivable manifestation of the selected watermark 1s human-

visually discernable in each human visual area displayed by an output of the authorized program.

[0088] FIG. 3 illustrates an alternative embodiment of the exemplary operational flow 200
of FIG. 2. The determination operatioh 210 may include at least one additional operation. The at
least one additional operation may include an operation 212, an operation 214, an operation 216,
and/or an operation 218. The operation 212 receives a user-originated watermark. The operation
214 receives an indication of a user-selected watermark. The operation 216 receives an indication
of a watermark selected by a user from at least two watermarks. The operation 218 receives an

indication of a watermark selected by a user from at least two human-differentiable watermarks.

[0089]  FIG. 4 illustrates another alternative embodiment of the exemplary operational flow
200 of FIG. 2. The determination operation 210 may include at least one additional operation. The
at least one additional operation may include an operation 222, an operation 224, an operation 226,
and/or an operation 228. The operation 222 receives an indication of a watermark selected by a
user from a library of watermarks that includes at least two human-differentiable watermarks. The
operation 224 receives an indication of a watermark selected from at least two human-differentiable
polymorphic watermarks, the at least two human-differentiable polymorphic watermarks
respectively including a variation of a genus watermark. The operation 226 receives an indication
of a selection of a watermark generated in response to an algorithm. For example, in an
embodiment an algorithm may generate a watermark in response to a random number or a pseudo
random number. In another embodiment, an algorithm may generate a watermark in response to a
combination of unique identifiers, such as by a hash of a current date, a MAC address of a
computing device, a birthday of a usér, a serial number associated with an operating system of the
computing device or other program, and/or a current date. The operation 228 selects a watermark

from at least two human-differentiable watermarks in response to an algorithm.

[0090] FIG. 5 illustrates a further alternative embodiment of the exemplary operational flow
200 of FIG. 2. The determination operation 210 may ihclude at least one additional operation. The
at least one additional operation may include an operation 232, an operation 234, an operation 236,

and/or an operation 238. The operation 232 receives an indication of a selected watermark, the

selected watermark including at least one of a human-differentiable visible watermark and/or
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watermark, the selected watermark including an icon. For example, an icon‘may include a small
pictorial representation of an object. In an embodiment, an icon may include a commonly known
icon, such as an icon representative of a Mario Brother from Super Mario Brothers © Nintendo. In
another example, an icon may include a picture or other representation of a user. The operation 236
receives an indication of a selected watermark, the selected watermark including at least one of a
visual aspect, an acoustical aspect, a user name, a biometric identifier, a fingerprint, a word, a
symbol, a graphic, a picture, and/or an avatar. In another embodiment, the selected watermark may
include a user’s name. The operation 238 receives an indication of a selected watermark, the

selected watermark including an image having a variation.

[0091] FIG. 6 illustrates an alternative embodiment of the exemplary operational flow 200
of FIG. 2. The determination operation 210 may include at least one additional operation. The at
least one additional operation may include an operation 242. The operation 242 receives an
indication of a selected watermark, the selected watermark including a variation. The variation may
include at least one of a temporal variation, a random variation, a pseudo random variation, a
movement variation, a rotation, a rotation variation, a shape variation, a color variation, a
perspective variation, a size variation, and/or a feature variation. For example, a temporal variation
may include an image of a planet, a face, a wheel, and/or an object that rotates. A temporal
variation may occur over a relatively short time, such as one second, and/or over a relatively longer
time, such as monthly. A feature variation may include a star that sparkles, or a varying width of a
component of a watermark. Another variation may include a representation of a United States
President that changes daily in order of their election. A variation may include a dynamic variation
that includes a synchronization or other temporal or visual relationship to another watermark or
other element active on the same system/environment. Another variation may include a responsive
watermark that does something in response to a user action, such as appearing in response to a user
action. A further variation is an invariant quality, including a static relationship of a watermark
with respect to another watermark and/or other elements within the same computing system and/or

environment.

[0092] In embodiments, a watermark may share a system and/or environment aspect, such

as a background color, a style, and/or a font, etc., including incorporation through duplication or
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transparency. A watermark may include a polymorphic variation within a system and/or

environment and/or other domain, such as a workgroup or network. A watermark may include a
shared and/or a variable aspect in combination with others. A watermark may be selected and/or
generated in a manner to make it at least substantially unique by using one or more unique aspects
and/or identifiers associated with a machine, system, account, or user, etc. A watemark may be
user invisible, and may be user queryable/displayable on user request. A watermark may be
recognizable by code, including modules that take action — e.g., warn or do not present items with

watermark imitations especially those that a user might mistake for legitimate.

[0093] F1G. 7 illustrates a further alternative embodiment of the exemplary operational
flow 200 of FIG. 2. The rights operation 250 may include at least one additional operation. The at
least one additional operation may include an operation 252, an operation 254, and/or an operation
256. The operation 252 restricts the authorized program to a read access, a write access, and/or an
update access to the selected watermark. The operation 254 limits access to the selected watermark
to an operating system. The opération 256 allows an application program authorized by a human-

user to access the selected watermark.

[0094] FIG. 8 illustrates a further alternative embodiment of the exemplary operational flow
200 of FIG. 2. The rights operation 250 may include at least one additional operation. The at least
one additional operation may include an operation 258, and/or an operation 262. The operation 258
allows access to the selected watermark by an application program, the application program
including at least one of a browser, a web browser, a word processing program, and/or a database
management program. The operation 262 allows an operating system and at least one selected

application program access to the selected watermark.

[0095] FIG. 9 illustrates an alternative embodiment of the exemplary operational flow 200
of FIG. 2. The integration operation 270 may include at least one additional operation. The at least
one additional operation may include an operation 272, and/or an operation 274. The operation 272
incorporates a human-perceivable manifestation of the selected watermark in each visual area of at
least twd human-visual areas displaying an output of the authorized program running in the
computing environment and/or another program running in the computing environment. The

operation 274 uses an application program interface to incorporate a human-perceivable

21



. WO 2008/027361 ) . PCT/US2007/018886
maniiestaton oI the selected watermark in each visual area of at least two numan-visual areas

displaying an output of the authorized program running in'the computing environment.

[0096] FIG. 10 illustrates another alternative erribddiment of the exemplary operational flow
200 of FIG. 2. The integration operation 270 may include at least one addi_tidnal operation. The at
least one additional operation may include an operation 276, and/or an operation 278. The
operation 276 synchronizes a human-visually-differentiable dynamic aspect of the selected
watermark when the selected watermark is simultaneously displayed in at least two human-visual
areas outputted by the authorized program running in the computing environment. For example, if
the selected watermark includes a bouncing icon, the bouncing movement of is synchronized when
the selected water mark is displayed in two simultaneously displayed windows. The operation 278
incorporates a human-perceivable manifestation of the selected watermark in one visual area of at
least two human-visual areas displaying an output of the authorized program running in the

computing environment in response to a mouse-over of a portion of the one visual area.

[0097] FIG. 11 illustrates a further alternative embodiment of the exemplary operational
flow 200 of FIG. 2. The integration operation 270 may include at least oné additional operation.
The at least one additional operation may include an operation 282, and/or an operation 284. The
operation 282 incorporates a human-perceivable manifestation of the selected watermark in one
visual area of at least two human-visual areas displaying an output of the authorized program
running in the computing environment in response to a mouse-over of a portion of another visual
area. The operation 284 incorporates a human-perceivable manifestation of the selected watermark
in all visual areas displaying an output of the authorized program running in the computing

environment.

[0098] FIG. 12 illustrates an alternative embodiment of the exemplary operational flow 200
of FIG. 2. The integration operation 270 may include at least one additional operation. The at least
one additional operation may include an operation 286, and/or an operation 288. "The operation 286
incorporates a human-perceivable manifestation of the selected watermark in each visual area of a
default subgroup of visual areas displaying an output of the authorized program running in the

computing environment. The operation 288 incorporates a human-perceivable manifestation of the
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selected watermark in each visual area of at least two popup visual areas displaying an output of the

authorized program running in the computing environment.

[0099] FIG. 13 illustrates another alternative eprodiment of the exemplary operational flow
200 of FIG. 2. The integration operation 270 may include at least one additional operation. The at
least one additional operation may include an operation 292, and/or an bperation 294. The
operation 292 incorporates a human-perceivable manifestation of the selected watermark in each
visual area of at least two human-visual areas displaying an output of an operating system running
in the computing environment. The operation 294 incorporates a2 human-perceivable manifestation
of the selected watermark in each visual area of at least two human-visual areas displaying for

human viewing an output of the authorized program running in the computing environment.

[00100] FIG. 14 illustrates a further alternative embodiment of the exemplary operational
flow 200 of FIG. 2. The integration operation 270 may include at least one additional operation.
The at least one additional operation may include an operation 296, and/or an operation 298. The
operation 296 incorporates a human-perceivable manifestation of the.selected watermark in each
visual area of at least two human-visual areas displaying an output of an application program
running in the computing environment. The operation 298 incorporates a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual areas
displaying an output for human viewing of the authorized program running in the computing

environment.

[00101] FIG. 15 illugtrates an alternative embodiment of the exemplary operational flow 200
of FIG. 2. The integration operation 270 may include at least one additional operation. The at least
one additional operation may include an operation 302, and/or an operation 304. The operation 302
incorporates a human-perceivable manifestation of the selected watermark in each visual area of at
least two human-visual areas displaying an output of the authorized program running in the
computing environment unless otherwise directed by an operating system of the computing
environment. The operation 304 incorporates a human-perceivable manifestation of the selected
watermark in each graphical display area of at least two display areas displaying an output of the

authorized program running in the computing environment.
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[00102] FIG. 16 illustrates another alternative embodiment of the exemplary operational flow

200 of FIG. 2. The integration operation 270 may include atleast one additional operation. The at
least one additional operation may inplude an operation 306, and/or an operation 308. The
operation 306 incorporates a human-"perceivable manifestation of the selected watermark in each
visual surface of at least two visual surfaces displaying an output of the authorized program running
in the computing environment. The operation 308 incorporates 2 human-perceivable manifestation
of the selected watermark in each visual area of at least two human-visual areas displaying an
output and allowing a user input with respect to the authorized program running in the computing

environment.

[00103] In an embodiment of the integration operation 270, the selected watermark may be
incorporated in a window by an operat@ng system and/or the authorized program. In another
embodiment, the selected watermark may be visually prominent and located proximate to a feature
of a window, such as next to a “yes” and/or a “no” button of a dialog box. In another embodiment,
the watermark may include a watermark displayed proximate to or within a dialog box.during a
mouseover of a genuine dialog box. In a further embodiment, a dialog box changes color and/or
causes a script display, such as a “genuine button” during a mouseover. A color change may be
responsive to a trust level of the program that caused display of the dialog box. In another
embodiment, the operating system causes a user visually-differentiable display during a mouseover
of an image, such as a jpeg, gif, tiff, and/or a bitmap based image when compared to that displayed

during a mouseover of an operating system generated dialog box and/or a dialog box button.

[00104] In another embodiment, the selected watermark may be positioned at any suitable
location with respect to a visﬁal area and/or may have any suitable degree of conspicuousness. For
example, the selected watermark may be position with respect to a button, a form, a frame, a
window title bar, and/or an object title bar. A level of conspicuousness may be under a user or a
configuration control. For example, a novice user might want a “super secure” setting that placed a
visually conspicuous watermark in all the buttons while an experience user might opt for an
embodiment in which a subtle watermark is placed in the corner of the window. In a further

embodiment, the selected watermark may include a visual watermark, an audio watermark, a tactile,

and/or hepatic watermark.
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[00 %9] 2008027361 £ rther embodiment, a watermark may include a wmdovcv, sucii as'a popup
window, displayed at least partially contemporaneously with another window, and/or on top of the
window. In an embodiment, a watermark may include at least a portion of a window, another

window displayed in a visual combination with the window, and/or on top of the window.

[00106] FI1G. 17 illustrates a further alternative embodiment of the exemplary operational
flow 200 of FIG. 2. The operational flow may include at least one additional operation 310. The at
least one additional operation may include an operation 312, and/or an operation 314. The
operation 312 suppresses a visual area displaying an output that does not include the selected
watermark in response to a received a human-initiated input. The operation 314 automatically

suppresses a visual area displaying an output that does not include the selected watermark.

[00107] Returning to FIG. 2, an alternative embodiment of the operational flow 200 is
includes an operational flow 200A. After a start operation, the operational flow 200A moves to the
determination operation 210. The determination operation receives an indication of a selected
watermark. The integration operation 270 incorporates incorporating a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual areas
displaying an output of an authorized program running in the computing environment. The

operational flow then proceeds to an end operation.

[00108] FIG. 18 illustrates an exemplary environment 400 in which an embodiment of the
operational flow 200 may be implemented. The exemplary environment includes a computing
device 410, a human user interface 436, and a visual display 440. The visual display illustrates a
display surface 441 that is operable to display an output of an authorized program running in the
computing environment. The display surface is also operable to display at least two human-visual
display areas 442 and 444. The display areas are illustrated as windows, such as may be generated

by a Microsoft Windows XP operating system or by an Apple Mac OS X operating system.

[00109] A receiver module 435 of the computing device rﬁay receive an indication of a
selected watermark 450. The indication may be responsive to an action by a human user
communicated by the human user interface and/or responsive to a selection from a watermark
library by a program, such as an operating system 412 and/or an application program 420. For

purposes of illustration, a human-perceivable manifestation 450A of the selected watermark 450 is
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disposed between the concentric circles. In an alternative embodiment, the selected watermark may
be a watermark generated by a watermark generation program that is a part of an ancillary module
434. An access restrictor module 422 may restrict access to the selected watermark to an authorized
program running in the computing environment, such as the operating system 412 and/or an
application program 420. The operating system 412 may incorporate a human-perceivable
manifestation of the selected watermark 450 in each visual area of at least two human-visual areas
442 and 444 displaying an output of an authorized program running in the computing environment.
The user “Bob” will know that a window displayed by the display 440 is authentic or genuine when
the window includes the selected watermark “Bob’s Watermark.” Conversely, the user Bob will
likewise know that a window not bearing the selected watermark “Bob’s Watermark” was not
outputted by an authorized program. A non-watermarked window or a wrongly watermarked
window may be bitmap spoofing a legitimate window, or may be a window outputted by an
authorized program such a malware program. The absence of the selected watermark is expected to
aid the user Bob in deciding not to interact with a non-watermarked window, and thus not clicking
on the non-watermarked window or not entering personal information in boxes displayed in a the

non-watermarked window that may be linked to malware.

[00110] In an embodiment, the computing device 410 of FIG. 18 includes an information
store 426 configured by computer program that includes computer program instructions. The
computer program may be included in the operating system 412 and/or an application program 420.
The computer program instructions are operable to perform a process in a computer processor. The
process includes receiving an indication of a selected watermark, illustrated as the human- .
perceivable manifestation 450A of the selected watermark 450. The process also includes allowing
a control program privileges in the selected watermark. In another embodiment, the allowing a
control program privileges may be implemented using the access restrictor module 422. The
process further includes associating a human-perceivable manifestation of the selected watermark
with each visual area of at least two visual areas 442 and 444 generated for a human viewable

display of an output of the operating system.

[00111] In a further embodiment, the process including receiving an indication of a selected

watermark 450 further includes a process including receiving an indication of a selected watermark.
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watermark, a watermark selected by a user from at least two watermarks, a watermark selected by a
user from a library of watermarks that includes at least two human-differentiable watermarks, a
watermark selected from at Jeast two human-differentiable polymorphic watermarks, a watermark
generated in response to an algorithm, and/or a watermark selected from at least two human-
differentiable watermarks in response to an algorithm. In another embodiment, the process
including allowing a control program privileges in the selected watermark further includes a process
including allowing a control program full privileges in the selected watermark and limited
privileges in the selected watermark for all other programs. In a further embodiment, the process
including allowing a control program privileges in the selected watermark further includes a process
including allowing at least one of an operating system, a database management system, and/or a

communications protocol privileges in the selected watermark.

[00112] In an embodiment, the process including allowing a control program privileges in the
selected watermark 450 further includes a process including allowing at least one of an operating
system, a database management system, and/or a communications protocol privileges in the selected
watermark. In another embodiment, the process including allowing a control program privileges in
the selected watermark further includes a process inéluding allowing a control program full
privileges in the selected watermark and another program a limited privilege in the selected
watermark. fn a further embodiment, the process including allowing a control program privileges in
the selected watermark further includes a process including allowing a control program full
privileges in the selected watermark and another program a read-only privilege in the selected
watermark. In another embodiment, the process including allowing a control program privileges in
the selected watermark further includes a process including allowing a control program full
privileges in the selected watermark and denying another program privileges in the selected

watermark.

[00113] In an embodiment, the computing device 410 further includes a display surface 441
operable to display each visual area of at least two visual areas 442 and 444 generated for a human
viewing of an output of the operating system 412. In another embodiment, the computing device
further includes a human user interface 436 operable to receive an indication of the selected

watermark 450 in response to a user action.
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program product includes a computer-readable signal-bearing medium 505 bearing computer
program instructions 510. The program instructions are operable to perform a process in a
computing device of a computing environment. The process includes receiving an indication of a
selected watermark, and allowing an operating system privileges in the selected watermark. The
process also includes associating a visible manifestation of the selected watermark with each visual

area of at least two human-visual areas generated for displaying an output of the operating system.

[00115] In an alternative embodiment, the computer program instructions 510 allowing an
operating system privileges in the selected watermark further includes allowing an operating system
full privileges in the selected watermark. In another alternative embodiment, the computer program
instructions allowing an operating system privileges in the selected watermark further includes
allowing an operating system full privileges in the selected watermark and allowing another
program limited privileges in the selected watermark 512. In a further embodiment, the computer
program instructions the allowing an operating system privileges in the selected watermark further
includes allowing an operating system full privileges in the selected watermark and allowing

another program read-only privileges in the selected watermark 514.

[00116] In another embodiment, the computer-readable signal-bearing medium 505 includes
a computer storage medium 522. In a further embodiment, the computer-readable signal-bearing

medium includes a communication medium 524.

[00117] FIG. 20 illustrates an exemplary operational flow 600 implemented in a computing
environment. In an embodiment, the operational flow may be implemented using the computing
system environment 100 of FIG 1, and/or the exemplary environment 400 of FIG 18. After a start
operation, the operational flow 600 moves to an acquiring operation 610. The acquiring operation
receives a designation of an individualized digital identifier. A rights management operation 660
restricts access to the designated individualized digital identifier to a trusted program. A
relationship operation 680 associates a human-perceptible form of the designated individualized
digital identifier with each element of a group of human-perceivable elements displayed in response
to the trusted program by the computing environment. The operational flow then moves to an end

operation.
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individualized digital identifier useful to an individual human user in recognizing an authentic
nature of a content, and/or in differentiating between.an authentic content and a false, misleading,
and/or a spoofed content. In another embodiment, the individualized digital identifier may include
a watermark. In a further embodiment, individualized digital identifier may include an
individualized distinguishing tool. In an embodiment, the individualized digital identifier may
include a relatively unique individualized digital identifier. The unique individualized digital
identifier may include, a semi-unique individualized digital identifier may include, and/or an
individualized digital identifier not likely to be at least substantial duplicated by a predetermined
percentage of human users. For example, an individualized digital identifier may include an
individualized digital identifier not likely to be at least substantially duplicated by no more than
10% of other digital identifiers. In another embodiment, the individualized digital identifier may
include an individualized digital identifier having at least one of a visual, sound, tactile, and/or

haptic aspect.

[00119] FIG. 21 illustrates an alternative embodiment of the exemplary operational flow 600
of FIG. 20. The acquiring operation 610 may include at least one additional operation. The at least
one additional operation may include an operation 612, an operation 614, an operation 616, and/or
an operation 618. The operation 612 receives a designation of an individualized digital identifier
from a human user. The operation 614 receives a designation of an individualized digital identifier
from a digital identifier generator. The operation 616 receives a designation of an individualized
digital identifier from a digital identifier selection algorithm. The operation 618 receives a

designation of an individualized digital identifier from an operating system.

[00120] FIG. 22 illustrates another alternative embodiment of the exemplary operational flow
600 of FIG. 20. The acquiring operation 610 may include at least one additional operation. The at
least one additional operation may include an operation 622, an operation 624, an operation 626,
and/or an operation 628. The operation 622 receives a designation of an individualized digital
identifier from the trusted program. The operation 624 receives a designation of an individualized
digital identifier from another program. The operation 626 receives a designation of at least one of

individualized digital identifier useable in a visual display by the computing environment. The
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audio display by the computing environment.

[00121] FIG. 23 illustrates a further alternative embodiment of the exemplary operational
flow 600 of FIG. 20. The acquiring operation 610 may include at least one additional operation.
The at least one additional operation may include an operation 632, an operation 634, an operaﬁon
636, and/or an operation 638. The operation 632 receives a designation of an at least relatively
unique digital identifier. The operation 634 receives a designation of a unique digital identifier.
The operation 636 receives a designation of an individualized digital identifier selected from a
library of digital identifiers. The operation 638 receives a designation of an individualized digital

identifier received from a source.

[00122] FIG. 24 illustrates an alternative embodiment of the exemplary operational flow 600
of FIG. 20. The acquiring operation 610 may include at least one additional operation. The at least
one additional operation may include an operation 642, an operation 644, an operation 646, and/or
an operation 648. The operation 642 receives a designation of an individualized digital identifier
selected by a human user. The operation 644 receives a designation of an individualized digital
identifier generated by a digital identifier generator module. The operation 646 receives a
designation of a machine-distinguishable individualized digital identifier. The operation 648

receives a designation of a human-distinguishable individualized digital identifier.

[00123] FIG. 25 illustrates another alternative embodiment of the exemplary operational flow
600 of FIG. 20. The rights management operation 660 may include at least one additional
operation. The at least one additional operation may include an operation 662, an operation 664,
and/or an operation 666. The operation 662 restricts the trusted program to at least one of a read, a
write, and/or an update access to the designated individualized digital identifier. The operation 664
restricts access to the designated individualized digital identifier to an operating system of the
computing environment. The operation 666 restricts access to the designated individualized digital

identifier to a program trusted by an operating system running in the computing environment.

[00124] FIG. 26 illustrates a further alternative embodiment of the exemplary operational
flow 600 of FIG. 20. The rights management operation 660 may include at least one additional

operation. The at least one additional operation may include an operation 668, and/or an operation
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672." Ine operation 668 restricts access to the designated individualized digital identitier to an

application program having a trusted status. The operation 672 restricts access to the designated
individualized digital identifier to an application granted an access right by at least one of a human

user and/or an operating system'running in the computing environment,

[00125] FIG. 27 illustrates an alternative embodiment of the exemplary operational flow 600
of FIG. 20. The relationship operation 680 may include at least one additional operation. The at
least one additional operation may include an operation 682, and/or an operation 684. The
operation 682 embeds a human-perceivable manifestation of the designated individualized digital
identifier in each human-perceivable element of a group of elements displayed in response to the
trusted program by the computing environment. The operation 684 at least one of visually and
proximately associates, and/or aurally and temporally associates a human-perceptible form of the
designated individualized digital identifier with each human-perceivable element of a group of

elements displayed in response to the trusted program by the computing environment.

[00126] FIG. 28 illustrates another embodiment of the exemplary operational flow 600 of
FIG. 20. The relationship operation 680 may include at least one additional operation. The at least
one additional operation may include an operation 684, and/or an operation 686. The operation 686
incorporates an audio manifestation of the designated individualized digital identifier within each
human-perceivable element of a group of elements displayed in response to the trusted program by
the computing environment. The operation 688 audibly and temporally associates a human-
perceptible form of the designated individualized digital identifier with each human-perceivable
element of a group of elements displayed in response to the trusted program by the computing

environment.

[00127] FIG. 29 illustrates a further embodiment of the exemplary operational flow 600 of
FIG. 20. The relationship operation 680 may include at least one additional operation. The at least
one additional operation may include an operation 692, and/or an operation 694. The operation 692
associates a human-perceptible form of the designated individualized digital identifier in each
human-visually perceivable element of a group of elements displayed in response to the trusted

program by the computing environment. The operation 694 associates a human-perceptible form of
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group of elements displayed in response to the trusted program by the computing environment.

[00128] FIG. 30 illustrates an embodiment of the exemplary,l of)erational flow 600 of FIG. 20.
The relationship operation 680 may include at least one additional ‘operation. The at least one
additional operation may include an operation 696, and/or an operation 698. The operation 696
associates a human-perceptible form of the designated individualized digital identifier with each
human-perceivable element of a group of elements displayed in response to the trusted program by
the computing environment, the group of elements includes at least one of a group of windows, a
group a content type, a group of a streaming content type, a group of a presentation type, a group of
facsimiles, a group of avatars, a group of gifs, a group of buttons, and/or a group of bitmaps. The
operation 698 associates a human-perceptible form of the designated individualized digital identifier
with each human-perceivable element of a group of elements displayéd in response to the trusted

program.

[00129] FIG. 31 illustrates an alternative embodiment of the exemplary operational flow 600
of FIG. 20. The exemplary operational flow 600 may include at least one additional operation. The
at least one additional operation may include an operation 710. The operation 710 scans an element
displayed by the computing environment for a presence of the designated individualized digital
identifier; and broadcasts a human recognizable notification if the individualized digital identifier is

not associated with the element.

{00130] Returning to FIG. 20, an alternative embodiment of the operational flow 600 is
includes an operational flow 600A. After a start operation, the operational flow 600 moves to an
acqﬁiring operation 610. The acquiring operation receives a designation of an individualized digital
identifier. A relationship operation 680 associates a human-perceptible form of the designated
individualized digital identifier with each element of a group of human-perceivable elements
displayed by the computing environment. In an embodiment, the relation operation respectfully
associates a human-perceptible form of the designated individualized digital identifier with each
element of a group of human-perceivable elements when both the designated individualized digital

identifier and each element of a group of human-perceivable elements are displayed.

32



: . : PCT/US2007/018886 ..
[00 1‘).‘3791 2008/027361 35 illustrates an exemplary computing environment b G AU podiments

of the operational flow 600 may be implemented. The computing environment includes a
computing device 810, a human user interface 836, and a visual display 840. The visual display
may inciude visual display of a CRT, a LCD, a laptop display, a desktop monitor, and/or a screen of
a portable electronic device, such as a cell phone, a personal digital assistant, or a Blackberry ©
RIM. The visual display illustrates a display surface 841 operable to display an output of a trusted
program running in the computing environment. The display surface is also operable to display at
least one human-perceivable element, illustrated as a human-visual display area 846. The display
area is illustrated as a window, such as may be generated by a Microsoft Windows XP operating
system or by an Apple Mac OS X operating system. The computing environment illustrates an
example where a Mario Brother icon © Nintendo constitutes a human-perceptible form 850A of the
selected digital component 850 by the operation 610 of operational flow 600. For example, the
digital component may have been received from or selected by a hypothetical human user named
“Roy” for illustration purposes. Alternatively, the digital component may have been selected from
a digital component library 829 by a digital identifier generator 832. In another altemnative, the
digital identifier generator may have generated the particular colors and/or style of the selected
digital component. An enlarged version of the Mario Brother received digital component (icon )
850E is provided for additional clarity. The human-perceptible Mario Brother icon is associated
with each human-visual display area of a group of human-visual display areas, for example by
placement in a right hand comer of a title bar of the display area 846. By observing the Mario
Brother icon associated with each element of a group of elements, “Roy” will have information on
which he may base a decision whether each element is displayed in response to the trusted program

by the computing environment.

[00132] FIG. 33 illustrates an exemplary display environment 900 that may be provided by
the computing environment 800 of FIG. 32. The visual display 840 is illustrated as including a
visual display surface 941 operable to display a window 946 operable to display a group of
elements in response to a trusted program of the computing environment 800. The group of
elements is illustrated as a tree 962, an airplane 964, and a truck 966. In an embodiment, at least
one of the elements may be dynamic, such as moving relative to a plane of the visual display

surface, or rotating about an axis. For example, the tree may be swaying as if blown by a wind, the
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as if being driven. By way of further example, thelairplane may also drop bombs (not illustrated).
The selected digital component 850 Mario Brother is associated with each element displayed in
response to a trusted program running in the computing environment. The window 946 displays a
Mario Brother icon 850A associated in an upper right corner, the tree has a Mario Brother icon
850B proximately associated, and the airplane has a Mario Brother icon 850C also proximately
associated. These associations indicate that the elements are displayed in response to a trusted
program. However, the truck does not have a Mario Brother icon associated with it. Instead, a
villain icon 972 from Super Mario Bros. © Nintendo is proximately displayed, indicating to the user
“Roy” that the truck is a spoofed or a masquerading element displayed in response to a non-trusted
program. A non-trusted program may be was restricted from accessing the designated digital
component by the rights management operation 660 of the operational flow 600 described in
conjunction with FIG. 20. In another embodiment, the truck may not have any digital component
associated with it. Such absence of an associated digital component also indicates to the user “Roy”
that the truck is a spoofed or a masquerading element displayed in response to a non-trusted

program.

[00133] FIG. 34 illustrates an exemplary computing environment 1000 in which
embodiments may be implemented. The computing environment includes a computing device 1010
coupled with a network, a human user interface 1036, an audio display 1038, and a visual display

1040.

[00134] The computing device 1010 also includes an information store 1026 configurable by
a computer program. The computer program may be included in an operating system 1012, an
application program 1020, and/or another program. The computer program may be a stand-alone
program. The computer program includes instructions operable to perform a process in a processor
1016. The process includes receiving a designation of an individualized digital identifier. The
designation may be received by a receiver module 1035 from any source, including from a user via
the human user interface 1036, a generator module 1032, and/or a selector module. In an
embodiment, the process including receiving a designation of an individualized digital identifier
further includes a process including receiving a designation of at least one of an individualized

digital visual identifier and/or an individualized digital audio identifier. The process also includes
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limiting access to the desi gnated individualized digital identifier to an application programming

interface (API’s 1014) callable by a privileged.code. The limiting access may include limiting at
least one of a read, a write, and/or an update access. The privileged code may include at least one
of an operating system, an application program, and/or an application program granted an access
right by at least one of a user and/or the operating system. The process further includes associating
a human-perceptible form of the designated individualized digital identifier with each element of a
group of elements displayed in response to a program running in the computing device. The visual

display includes a display operable to present visually each element of the group of elements to a

human user.

[00135] The visual display 1040 may include visual display surface 1041 operable to display
an output of a program running in the computing device. The display surface is also operable to
visually present a group of elements to a human user by at least one human-perceivable area,
iltustrated as a human-visual display area 1046. The computing environment illustrates an example
where the Mario Brother icon constitutes a human-perceptible form of the designated digital
component 850 received by the acquiring operation 610 of operational flow 600 of FIG 20. The
display area 1046 is illustrated as including a Mario Brother 1050A associated with the display area
1046, and a Mario Brother 1050B associated with a tree 1062. The display area is also illustrated as
including a truck 1066 without the designated digital component associated with it.

[00136] FIG. 35 illustrates an exemplary computer program product 1110 in which
embodiments may be implemented. The computer program producing includes a computer-
readable signal-bearing medium 1105 bearing program instructions 1110. The program instructions
are operable to perform a process in a computing device. The process includes receiving a
designation of an individualized digital identifier, and restricting access to the designated
individualized digital identifier to an operating system program. The process also includes
associating a human-perceptible form of the designated individualized digital identifier with each
human-perceivable element of a group of elements displayed in response to the operating system
program of the computing device. In an embodiment, the process including associating a human-
perceptible form of the designated individualized digital identifier with each human-perceivable
element of a group of elements displayed in response to the opgrating system program of the

computing device further includes a process 1112 including associating a human-perceptible form
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of elements displayed in response to the operating system program of the computing device,
wherein the group of human-perceivable elements displayed includes at least one of a window, a

content, a streaming content,!a presentation, a facsimile, an avatar, a gif, a button, and/or a bitmap.

[00137] In another embodiment, the computer-readable signal-bearing medium 1105 includes
a computer storage medium 1122. In a further embodiment, the computer-readable signal-bearing

medium includes a communication medium 1124.

[00138] FIG. 36 illustrates an exemplary operational flow 1200 implemented in a computing
environment and operable to practice embodiments. After a start operation, the operational flow
includes an acquisition operation 1210. The acquisition operation receives an instruction operable
to create a visual presentation corresponding to a bitmap content. The acquisition operation may
receive the instruction from a remote source, a local source, a computing device, a program, an
application program, and/or a program running in the computing environment. The acquisition
operation may receive the instruction via a network, such as a LAN, a WAN, and/or the Internet.
The acquisition operation may receive one or more instructions which in combination are operable
to create a visual presentation corresponding to a bitmap content. The bitmap content may include
digital data that includes an indicium of a digital watermark. The bitmap content may include a
representation of a window. The bitmap content may include a content, a streaming content, a
presentation, a facsimile, an avatar, a gif, a button, and/or a bitmap. The bitmap content may

include a content having a TIFF, a GIF, a JPEG, and/or a BMP format.

[00139] The operational flow 1200 also includes an inspection operation 1220. The
inspection operation determines if the instruction operable to create a visual presentation
corresponding to a bitmap content includes an instruction operable to create a visual presentation
corresponding to a bitmap content having an indicium of a digital watermark. The operational flow
further includes an effectuation operation 1230. In response to the inspection operation 1220, the
effectuation operation initiates an action with respect to the instruction operable to create a visual

presentation corresponding to a bitmap content. The operational flow moves to an end operation.

[00140] The operational flow 1200 may be performed proximate in time to the computing

environment receiving the instruction operable to create a visual presentation corresponding to a
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the instruction operable to create a visual presentation corresponding to a bitmap content, or at a

time intermediate to the receiving the instruction and the displaying a content.

D
[00141] FIG. 37 illustrates an alternative embodiment of the exemplary operational flow

1200 of FIG. 36. The effectuation operation 1230 may include at least one additional operation.
The at least one additional operation may include an operation 1232, an operation 1234, and/or an
operation 1236. The operation 1232 initiates a quarantine of the instruction operable to create a
visual presentation corresponding to a bitmap content in response to the determining. The operation
1234 initiates an exposure of the instruction operable to create a visual presentation corresponding
to a bitmap content to a program associated with the computing environment. The operation 1236
initiates a human-perceptible indication that a visual presentation of the bitmap content is at least

unlikely to include a visual presentation of a digital watermark.

[00142] FIG. 38 illustrates another alternative embodiment of the exemplary operational flow
1200 of FIG. 36. The effectuation operation 1230 may include at least one additional operation.
The at least one additional operation may include an operation 1238, and/or an operation 1242. The
operation 1238 initiates a human-perceptible indication that a visual presentation of the bitmap
content is at least likely to include a digital watermark not significantly corresponding with a
preselected digital watermark associated with the computing environment. The operation 1242
initiates a human-perceptible indication that a visual presentation of the bitmap content will include
a digital watermark at least significantly corresponding with an individualized digital watermark

associated with the computing environment.

[00143] FIG. 39 illustrates an exemplary computing environment 1300 in which
embodiments of the operational flow 1200 of FIG. 36 may be implemented. In addition, the
exemplary computing environment illustrates an environment in which other embodiments may be
implemented. The computing environment includes a computing device 1310, a human activated
interface 1336, an audio display device 1338 illustrated as a speaker, and a visual display device
1370. The computing device includes an information store configured by computer program that
includes computer program instructions. The computer program includes instructions operable to

perform a process in a computer processor 1316. The process includes receiving an instruction to
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determining if the instruction to create a visual presentation corresponding to a bitmap content
includes an instruction to create a visual presentation corresponding to a bitmap content having an
indicium of a digital watermark. The process further includes initiating an action with respect to the
instruction to create a visual presentation corresponding to a bitmap content, the action being

responsive to the determining.

[00144] In another embodiment, the determining process further includes a process that
determines if the instruction to create a visual presentation corresponding to a bitmap content
includes an instruction to create a visual presentation corresponding to an individualized digital
watermark associated with the computing device. In a further embodiment, the determining process
further includes a process that determines if the instruction to create a visual presentation
corresponding to a bitmap content includes an instruction to create a visual presentation
corresponding to an individualized digital watermark associated with the computing device. The
digital watermark may include at least one of a user-originated digital watermark, a user selected
digital watermark, a digital watermark selected by a user from at least two digital watermarks, a
digita] watermark selected by a user from a library of digital watermarks that includes at least two
human-differentiable digital watermarks, a digital watermark selected from at least two human-
differentiable polymorphic digital watermarks, a digital watermark generated in response to an
algorithm, and/or a digital watermark selected from at least two human-differentiable digital

watermarks in response to an algorithm.

[00145] In an embodiment, the process that receives an instruction further includes a process
including receive an instruction to create a visual presentation corresponding to a bitmap content,
the instruction to create a visual presentation corresponding to a bitmap content includes at least two
instruction that in a combination create a visual presentation corresponding to a bitmap content. In
another embodiment, the process that includes initiating an action further includes a process
including quarantining the instruction to create a visual presentation corresponding to a bitmap
content from a program associated with the computing environment. In a further embodiment, the
process that includes initiating an action further includes a process including allowing at least one of
an operating system, a database management system, and/or a communications protocol privileges

to the instruction to create a visual presentation corresponding to a bitmap content,
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including allowing at least one program full privileges to the instruction to create a visual
presentation corresponding to a bitmap content and limiting another program’s privileges to the
instruction to create a visual presentation corresponding to a bitmap content. In another
embodiment, the process that initiates an action further includes a process including exposing the
instruction to create a visual presentation corresponding to a bitmap content to a program associated

with the computing environment.

[00147] In operation, for illustrative purposes a user named “Bill” looking at a visual display
surface 1341 of a display device 1340 may see three elements that include a photograph of a woman
sleeping 1371, a window of his bank’s home page with a watermark 1373, and a window of his
bank’s home page 1375 without a watermark. While the three elements might be displayed at least
simultaneously, in a more likely example, the elements may be displayed sequentially as Bill uses
his.computer over time. The photograph of a woman, like most personal photographs, would not
expected to include a digital watermark. When Bill views the photograph of woman, an action is
initiated that displays a popup box 1372 indicating that the photograph does not contain a digital
watermark. This indication reflects Bill’s expected property of the personal photograph. When Bill
views the window of his bank’s home page with a watermark 1373, he may expect to see a
watermark. However, an action is initiated that displays a popup box 1374 warning Bill that visual
presentation of his bank’s home page includes a spoofed watermark. Bill may use the information
provided by the popup box 1374 to avoid any interaction with the visual presentation of his bank’s
home page. When Bill views the window of his bank’s home page without a watermark 1375, he
may not notice that his expected digital watermark is absent. An action is initiated that displays a
popup box 1376 warning Bill that visual presentation of his bank’s home page does not include a
watermark. Bill may use the information provided by the popup box 1376 to évoid any interaction

with the visual presentation of his bank’s home page.

[00148] FIG. 40 illustrates an exemplary computer program product 1400 in which
embodiments may be implemented. The computer program product includes a computer-readable
signal-bearing medium 1405 bearing program instructions 1410. The program instructions are
operable to perform a process in a computing device of a computing environment. The process

includes receiving an instruction operable to create a visual presentation corresponding to a bitmap
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content. The process also includes determining if the instruction operable to create a visual

presentation corresponding to a bitmap content includes an instruction operable to create a visual
presentation corresponding to a bitmap contént having an indicium of a digital watermark. The
process further includes initiating an action with respect to the instruction operable to create a visual

presentation corresponding to a bitmap content in response to the determining.

[00149] In an embodiment, the computer-readable signal-bearing medium 1405 includes a
computer storage medium 1422. In another embodiment, the computer-readable signal-bearing

medium includes a communication medium 1424.

[00150]} FIG. 41 illustrates an exemplary operational flow 1500 in which embodiments may
be implemented. Afier a start operation, the operational flow moves to an acquisition operation
1510. The acquisition operation receives an instruction to create a visual presentation
corresponding to a bitmap content. An inspection operation 1520 determines if the instruction to
create a visual presentation corresponding to a bitmap content includes an instruction to create a
visual presentation corresponding to a bitmap content having an indicium of a digital watermark. If
the instruction to create a visual presentation corresponding to a bitmap content does not include an
instruction to create a visual presentation corresponding to a bitmap content having an indicium of a
digital watermark, an effectuation operation 1530 displays a human-understandable notification
reflecting an absence of a digital watermark. In an alternative embodiment, the inspection operation
determines if the instruction to create a visual presentation corresponding to a bitmap content
includes an instruction to create a visual presentation corresponding to a bitmap content having an

indicium of a digital watermark of a group of digital watermarks.

[00151] FIG. 42 illustrates an exemplary computing environment 1600 that may implement
embodiments. The computing environment includes means 1610 for receiving an instruction to
create a visual presentation corresponding to a bitmap content. The computing environment also
includes means 1620 for determining if the instruction to create a visual presentation corresponding
to a bitmap content includes an instruction to create a visual presentation corresponding to a bitmap
content having an indicium of a digital watermark. The computing environment further includes
means 1630 for displaying a human-understandable notification reflecting an absence of a digital

watermark if the instruction to create a visual presentation corresponding to a bitmap content does
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an indicium of a digital watermark.

[00152] FIG. 43 illustrates a computér program product 1700 in which embodiments may be
implemented. The computer program product includes a computer-readable signal-bearing medium
1705 bearing program instructions 1710. The program instructions are operable to perform a
process in a computing device of a computing environment. The process includes receiving an
instruction to create a visual presentation corresponding.to a bitmap content. The processes also
includes determining if the instruction to create a visual presentation corresponding to a bitmap
content includes an instruction to create a visual presentation corresponding to a bitmap content
having an indicium of a digital watermark. The process further includes displaying a human-
understandable notification reflecting an absence of a digital watermark if the instruction to create a
visual presentation corresponding to a bitmap content does not include an instruction to create a

visual presentation corresponding to a bitmap content having an indicium of a digital watermark.

[00153] In another embodiment, the computer-readable signal-bearing medium 1705 includes
a computer storage medium 1722. In a further embodiment, the computer-readable signal-bearing

medium includes a communication medium 1724.

[00154] FIG. 44 illustrates an exemplary operational flow 1800 implemented in a computing
environment that includes a system digital watermark. A human-perceptible manifestation of the
system digital watermark is incorporatable in a displayable content provided by a program running
in the computing environment. After a start operation, the operational flow includes an acquisition
operation 1810. The acquisition operation receives digital data that includes an instruction to create
a visual presentation corresponding to a bitmap. A decision operation 1820 determines if the
instruction to create a visual presentation corresponding to a bitmap includes an instruction to create
a visual presentation corresponding to a bitmap having an indicium of a digital watermark. If the
decision operation determines that the instruction to create a visual presentation corresponding to a
bitmap includes an instruction to create a visual presentation corresponding to a bitmap having an
indicium of a digital watermark, the operational flow moves to an analysis operation 1830.

Otherwise, the operational flow moves to an end operation.

41



WO 2008/027361 ' o PCT/US2007/018886
[00155) At the analysis operation 1830, a correlation is established between the 1ndicium orI a

digital watermark and the-system digital watermark. The correlation may be established to any
desired degree or measure. For example, a correlation may be established when there is an at least
substantial correlation, i.e., such as a correspondence level of at least 50% between the indicium of
a digita] watermark and the system digital watermark. In another example, a correlation may be
established when there is a confidence level of at least 30%. In another example, a correlation may
be established when there is a correspondence level of at least 80% between the indicium of a
digital watermark and the system digital watermark. A broadcast operation 1850 displays a human-
understandable information responsive to the determined correlation between the indicium of the
digital watermark and the system digital watermark. For example, the broadcast operation may
display a dialog box indicating the digital data includes a visual presentation spoofing the system

digital watermark. The operational flow the moves to the end operation.

[00156] FIG. 45 illustrates an alternative embodiment of the operational flow 1800 described
in conjunction with FIG. 44. The analysis operation 1830 may include at least one additional
operation. The at least one additional operation may include an operation 1832 and/or an operation
1834. The operation 1832 establishes a correlation between the indicium of a digital watermark and
a system digital watermark personalized to a human user of the computing environment. The
operation 1834 establishes a correlation between the indicium of a digital watermark and a human-

perceptible system digital watermark.

[00157] _ FIG. 46 illustrates a further embodiment of the operational flow 1800 described in
conjunction with FIG. 44. The analysis operation 1830 may include at least one additional
operation. The at least one additional operation may include an operation 1836, an operation 1838,
and/or an operation 1842. The operation 1836 establishes a correlation between the indicium of a
digital watermark and a human-imperceptible system digital watermark. The operation 1838
establishes a correlation between the indicium of a digital watermark and at least one of a selected,
a received, and/or a generated system digital watermark. The operation 1842 establishes a
correlation between the indicium of a digital watermark and a digital watermark associated with a

program running in the computing environment.
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[0015%] r1G. 47 illustrates another embodiment of the operational tiow 1800 described in

conjunction with FIG. 44. The analysis operation 1830 may include at least one additional
operation. The at least one additional operation may include an operation 1844. The operation
1844 establishes a measure of a correlation between the indicium of a digital watermark and the
system digital watermark. The operation 1844 may include at least one additional operation. The
at least one additional operation may include an operation 1846, and/or an operation 1848. The
operation 1848 exposes to the program running in the computing environment the digital data that
includes an instruction to create a visual presentation corresponding to a bitmap if the determined
measure of a correlation is below a preselected level. The program may include an operating
system and/or a production environment running in the computing environment. The operation
1846 isolating from the program running in the computing environment the digital data that
includes an instruction to create a visual presentation corresponding to a bitmap if the determined

measure of a correlation is above a preselected level.

[00159] FIG. 48 illustrates an exemplary computer program product 1900 in which
embodiments may be implemented. The computer program product includes a computer-readable
signal-bearing medium 1905 bearing program instructions 1910. The program instructions are
operable to perform a process in a computing device. The process includes receiving digital data
that includes an instruction to create a visual presentation corresponding to a bitmap. The process
also includes determining if the instruction to create a visual presentation corresponding to a bitmap
includes an instruction to create a visual presentation corresponding to a bitmap having an indicium
of a digital watermark. If the instruction to create a visual presentation corresponding to a bitmap
includes an instruction to create a visual presentation corresponding to a bitmap having an indicium
of a digital watermark, the process establishes a correlation between the indicium of a digital
watermark and a system digital watermark of a computing environment that includes the computing
device. The process also displays a human-understandable information responsive to the
determined correlation between the indicium of the digital watermark and the system digital

watermark.

[00160] In an embodiment, the computer-readable signal-bearing medium 1905 includes a
computer storage medium 1922. In another embodiment, the computer-readable signal-bearing

medium includes a communications medium 1924.
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[OOWO 12008/021366 49 illustrates an exemplary computing dev1ce 2000 that may implement

embodiments. The computing device includes means 2010 for receiving digital data that includes
an instruction to create a visual presentation corresponding to a bitmap. The computing device also
includes means 2020 for determining if the instruction to create a visual presentation corresponding
to a bitmap includes an instruction to create a visual presentation corresponding to a bitmap having
an indicium of a digital watermark. The computing device further includes means 2030 for
establishing a correlation between the indicium of a digital watermark and a system digital
watermark of a computing environment that includes the computing device. The computing device
also includes means 2040 for displaying a human-understandable information responsive to the
determined correlation between the indicium of the digital watermark and the system digital

watermark.

[00162] It will be understood by those skilled in the art !that the various components and
elements disclosed herein and in the drawings, as well as the various steps and substeps disclosed
herein and in the drawings, may be incorporated together in different combinations to implement
embodiments and enhance possible benefits and advantages. The exemplary system, apparatus, and
computer program product embodiment disclosed herein, including FIGS. 1, 18, 19, 32-35, 39-40,
42-43, and 48-49, along with other components, devices, know-how, skill, and techniques that are
known in the art have a capability of implementing and practicing methods and process illustrated
in FIGS. 2-17, 20-31, 36-38, 41, and 44-47. It is to be understood that the methods and processes
can be incorporated in one or more different types of computer program products with a carrier
medium haveing program instructions encoded thereon. However, it is to be further understood by
those skilled in the art that other systems, apparatus, and technology may be used to implement and

practice such methods and processes.

[00163] The foregoing detailed description has set forth various embodiments of the devices
and/or processes via the use of block diagrams, flow diagrams, operation diagrams, flowcharts,
illustrations, and/or examples. Insofar as such block diagrams, operation diagrams, flowcharts,
illustrations, and/or examples contain one or more functions and/or operations, it will be understood
that each function and/or operation within such block diagrams, operation diagrams, flowcharts,
illustrations, or examples can be implemented, individually and/or collectively, by a wide range of

hardware, software, firmware, or virtually any combination thereof unless otherwise indicated. A
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par}yc%é?og{g%?g}agram, operation diagram, flowchart, illustration, environment, and/or example

should not be interpreted as having any dependency or requirement relating to any one or
combination of components illustrated therein. For example, in certain instances, one or more
elements of an environment may be deemed not necessary and omitted. In other instances, one or

more other elements may be deemed necessary and added.

{00164] Those having skill in the art will recognize that the state of the art has progressed to
the point where there is little distinction left between hardware and software implementations of
aspects of systems; the use of hardware or software is generally (but not always, in that in certain
contexts the choice between hardware and software can become significant) a design choice
representing cost vs. efficiency tradeoffs. Those having skill in the art will appreciate that there are
various vehicles by which processes and/or systems and/or other technologies described herein can
be effected (e.g., hardware, software, and/or firmware), and that the preferred vehicle will vary with
the context in which the processes and/or systems and/or other technologies are deployed. For
example, if an implementer determines that speed and accuracy are paramount, the implementer
may opt for a mainly hardware and/or firmware vehicle; alternatively, if flexibility is paramount,
the implementer may opt for a mainly software implementaﬁon; or, yet again alternatively, the
implementer may opt for some combination of hardware, software, and/or firmware. Hence, there
are several possible vehicles by which the processes and/or devices and/or other technologies
described herein may be effected, none of which is inherently superior to the other in that any
vehicle to be utilized is a choice dependent upon the context in which the vehicle will be deployed
and the specific concerns (e.g., speed, flexibility, or predictability) of the implementer, any of which
niay vary. Those skilled in the art will recognize that optical aspects of implementations will

typically employ optically-oriented hardware, software, and or firmware.

[00165] In addition, those skilled in the art will appreciate that the mechanisms of the subject
matter described herein are capable of being distributed as a program product in a variety of forms,
and that an illustrative embodiment of the subject matter described herein applies equally regardless
of the particular type of signal- bearing media used to actually carry out the distribution. Examples
of a signal-bearing media include, but are not limited to, the following: recordable type media such

as floppy disks, hard disk drives, CD ROMs, digital tape, and computer memory; and transmission
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type media such as digital and analog communication links using TDM or IP based communication

links (e.g., packet links).

[00166] It will be understood by thbse within the art that, in general, terms used herein, and
especially in the appended claims (e.g., bodies of the appended claims) are generally intended as
“open” terms (e.g., the term “including” should be interpreted as “including but not limited to,” the
term “having” should be interpreted as “having at least,” the term “includes” should be interpreted
as “includes but is not limited to,” etc.). It will be further understood by those within the art that if a
specific number of an introduced claim recitation is intended, such an intent will be explicitly
recited in the claim, and in the absence of such recitation no such intent is present. For example, as
an aid to understanding, the following appended claims may contain usage of the introductory
phrases "at least one" and "one or more" to introduce claim recitations. However, the use of such
phrases should not be construed to imply that the introduction of a claim recitation by the indefinite
articles "a" or "an" limits any particular claim containing such introduced claim recitation to
inventions containing only one such recitation, even when the same claim includes the introductory
phrases "one or more" or "at least one" and indefinite articles such as "a" or "an" (e.g., “a” and/or
“an” should typically be interpreted to mean “at least one” or “one or more™); the same holds true
for the use of definite articles used to introduce claim recitations. In addition, even if a specific
number of an introduced claim recitation is explicitly recited, those skilled in the art will recognize
that such recitation should typically be interpreted to mean at least the recited number (e. g., the bare
recitation of "two recitations," without other modifiers, typically means at least two recitations, or
two or more recitations). Furthermore, in those instances where a convention analogous to “at least
one of A, B, and C, etc.” is used, in general such a construction is intended in the sense one having
skill in the art would understand the convention (e.g., “ a system having at least one of A, B, and C”
would include but not be limited to systems that have A alone, B alone, C alone, A and B together,
A and C together, B and C together, and/or A, B, and C together, etc.). In those instances where a
convention analogous to “at least one of A, B, or C, etc.” is used, in general such a constructic\m is
intended in the sense one having skill in the art would understand the convention (e. g., ““ a system
having at least one of A, B, or C” would include but not be limited to systems that have A alone, B
alone, C alone, A and B together, A and C together, B and C together, and/or A, B, and C together,

etc.).
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[00%9}2008/02713&1: herein described aspects depict different components contained within, or

connected with, different other components. It is to be understood that such depicted architectures
are merely exemplary, and that in fact many other architectures can be implemented which achieve
the same functionality. In a conceptual sense, any arrangement of components to achieve the same
functionality is effectively "associated" such that the desired functionality is achieved. Hence, any
two components herein combined to achieve a particular functionality can be seen as "associated
with" each other such that the desired functionality is achieved, irrespective of architectures or
intermedial components. Likewise, any two components so associated can also be viewed as being
"operably connected," or "operably coupled,” to each other to achieve the desired functionality.
Any two components capable of being so associated can also be viewed as being "operably |
couplable" to each other to achieve the desired functionality. Specific examples of operably
couplable include but are not limited to physically mateable and/or physically interacting

components and/or wirelessly interactable and/or wirelessly interacting components.

[00168] While various aspects and embodiments have been disclosed herein, other aspects
and embodiments will be apparent to those skilled in the art. The various aspects and embodiments
disclosed herein are for purposes of illustration and are not intended to be limiting, with the true

scope and spirit being indicated by the following claims.
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WHAT IS CLAIMED IS:

1. A method implemented in a computing environment, the method comprising:

receiving an indication of a selected watermark; and

incorporating a human-perceivable manifestation of the selected
watermark in each visual area of at least two human-visual areas displaying an output of

an authorized program running in the computing environment.

2. A method implemented in a computing environment, the method comprising:

receiving an indication of a selected watermark;

restricting access to the selected watermark to an authorized program

running in the computing environment; and

incorporating a human-perceivable manifestation of the selected
watermark in each visual area of at least two human-visual areas displaying an output of

the authorized program.

3. The method of claim 2, wherein the receiving an indication of a selected

watermark further includes:

receiving a user-originated watermark.

4. The method of claim 2, wherein the receiving an indication of a selected

watermark further includes:

receiving an indication of a user selected watermark.

5. The method of claim 2, wherein the receiving an indication of a selected

watermark further includes:

receiving an indication of a watermark selected by a user from at least two

watermarks.
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6. The method of claim 2, wherein the receiving an indication of a selected

watermark further includes:

receiving an indication of a watermark selected by a user from at least two

human-differentiable watermarks.

7. The method of claim 2, wherein the receiving an indication of a selected

watermark further includes:

receiving an indication of a watermark selected by a user from a library of

watermarks that includes at least two human-differentiable watermarks.

8. The method of claim 2, wherein the receiving an indication of a selected
watermark further includes:
receiving an indication of a watermark selected from at least two human-
differentiable polymorphic watermarks, the at least two human-differentiable

polymorphic watermarks respectively including a variation of a genus watermark.

9. The method of claim 2, wherein the receiving an indication of a selected

watermark further includes:

receiving an indication of a selection of a watermark generated in response

to an algorithm.

10. The method of claim 2, wherein the receiving an indication of a selected

watermark further includes:

selecting a watermark from at least two human-differentiable watermarks

in response to an algorithm.

11. The method of claim 2, wherein the receiving an indication of a selected
watermark further includes:
receiving an indication of a selected watermark, the selected watermark
including at least one of a human-differentiable visible watermark and/or human-

differentiable audible watermark.
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12. The method of claim 2, wherein the receiving an indication of a selected

watermark further includes:

receiving an indication of a selected watermark, the selected watermark

including an icon.

13. The method of claim 2, wherein the receiving an indication of a selected

watermark further includes:

receiving an indication of a selected watermark, the selected watermark
including at least one of a visual aspect, an acoustical aspect, a user name, a biometric

identifier, a fingerprint, a word, a symbol, a graphic, a picture, and/or an avatar.

14. The method of claim 2, wherein the receiving an indication of a selected

watermark further includes:

receiving an indication of a selected watermark, the selected watermark

including an image having a variation.

15. The method of claim 2, wherein the receiving an indication of a selected

watermark further includes:

receiving an indication of a selected watermark, the selected watermark
including a variation that includes at least one of a temporal variation, a random
variation, a pseudo random variation, a movement variation, a rotation, a rotation
variation, a shape variation, a color variation, a perspective variation, a size variation,

and/or a feature variation.

16. The method of claim 2, wherein the restricting access to the selected
watermark to an authorized program running in the computing environment further

includes:

restricting the authorized program to a read access, a write access, and/or

an update access to the selected watermark.
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17. The method of claim 2, wherein the restricting access to the selected
watermark to an authorized program running in the computing environment further

includes:

limiting access to the selected watermark to an operating system.

18. The method of claim 2, wherein the restricting access to the selected
watermark to an authorized program running in the computing environment further
includes:

allowing an application program authorized by a human-user access to the

selected watermark.

19. The method of claim 2, wherein the restricting access to the selected
watermark to an authorized program running in the computing environment further
includes:

allowing access to the selected watermark by an application program, the
application program including at least one of a browser, a web browser, a word

processing program, and/or a database management program.

20. The method of claim 2, wherein the restricting access to the selected
watermark to an authorized program running in the computing environment further
includes:

allowing an operating system and at least one selected application program

access to the selected watermark.

21. The method of claim 2, wherein the incorporating a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual
areas displaying an output of the authorized program running in the computing
environment further includes:

incorporating a human-perceivable manifestation of the selected

watermark in each visual area of at least two human-visual areas displaying an output of
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the authorized program running in the computing environment and/or another program

running in the computing environment:

22. The method of claim 2, wherein the incorporating a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual
areas displaying an output of the authorized program runniﬁg in the computing
environment further includes:

using an application program interface to incorporate a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual
areas displaying an output of the authorized program running in the computing

environment,

23. The method of claim 2, wherein the incorporating a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual
areas displaying an output of the authorized program running in the computing
environment further includes:

synchronizing a human-visually-differentiable dynamic aspect of the
selected watermark when the selected watermark is simultaneously displayed in at least
two human-visual areas outputted by the authorized program running in the computing

environment.

24. The method of claim 2, wherein the incorporating a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual
areas displaying an output of the authorized program running in the computing
environment further includes:

incorporating a human-perceivable manifestation of the selected
watermark in one visual area of at least two human-visual areas displaying an output of
the authorized program running in the computing environment in response to a mouse-

over of a portion of the one visual area.
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25. The method of claim 2, wherein the incorporating a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual
areas displaying an output of the authorized program running in the computing
environment further includes:

incorporating a human-perceivable manifestation of the selected
watermark in one visual area of at least two human-visual areas displaying an output of
the authorized program running in the computing environment in response to a mouse-

over of a portion of another visual area.

26. The method of claim 2, wherein the incorporating a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual
areas displaying an output of the authorized program running in the computing
environment further includes:

incorporating a human-perceivable manifestation of the selected
watermark in all visual areas displaying an output of the authorized program running in

the computing environment.

27. The method of claim 2, wherein the incorporating a human—perceivabl'e
manifestation of the selected watermark in each visual area of at least two human-visual
areas displaying an output of the authorized program running in the computing

environment further includes:

incorporating a human-perceivable manifestation of the selected
watermark in each visual area of a default subgroup of visual areas displaying an output

of the authorized program running in the computing environment.

28. The method of claim 2, wherein the incorporating a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual
areas displaying an output of the authorized program running in the computing

environment further includes:
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incorporating a human-perceivable manifestation of the selected
watermark in each visual area of at least two popup visual areas displaying an output of

the authorized program running in the computing environment.

29. The method of claim 2, wherein the incorporating a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual
areas displaying an output of the authorized program running in the computing
environment further includes:

incorporating a human-perceivable manifestation of the selected
watermark in each visual area of at least two human-visual areas displaying an output of

an operating system running in the computing environment.

30. The method of claim 2, wherein the incorporating a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual
areas displaying an output of the authorized program running in the computing
environment further includes: |

incorporating a human-perceivable manifestation of the selected
watermark in each visual area of at least two human-visual areas displaying for human

viewing an output of the authorized program running in the computing environment.

31. The method of claim 2, wherein the incorporating a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual
areas displaying an output of the authorized program running in the computing |
environment further includes:

incorporating a human-perceivable manifestation of the selected
watermark in each visual area of at least two human-visual areas displaying an output of

an application program running in the computing environment.

32. The method of claim 2, wherein the incorporating a human-perceivable

manifestation of the selected watermark in each visual area of at least two human-visual
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areas displaying an output of the authorized program running in the computing
environment further includes:

incorporating a human-perceivable manifestation of the selected
watermark in each visual area of at least two human-visual areas displaying an output for

human viewing of the authorized program running in the computing environment.

33. The method of claim 2, wherein the incorporating a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual
areas displaying an output of the authorized program running in the computing
environment further includes:

incorporating a human-perceivable manifestation of the selected
watermark in each visual area of at least two human-visual areas displaying an output of
the authorized program running in the computing environment unless otherwise directed

by an operating system of the computing environment.

34. The method of claim 2, wherein the incorporating a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual
areas displaying an output of the authorized program running in the computing
environment further includes:

incorporating a human-perceivable manifestation of the selected
watermark in each graphical display area of at least two display areas displaying an

output of the authorized program running in the computing environment.

35. The method of claim 2, wherein the incorporating a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual
areas displaying an output of the authorized program running in the computing
environment further includes:

incorporating a human-perceivable manifestation of the selected
watermark in each visual surface of at least two visual surfaces displaying an output of

the authorized program running in the computing environment,
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36. The method of claim 2, wherein the incorporating a human-perceivable
manifestation of the selected watermark in each visual area of at least two human-visual
areas displaying an output of the authorized program running in the computing
environment further includes:

incorporating a human-perceivable manifestation of the selected
watermark in each visual area of at least two human-visual areas displaying an output and
allowing a user input with respect to the authorized program running in the computing

environment.

37. The method of claim 2, further comprising:
in response to a received a human-initiated input, suppressing a visual area

displaying an output that does not include the selected watermark.

38. The method of claim 2, further comprising:
automatically suppressing a visual area displaying an output that does not

include the selected watermark.
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39. A computing device comprising:

an information store configured by cpmpﬁter program that includes

computer program Iinstructions; and

the computer program instructions being operable to perform a process in

a computer processor, the process including:
receiving an indication of a selected watermark;
allowing a control program privileges in the selected watermark; and

associating human-perceivable manifestation of the selected watermark
with each visual area of at least two visual areas generated for a human viewable display

of an output of the operating system.

40. The device of claim 39, wherein the process including receiving an indication
of a selected watermark further includes:

a process including receiving an indication of a selected watermark, the
selected watermark including at least one of a user-originated watermark, a user selected
watermark, a watermark selected by a user from at least two watermarks, a watermark
selected by a user from a library of watermarks that includes at least two human-
differentiable watermarks, a watermark selected from at least two human-differentiable
polymorphic watermarks, a watermark generated in response to an algorithm, and/or a
watermark selected from at least two human-differentiable watermarks in response to an

algorithm.

41. The device of claim 39, wherein the process including allowing a control
program privileges in the selected watermark further includes:
a process including allowing a control program full privileges in the
selected watermark and limited privileges in the selected watermark for all other

programs.
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42. The device of claim 39, wherein the process including allowing a control
program privileges in the selected watermark further includes:
a process including allowing at least one of an operating system, a
database management system, and/or a communications protocol privileges in the

selected watermark.

43. The device of claim 39, wherein the process including allowing a control
program privileges in the selected watermark further includes:
a process including allowing at least one of an operating system, a
database management system, and/or a communications protocol privileges in the

selected watermark.

44. The device of claim 39, wherein the process including allowing a control
program privileges in the selected watermark further includes:
a process including allowing a control program full privileges in the

selected watermark and another program a limited privilege in the selected watermark.

45. The device of claim 39, wherein the process including allowing a control
program privileges in the selected watermark further includes:
a process including allowing a control program full privileges in the

selected watermark and another program a read-only privilege in the selected watermark.

46. The device of claim 39, wherein the process including allowing a control
program privileges in the selected watermark further includes:
a process including allowing a control program full privileges in the

selected watermark and denying another program privileges in the selected watermark.

47. The device of claim 39, further comprising:
a display surface operable to display each visual area of at least two visual

areas generated for a human viewing of an output of the operating system.
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48. The device of claim 39, further comprising:

a user interface operable to receive an indication of the selected watermark

in response to a user action.
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49. A computer program product comprising:
- (a) program instructions operable to perform a process in a computing
device of a computing environment, the process including:

receiving an indication of a selected watermark;
allowing an operating system privileges in the selected watermark; and

associating a visible manifestation of the selected watermark with each
visual area of at least two human-visual areas generated for displaying an output of the

operating system; and

(b) 2 computer-readable signal-bearing medium bearing the program

Instructions.

50. The computer program product of claim 49, wherein the allowing an operating
system privileges in the selected watermark further includes:

allowing an operating system full privileges in the selected watermark.

51. The computer program product of claim 49, wherein the allowing an operating

system privileges in the selected watermark further includes:
allowing an operating system full privileges in the selected watermark and

allowing another program limited privileges in the selected watermark.

52. The computer program product of claim 49, wherein the allowing an operating
system privileges in the selected watermark further includes:
allowing an operating system full privileges in the selected watermark and

allowing another program read-only privileges in the selected watermark.

53. The computer program product of claim 49, wherein the computer-readable

signal-bearing medium includes a computer storage medium.
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54. The computer program product of claim 49, wherein the computer-readable

signal-bearing medium includes a communication medium.

61



PCT/US2007/018886

WO 2008/027361

— SWVHOO™d asnow 001
8l NOLLYOIddY L9} \/,—\IJ coL
181 EITe MY \
/ - Z9t L P78 S3NCOW SFL —
:_z \l. _ QUVOBA3W INOHd vivQg WVHSONd SWYHO0NJ WILSAS
nmu Y ”_ LT _h-r_m .w-hw ~QuOIN AVHO0ud 128 H¥IHLO NOILVOINddY ONILVHId0
@ T I
~ ¢l XIITLITYXYTITYY ~ g
D OTn 951 z61 ~ P
SHALNANOD ] ™ N N -
=111 &, &
Y ~
MHOMIIN VINY I Zli * a5l /nwr s N N 3_‘\ g
llllllll L — - e S (O
sy [ — il |
0L 091 051t — : _
J J YYyYYy ..Mo_ézm:.z_ e |
IOV4HILN] FOVAIIN| Adow3n FOVIMILIN| 7T vivQg ]
MNOMLIN LNdNj “10A-NON AHOWIIN TOA-NON WYHO0Hd |
HOMIIN i u3sn 318VAONIY TI8VAOWIH-NON |
vayuy 1vo07 |
_ 53 TNACK WVHOOUd ¥3HLO! | |
SYINVILS | ; |
~ _ sNg WIALSAS ST  swvyooud _
NOLLYOIIdd Y i
\m& L6} | r \zL :
| FET  W3LSAS |
NN | FOVAYIING ONILVHI40 i
FOVANILN} —
IVHIHAIYS
M 1Ndino d J 03qIA J \. \. L — tmm.«l ..ME.MM .wl - "
HOSSIOON e
////q ._ §61 06L  0ZL och € soig |
HOLINO * pum——
W L | _ €T (woy) "
Vs — ey e e T T
AMOWIN W3LSA
16} —~—r _r llllllllllllllllllllllllllllllll W‘: puven .Iw.... — .!~
evii




WO 2008/027361 PCT/US2007/018886
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Associating a human-perceptible form of the designated
individualized digital identifier with each element of a group of
human-perceivable elements displayed in response to the
trusted program by the computing environment.
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Associating a human-perceptible form of the designated
individualized digital identifier with each element of a group of
human-perceivable elements displayed in response to the
trusted program by the computing environment.
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Receiving a designation of an individualized digital identifier.
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Restricting access to the designated individualized digital
identifier to a trusted program.
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Associating a human-perceptible form of the designated individualized digital
identifier with each element of a group of human-perceivable elements displayed in
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Restricting access to the designated individualized digital
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Restricting access to the designated individualized digital
identifier to a trusted program.
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Associating a human-perceptible form of the designated individualized digital
identifier with each element of a group of human-perceivable elements displayed in
response to the trusted program by the computing environment.

| 696 Associating a human-perceptible form of the ' 698 Associating a |
designated individualized digital identifier with
each human-perceivable element of a group of
elements displayed in response to the trusted
program by the computing environment, the group

, :
| | | human-perceptible form
| |
| |
| |
: of elements includes at least one of a group of |
| I
| |
|
| |
|
|
|
|

I

I

of the designated |
individualized digital :
identifier with each |
human-perceivable |
element of a group of :
elements displayed in |
response to the trusted |
I

windows, a group a content type, a group of a
streaming content type, a group of a presentation
type, a group of facsimiles, a group of avatars, a
group of gifs, a group of buttons, and/or a group of

rogram.
| bitmaps. Prog

End




WO 2008/027361 PCT/US2007/018886

FIG. 31

600 31/49
\
(\/ 610

Receiving a designation of an individualized digital identifier.
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Restricting access to the designated individualized digital
identifier to a trusted program.
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displayed in response to the trusted program by the computing
environment.

l ([ >~— 710

Scanning an element displayed by the computing environment

for a presence of the designated individualized digital identifier;
and

broadcasting a human recognizable notification if the
individualized digital identifier is not associated with the element.

End
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FIG. 36
1200 36/49
\
(\/ 1210

Receiving an instruction operable to create a visual presentation
corresponding to a bitmap content.

l | [\/1220

Determining if the instruction operable to create a visual
presentation corresponding to a bitmap content includes an
instruction operable to create a visual presentation
corresponding to a bitmap content having an indicium of a
digital watermark.

(\/ 1230

Initiating an action with respect to the instruction operable to
create a visual presentation corresponding to a bitmap content,
the action being responsive to the determining.

End



WO 2008/027361 PCT/US2007/018886

FIG. 37
37/49

1200
\
(\/ 1210

Receiving an instruction operable to create a visual presentation
corresponding to a bitmap content.

l | f-\/,mo

Determining if the instruction operable to create a visual
presentation corresponding to a bitmap content includes an
instruction operable to create a visual presentation
corresponding to a bitmap content having an indicium of a
digital watermark.

(\_, 1230

Initiating an action with respect to the instruction operable to create a visual
presentation corresponding to a bitmap content, the action being responsive to the
determining.
171532 initatinga | [~ T =TT T ' 1 2% mitatnga |
I 1234 Initiating an | 1236 Inltlatlng. @
. - | human-perceptible
exposure of the instruction o _

. | | indication that a visual
operable to create a visual |
presentation corresponding |
to a bitmap contenttoa |
program associated with
the computing
environment.

I
quarantine of the :
instruction operable |
to create a visual | presentation of the
presentation |
corresponding to a : least unlikely to
bitmap contentin | include a visual
response to the I

I

determining.

I

I

I

I

|
bitmap contentis at |
I

I

I
presentation of a |
I

[———————— — —

digital watermark.

End
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FIG. 38

1200 38/49
\
(\/ 1210

Receiving an instruction operable to create a visual presentation
corresponding to a bitmap content.

l ['\_/ 1220

Determining if the instruction operable to create a visual
presentation corresponding to a bitmap content includes an
instruction operable to create a visual presentation
corresponding to a bitmap content having an indicium of a
digital watermark.

[\_/ 1230

Initiating an action with respect to the instruction operable to create a visual
presentation corresponding to a bitmap content, the action being responsive to the
determining.

F——————————-——- ! 1242 Initiating a human-

1238 Initiating a human- T
e , perceptible indication that a
perceptible indication that a visual } i )
visual presentation of the bitmap

presentation of the bitmap content o .
content will include a digital

I

I

!

I

is at least likely to include a digital o l
watermark at least significantly |
I

I

I

I

I

watermark not significantly corresponding with an
ing wi

corresponding with a preselected o . .
o . } individualized digital watermark
digital watermark associated with . . )
associated with the computing

the computing environment. ]
environment.

End
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FIG. 41
41/49

1500
\
(\/ 1510

Receiving an instruction to create a visual presentation
corresponding to a bitmap content.

l [\/1520

Determining if the instruction to create a visual presentation
corresponding to a bitmap content includes an instruction to
create a visual presentation corresponding to a bitmap content
having an indicium of a digital watermark.

1522 Determining if the instruction to create a visual
presentation corresponding to a bitmap content includes an,
instruction to create a visual presentation corresponding to |
a bitmap content having an indicium of a digital watermark |

of a group of digital watermarks. :

l [\_/ 1530

If the instruction to create a visual presentation corresponding
to a bitmap content does not include an instruction to create a
visual presentation corresponding to a bitmap content having
an indicium of a digital watermark, displaying a human-
understandable notification reflecting an absence of a digital
watermark.

End
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FIG. 44

1800 44/49

\
(\_/1810

Receiving digital data that includes an instruction to create a
visual presentation corresponding to a bitmap.

Does the instruction to create 1820

a visual presentation corresponding to a
bitmap include an instruction to create a

visual presentation corresponding to a
bitmap having an indicium of a digital
watermark?

‘ | r\_/1830

Establishing a correlation between the indicium of a digital watermark and
a system digital watermark included in a computing environment.

V

Displaying a human-understandable information responsive to the
determined correlation between the indicium of the digital watermark and

the system digital watermark.

\_——~ 1850

End
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FIG. 45

1800 45/49

D
(\/1810

Receiving digital data that includes an instruction to create a
visual presentation corresponding to a bitmap.

Does the instruction
to create a visual presentation
corresponding to a bitmap include an

1820

instruction to create a visual
presentation corresponding to a bitmap
having an indicium of a digital
watermark?

Yves (‘\/ 1830

Establishing a correlation between the indicium of a digital watermark and a
system digital watermark.

" 1830 Estalishing a correlation | [ 1834 Establishinga |
between the indicium of a digital

|

| correlation between the :
watermark and a system digital | indicium of a digital watermarkl
watermark personalized to a human | |

| |

and a human-perceptible
user of the computing environment. system digital watermark.

Displaying a human-understandable information responsive to the
determined correlation between the indicium of the digital watermark and

the system digital watermark.
\/_\ 1850
~
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FIG. 46
1800 46/49

(\/ 1810

Receiving digital data that includes an instruction to create a
visual presentation corresponding to a bitmap.

Does the instruction
to create a visual presentation
corresponding to a bitmap include an

1820

instruction to create a visual
presentation corresponding to a bitmap
having an indicium of a digital
watermark?

Yes [\/ 1830
y
Establishing a correlation between the indicium of a digital watermark and a

system digital watermark.

1838 Establishing a 1842 Establishing a correlation
I | correlation between the l | between the indicium of a digital
| indicium of a digital | indicium of a digital watermark | | watermark and a digital |
| watermark and a human- | | and atleast one of a selected, | | watermark associated with a I
I I I
l l

—\l
(o+]
g
(6]
m |
w
g |
o
<7»‘|
=
pm ]
@ |
[V
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

I
correlation between the |
|

imperceptible system | a received, and/or a generated | program running in the computing |
_digital watermark. - _system digital watermark. | | _environment. |

I

Displaying a human-understandable information responsive to the
determined correlation between the indicium of the digital watermark and

the system digital watermark.
k/\ 1850
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FIG. 47
1800 47/49

G
(\/ 1810

Receiving digital data that includes an instruction to create a
visual presentation corresponding to a bitmap.

Does the instruction
to create a visual presentation
corresponding to a bitmap include an

1320

instruction to create a visual
presentation corresponding to a bitmap
having an indicium of a digital
watermark?

Yes

s (1830
Establishing a correlation between the indicium of a digital watermark and a
system digital watermark.

below a preselected level, exposing to the program | |
running in the computing environment the digital l |
data that includes an instruction to create a visual |
presentation corresponding to a bitmap.

I
I
| | is above a preselected level, isolating from the '
| | program running in the computing environment |
| | the digital data that includes an instruction to |
| | create a visual presentation corresponding to a |

Displaying a human-understandable information responsive to the
determined correlation between the indicium of the digital watermark and
the system digital watermark.

\_—~1850
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