wo 2016/197115 A1 | I 0N OO O 0 A R A

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2016/197115 Al

8 December 2016 (08.12.2016) WIPOIPCT
(51) International Patent Classification: (74) Agents: PERKINS, Bart A. et al.; 3871 Lakefield Drive,
G060 20/12 (2012.01) G060 20/32 (2012.01) Suwanee, Georgia 30024 (US).
G060 20/22(2012.01) G060 20/36 (2012.01) (81) Designated States (uniess otherwise indicated, for every
(21) International Application Number: kind of national protection available): AE, AG, AL, AM,
PCT/US2016/036037 AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
. . BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
(22) International Filing Date: DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
6 June 2016 (06.06.2016) HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
(25) Filing Language: English KZ, IA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
o . MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
(26) Publication Language: English PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
(30) Priority Data: SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
62/171,350 5 June 2015 (05.06.2015) Us IR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
15/173,977 6 June 2016 (06.06.2016) US  (84) Designated States (unless otherwise indicated, for every
(71) Applicant: ARRIS ENTERPRISES LI.C [US/US], 3871 kind Of regional pl‘OleCliOl’l available): ARIPO (BW, GH,
Lakefield Drive, Suwanee, Georgia 30024 (US). GM, KE, LR, LS, MW, MZ’ NA, RW, SD, SL, ST, SZ,
TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
(72) Imventor: VIGANOTTI, Gabriel; Av Pueyrredon 149- TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,

6H, Cordoba X5000BRB (AR).

DK, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SF, SI, SK,

[Continued on next page]

(54) Title: VIRTUAL WALLET FOR SET-TOP-BOX

300

305

Receive user selection of a content item

-~ 310

Output display of details associated with
the content item

315

Receive user selection of virtual currency
payment option

30

| Output display of payment details ‘

l 325

Receive user input of virtual currency
payment confirmation

330

Transfer virtual currency from subscriber
account to a payee account identified
from the payment details

l 335

Confirm successful transfer of currency

l - 340

Enable oufput or playback of the content
item

FIG. 3

(57) Abstract: Methods, systems, and computer readable media de-
scribed herein are operable to facilitate a virtual currency transaction
through a customer premise equipment (CPE) device. A subscriber
may use a CPE device to access content offered within a content mar -
ketplace, and the CPE device may be configured to provide the sub-
scriber with an option for purchasing content using a virtual currency.
The CPE device may be configured with or may have access to a vir-
tual currency account/wallet associated with the subscriber, and the
CPE device may carry out the transaction by submitting payment in-
formation to a payee or to an upstream payment facilitating server.
The virtual currency account/wallet may be installed at the CPE and
may be encrypted with a subscriber PIN/password. The CPE device
may provide one or more user interfaces that guide a subscriber
through the process of transferring virtual currency funds in exchange
for a content item.



WO 2016/197115 A1 WK 00T 0 OO O

SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, Published:

GW, KM, ML, MR, NE, SN, TD, TG). —  with international search report (Art. 21(3))



WO 2016/197115 PCT/US2016/036037

VIRTUAL WALLET FOR SET-TOP-BOX

CROSS REFERENCE TO RELATED APPLICATION

[0001] This application is a non-provisional application claiming the benefit of U.S.
Provisional Application Ser. No. 62/171,350, entitled “Virtual Wallet for Customer Premise
Equipment Device,” which was filed on June 5, 2015, and is incorporated herein by reference in
its entirety.
TECHNICAL FIELD

[0002] This disclosure relates to the transfer and management of virtual currency at a
customer premise equipment device.
BACKGROUND

[0003] Televisions have traditionally been used only as a device to display/render
content, even when the content originates from different sources such as game consoles,
independent playback devices, and live television streaming. Customer premise equipment
(CPE) devices, such as the set-top box (STB), have been gradually moving the television
experience towards having a powerful platform capable of replacing or otherwise functioning as
a game console, digital video recorder (DVR) device, internet and social networks access device,
and receiver of live and video-on-demand (VOD) content that is provided not only from multiple
systems operators (MSOs), but also from third party providers like Netflix, YouTube,
individuals, and others. As an example, individuals may create applications, video games,
video/audio content, and other forms of multimedia content, and may publish the created content
in a content marketplace (e.g., a marketplace accessible by a STB). Subscribers may then be

able to browse, install and/or consume content in the marketplace using a CPE device such as a
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STB. However, new techniques for delivering content from a third party to a subscriber will
generally require some form of payment. Therefore, it is desirable to improve upon methods and
systems for facilitating transactions between third parties and subscribers through a CPE device.
BRIEF DESCRIPTION OF THE DRAWINGS

[0004] FIG. 1is a block diagram illustrating an example network environment operable
to facilitate a virtual currency transaction through a customer premise equipment (CPE) device.

[0005] FIG. 2 is a block diagram illustrating an example central device operable to
facilitate a virtual currency transaction through a customer premise equipment (CPE) device.

[0006] FIG. 3 is a flowchart illustrating an example process operable to facilitate a virtual
currency transaction through a customer premise equipment (CPE) device.

[0007] FIG. 4 shows an example user interface that may be displayed to a subscriber
when the subscriber selects a piece of content to be purchased/rented.

[0008] FIG. 5 shows an example user interface that may be displayed after a subscriber
chooses to pay for content using a virtual currency.

[0009] FIG. 6 shows an example user interface that may be displayed after subscriber
information has been received.

[0010] FIG. 7 shows an example user interface that may display the status of an ongoing
virtual currency transaction.

[0011] FIG. 8is a block diagram of a hardware configuration operable to facilitate a
virtual currency transaction through a customer premise equipment (CPE) device.

[0012] Like reference numbers and designations in the various drawings indicate like

elements.
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DETAILED DESCRIPTION

[0013] Tt is desirable to improve upon methods and systems for facilitating transactions
between third parties and multiple systems operator (MSO) subscribers. A CPE device may be
configured to provide an application and user interface allowing a subscriber to pay for content
using a virtual currency. Methods, systems, and computer readable media described herein are
operable to facilitate a virtual currency transaction through a customer premise equipment (CPE)
device. A subscriber may use a CPE device to access content offered within a content
marketplace, and the CPE device may be configured to provide the subscriber with an option for
purchasing content using a virtual currency. The CPE device may be configured with or may
have access to a virtual currency account/wallet associated with the subscriber, and the CPE
device may carry out the transaction by submitting payment information to a payee or to an
upstream payment facilitating server. The virtual currency account/wallet may be installed at the
CPE and may be encrypted with a subscriber PIN/password. The CPE device may provide one
or more user interfaces that guide a subscriber through the process of transferring virtual
currency funds in exchange for a content item.

[0014] An embodiment of the invention described herein may include a method
comprising: (a) receiving, at a customer premise equipment device, a user selection of a content
item; (b) outputting a user interface comprising information associated with one or more
payment options for gaining access to the content item, wherein the one or more payment options
comprise at least one option for using a virtual currency; (c) in response to receiving a user
selection of an option to pay for the content item using a virtual currency, outputting a user

interface comprising information associated with one or more virtual currency accounts; (d) in
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response to receiving a user confirmation of paying for the content item using a selected virtual
currency account, initiating a transfer of funds from the selected virtual currency account to a
payee account identified from the information associated with payment options for gaining
access to the content item; (e) retrieving the content item; and (f) outputting the content item for
playback.

[0015] According to an embodiment of the invention, the content item is retrieved from a
content marketplace.

[0016] According to an embodiment of the invention, the user interface comprising
information associated with one or more virtual currency accounts further comprises a quick
response code that includes information for paying for the content item with funds from a virtual
currency account.

[0017] According to an embodiment of the invention, the transfer of funds from the
selected virtual currency account is initiated using virtual currency account information stored at
the customer premise equipment device.

[0018] According to an embodiment of the invention, the virtual currency account
information is encrypted.

[0019] According to an embodiment of the invention, the content item is retrieved by the
customer premise equipment device and output for playback in response to receiving a
confirmation that the transfer of funds from the selected virtual currency account to the identified
payee account has been successfully completed.

[0020] According to an embodiment of the invention, the method described herein

further comprises, after initiating the transfer of funds from the selected virtual currency account
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to the identified payee account, and before outputting the content item for playback, outputting a
user interface comprising a notification of a current status of a process of confirming the
successful transfer of funds from the selected virtual currency account to the identified payee
account.

[0021] An embodiment of the invention described herein may include an apparatus
comprising: (a) one or more interfaces configured to be used to: (i) receive a user selection of a
content item; (i1) output a user interface comprising information associated with one or more
payment options for gaining access to the content item, wherein the one or more payment options
comprise at least one option for using a virtual currency; (iii) output a user interface comprising
information associated with one or more virtual currency accounts in response to receiving a user
selection of an option to pay for the content item using a virtual currency; (b) a module
configured to initiate a transfer of funds from the selected virtual currency account to a payee
account identified from the information associated with payment options for gaining access to
the content item in response to receiving a user confirmation of paying for the content item using
a selected virtual currency account; and (c¢) wherein the one or more interfaces are further
configured to be used to: (i) retrieve the content item; and (ii) output the content item for
playback.

[0022] An embodiment of the invention described herein may include one or more non-
transitory computer readable media having instructions operable to cause one or more processors
to perform the operations comprising: (a) receiving, at a customer premise equipment device, a
user selection of a content item; (b) outputting a user interface comprising information associated

with one or more payment options for gaining access to the content item, wherein the one or
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more payment options comprise at least one option for using a virtual currency; (¢) in response to
receiving a user selection of an option to pay for the content item using a virtual currency,
outputting a user interface comprising information associated with one or more virtual currency
accounts; (d) in response to receiving a user confirmation of paying for the content item using a
selected virtual currency account, initiating a transfer of funds from the selected virtual currency
account to a payee account identified from the information associated with payment options for
gaining access to the content item; (e) retrieving the content item; and (f) outputting the content
item for playback.

[0023] According to an embodiment of the invention, the instructions are further
operable to cause the one or more processors to perform the operations comprising, after
initiating the transfer of funds from the selected virtual currency account to the identified payee
account, and before outputting the content item for playback, outputting a user interface
comprising a notification of a current status of a process of confirming the successful transfer of
funds from the selected virtual currency account to the identified payee account.

[0024] FIG. 1 is a block diagram illustrating an example network environment 100
operable to facilitate a virtual currency transaction through a customer premise equipment (CPE)
device. In embodiments, video, voice, and/or data services may be delivered to one or more
client devices 105. Client devices 105 may include a television, mobile device, tablet, computer,
set-top box (STB), telephone, gaming device, and any other device operable to receive video,
voice, and/or data services. It should be understood that various data, multimedia, and/or voice
services may be delivered to the client devices 105, including but not limited to, live or broadcast

television, video-on-demand (VoD) content, pay-per view content, recorded content (e.g., DVR



WO 2016/197115 PCT/US2016/036037

content), audio-only content, streaming content, telephony services, and others. It should be
further understood that the devices shown in FIG. 1 may be integrated. For example, a television
may be connected to and controlled by a STB.

[0025] Multiple services may be delivered to client devices 105 over a local network 110.
The local network 110 may include a local area network (LAN), wireless local area network
(WLAN), personal area network (PAN), Multimedia over Coax Alliance (MoCA) network,
mobile hotspot network, and others. The local network 110 may be provided at a subscriber
premise by a central device 115 and/or one or more associated access points. The central device
115 may include any device configured to facilitate communications between a headend device
and one or more client devices, such as a STB, multimedia gateway, modem, or other access
device. The central device 115 may be integrated with other devices. For example, a modem
may reside within a gateway device, STB, or other devices. It will be appreciated by those
skilled in the relevant art that delivery of the multiple services over the local network 110 may be
accomplished using a variety of standards and formats.

[0026] In embodiments, multiple services (e.g., video, voice, and/or data services) may
be delivered from a wide-area network (WAN) 120 to the local network 110 through a
connection to a provider network 125. The provider network 125 may include an optical
network, hybrid fiber coaxial (HFC) network, digital subscriber line (DSL) network, twisted-
pair, mobile network, high-speed data network, MoCA network, and any other network
configured to deliver one or more services to a subscriber. Multiple systems operator (MSO)
devices and/or networks within the WAN 120 may be used to provide, manage, and/or

troubleshoot the multiple services provided to subscribers.
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[0027] Tt will be appreciated by those skilled in the relevant art that client devices 105
may be capable of interacting and communicating with each other and/or with a central device
115 over various wireless communication standards (e.g., Wi-Fi, Bluetooth, etc.). Client devices
105 connected to a local network 110 may receive services according to one or more
subscriptions entered into between a subscriber and service provider.

[0028] The central device 115 may facilitate the retrieval of content from a content
marketplace 130 via the provider network 125 and/or WAN 120. The central device 115 may
further facilitate a virtual currency transaction between a virtual currency network 135, a
subscriber (via a client device 105), and a payee identified by the content marketplace 130 (e.g.,
MSO, third party, etc.). For example, the central device 115 may provide a local wallet
application (e.g., a virtual currency wallet application) and a network connection to facilitate a
transaction between the local wallet application and the virtual currency network 135. In
embodiments, the central device 115 may provide a quick response (QR) code and network
connection to facilitate a transaction between a remote device (e.g., client device 105 such as a
mobile device, tablet, etc.) and the virtual currency network 135.

[0029] It should be understood that any form of virtual transactions/currency may be
made available to subscribers in a CPE (e.g., STB) environment to allow third party content
providers or individuals to receive compensation for the content they published in a STB market
place (e.g., content marketplace 130). Virtual currencies may be used since they allow
individuals to send money directly to other individuals or entities in a virtual environment. For
example, crypto-currencies (e.g., Bitcoin, Litecoin, Dogecoin, etc.) may be used, which not only

provide the possibility of financial transactions in a virtual environment, but also allow



WO 2016/197115 PCT/US2016/036037

transactions to be made from end to end without any intermediary actor like a bank or financial
institution. The central device 115 may be configured with an application that allows the
subscriber to perform transactions with crypto-currencies like Bitcoin to rent or purchase
content.

[0030] Inembodiments, a virtual currency wallet application installed at the central
device 115 may be used to rent a content item (e.g., VoD item offered within the content
marketplace 130). The virtual currency wallet application may be accessed and controlled by a
subscriber through a user interface (e.g., graphical user interface (GUI)). In embodiments, a
content item offered for lease or purchase within the content marketplace 130 may be displayed
to a subscriber along with instructions to allow payment with a virtual currency, along with the
price expressed in a value associated with the virtual currency (e.g., BTC is the value associated
with Bitcoin) and payment information such as a destination address associated with a virtual
currency account/wallet of the payee (content provider or originator).

[0031] In embodiments, using the virtual currency wallet application installed at the
central device 115, the subscriber may setup a local wallet (e.g., module accessed by the virtual
currency application to reach the virtual currency account/wallet associated with the subscriber)
by setting a PIN/password which is used to encrypt the data of the local wallet (e.g., virtual
currency account information such as a private key (PK) or seed for a Bitcoin address). The
central device 115 may store information associated with a subscriber’s virtual currency
account/wallet. A subscriber may own an address associated with a virtual currency (e.g.,
Bitcoin address), and the address may be associated with a PK. The PK may be used to execute

(e.g., by signing the transaction request cryptographically) transactions. For example, the PK
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may be all that is needed to move/transfer virtual currency funds. In order to protect the PK, a
PIN/password may be used to encrypt and store the PK at the central device 115.

[0032] In embodiments, the trigger for initiating the virtual currency application at the
central device 115 may include any attempt by a subscriber to purchase/rent content for which
virtual currency is a payment option. For example, the trigger may be the subscriber selecting a
VoD item for renting from the content marketplace 130.

[0033] While only a few virtual currency types are mentioned herein, it should be
understood that this disclosure is meant to cover any crypto-currency and other currency types as
well. Moreover, it will be appreciated by those skilled in the relevant art that the techniques
described herein may be used to facilitate purchases and leases of various types of content and
various other types of transactions, and that various types of user interfaces may be used to allow
a subscriber to control the virtual currency transaction.

[0034] FIG. 2 is a block diagram illustrating an example central device 115 operable to
facilitate a virtual currency transaction through a customer premise equipment (CPE) device. In
embodiments, the CPE device through which a virtual currency transaction is carried out may be
a central device 115. The central device 115 may include a network interface 205, a display
interface 210, a control interface 215, a content selection module 220, and a virtual currency
transaction module 225. In embodiments, the central device 115 may be a STB, multimedia
gateway, or any other device configured to deliver content or other services to one or more client
devices (e.g., client devices 105 of FIG. 1).

[0035] In embodiments, the central device 115 may receive one or more services as

downstream communications and may output upstream communications via a network interface

10
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205. It should be understood that the network interface 205 may include various interfaces
configured to be used to output and receive a variety of communication types (e.g., video, data,
voice, wireless, etc.).

[0036] In embodiments, the content selection module 220 may facilitate the retrieval of
content from an upstream content server (e.g., content marketplace 130 of FIG. 1) through the
network interface 205. Content retrieved through the network interface 205 may be output to a
connected display device or to a client device through the display interface 210. It should be
understood that content may be output through the display interface 210 via a wireless
connection or association with a display device or client device (e.g., client device 105 of FIG.
1). The content selection module 220 may provide one or more user interfaces displaying
available content items and details associated with each item for paying for the item. The user
interface displays may be output to a display device or associated client device through the
display interface 210. The content selection module 220 may provide one or more user
interfaces displaying user selectable options for purchasing content with a virtual currency
account and may show a status of a transaction.

[0037] In embodiments, the virtual currency transaction module 225 may facilitate a
virtual currency transaction between a virtual currency network (e.g., virtual currency network
135 of FIG. 1), a subscriber, and/or a payee (e.g., MSQO, third party, etc.) associated with a
purchased or rented piece of content. A content item (e.g., VoD item or other piece of content)
offered for lease or purchase (e.g., content offered within a content marketplace 130 of FIG. 1)
may be displayed to a subscriber along with instructions to allow payment with a virtual

currency, along with the price expressed in a value associated with the virtual currency (e.g.,

11
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BTC is the value associated with Bitcoin) and payment information such as a destination address
associated with a virtual currency account/wallet of the payee (content provider or originator).
The virtual currency transaction module 225 may be configured with a subscriber’s virtual
currency account information (e.g., PK or seed, account address, etc.), and the account
information may be protected or encrypted by setting a PIN/password for the subscriber account.
The virtual currency transaction module 225 may access the virtual currency account information
to execute a transfer of virtual currency funds from the subscriber account to a payee account in
exchange for purchased or rented content.

[0038] In embodiments, the trigger for the virtual currency transaction module 225 to
initiate a transfer of virtual currency funds may include any attempt by a subscriber to
purchase/rent content for which virtual currency is a payment option. For example, the trigger
may be a command received through the control interface 215 that informs the content selection
module 220 of a user’s selection of an option to pay for a content item using a virtual currency.

[0039] FIG. 3 is a flowchart illustrating an example process 300 operable to facilitate a
virtual currency transaction through a customer premise equipment (CPE) device. The process
300 can begin at 305, when a user selection of a content item is received at a CPE device (e.g.,
central device 115 of FIG. 1). The content item may be a VoD item, or other piece of content
that is available to a subscriber for purchase. A user selection of the content item may be
received at a control interface 215 of FIG. 2 (e.g., from a control device such as a remote control
unit (RCU) or a client device 105 of FIG. 1).

[0040] At 310, details associated with the content item may be output as a display.

Details associated with the content item may be output as a display, for example, by the content

12
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selection module 220 of FIG. 2. Details associated with a content item may include a price for
purchasing or renting the content item (e.g., expressed in a virtual currency), options for paying
for the content item, and various other information associated with the content item (e.g., content
title, summary, length, reviews, etc.).

[0041] At315, auser selection of a virtual currency payment option may be received.
The user selection may be received, for example, by the CPE device (e.g., recognized by the
content selection module 220 of FIG. 2).

[0042] At 320, a display of payment details may be output from the CPE device. The
display of payment details may be output, for example, by the content selection module 220 of
FIG. 2. In embodiments, the content selection module 220 may generate the display based upon
information associated with a virtual currency wallet or account retrieved from the virtual
currency transaction module 225 of FIG. 2. The display may include a screen associated with a
virtual currency wallet where a confirmation message is shown with an amount to be paid along
with various other payment/payee information (e.g., a virtual currency destination address). The
display may further prompt the subscriber for the input of information, for example, by
requesting a PIN/password associated with the virtual currency wallet or virtual currency account
associated with the subscriber, wherein the PIN/password is to be entered for confirming the
payment. In embodiments, the display may include a QR code that is associated with the virtual
currency payment option and may include data associated with the payment/payee. The
subscriber can scan the QR code using an external device (e.g., client device 105 of FIG. 1 such
as a tablet, mobile device, etc.) in order to make a payment. For example, the QR code of the

destination address associated with the payee virtual currency account may be automatically

13
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generated and displayed in order to allow payments by the subscriber using an external wallet
(e.g., client device 105 of FIG. 1 such as a tablet, mobile device, etc.).

[0043] At 325, a user input confirming payment via the virtual currency may be received
at the CPE device. The user input may be recognized, for example, by the content selection
module 220 of FIG. 2. The user may verify that the payment information displayed in the user
interface is correct and can enter a virtual currency account or virtual currency wallet
PIN/password to confirm the payment. It should be understood that the virtual currency
application may be configured to save the PIN/password such that the user does not have to re-
enter the PIN/password for each transaction.

[0044] At 330, a virtual currency payment may be transferred from the subscriber
account to a payee account identified from the payment details. The virtual currency transfer
may be made, for example, by the virtual currency transaction module 225 of FIG. 2. In
embodiments, the virtual currency transaction module 225 may access account information (e.g.,
account number, password, private key (PK) or seed, signature, etc.) associated with a user
account that was selected for providing funds to be used as payment for the selected content
item. The virtual currency transaction module 225 may initiate the transaction by broadcasting
the value transfer to a virtual currency account/address identified as a payee account within the
details associated with the content item.

[0045] At 335, a successful transfer of the virtual currency from the user account to the
payee account may be confirmed. The successful transfer may be confirmed, for example, by the
virtual currency transaction module 225 of FIG. 2. In embodiments, the virtual currency

transaction module 225 may monitor the status of the virtual currency transaction (e.g.,

14
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confirmation or mining process) and may inform the user of the confirmation status by
generating and outputting a display within a user interface. The user interface may display
content details with a status signaling that the payment is in progress. In embodiments, a first or
initial confirmation from a virtual currency network (e.g., virtual currency network 135 of FIG.
1) may allow the CPE device to assume that the transaction will be successful. The CPE device
may be configured to assume that the transaction will be successful when the cost of the content
item is below a predetermined threshold price, when details associated with the content item
allow for an early (premature) confirmation of successful transfer to be made, and/or based on
other settings or factors.

[0046] At 340, output or playback of the content item may be enabled. The content item
may be retrieved, for example, by the CPE device from an upstream server (e.g., VoD server,
content marketplace 130 of FIG. 1, or other content server), and playback of the content item
may be output to a display device connected to the CPE device or may be transmitted to a client
device (e.g., client device 105 of FIG. 1) for playback at the client device. In embodiments, the
content item may be stored or temporarily retained within storage at the CPE device or at an
associated client device.

[0047] FIG. 4 shows an example user interface 400 that may be displayed to a subscriber
when the subscriber selects a piece of content to be purchased/rented. The user interface 400
may be output by a CPE device (e.g., central device 115 of FIG. 1) as a display. In
embodiments, when the subscriber selects a content item (e.g., a piece of VoD content), the user
interface may display information associated with the content (e.g., title, seller/payee, summary

information, price, etc.) along with information associated with options for paying for the
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content. The subscriber can choose a payment option (e.g., paying with a credit card or paying
with virtual currency via a virtual currency wallet application). If the content may be purchased
using a virtual currency (e.g., the content seller accepts virtual currency), then the subscriber can
choose to pay for the content using a virtual currency account. It should be understood that the
CPE device may provide the information to facilitate a transfer of funds between the payee and
payor.

[0048] FIG. 5 shows an example user interface 500 that may be displayed after a
subscriber chooses to pay for content using a virtual currency. The user interface 500 may be
output by a CPE device (e.g., central device 115 of FIG. 1) as a display. The subscriber may
enter a virtual currency account ID and/or a password or PIN associated with the virtual currency
account/wallet. The password or PIN may be associated with a virtual currency wallet
application being run on a CPE device such as a central device 115 of FIG. 1. In embodiments, a
QR code may be displayed on the user interface, and the subscriber can scan the QR code using a
remote device to pay for the content using an application being run on a remote device.

[0049] FIG. 6 shows an example user interface 600 that may be displayed after
subscriber information (e.g., ID, password, PIN, etc.) has been received. The user interface 600
may be output by a CPE device (e.g., central device 115 of FIG. 1) as a display. The user
interface 600 may display account information associated with one or more virtual currency
accounts (e.g., Bitcoin or other virtual currency account). For example, the user interface 600
may display the currency amount that is associated with a virtual currency account (e.g.,

Subscriber has 15 BTC in the associated Bitcoin account). The user interface 600 may further
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display the cost of the selected content, and the user can decide whether to purchase the content
using the selected virtual currency account.

[0050] FIG. 7 shows an example user interface 700 that may display the status of an
ongoing virtual currency transaction. The user interface 700 may be output by a CPE device
(e.g., central device 115 of FIG. 1) as a display. After a subscriber decides to pay for selected
content using a virtual currency account, the transaction can begin at the CPE device, and the
user interface 700 can update and show the current status of the transaction to the subscriber. In
embodiments, if a user scans a QR code (e.g., QR code presented in the interface shown in FIG.
5) to initiate a payment for content, the CPE device may detect the transaction and may cause the
transaction status interface of FIG. 7 to be displayed.

[0051] FIG. 8is a block diagram of a hardware configuration 800 operable to facilitate a
virtual currency transaction through a customer premise equipment (CPE) device. The hardware
configuration 800 can include a processor 810, a memory 820, a storage device 830, and an
input/output device 840. Each of the components 810, 820, 830, and 840 can, for example, be
interconnected using a system bus 850. The processor 810 can be capable of processing
instructions for execution within the hardware configuration 800. In one implementation, the
processor 810 can be a single-threaded processor. In another implementation, the processor 810
can be a multi-threaded processor. The processor 810 can be capable of processing instructions
stored in the memory 820 or on the storage device 830.

[0052] The memory 820 can store information within the hardware configuration 800. In

one implementation, the memory 820 can be a computer-readable medium. In one
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implementation, the memory 820 can be a volatile memory unit. In another implementation, the
memory 820 can be a non-volatile memory unit.

[0053] In some implementations, the storage device 830 can be capable of providing
mass storage for the hardware configuration 800. In one implementation, the storage device 830
can be a computer-readable medium. In various different implementations, the storage device
830 can, for example, include a hard disk device, an optical disk device, flash memory or some
other large capacity storage device. In other implementations, the storage device 830 can be a
device external to the hardware configuration 800.

[0054] The input/output device 840 provides input/output operations for the hardware
configuration 800. In one implementation, the input/output device 840 can include one or more
of a network interface device (e.g., an Ethernet card), a serial communication device (e.g., an
RS-232 port), one or more universal serial bus (USB) interfaces (e.g., a USB 2.0 port), one or
more wireless interface devices (e.g., an 802.11 card), and/or one or more interfaces for
outputting video and/or data services to a client device 105 of FIG. 1 (e.g., television, STB,
computer, mobile device, tablet, etc.). In another implementation, the input/output device can
include driver devices configured to send communications to, and receive communications from
one or more networks (e.g., local network 110 of FIG. 1, provider network 125 of FIG. 1, WAN
120 of FIG. 1, content marketplace 130 of FIG. 1, virtual currency network 135 of FIG. 1, etc.).

[0055] Those skilled in the art will appreciate that the invention improves upon methods
and systems for purchasing content using a virtual currency. Methods, systems, and computer
readable media described herein are operable to facilitate a virtual currency transaction through a

customer premise equipment (CPE) device. A subscriber may use a CPE device to access
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content offered within a content marketplace, and the CPE device may be configured to provide
the subscriber with an option for purchasing content using a virtual currency. The CPE device
may be configured with or may have access to a virtual currency account/wallet associated with
the subscriber, and the CPE device may carry out the transaction by submitting payment
information to a payee or to an upstream payment facilitating server. The virtual currency
account/wallet may be installed at the CPE and may be encrypted with a subscriber
PIN/password. The CPE device may provide one or more user interfaces that guide a subscriber
through the process of transferring virtual currency funds in exchange for a content item.

[0056] The subject matter of this disclosure, and components thereof, can be realized by
instructions that upon execution cause one or more processing devices to carry out the processes
and functions described above. Such instructions can, for example, comprise interpreted
instructions, such as script instructions, e.g., JavaScript or ECMAScript instructions, or
executable code, or other instructions stored in a computer readable medium.

[0057] Implementations of the subject matter and the functional operations described in
this specification can be provided in digital electronic circuitry, or in computer software,
firmware, or hardware, including the structures disclosed in this specification and their structural
equivalents, or in combinations of one or more of them. Embodiments of the subject matter
described in this specification can be implemented as one or more computer program products,
i.e., one or more modules of computer program instructions encoded on a tangible program
carrier for execution by, or to control the operation of, data processing apparatus.

[0058] A computer program (also known as a program, software, software application,

script, or code) can be written in any form of programming language, including compiled or
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interpreted languages, or declarative or procedural languages, and it can be deployed in any
form, including as a stand-alone program or as a module, component, subroutine, or other unit
suitable for use in a computing environment. A computer program does not necessarily
correspond to a file in a file system. A program can be stored in a portion of a file that holds
other programs or data (e.g., one or more scripts stored in a markup language document), in a
single file dedicated to the program in question, or in multiple coordinated files (e.g., files that
store one or more modules, sub programs, or portions of code). A computer program can be
deployed to be executed on one computer or on multiple computers that are located at one site or
distributed across multiple sites and interconnected by a communication network.

[0059] The processes and logic flows described in this specification are performed by
one or more programmable processors executing one or more computer programs to perform
functions by operating on input data and generating output thereby tying the process to a
particular machine (e.g., a machine programmed to perform the processes described herein). The
processes and logic flows can also be performed by, and apparatus can also be implemented as,
special purpose logic circuitry, e.g., an FPGA (field programmable gate array) or an ASIC
(application specific integrated circuit).

[0060] Computer readable media suitable for storing computer program instructions and
data include all forms of non-volatile memory, media and memory devices, including by way of
example semiconductor memory devices (e.g., EPROM, EEPROM, and flash memory devices);
magnetic disks (e.g., internal hard disks or removable disks); magneto optical disks; and CD
ROM and DVD ROM disks. The processor and the memory can be supplemented by, or

incorporated in, special purpose logic circuitry.
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[0061] While this specification contains many specific implementation details, these
should not be construed as limitations on the scope of any invention or of what may be claimed,
but rather as descriptions of features that may be specific to particular embodiments of particular
inventions. Certain features that are described in this specification in the context of separate
embodiments can also be implemented in combination in a single embodiment. Conversely,
various features that are described in the context of a single embodiment can also be
implemented in multiple embodiments separately or in any suitable subcombination. Moreover,
although features may be described above as acting in certain combinations and even initially
claimed as such, one or more features from a claimed combination can in some cases be excised
from the combination, and the claimed combination may be directed to a subcombination or
variation of a subcombination.

[0062] Similarly, while operations are depicted in the drawings in a particular order, this
should not be understood as requiring that such operations be performed in the particular order
shown or in sequential order, or that all illustrated operations be performed, to achieve desirable
results. In certain circumstances, multitasking and parallel processing may be advantageous.
Moreover, the separation of various system components in the embodiments described above
should not be understood as requiring such separation in all embodiments, and it should be
understood that the described program components and systems can generally be integrated
together in a single software product or packaged into multiple software products.

[0063] Particular embodiments of the subject matter described in this specification have
been described. Other embodiments are within the scope of the following claims. For example,

the actions recited in the claims can be performed in a different order and still achieve desirable
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results, unless expressly noted otherwise. As one example, the processes depicted in the
accompanying figures do not necessarily require the particular order shown, or sequential order,
to achieve desirable results. In some implementations, multitasking and parallel processing may

be advantageous.
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We Claim:

1. A method comprising:

receiving, at a customer premise equipment device, a user selection of a content
item;

outputting a user interface comprising information associated with one or more
payment options for gaining access to the content item, wherein the one or more payment
options comprise at least one option for using a virtual currency;

in response to receiving a user selection of an option to pay for the content item
using a virtual currency, outputting a user interface comprising information associated
with one or more virtual currency accounts;

in response to receiving a user confirmation of paying for the content item using a
selected virtual currency account, initiating a transfer of funds from the selected virtual
currency account to a payee account identified from the information associated with
payment options for gaining access to the content item;

retrieving the content item; and

outputting the content item for playback.

2. The method of claim 1, wherein the content item is retrieved from a content
marketplace.
3. The method of claim 1, wherein the user interface comprising information

associated with one or more virtual currency accounts further comprises a quick response
code that includes information for paying for the content item with funds from a virtual

currency account.
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4. The method of claim 1, wherein the transfer of funds from the selected virtual
currency account is initiated using virtual currency account information stored at the

customer premise equipment device.

5. The method of claim 4, wherein the virtual currency account information is
encrypted.
6. The method of claim 1, wherein the content item is retrieved by the customer

premise equipment device and output for playback in response to receiving a
confirmation that the transfer of funds from the selected virtual currency account to the
identified payee account has been successfully completed.
7. The method of claim 6, further comprising:
after initiating the transfer of funds from the selected virtual currency account to
the identified payee account, and before outputting the content item for playback,
outputting a user interface comprising a notification of a current status of a process of
confirming the successful transfer of funds from the selected virtual currency account to
the identified payee account.
8. An apparatus comprising:
one or more interfaces configured to be used to:
receive a user selection of a content item,;
output a user interface comprising information associated with one or
more payment options for gaining access to the content item,
wherein the one or more payment options comprise at least one

option for using a virtual currency;
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output a user interface comprising information associated with one or
more virtual currency accounts in response to receiving a user
selection of an option to pay for the content item using a virtual
currency;

a module configured to initiate a transfer of funds from the selected virtual
currency account to a payee account identified from the information associated with
payment options for gaining access to the content item in response to receiving a user
confirmation of paying for the content item using a selected virtual currency account; and

wherein the one or more interfaces are further configured to be used to:

retrieve the content item; and

output the content item for playback.

0. The apparatus of claim 8, wherein the content item is retrieved from a content
marketplace.
10.  The apparatus of claim 8, wherein the user interface comprising information

associated with one or more virtual currency accounts further comprises a quick response
code that includes information for paying for the content item with funds from a virtual
currency account.

11.  The apparatus of claim 8, wherein the transfer of funds from the selected virtual
currency account is initiated using virtual currency account information stored at the
customer premise equipment device.

12. The apparatus of claim 11, wherein the virtual currency account information is

encrypted.
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13.  The apparatus of claim 8, wherein the content item is retrieved by the customer
premise equipment device and output for playback in response to receiving a
confirmation that the transfer of funds from the selected virtual currency account to the
identified payee account has been successfully completed.
14. One or more non-transitory computer readable media having instructions operable
to cause one or more processors to perform the operations comprising:

receiving, at a customer premise equipment device, a user selection of a content
item;

outputting a user interface comprising information associated with one or more
payment options for gaining access to the content item, wherein the one or more payment
options comprise at least one option for using a virtual currency;

in response to receiving a user selection of an option to pay for the content item
using a virtual currency, outputting a user interface comprising information associated
with one or more virtual currency accounts;

in response to receiving a user confirmation of paying for the content item using a
selected virtual currency account, initiating a transfer of funds from the selected virtual
currency account to a payee account identified from the information associated with
payment options for gaining access to the content item;

retrieving the content item; and

outputting the content item for playback.
15.  The one or more non-transitory computer-readable media of claim 14, wherein the

content item is retrieved from a content marketplace.
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16. The one or more non-transitory computer-readable media of claim 14, wherein the
user interface comprising information associated with one or more virtual currency
accounts further comprises a quick response code that includes information for paying for
the content item with funds from a virtual currency account.
17. The one or more non-transitory computer-readable media of claim 14, wherein the
transfer of funds from the selected virtual currency account is initiated using virtual
currency account information stored at the customer premise equipment device.
18. The one or more non-transitory computer-readable media of claim 17, wherein the
virtual currency account information is encrypted.
19. The one or more non-transitory computer-readable media of claim 14, wherein the
content item is retrieved by the customer premise equipment device and output for
playback in response to receiving a confirmation that the transfer of funds from the
selected virtual currency account to the identified payee account has been successfully
completed.
20. The one or more non-transitory computer-readable media of claim 14, wherein the
instructions are further operable to cause one or more processors to perform the
operations comprising:

after initiating the transfer of funds from the selected virtual currency account to
the identified payee account, and before outputting the content item for playback,
outputting a user interface comprising a notification of a current status of a process of
confirming the successful transfer of funds from the selected virtual currency account to

the identified payee account.
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