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DISPLAY OF NETWORK ACTIVITY DATA processed data contains a sufficient amount of valuable 
statistical data for efficient analytics . 

BACKGROUND Network activity or traffic data , such as NetFlow logs , 
may retain records for every flow on a network between all 

Raw network activity data , such as NetFlow data , is a set 5 network entities . On a busy network , this may amount to 
of records that describes network traffic where each record terabytes ( or even more ) of network activity data gathered 
may have different features pertaining to Internet Protocol per day . This large amount of network activity data may 
( IP ) addresses of network entities involved in network data often make it difficult for the network activity data to be 
exchange . The network activity data may have a large mix displayed in a meaningful manner , e.g. , with sufficient detail 
of categorical and continuous attributes . The volume of the 10 to enable efficient analytics to be performed from the dis 
network activity data may be extremely large , which often played data . According to examples , the network activity 
makes it unsuitable for visual representation on a screen of data collected over a time period may be reduced to network 

activity data associated with a particular local network a display device . belonging to a single organization or to a set of related 
15 organizations and may be displayed to accurately reflect BRIEF DESCRIPTION OF THE DRAWINGS meaningful information about the local network . As dis 

cussed herein , this network activity data may be summarized Features of the present disclosure are illustrated by way of and visualized on a block IP address map representing a 
example and not limited in the following figure ( s ) , in which local network of the organization . Some organizations may 
like numerals indicate like elements , in which : 20 have a very fragmented IP address space , as they may have 
FIG . 1 shows an example apparatus that may generate and added IP address space over time due to organization growth 

display network activity data ; or merger and acquisition activity . In examples , multiple IP 
FIGS . 2 , 3 , and 4 respectively , show flow diagrams of address block graphs may be aggregated into a single graph 

example methods for generating and displaying network ( e.g. , a block IP address map ) representing a single logical 
activity data ; 25 view of the organization's network . Particularly , for 

FIGS . 5-12 , respectively , show example IP address block instance , one of the IP address block graphs may map 
maps depicting various types of network activity data ; and activity by a first set of network entities ( e.g. , network 

FIG . 13 shows an example 3D IP address block map . entities having a first range of addresses ) and another one of 
the IP address block graphs may map activity by a second set 

DETAILED DESCRIPTION 30 of network entities ( e.g. , network entities having a second 
range of addresses ) . 

For simplicity and illustrative purposes , the present dis The apparatuses and methods disclosed herein may gen 
closure is described by referring mainly to examples . In the erate an IP address block map for network entities using the 
following description , numerous specific details are set forth organization's assigned IP address space as a grid . For 
in order to provide a thorough understanding of the present 35 example , the apparatuses and methods disclosed herein may 
disclosure . It will be readily apparent however , that the generate an IPv4 or an IPv6 address block map of the 
present disclosure may be practiced without limitation to organization's network . That is , the IP address block map 
these specific details . In other instances , some methods and may map features of the network entities based upon their 
structures have not been described in detail so as not to respective IP addresses . The IP addresses may each include 
unnecessarily obscure the present disclosure . 40 a network prefix set of bits that specifies the network 

Throughout the present disclosure , the terms “ a ” and “ an ” identifier of the network entity and sets of bits that identify 
are intended to denote at least one of a particular element . As the network entity . In other words , each network entity may 
used herein , the term “ includes ” means includes but not be plotted on the IP address block map at a particular 
limited to , the term “ including ” means including but not location defined by bits in the IP address in a manner that 
limited to . The term “ based on ” means based at least in part 45 may be similar to a geographical map where a house or an 

object is shown based on its geo - location coordinates . 
Disclosed herein are apparatuses and methods for dis IP addresses may be assigned to networks in different 

playing network activity data . The apparatuses disclosed sized blocks . The size of the assigned block may be written 
herein may also be referred to as data visualization systems . after an oblique ( / ) , which shows the number of IP addresses 
As used herein , network activity data may refer to data 50 contained in that block . For example , if an Internet Service 
moving across a network at a given point in time . Network Provider ( ISP ) is assigned a “ / 16 " , the ISP may receive 
activity data in computer networks is mostly encapsulated in around 64,000 IPv4 addresses , e.g. , IP addresses that are 
network packets traveling between network nodes represent assigned a “ / 16 ” , the network prefix is 16 bits long and the 
ing different network entities , such as servers , gateways , network entity identifier is also 16 bits long . In IP addresses 
switches , computers , computer clusters etc. that provide the 55 that are assigned a / 24 , the network prefix is 24 bits long and 
data in the network . The network activity data sent or 8 bits are allocated for the network entity identifier , which 
received by a network entity , such as a network node , may may provide for up to 256 IP addresses . The IP address block 
represent activity data of the network entity . As discussed map disclosed herein may employ fixed network entity 
herein , the network activity data may be processed and identifiers that specify the network space to which the 
converted into a visual representation of the data . Processing 60 network entity belongs . Each network entity on the network 
of the network activity data may include data summariza may be identified on an IP address block map using the X 
tion , which may involve producing a compact description of and Y coordinates represented by two sets of bits of the IP 
an original large data set often referred to as a summary . In address that identify the network entity . Network activity for 
an example , the data summarization process may compact each of the network entities defined by the IP address may 
network activity data so that the data visualization system 65 be monitored and collected over time and may be displayed 
disclosed herein may process the data and render the pro or overlaid on the IP address block map over the location of 
cessed data on a screen of a display device , while the the network entity identified by the IP address . In an 

on . 
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example , for a 2D map , the IP address space may use the tions 112 to access network activity data 102 associated with 
entity identifier that is equal to or larger than 8 bits . In this network entities , which may be stored in a data store . The 
example , one dimension of the IP address block map may network activity data 102 may be collected at a data broker , 
use the last 8 bits of the IP address and the other dimension such as for example , ApacheTM Kafka . As discussed above , 
may use n - 8 bits , where n is the length of the network entity 5 the network activity data 102 may pertain to activity vol 
identifier , and 9sns16 . umes , data volumes , data rate , or the like . The processor 104 

In examples , the network activity data displayed on the IP may execute the machine - readable instructions 112 to access 
address block map may represent any of activity volumes , network activity data collected over a time period associated 
data volumes , data rates , combinations thereof , or the like . with a plurality of network entities . 
The activity volumes may include a number of flows , 10 Each of the network entities may be assigned a distinct 
connections , requests , responses , transactions , or other net internet protocol ( IP ) address including a network prefix set 
work attributes recorded over a time interval . The data of bits and a network entity identifier set of bits , in which the 
volumes may include a sum of bytes across all flows , bits in the network prefix set and the network entity identifier 
connections , requests , responses , transactions , or other attri are non - overlapping with respect to each other . For example , 
butes that may be summed over a time interval . The data 15 an IPv4 address may include four sets of bits “ A.B.C.D " , 
rates may include a data count or a sum divided by the where the sets of bits A and B specify the network prefix and 
duration of the time interval . The network activity may be the sets of bits C and D identify the network entity corre 
application - agnostic in terms of network level measure sponding to an address , in which bits in the sets of bits 
ments or network activity may be application - specific ( e.g. , “ A.B.C.D ” are non - overlapping with respect to each other . 
counts , sums or rates for Hyper Text Transfer protocol 20 As discussed herein , each network entity on the network 
( HTTP ) , Domain Name System ( DNS ) , email , and other may be identified on an IP address block map , in which the 
applications ) . Additionally , network information may corre X and Y coordinates may represent the sets of bits C and D 
spond to request volumes of the network entities , activities that identify the IP address of the network entity . In addition , 
by file types on the network entities , activities by request the sets of bits A and B in the address may identify the 
methods on the network entities , activities of the network 25 network to which the entity belongs . In other examples , 
entities , non - HTTP communication activities of the network network entities having a first range of IP addresses may be 
entities , requests for unexpected domains by the network identified on a first IP address block map , network entities 
entities , domain name server activity by the network entities , having a second range of IP addresses may be identified on 
and combinations thereof . a second IP address block map , etc. 

The network activity data may be rendered on the IP 30 The processor 104 may execute the machine - readable 
address block map using multiple display parameters such as instructions 114 to generate representations of the network 
color , opacity , shape , size , etc. , as demonstrated by examples activity data corresponding to the respective network enti 
of the IP address block maps discussed below and shown in ties . In on , the processor 104 may execute the 
FIGS . 5-12 . machine - readable instructions 116 to display the generated 
FIG . 1 shows a block diagram of an example apparatus 35 representations of the network activity data corresponding to 

100 that may generate and display network activity data . It the respective network entities on an IP address block map 
should be understood that the apparatus 100 may include according to the network entity identifier set of bits of the 
additional components and that some of the components respective network entities . In other words , the activity 
described herein may be removed and / or modified without associated with a network entity may be displayed on the IP 
departing from a scope of the apparatus 100 disclosed 40 address block map over the location of the network entity on 
herein . the map . The IP address block map with the network activity 

The apparatus 100 may be a computing device , a tablet data displayed on the IP address block map may provide a 
computer , a server computer , a smartphone , or the like , and graphic representation of the organization's network activity 
may include a processor 104 , which may be a semiconduc and may also be referred to as a graph . 
tor - based microprocessor , a central processing unit ( CPU ) , 45 The network activity data may be displayed on the IP 
an application specific integrated circuit ( ASIC ) , a field address graph using multiple display parameters such as 
programmable gate array ( FPGA ) , and / or another hardware color , opacity , shape , size , etc. For example , a high activity 
device . Although a single processor 104 is depicted , it volume may be represented by red squares , medium — by 
should be understood that the apparatus 100 may include yellow squares , and low — by green squares . The activity 
multiple processors , multiple cores , or the like , without 50 volume may additionally or in other examples be repre 
departing from a scope of the apparatus 100 . sented by shapes of various sizes such as , for example , 

The apparatus 100 may also include a non - transitory squares , rectangles , circles , etc. According to examples , the 
computer readable medium 110 that may have stored display parameters of the network activity data displayed in 
thereon machine - readable instructions that the processor an IP address graph may be based upon various information 
104 may execute . Examples of the machine - readable 55 pertaining to the network entities . For instance , supplemen 
instructions are shown as 112-116 and are further discussed tary data , such as IT Operations Management data , may be 
below . Examples of the non - transitory computer readable accessed and used to identify , e.g. , roles associated with 
medium 110 may include an electronic , magnetic , optical , or different IP addresses . Using this information , the display 
other physical storage device that contains or stores execut parameters of the network activity data and / or generated 
able instructions . For example , the non - transitory computer 60 alerts may be altered . For example , if a high volume of 
readable medium 110 may be a Random Access memory HTTP traffic from an IP address is determined and that IP 
( RAM ) , an Electrically Erasable Programmable Read - Only address is known to be a Web server , a determination may 
Memory ( EEPROM ) , a hard disk , an optical disc , or other be made that this level of activity is likely not that suspi 
type of storage device . cious . In this example , the element displayed on the IP 

The processor 104 may fetch , decode , and execute the 65 address graph corresponding to that IP address may have a 
machine - readable instructions 112-116 . For example , the particular color ( e.g. , red , which may denote the particular 
processor 104 may execute the machine - readable instruc volume ) , but the size of the element may not be increased . 
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However , in another example in which a high volume of interest has occurred . If the event of interest has occurred at 
HTTP traffic involving an IP address that is supposed to be block 304 , the processor 104 may output an alert to a user 
a DNS server is detected , a determination may be made that as indicated at block 306. In other words , if an activity of a 
this activity may be suspicious . In this example , the size of certain entity has exceeded a threshold value , the user may 
the element displayed on the IP address graph corresponding 5 be notified . For example , if a number of scans at a certain 
to that IP address may be increased and an alert may be entity exceeds a normal value , this may indicate an intrusion generated . or an initiation of a denial of service attack . Otherwise , the Turning now to FIGS . 2 , 3 and 4 , there are respectively processor 104 may return to block 302 and may continue to shown flow diagrams of example methods 200 , 300 and 400 analyze the generated visual representations . for generating and display network activity data . It should be 10 
understood that the methods 200 , 300 and 400 depicted in According to examples , the processor 104 may analyze a 

plurality of the visual representations ( IP address block FIGS . 2 , 3 and 4 may include additional operations and that maps ) of the network activity data generated for a relatively some of the operations described therein may be removed 
and / or modified without departing from scopes of the meth large number of queries , e.g. , more than about 20 queries , 

and ods 200 , 300 and 400. The descriptions of the methods 200 , 15 determine which of the generated visual represen may 
300 and 400 are also made with reference to the features tations may be of particular interest to a user . For instance , 
depicted in FIG . 1 for purposes of illustration . Particularly , the processor 104 may identify the visual representations 
the processor 104 of the apparatus 100 may execute some or that may warrant issuance of alerts as being of particular 
all of the operations included in the methods 200 , 300 and interest to a user . As another example , the processor 104 may 
400 . 20 identify the visual representations that display representa 

With reference first to FIG . 2 , at block 202 , the processor tions of data that meet a preset condition as being of 
104 may access network activity data 102 of a plurality of particular interest to a user . In addition , the processor 104 
entities , which may be any combination of servers , gate may output an indication of the visual representations that 
ways , switches , computers , compute clusters , etc. As dis are determined to be of particular interest to a user . In this 
cussed above , each of the entities may be in the same , a 25 regard , the processor 104 may inform a user of visual 
common , or a related network and may be assigned a distinct representations of interest , which may enable the user to 
IP address in the network . At block 204 , the processor 104 identify the interesting visual representations without having 
may identify activity information of the entities from the to manually analyze all of the visual representations . 
accessed network activity data . As discussed above , the Turning now to FIG . 4 , at block 402 , the processor 104 network activity information may correspond to request 30 may summarize the network activity data accessed at block volumes of the network entities , activities by file types on 202 ( FIG . 2 ) based on an at least one data attribute or a set the network entities , activities by request methods on the of attributes . The data attributes may reflect parameters of network en ies , activities of the network es , non network entities such as , for example , source and destination HTTP communication activities of the network entities , requests for unexpected domains by the network entities , 35 ports . The attributes may include flags or type of service 
domain name server activity by the network entities , or the ( ToS ) attributes or the like . For example , the processor 104 
like . may summarize data reflecting activity at a source port or at 

At block 206 , the processor 104 may generate respective a destination port . In an example , the processor 104 may also 
visual representations of the activity information of the summarize the data based on activity of a certain ToS . The 
entities . As discussed above , the visual representations may 40 visual representations of the network activity data may be 
employ different display parameters or attributes such as generated using a summary of all network activity data 
color , shape , opacity , or the like . At block 208 , the processor accumulated into a data set . The summary may preserve the 
104 may plot the generated visual representations of the characteristics of the data set to be visualized . For example , 
activity information on an IP address block graph ( or map ) . in the case of scanning attacks , security analysts often 
In an example , the generated visual representations may be 45 visualize the range of ports or IP addresses that were targeted 
plotted according to the first identifier set of bits and the with small flows in a short period of time . Similarly , various 
second identifier set of bits of the IP addresses of the entities visualizations may be used to understand the distribution of 
to which the generated visual representations correspond . In flows between the entities of a certain type over time . In an 
other words , the visual representations of the activity of the example , when the apparatus 100 detects that a certain 
entity may be overlaid over the location of the entity defined 50 attribute of the activity data set is not frequently queried , the 
by the coordinates derived from the IP address . The coor apparatus 100 may maintain a more succinct or compacted 
dinates may be converted from a binary ( bits ) to integer representation of the network activity data with this attri 
form . At block 210 , the processor 104 may output the IP bute . At block 404 , the processor 104 may identify the 
address block graph with the plotted visual representations activity information of the entities from the summarized 
for display on a display device . Thus , the displayed IP 55 network activity data . Thus , the activity information to be 
address block graph may explicitly show the activity levels used on the IP address graph may be generated from a 
for each of the entities within an organization's network . An reduced ( summarized ) data set of all of the activity data 
example of an IP address block graph on which is plotted accumulated over a time period . At block 406 , the processor 
visual representations of the network activity data is shown 104 may generate the visual representations as representa 
in FIG . 5 . 60 tions of the summarized network activity data . 

Turning now to FIG . 3 , at block 302 , the processor 104 Some or all of the operations set forth in the methods 200 , 
may analyze the generated visual representations of the 300 and 400 may be contained as utilities , programs , or 
network activity data of the entities . This may include subprograms , in any desired computer accessible medium . 
comparing the activity information volumes to threshold In addition , the methods 200 , 300 and 400 may be embodied 
values or to some average or normal values for a given 65 by computer programs , which may exist in a variety of 
entity . At block 304 , the processor 104 may determine , from forms . For example , the methods 200 , 300 and 400 may 
the analyzed visual representations , whether an event of exist as machine readable instructions , including source 
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code , object code , executable code or other formats . Any of may show results for a specified interval of time ( e.g. , an 
the above may be embodied on a non - transitory computer hour , a day , a week , etc. ) . In an example , the IP address 
readable storage medium . block graph 500 may show a third dimension indicating time 

Examples of non - transitory computer readable storage to illustrate how the behavior of the hosts changes over time . 
media include computer system RAM , ROM , EPROM , 5 It should be noted that the apparatuses and methods 
EEPROM , and magnetic or optical disks or tapes . It is described herein are not specific to NetFlow data . Instead , 
therefore to be understood that any electronic device capable the apparatus 100 may be used with any data set that 
of executing the above - described functions may perform includes the IP addresses of the network to be mapped . For 
those functions enumerated above . example , the processor 104 may use data extracted from web 

FIGS . 5-12 show examples of IP address block maps 10 proxy logs . 
depicting network activity . FIG . 5 shows an example graph FIG . 6 shows an example IP address block map 600 
500 depicting an IP address block map for the network representing request volumes for an organization's network . 
192.168.x.y , which may be a class B network . On this graph An example query may determine the volume of requests in 
500 ( IP address block map ) , different shaded squares are a proxy log by client IP address . In some examples , the data 
used to illustrate the rate of scans issued by each host on that 15 set used may have already been loaded into an analytics 
network . As the host scan rate increases , the size of the engine , and the IP addresses may be represented as strings 
squares may increase accordingly . Note that the colors are rather than integers . As a result , the query may have to 
not shown in a gray - scale representation of the map depicted convert the IP addresses to integers first . In an example , the 
in FIG . 5 , but the actual graph may use different colors . As IP addresses may be stored as integers to simplify query 
this graph 500 shows , there may be a few hosts on this class 20 execution . The output of the query is a set of tuples : 
B network that issue a large volume of scans . In addition , X - coordinate , Y - coordinate , value . These tuples may be then 
most of these hosts are on just a few / 24 subnets used to create the IP address block map 600 shown in FIG . 
( 192.168.X. * ) . In many enterprises , the organization's IP 6. To improve the transfer of information to the viewer , the 
address space is assigned in chunks to different business apparatus 100 may use additional dimensions that may be 
units . Therefore , the suspicious hosts appearing on the same 25 referred to as display parameters . For example , the apparatus 
( or nearby ) vertical line in the IP address block map 500 are 100 may use different colors , different opacities , different 
likely to belong to the same administrative domain . Thus , shapes , and / or different sizes or shapes in specific ways in 
the security issues associated with these suspicious hosts order to intuitively convey multiple dimensions in a two 
may be assigned to the same administrator , which may speed dimensional graph . 
up security and clean up procedures . In the example graph 600 shown in FIG . 6 , the level of 

With a graph 500 like the one shown in FIG . 5 , a chief activity for each IP address in 10.0.0.0/16 was divided into 
information security officer ( CISO ) may quickly see how five categories . Please note that the visual representations 
pervasive a specific problem is across the network . This type shown in FIG . 6 are depicted in a grayscale color scheme . 
of graph may concisely present a view of a large IP address However , the actual graph 600 depicted in FIG . 6 may 
space . For many organizations , the entire network may be 35 display activity data using white , gray , green , yellow , red , 
visualized down to the host level using a single IP address etc. , colors . Other colors may be used as well to distinguish 
block map . Maps like the one shown in FIG . 5 may help an between the activity representations . If a location on the map 
analyst determine where unexpected or suspicious activity is 600 with coordinates ( x , y ) is white , this may be an indica 
occurring , thus generating “ leads ” for further investigations . tion that no activity has been recorded for the IP address 
As may be seen in FIG . 5 , the graph 500 may have “ tracking 40 10.0.x.y. This may be useful for identifying missing data . 
lines ” for a pointer . Once the pointer is placed over a data For example , if an administrator knows that there should be 
point of interest , the tracking lines may indicate the IP activity for a given IP address and the location on the map 
address of the point of interest ( or the IP address range , if 600 corresponding to the given IP address is white , the 
each point of interest represents more than one IP address ) . administrator may determine that there is missing data for 
If an organization's IP address space is smaller than a / 16 45 the given IP address . 
( class B ) , the example graph 500 may still be used . In this By way of particular example , if a square with coordinates 
case , the portions that are outside of the organization's ( x , y ) is gray , then some modest number of requests has been 
address space may not be populated . If an organization has recorded for the IP address corresponding to those coordi 
a larger contiguous assignment ( e.g. , a / 8 or class A ) , each nates . If a square with coordinates ( x , y ) is green , then the 
square on the graph 500 may represent a / 24 subnet ( up to 50 IP address corresponding to those coordinates had between 
256 hosts ) . In this case , an analyst / administrator / CISO may 10,000 and 100,000 requests during the measurement inter 
still be able to quickly see where there are problem areas on val . If a square with coordinates ( x , y ) is yellow , the IP 
the network , and then follow the leads to drill deeper and address corresponding to those coordinates had between 
determine which specific IT assets are responsible for the 100,000 and 1 million requests during the measurement 
problems . 55 interval . If a square with coordinates ( x , y ) is red , the IP 

The graph 500 may be generated to reflect network address corresponding to those coordinates had more than 1 
activity of IPv6 addresses provided that the host identifiers million requests . 
are assigned in a non - random order . In this case , the graph In addition or in other examples , the sizes of the squares 
500 may provide a high - level view where each square may be also increased for the higher request volumes , in 
represents the activity of a larger group of the IP addresses . 60 order to make those particular IP addresses easier to notice . 
Then , for any squares that represent the activity of interest , In instances in which a small subset of IP addresses 
a new map at a finer granularity may be generated to enable exceeded a large number of requests ( e.g. , 1 million 
an analyst to drill deeper . The IPv6 address space may need requests ) during a measurement interval , a determination 
several levels of drill down as compared to the IPv4 due to may be made that the hosts corresponding to the subset of IP 
a much larger address space provided that an organization 65 addresses may be doing something malicious . An analyst 
allocates its host identifiers in an intelligent ( non - random ) may be able to issue additional queries to determine if this 
manner . The IP address block graph 500 shown in FIG . 5 behavior is problematic . If a supplementary data , e.g. , data 
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indicating the role of each IP address is available , the FIG . 9 shows an example graph 900 illustrating activity 
supplemental data may be employed to further refine the per anomalous host per IP address . The apparatus 100 may 
display of information corresponding to the IP addresses . examine traffic involving a specific destination IP address or 
For example , an alert may not be issued if an IP address an IP address block . In the example shown in FIG . 9 , a large 
assigned to a web server has a high number of HTTP flows , 5 number of requests destined to an IP address that belongs to 
but an alert may be issued if an IP address assigned to a DNS an organization that issued a large number of scanning 
server has a high number of HTTP flows . Thus , the icons activity ( which was noticed in NetFlow logs ) have been 
representing both the web server and the DNS server may be recorded . Thus , the apparatus 100 may determine how many 
displayed in red , but the size of the icon representing the web local hosts have been communicating with this specific IP 
server may remain normal , while the size of the icon for the 10 address . As may be seen in FIG.9 , only 9 IP addresses in the 

entire / 16 local IP address block have communicated with DNS server may be displayed in a larger size to make that this particular external IP address , with three of the local IP IP address stand out as having a potentially abnormal addresses ( all on the same / 24 subnet ) issuing over 1 million activity . of HTTP requests each to this external host . According to examples , the user interface may enable the FIG . 10 shows an example graph 1000 illustrating non IP address associated with a data point on the screen to be HTTP communication activity per IP address . According to 
identified , so that a user may not need to infer the IP address examples , application level details ( e.g. , method , file type , 
from the coordinates . For example , clicking on the data etc. ) shown in previous examples may not be seen . However , 
point may result in a pop up window being displayed above the example graph 1000 depicted in FIG . 10 may show hosts 
the data point that includes metadata about the data point , 20 that are using proxies for non - HTTP communication . For 
including the IP address and the exact value of requests example , FIG . 10 shows that there is one host that is very 
corresponding to the IP address . In an example , a user different ( over 100 M non - HTTP requests ) than all of the 
interface may draw a horizontal and vertical line ( as shown other hosts in this / 16 address space . While this may be 
in FIG . 5 ) that track the cursor , with a pop - up window 510 “ normal ” for this node or may be caused by misconfigura 
to show the IP address 192.168.211.151 and a value indi- 25 tion rather than something malicious , the graph 1000 may 
cating scanning volume of 97 / s of the data point . inform an analyst of this host . 
As may be seen from FIG . 6 , there may be a large number IP address maps may also be used with Domain Name 

of vertical lines on the graph 600 because the graph 600 may System ( DNS ) logs because DNS logs may record the IP 
represent a large IP address block ( / 16 in this case ) . This address of the client that issued a DNS query . For example , 
large IP address block may further be subdivided within the 30 an IP address block map may be used to visualize which 
organization . For example , the local organization may use a hosts on a network are issuing requests for unexpected 
series of / 24 subnets internally , with different business domains . Unusual domains may need to be identified first . In 
organizations receiving their own / 24 address blocks this example , the domain “ chileexe77.com ” is not known . 
manage . In this case , each vertical line may correspond to a Yet this domain is included in the Indicators of Compromise 
different subnet ( and potentially a different administrator ) . If 35 ( IOCs ) of an advanced persistent threat . Thus , local subnets 
horizontal lines are preferred over vertical lines , then in the or hosts that are issuing DNS requests for this domain may 
query , the third octet ( set of bits ) may be associated with the be identified . 
Y value and the fourth octet ( set of bits ) may be associated FIG . 11 shows an example graph 1100 illustrating volume 
with the X value . of DNS requests on a class A network per IP address . In this 
FIG . 7 shows an example graph 700 illustrating IP address 40 example , an organization being visualized has a class A 

activity by file type . In this example , a query may be network ( 10.0.0.0/8 ) . In addition , the IP address map 1100 
augmented to look for other types of outliers such as file may highlight which / 24 subnets have a particular type of 
types . In this example , the apparatus 100 may search for activity . In other words , each point on the address map 1100 
" application / octet - stream ” , which is a binary file . In the represents 10.X.Y.0 / 24 . If the example IP address map 1100 
example IP address map 700 depicted in FIG . 7 , most of the 45 indicates that there is this sort of activity on the subnet , then 
IP addresses have relatively few requests involving octet an administrator may drill down to learn about the specific 
streams . However , there is one IP address that has requested hosts involved . As may be seen from the IP address map 
over 1 million octet - streams , and a few others that requested 1100 in FIG . 11 , three / 24 subnets ( large squares ) have 
noticeably more than the rest of the hosts on the network . issued more than 1 million DNS queries for hostnames in the 
The graph 700 therefore graphically displays the outlier in a 50 chileexe77.com domain . 
group of IP addresses . FIG . 12 shows an example graph 1200 illustrating volume 

FIG . 8 shows an example graph 800 illustrating IP address of DNS requests on a class B network per IP address . As may 
activity by request method . A common request method is be seen from the example IP address map 1200 depicted in 
HTTP GET , which means that the client simply retrieved a FIG . 12 , there are 9 IP addresses issuing queries for the 
copy of the specified object . A less common request method 55 chileexe77.com domain . The entities addresses 
is HTTP POST , which means the client is sending data to the 10.234.58 . { 11-16 } issued large volumes of requests , while 
server . The graph 800 illustrates the HTTP POST method . the entities at addresses 10.234.58 . { 38-40 } issued a small 
As may be seen from FIG . 8 , there may be relatively few IP number of requests for this domain . In FIG . 12 , some of the 
addresses on the network issuing HTTP POST requests blocks representing the entities are shown as overlapping 
because most of the graph 800 is white . However , there may 60 each other . Through use of the graph 1200 , an analyst may 
be a few hosts that have issued an excessively large number identify that a small number of hosts may be examined more 
of POSTS more than 10 million during the measurement closely for possible compromise . 
period . The graph 800 may thus enable an analyst to quickly In some examples , the third set of bits ( i.e. , octet ) may be 
identify that such hosts are present in the network and may better suited for the Y axis than the X axis in a " class B ” 
take a closer look at these hosts , because this activity may 65 map , where individual points represent a single IP address . 
be an indication that the HTTP POSTs are being used to Most modern display devices such as computer monitors are 
exfiltrate data from the local network . longer in a horizontal plane . Thus , the X axis may be used 
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for the fourth set of bits ( i.e. , octet ) , which may always need Although described specifically throughout the entirety of 
to represent 256 distinct values . The Y axis may only need the instant disclosure , representative examples of the present 
to represent 256 distinct values for a / 16 address space , and disclosure have utility over a wide range of applications , and 
fewer for smaller spaces . Therefore , a / 16 network may be the above discussion is not intended and should not be 
shown either as 10.0.X.Y or 10.0.Y.X based on the available 5 construed to be limiting , but is offered as an illustrative 
screen space . In examples , the apparatus 100 may automati discussion of aspects of the disclosure . 
cally change the axes as the screen orientation changes , for What has been described and illustrated herein is an 
example , on a tablet or on mobile devices or when an analyst example of the disclosure along with some of its variations . 
changes the orientation of his monitor . The terms , descriptions and figures used herein are set forth 

According to examples , the IP address block maps dis by way of illustration only and are not meant as limitations . 
closed herein may be used for class A and class B networks . Many variations are possible within the spirit and scope of 
However , many organizations may have IP address spaces the disclosure , which is intended to be defined by the 
smaller than either of these types of network.For av following claims — and their equivalents — in which all terms 
network , an organization may have an address space much are meant in their broadest reasonable sense unless other 
larger tha224hosts ) .Thus , foranetwork , wise indicated . 
more than one level of drill - down may be implemented . In 
those cases , the apparatus 100myzom in the third set What is claimed is : 
of bits ( octet ) in order to make the IP address block map 1. An apparatus comprising : 
show only the desired small address space . Some organiza- 20 a processor ; 
tions may have a fragmented IP address space . That is , some a memory on which is stored machine readable instruc 
organizations may have multiple non - contiguous blocks of tions executable by the processor to : 
an IP address space . This address space may be visualized access network activity data collected over a time 
using multiple IP address block maps . However , the appa period associated with a plurality of network entities , 
ratus 100 may temporarily re - map the address space in order 25 wherein each of the network entities is assigned a 
to visualize the address space in a single aggregated map . distinct internet protocol ( IP ) address comprising a 
The apparatus 100 may then lay out the IP address map network prefix set of bits and a network entity 
appropriately so that the correct IP addresses may be dis identifier set of bits ; 
played . Thus , the apparatus 100 may aggregate and present convert amounts of the network activity data collected 
multiple non - contiguous IP address blocks as a single graph . 30 over the time period into visual representations of the 

In examples , the apparatus 100 may create a 3D IP network activity data of the network entities ; 
address block map 1300 as shown in FIG . 13. The 3D IP generate an IP address block map for the network 
address block map 1300 may use the first axis ( B ) , the entities by using the IP addresses assigned to the 
second axis ( C ) , and a third axis ( D ) . The third axis may network entities to define locations of the network 
correspond to one of the network entity identifier set of bits 35 entities on the IP address block map ; 
( i.e. , octet ) . The 3D IP address block map 1300 may be used overlay the visual representations of the network activ 
for a large IP address space ( e.g. , either a class A network or ity data of the network entities over the locations of 
an address space that is larger than a class B network ) . The the network entities on the IP address block map ; and 
generated representations may be displayed on the three cause a display of the IP address block map with the 
dimensional IP address block map that may be referred to as 40 overlaid visual representations of the network activ 
a cube map . Such a cube map 1300 may be useful , for ity data corresponding to the network entities . 
example , in a high - level view of the network activity like 2. The apparatus according to claim 1 , wherein a first axis 
those typically used in a dashboard . A combination of an of the IP address block map corresponds to a first network 
example 3D plot shown as A.b.c.d in FIG . 13 and an area entity identifier set of bits of the IP addresses and a second 
highlight visualization technique like a heat map may be 45 axis of the network IP address block map corresponds to a 
used to identify areas such as IP ranges in a network with second network entity identifier set of bits of the IP 
interesting behavior . In other examples , a 4D representation addresses . 
may be created to cover all four sets of bits ( i.e. , octets ) of 3. The apparatus according to claim 2 , wherein the IP 
the IPv4 addresses . address block map comprises a three - dimensional map hav 

While the present disclosure mainly discusses visualiza- 50 ing the first axis , the second axis , and a third axis , the third 
tion techniques for mappingvaddresses , the same tech axis corresponding to a third identifier set of bits of the IP 
niques may be applied to a different protocollikeva addresses . 
well . The IPv4 addresses are 32 bits long ( four groups of 4. The apparatus according to claim 1 , wherein the 
eight bits ) and the addresses are 128bitsongeight network activity data corresponds to activity volumes , data 
groups of 16 bits , which could be represented as four groups 55 volumes , or data rate . 
of 32 bits ) . The individual organizations may not need to 5. The apparatus according to claim 1 , wherein the 
visualize significantly larger portions of IP address space . instructions are further executable by the processor to : 
Some descriptions of IPv6 addresses may include a routing summarize the network activity data collected over the 
prefix , a subnet id , and an interface identifier . According to time period based on at least one attribute ; and 
examples , the entities on a network may be uniquely iden- 60 generate the visual representations as representations of 
tified , which may entail using the subnet id + interface iden the summarized network activity data . 
tifier together to represent the “ entity ” , and the routing prefix 6. The apparatus according to claim 1 , wherein the IP 
as the network prefix . Alternatively , the entities on the addresses of the network entities in the network activity data 
network may be represented using a routing prefix + subnet are in integer form and wherein the instructions are further 
id = network prefix and the interface identifier as the entity 65 executable by the processor to convert the IP addresses of 
identifier , if the interface identifiers are uniquely assigned the network entities from the integer form to the network 
across the network rather than across subnets . prefix set of bits and the network entity identifier set of bits . 



5 

10 

US 10,756,992 B2 
13 14 

7. The apparatus according to claim 1 , wherein the 14. The computer - implemented method according to 
network activity data is stored in a data storage and wherein claim 11 , further comprising : 
the instructions are further executable by the processor to : summarizing the network activity data based on at least 

retrieve the network activity data that is respectively one attribute ; 
associated with the network entities , identifying the activity information of the entities from 

process the retrieved network activity data to output a set the summarized network activity data ; and 
of tuples that identify the network activity data for each generating the visual representations as representations of 
of the network entities ; and the summarized network activity data . generate the visual representations of the network entities 15. The computer - implemented method according to according to the set of tuples . claim 11 , wherein the IP address block graph comprises a 8. The apparatus according to claim 1 , wherein the visual 

representations of the network activity data have different three dimensional ( 3D ) graph , wherein overlaying the visual 
colors , sizes , or shapes to represent different amounts of the representations further comprises additionally overlaying 
network activity data . the visual representations according to a third identifier set 

9. The apparatus according to claim 1 , wherein the 15 of bits of the IP addresses to which the visual representations 
instructions are further executable by the processor to : correspond , and wherein a first axis of the 3D graph corre 

analyze the visual representations of the network activity sponds to a range of the first identifier set of bits of the IP 
data ; addresses , a second axis of the 3D graph corresponds to a 

determine , from the analyzed visual representations , that range of the second identifier set of bits of the IP addresses , 
an event of interest has occurred ; and 20 and a third axis of the 3D graph corresponds to a range of 

based on the determination that the event of interest has the third identifier set of bits of the IP addresses . 
occurred , output an alert . 16. The computer - implemented method according to 

1.The apparatus according to claim , wherein the claim 11 , further comprising : 
instructions are further executable by the processor to : generating a plurality of IP address block graphs repre 

generate a plurality of IP address block maps that display 25 senting different IP address ranges of the entities ; and 
different sets of the visual representations of the net combining the IP address block graphs to produce an 
work activity data of the network entities according to aggregated IP address block graph representing a logi 
the network entity identifier set of bits of the IP cal view of the entities . 
addresses assigned to the network entities ; 17. A non - transitory computer readable medium on which 

analyze the generated plurality of IP address block maps 30 is stored machine readable instructions that when executed 
to determine an IP address block map that identifies an by a processor , cause the processor to : 
event of interest ; and access network activity data of a plurality of entities , 

utput identification the determined addressblock wherein each of the entities is assigned a distinct 
map that identifies the event of interest . internet protocol ( IP ) address , each IP address includ 

11. A computer - implemented method comprising : ing a prefix set of bits , a first identifier set of bits , and 
accessing , by a processor , network activity data of a a second identifier set of bits ; 

plurality of entities , wherein each of the entities is identify activity information of the entities collected over 
assigned a distinct internet protocol ( IP ) address , each a period of time from the accessed network activity 
IP address including a network prefix set of bits , a first data ; 
identifier set of bits , and a second identifier set of bits ; 40 convert amounts of the activity information of the entities 

identifying , by the processor , activity information of the into visual representations of the activity information of 
entities from the accessed network activity data ; the entities ; 

converting , by the processor , amounts of the activity generate an IP address block graph for the entities by 
information of the entities into visual representations of using the IP addresses assigned to the entities to define 
the activity information of the entities ; 45 locations of the entities on the IP address block graph ; 

generating , by the processor , an IP address block graph for overlaying the visual representations of the activity infor 
the entities by using the IP addresses assigned to the mation of the entities over the locations of the entities 
entities to define locations of the entities on the IP on the IP address block graph ; and 
address block graph ; cause the IP address block graph with the overlaid visual 

overlaying , by the processor , the visual representations of 50 representations of the activity information of the enti 
the activity information of the entities over the loca ties to be displayed on a display device . 
tions of the entities on the IP address block graph ; and 18. The non - transitory computer readable medium 

outputting the IP address block graph with the overlaid according to claim 17 , wherein the instructions are further to 
visual representations of the activity information of the cause the processor to : 
entities for display on a display device . analyze the visual representations of the activity informa 

12. The computer - implemented method according to tion of the entities ; 
claim 11 , further comprising : determine , from the analyzed visual representations , that 

analyzing the visual representations of the activity infor an event of interest has occurred ; and 
mation of the entities ; based on the determination that the event of interest has 

determining from the analyzed visual represents , 6 occurred , output an alert . 
that an event of interest has occurred ; and 19. The non - transitory computer readable medium 

based the determination that the event of interest has according to claim 17 , wherein the instructions are further to 
occurred , outputting an alert . cause the processor to : 

13. The computer - implemented method according to summarize the network activity data based on at least one 
claim 11 , wherein the visual representations of the activity 65 attribute ; 
information have different colors , sizes , or shapes to repre identify the activity information of the entities from the 
sent the amounts of the activity information . summarized network activity data ; and 

35 
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generate the visual representations as representations of 

the summarized network activity data . 
20. The non - transitory computer readable medium 

according to claim 17 , wherein the IP address block graph 
comprises a three dimensional ( 3D ) graph and wherein the 5 
instructions are further to cause the processor to : 

additionally overlay the visual representations of the 
activity information of the entities over the locations of 
the entities according to a third identifier set of bits of 
the IP addresses to which the visual representations 10 
correspond , wherein a first axis of the 3D graph cor 
responds to a range of the first identifier set of bits of 
the IP addresses , a second axis of the 3D graph corre 
sponds to a range of the second identifier set of bits of 
the IP addresses , and a third axis of the 3D graph 15 
corresponds to a range of the third identifier set of bits 
of the IP addresses . 


