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(57) Abstract: Circuits, apparatuses, and methods are disclosed for address scrambling in integrated circuits. One example apparatus
includes a plurality of data regions, each of the plurality of data regions configured to provide a respective portion of data responsive
to a physical address provided by a respective decode circuit. The plurality of data regions are configured to provide their respective

o portions of data responsive to a common logical address. The common logical address is scrambled such that a plurality of different

W

physical addresses are provided to the plurality of data regions.
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CIRCUITS, APPARATUSES, AND METHODS FOR ADDRESS SCRAMBLING

CROSS-REFERENCE

{081} This application clams priority to US. Non-Prowvisiongl Application No.

134783035, filed March 1, 2013, which application iz incorporated herein by refersnce,

s entivety, for any purpose.

TECHNICAL FIELD

602} Embodiments of the invention relate penerally to mtegrated civcuits, and more

pariicularly, in one or move of the illustrated embodiments, to address scrambling in

integrated circuit repair.

BACKGROUND OF THE INVENTION

j003] In order to mmprove vield in mfegrated circust manufacturing, redundant
portions of circuitry are frequently mcluded v mtegrated circuit designs.  The
rechadant cirantry can be used to repair woperable portions of the integrated civeait
uwnder some conditions if cerigin rerouting steps are taken. In 3 memory, for example,
one or more portions of one or more data storage regions may be inoperable because of
defects from semmconductor processing. I redondant civcoitry s included i the
memory, bowever, data that would otherwise be stored in the inoperable portion of the
array may be rerouted o and from the redundant circuitry.

o84 The redandant cirouitry may be local or global. Continuing walh the exanygle of
memaory, i the memory array ncludes several data regions, local redundant circuiiry
may be located within each of the data regions, but can only be used 1o veparw
moperable portions in the respective data region where 1t s located. Global redundant
circuitry, on the other hand, may not be located in the data regions, but may be located
in a separate, global repair region. As such, the global redundant circustry can be used
the global repair region has only a single inputioatput (KO} bus, only one set of data
can be provided to or from the global repair region at a tme. If the global repair region
includes, for example, 40 columns of redundant data storage circuitry, those redundant

columms can be used to repair 40 inoperable colamns i a single data region, or n a
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plurality of different data regions. However, the global repair region can only read
from or write (o g single colurmn of the global redundant clrowiiry at a time due 1o the
single 170 bus. Thus, if colun 1, for exanple, t5 o be read from {or wrilten ) in
each of the plurality of daia regions at substantially the same time, the use of the global
repair region is restricted o vepaiving column 1n a single data region by rerouting the
logical address of an inoperable portion i that data region to @ physical address of
redundant circuitry. I the plobal repair region is used to try to repair the same physical
coluran in a plurahity of different data regions, when that colammn is 1o be read cut, the
global repair region would output data from the plarabiy of different repairs for that
colupn at the same time, thus causing contention on the sinzle FO bus for the global
repair region.

{0051 Global repaiv thus generally works well when the physical locations of the
inoperatdle portions of the integrated circuit are relatively randomly located.  In
practice, however, integrated circuit defecis typically foliow a pattern. For example, in
a memory array with a plurality of data regions, it is common to have the edge colunmns
of the data regions fail, whereas # is less hikely to have mner columns of the data
regtons fatl. In other words, i a memory array with severs! data regions, defects are
tikely to ocear at similar physical addvesses within several of the data regions. These
defects may be cansed by, for example, breaks in wmiformity at the edges of the data
regions.  In a system with g plorality of data repions where logical addresses wre
mapped directly to associated phyvsical addresses, global repair cannot be usad to reparr

the same address in more than one dota region, as described above.

SUMMARY

{0306} In an embodiment of the invention, an apparatus includes a phlurality of data
regions, gach of the plurality of data regions s configured to provide a respechive
portion of data responsive o a physical address provided by a respective decode cirouit.
The plurality of data regions 18 configured to provide respective pottions of data
responsive (o a common logical address. The conwmon logical address 15 scrambled
such that a plurality of different physical addresses are provided to the plarality of data

regions.
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(i In another embodiment of the invention, an apparatus includes first and second
data regions and first and second decode circuits. The first and second data regions
each include a plurality of columns accessible by respective physieal colurmn addresses.
The brst and second decode cuowity ave configured to provide respective first and
second physical column addresses 1o the first and second data regions responsive o a
gommaon logtcal address. The fivst and second physical column addresses are provided
by associating the copmon fogical address with the first physical colammn address in the
first data region and with the second physical colunm address in the second data region.

[008] In another embodiment of the invention, an apparatus ncludes first and second
data regions each inclading a location associated with g similar physical address, and
firther includes first and second decode circuits configured to associate the simular
physical address of the first and second data vegions with diffevent logical addresses.

jau9| in another embodiment of the vention, 3 method includes providing a
commeon logical address, scrambling the common logical address (o be associated with
a plurahity of different physical addresses m a plurality of different data regions, and
providing respective ones ol the plurality of different physical addresses o respective
ones of the phurality of different data regions.

{816} in another embodiment of the vention, a method includes determining a
contmon physical address across a plorahty of data regions that s bkely 1o be
moperable and associating the conunon physical address with g plurality of different
logical addresses. Each of the plurality of data regions are associated with a different
scrambled logical address for the common physical address.

{011} In another embodiment of the invention, a method includes associating a
vommon fogical address with a first phyvsical address i a first data region and
associating the common logical address with a second physical address in a second
data region. A first location associated with the first physical address m the first data
region and a second location associated with the second physical address in the second
region are accessed responsive to providing the common logical address (o ong or

more decode chrouis,



WO 2014/133791 PCT/US2014/016472

BRIEF DESCRIPTION OF THE DRAWINGS
{012} FIG. 115 a block diagram of an apparates with addvess scrambling according to

an embodiment of the present invention,

813} FIG. 2 is an enlarged portion of the apparatus in FIG. 1 to an embodiment of the
invention.
[014] FIG. 3 is a block dingram of mn apparatus with address scrambling acvording o

an embodiment of the invention.

{015} FIG. 4 13 an enlavged portion of the apparatus in FIG. 3 (o an embodiment of the
vention.
jo16] FIG. 3 is a block diagram of an apparatus with address scrambling according to

an embodiment of the invention.

[017] FIG. 6 is a block dingram of an apparatus with address scrambling according to
an embodiment of the invention,

{018} FIG. 7 15 a block diagram of an apparatus with address scrambhing aceording to
an embodiment of the nvention.

019} FIG. 8 is a block diagram of 3 memory according to an enbodiment of the

v ention.

DETAILED DESCRIPTION

j028§ Certain details are set forth below to provide a sufficient understanding of
embodiments of the mvention, However, i will be clear 1o one skilled in the ant that
embodiments of the invention may be pmacticed without these parhcular details.
Moreover, the particular embodiments of the presenmt invention described herein are
provided by way of example and should not be used {o Hmit the scope of the invention
to these particular embodiments.  In other mstances, well-known circuits, control
signals, tinung protocols, and software operations have not been shown n detail in
order to avoid unnecessarily obscuring the inveniion,

021 FIG. 1 llustrates an apparatus 100 meluding a plurality of data regions 112-1,
112-2 .. 112N according to an embodiment of the wvention.  As used herein,

apparatus may refer to, for example, an mtegrated cirouy, a memory device, 8 memory



WO 2014/133791 PCT/US2014/016472

system, an electronic device or system, a smart phone, a tablet, a computer, g server,
eic,

{022} Each of the plurality of data regions 112-1, 112-2 ... 112-N are configured to
store data, and may inchude cohanns of volatile andfor non-volatile memory cells
some embodiments. For example, cach of the plurabty of data regions 112-1, 112-2
H12-N may include storage for 12¥% cohwmns of data, with each column of data
including one or more bits of data (e.g., 8 bits of data per columu). In some examples,
oue or more of the plurahty of data regions 112~1, 12-2 . T12-N may include local
redundant circuitry that can be used for local repair of the respective data region 1121,
112-2 . HI2-N. Also, in some examples, the data regions 112-1, 112-2 .. 112-N may
share a sumilar or identical topography.

{9231 A phorality of decode circutis 11401, 142 0 HIAWN are coupled 1o the
respective plurality of data regions 112-1, 112-2 ... 112-N and provide physical
addresses {(such as a physical colummn address) for accessing locations in the data
regions 1132-1, 112-2 .. 112-N associated with the physical addresses provided. The
plurality of decode civeusts Tid-1, 114-2 ., 114-N may tnclode for example a plorality
of logic pates (such as inverters and NAND pates) configurad to decode columm
addresses such that for any given combination of physical addresses provided o the
plurality of decode circunts 114-1, 11422 . 114N, a single column i the respective
data region 112-1, 112-2 .. 112-N is accessed. The colunm may be accessed in that
data may be read out from and/or miay be written mio the colunm.

024 A plurality of scramble cirenits 1161, 1162 . 116-N are respectiively coupled
to the plurality of decode circuits 1141, 1142 0 114N, and may scramble a common
fogical address info respective scrambled logical addresses for different data regions
P12-1, 1122 . T12-N, which may be provided 1o the phaality of decode circuits 114~
1, 114-2 .0 Hi4WN fo in turn generate respective physical addresses for accessing the
plurality of data regions 112-1, 112-2 .. 112-N. In this manner, through the scramble
circuris 116-1, 116-2 .. 1i6-N and the decode civcuits 114-1, 1142 . 114N, a
copmen fogical address may be associated with a first scrambled logical address for
the first data region 112-1 (through the scramble circunt 116-1), which in twm may be
associated with a first physical colunn address in the first data region 112-1 {through

the decode circwit 114-1). The same logical address may be associated with 8 second
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scrambled logical address for the second data region 112-2 (through the scramble
cireuit 116-2), which in tum may be associated with a second physical column address
i the second data region 112-2 (through the decode cireuit 116-2}).

j025] The apparatus 100 also mclades an inputioutpul circmt 130 coupled to the

plurality of data regions 112-1, 112-3 | H2-N, with regpective 1/O bases 120-1, 120-2

120-N coupling the respective data regions 112-1, 112-2 ... 112-N o the
mputfoutput circuit 130 For example, the first data region 112-1 s coupled to the
mputfoutput cirowit 130 via a frst O bus 1201, and so forth. The mputfouatput cirout
130 may further be coupled to a data path, over which the input/output cireuit 130 may
receive andfor provide data. In some examples, the inpulioutput circuit 130 may
mctade a plurality of buffers such that dats 15 provided to or received from of the
mputioutput civenit 136 in g burst mode.

{126} The apparatus 100 also includes s global repair region 113 that is coupled to the
nputfouiput cirewdt 130 via a vepair region I bus 122, The global repair region 113
mcludes redundant circuitry that can be vsed to repair portions {e.g., columns) of any
oue ot a plurality of the data regions 112-1, 112-2 ... HI2-N.

{027} In operation, a common logical address CA s provided as mput o each of the
plurality of scramble ciroutts 116-1, 1162 | 116-N. The plurality of scramble cireuits
$16-1, 116-2 ... 116-N scramble the common logical address and respectively provide
a plurality of scrambled logical addresses. The respective scrambled logical addresses
are provided o the respective decode circuiis 114-1, 114-2 ... 114-N, which in tum
provide respective phvsical addresses to respective ones of the plurality of data regions
PI2-1, 812-2 0 FEZ-N,

[028} The data regions 112-1, 112-2 .. 112-N, n response, provide a respective
portion of data responsive 1o the physical address provided by the respective decods
arregit 114-1, 1142 0 114N, In some embodiments, two or more of the plurality of
data regions 112-1, 112-2 ... U2-N provide their respective portions of data at
substantially the same time {e.g., within a few picoseconds) responsive (o the common
logical address CA. For example, i the common logical address 15 cohomn 1, cach of
the plurality of data regions 112-1, 112-2 __ 112-N may provide data from a physical
cohuan associated with the conunon logical address of 1. In addition (o being able to

read data from the data regions 12-1, 12-2 ... 112-N, the data regions 112-1, 1122

&
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... 113-N may slso be configured 1o recerve and store portions of dala at locations
associated with respective received physical addresses.  Tn general, the locations
associated with the physical addresses provided to the data regions 112-1, 112-2
112-N may be accessed, whether such access ineludes reading from andior writing to
the data regions 112-1, 112-2 . T12-NL

{029] in the event that one or more portions (8.4, columns} of circuitry in one or more
of the data regions 112-1, 112-2 ... H2-N is determined to be inoperable, or is
determined 1o tikely be mnoperable, the global repaty region 113 may be used to repair
this inoperable or likely inoperable cireuitry.

{030} During manufacturing, the data regions 112-1, 112-2 [0 112-N ave frequently
tested to verify operability. If one or more columns or other portions of one or more of
the data vegions 112-1, 112-2 .. 112N are determined to be inoperable, the redundant
crreuitry in the global repair repion 113 can be used in place of the moperable circuitry
i the data regions 112-1, 11222 .0 112-N. To reroute dala to and from the redundant
circuitry in the global repair region 113 instead of to and from the inoperable cucwitry
mn the data regions 112-1, 112-2 . 112-N, a circuit may be programmed (e.g., a fuse
may be hlown) af, for example, the watsr level, by which ong or move columms in the
global repair region 113 will be accessed when an associated logical address i
provided to the apparatus 100, The redundant circuttry in the global repair vegion 113
is accessed by the inputioutput circuit 130 via the 1O bus 122, and the inputfontput
circutt 130 mayv provide the data from the global repair region 113 instead of what
otherwise would have been provided from the moperable circuitvy i the one or more
data regions 112-1, 112-2 0 H12-N. In some examples, the global repair region 113
may not be used at all {e.g.. if there 15 no moperable circutiry that cannot be repaired by
local redundant circuitry), redundant circuitry in the global repair region 113 may be
used to repaw columns i one data regiom Y21, 1122 . H12-N, or redondant
civcutry in the global repair region 113 may be used to repair one or more colunms in a
plorality of different data vegions 112-4, 1122 .0 T12-N. However, as previously
described with reference to the conventional avts, if the global repasr region 113 only
has a single 1YO bus 122, the global repair region 113 can only provide data from or
write data inte one of the redundant columns at @ time, thus restricting the use of the

¢lobal repair region 113 due to the single VO bus 122
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031} Referving sull to FIG. 1, the scramble civenits 11621, 116-2 . 116-N may be
conligured to scramble the commion logical addresses 1o reduce the probability that the
limitations related to a stngle 1O bus 122 for the global repatr region 113 will prevent
the data regions 112-1, 112-2 ... T12-N from being repaired wsing the redundant
circnitry i the global repaw region 113 ~ which may otherwise vesult in the integrated
circutt with the noperable cirentiry being discarded.  As memioned above, repeating
defects may oceur in integrated circuit manofactaring- e.g., several of the data regions
P2+, 112-2 . 112-N may each have a stlar (physical) Tocation with noperable
circuiiry, such as edge columns. The common logical addresses may be scrambled (as
described in more detail below with reference to FIG. 2) such that the repeating defect
15 located i columns associated with different logical addresses across the data regions
112-1, 112-2 . 112-N notwithstanding that the repeating defect is localed 1 columns
with similar physical addresses across the data regions 112-1, 112-2 ... 1I2-N. In other
words, by ensuring that o common logical address is associnted with different physical
addresses in each of the phuality of different data regions 112-1, 1123-2 (.0 112-N, the
restriction on globally repairing columns m different data regions 112-1, 112-2 .. 112-
N with a similar physical address way be reduced.  Viewed another way, the
scrambling of a copmmon fogical address may vesult in a simidar physical address for the
plurality of datg regions H2-1, 1122 0 H2-N {eg.. a similor physical address
assoviated with a location that s likely 1o be inoperable) being associated with different
scrambled logical addresses. In general, the physical addresses of one or more columns
m one data region 112-1 may be assoaiated with scrambled logical addvesses different
than the scrambled logical addresses for sinular physical colunms in another data
region 112-2, or a conmwnon logical address may be associated with a plurality of
different physical addresses i the plurality of dota regions 112-1, 112-2 . 12N

1032} The scrambhng may take mwany different forms.  For example, in one
embodiment, one digit {e.g., the least significant bit or LSB) of the common logical
addreas mav be provided as-is to & frst data region 112-1, and may be swapped wilh
another digi {e.g., the second to least significant bit) when provided to the second data
region 112-2.  As another example, the least significant bit may be swapped with o

middle bit or the most significant bit (MSB} of the common logical address. As stll
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another example, the entire common logical address may be inverted when provided o
the second data region 112-2.

033} In embodiments with more than two data regions 112-1, H2-2 .. Ti2-N, at
least two of the data regions 112-1, 112-2 . 112-N may have different scrambled
logical addresses provided to them, including all of the data vegions 112-1, 112-2
112-N having different scrambled logieal addresses provided (o them. In one example,
there may only be two different logical address scrambling arrangements - one for one
half of the data regions 112~1, 1122 ... V12N, and the other for the other half of the
data regions 112~1, 112-2 . 112-N. 1In another example, each of the plurality of data
regions 112-1, 112-2 . 112-N may have a distinet scrambling of logical addresses. In
gengral, any data region 112-1, 112-2 ... 112-N may have any nomber of swapped or
nverted logical addresses.

{134} The scrambling of the common logical address to provide scrambled logical
addresses may be done such that similar physical locations within the data regions 112-
b H12-2 .00 112-N that are most Hikely to fait have different scrambled logical addresses
{e.g., by scrambling the decoding for the colunmn select). Stated ancther way, different
physical addresses within the data regions 112-1, 112-2 ... 112-N may be associated
with a conumon fogical address.  In this manner, the global repair region 113 can be
ased 1o repair noperable circoitry more effectively. For example, if the edges of the
data vegions 112-1, 112-2 | 112-N are likely to have consistent defects, the scrambled
logical addresses may be selected such that no two data regions have an edue column
with the same effective scrambled logical address ~ so physical column address 1 in
data region 112-1 may be associgted with serambled logical address 1, ph sical colunm
address 1 m data region 112-2 may be associated with scrambled logical address 15,
physical cohumn address 1 in data region 112-3 maay be associated with scrambled
logical address 19, and so forth.

{035] The effect of scrambling conwmon logical addresses in this manner may be that
COMMON Tepair patterns appear random {o the repair circuit {even though the scrambled
logical addresses may be predetermined and set before the mieprated cicutt s
packaged, and thus the scrambling is anything but “random™), thus improving the
probability that the redundant circuiry in the global repair region 113 can be

successfully used to repair inoperable portions of the data regions 112-1, 112-2 ... 112~

2
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N by reducing the probability of conflicting addvess repawrs. Furthermore, because the
conumon logical sddress is scrambled o the scramble cireuits 116-1, 116-2 L0 116N,
the repair circuttry {e.g., global repair region 113} does not need o be changed 1o
reflect the different scrambled logical addresses.

036} FIG. 2 illustrates 8 portion of the apparatus 100 from FIG. 1 according to an
embodiment of the mvention,  In FE: 2, two scramble circnits 218-1, 216-2, iwo
decode circuits 214-1, 214-2, and two data regions 212-1, 212-2 that may be used i the
apparatos 100 from FIG. 1 are iHustrated.

{837} The scramble circuit 216~-1 coupled to the first data region 212-1 includes
interconmections between several bis of the common logical address CA {e.g., bits
CASCAZ) and the first decode cirenit 214-1. The scramble circuit 216-1 in FIG. 2
inclodes an interconnect between bit CAS of the common logical address CA and input
nodde AQ of the decode cirouit 214-1, an mierconnget between an mverted version of hit
CAJ of the common logical address CA o npui node A0* of the decode civenit 214-1,
and so forth, all the way down to an interconnect between bit CAQ of the common
logical address CA and input node A6 of the decode circutt 214-1 and an interconnect
between an nverted version of bit CAY of the conunon logical address CA and wput
node A6™ of the decode circuit 214-1. Thus, the scramble circust 216-1 provides a first
serarnbled logical address to the first decode cireutt 213-1 {e.g., CAZ, CA4, CAS, CAG,
CA7. CAR, CAY for AD, Al A2, A3, A4 AS. AG, and CA3Y, CA4Y. CASY CAGY,
CAT* CAR* CAY™ for AU, AT AZY A A4S AS® AG™, all respectively). The
first decode circuit 214-1 provides physical addresses {e.g . mcluding buts CR127:C56)
to the data region 212~ that are hased on the Hrst scrambled logival addresses from the
scramble cirenit 216-1.

1038} The second scramble circult 2162 in FIG. 2, however, includes different
interconnects and thus provides a different scrambled logical address to the second
decode circuit 214-2. The second scramble circwit 216-2 includes an interconnect
batween bit CA3 of the common logical address CA and tmput node AG6* of the decode
chreutt 214-2, an mterconnect bebween an inverted version of bit CA3 of the common
logical address CA 1o input node A6 of the decode civenit 214-2, an intercomnect
between bit CAY of the common logical address CA and input node A0 of the decode

cironit 214-22 and an mierconnect between an inverted version of bit €AY of the

1
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common logical address CA and inpat node AQY of the decode curcwt 214-20 In this
manner, two or more bits of the conumon logical adidress CA bave been swapped in the
second scramble chount 216-2 (relative to how they were connected m the first
seramble circait 216-13 to provide a second scrambled logical address that is different
than the first scrambled logical address (e.g, CAD, CAL CAS, CAS, CA7, CAR, CAR¥
for A, AL, A2, A3, Ad, AS, A6, and CAYS CA4Y, CAS™, CAG CATY, CARY, CA3
for AQ%, AT AZY, AZY A4 AS®, A6%, all respectively). The second decode circuit
214-2 provides physical addresses (e.g., mchuding bits CS127:C80) 1o the data region
212-2 that are based on the second scrambled logical addresses from the scramble
cireuit 216-1, As a result, two different, scrantbled fogical addresses are provided to
the first and second decode circuits 2141, 214-2, which m torn will provide two
different phywical addresses io the dam regions 212-1, 212-2 assocmaied with the
comnmon logical address CA. As mentioned above, in some examples, only a fow bus
may be swapped between two different data regions, as lustrated i FIG. 2, whereas in
other regions, a different pair may be swapped n each of the data regions, or all of the
bits may be uniquely scrambled for each of the data regions,

039§ In some embodiments, and as Hlustrated i FIG. 2, the two decode cireuits 214-
1, 214-2 may be dentical. In these embodiments, even though the internal circuitry of
the decode circuaits 214-1, 214-2 wmay be identical, the scrambled logical addresses
provided by the two scramble circuits 216-1, 216-2 are different for any given conmon
logical address, and thus the two decode circuits 214-1, 214-2 may access different
phvsical columms i the data regions 212-1, 212-2 responsive to the same, common
togicn! address.

j048 FlG. 3 dlustrates an apparatus 300 accordmng to an embodiment of the
myvention,  The apparatas 300 inclades an inputiouipat circull 330 coupled to the
plurabity of data regions 312-1, 312-2 .. 312-N, with respective 'O buses 320-1, 320-2

320-N couphing the respective data regions 312-1, 312-2 ... 312-N to the
mpuifouiput circut 330, The apparates 300 also mclodes a global repair region 313
that is coupled {o the inputiouiput circuit 33 via a repair region VO bus 3220 The
global repair region 313 includes redundant circuitry that can be used to repair portions
{e.g.. columns) of any one or a phurality of the data reglons 312-1, 3122 | 312-N

The apparatus 300 illostrated in FIG. 3 15 similar to the apparatus 100 lustrated in FIG,

il
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1, except that the first and second decode circwts 314-1, 314-3 0 314N 1w FIG. 3
recetve a common logical address CA and scramble the received common logical
address (using, ey, mternal scramble civcuits 316-1, 316-2 .. 316-N} to generate

respective physical column addresses (o be provided to the respective data regions 312-

s

f, 3122 ... 312-N o access data therein, rather than recetving scrambled logical
addresses from scramble civcuits coupled o the decode circuits, as is the case i FIG. 1

{1} With reference now to FIG. 4, a porton of the appavatas 300 i FIG 3
Hhustrated according to an embodiment of the jovention.  Similar to FIG. 2, FIG. 4
Hustrates two decode aircuits 414-1, 414-2 snd two data regions 412-1, 412-2. Unhke
in FIG, 2, however, the first and second decode circuits 414-1, 414-2 i FIG, 4 receive
the same bits of the common logicat address CA in the same order, bat, the first and
secomd decode oireusts 414~1, 414-2 i FIG. 4 are not identical. The [irst and second
decode cireuits 414-1, 414-2 may not be identical in that their intemal components and
wiring may be differest.  For example, they mayv have respective intemal scramble
circuits 316-1, 316-2 as iostrated i FIG. 3 that are differently configured. In the
embodiment illusirated i FIG, 3, {or example, g dilference between the first and
second decode circutts $14-1, 414-2 is represented by the configuration of the inputs to
the fust and second decode circuits 414-1, 41420 The common logical address bitg
CARCAZ, CAY*CA3* are provided to the fivst decode cireuit 41441 as A61AD and
AGY AV and are provided to the second decode circuit 414-2 as AGAG™Y and ADM AL,
respectively.  In this manner, even though the same common logical address is
provided o the first and second decode circuits 414-1, 4142, the first and second
decode cireuits $14-1, 414-2 provide different physical column addresses CS127:080
o the data regions 412-1, 412-2.

{042 FIG. 5 illastrates an appagatus 308 according to an enthodiment of the
mvention. The apparatus 300 mcludes an mpwoutput circuit 530 coupled to the
plurality of data regions 312-1, 512-2 |, §12-N, with respective /0 buses 520-1, 520-2

520-N coupling the respective data regions S12-1, §12-2 ... 312-N 1o the
mputfoutput cireuit S30. The apparatus S also nclodes a global repair vegion 313
that 1s coupled to the nputioutput circuit 530 via a repawr region 1O bus 522, The
global repair region 313 mchudes redundant cireaitry that can be used to repair portions

{e.g.. cohmmns) of any one or a plurality of the data regions 512-1, 512-2 ... S12-N.
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The apparatus SO0 fHhastrated 1 FIG. § is also similar to the apparatus 10 iHuostrated in
FIG. 1, except that a single scramble circuit 516 recetves g commou logical address
CA, and provides respective scrambrled fopical addresses CA_Ri, UA R2 ... CA RN
o respective decods ciramts S14-1, 814-2 ... 514-N (which decode cucuits 814-1, 514-
2 ... 314-N may be identical), which in turn provide respective physical addresses to
the data regions S12-1, 512-2 |, S12-N responsive 1o the recetved scrambled logical
addresses CA_RI,CA R2Z ... CA RN,

{043} FIG. 6 dlustrates avother example of an appavatus 600 according to an
embodiment of the invention. The apparatus 600 itlustrated in FIG. 6 is similar to the
apparatus 100 fllustrated m FIG. 1, except that the apparatus 600 illustrated 1w FIG. 6
mctades a panty regiop 635 and an error detection andfor comection circuit 632, The
apparatus 600 may also include a decode circut 6 14-P coupled to the parity region 633
and/or a scramble circuit 616-P assocated with the parity region 635, The parity
region 635 is coupled to the error detection adior correction circuit 632 via an VO bus
636, and each of the data regions 612-1, 612-2 ... 612-N are also coupled to the error
detection gud/or correction circult 638 over respective FO buses 620-1, 620-2 .., 620-
N, The error detection andior correction cireuit 632 is mn twn coupled (o the
mputfontput cirenit 636,

{044} The parity region 635 stores parity data. The parity data may be any data that
can be used 1o detect andéor correct an error. For example, the parity data may be
simple parity data, hamming code data, cvelic redundancy check data, emvor correction
data, forward ervor correction data, and so forth. The error detection andfor correction
ircuit 630 can detect andfor correct errors n data stored in the plurakity of data regions
using the pary data stewed i the party region 633, The error detection andior
correction circut! 630 may be posittoned in the sense amplifier of a DRAM memory w
some embodiments.

{045] Simtlar to the operation of the apparatus in FIG. 1, when g common logical
address CA is provided 0 the plurality of scramble cirauits 616-1, 616-2, (. 616N,
616-P, the scramble civcuits 6l6-1, 616-2, . 616-N provide scrambled logical
addresses to the plurality of decode circuits 614-1, 614-2, . 614-N, which in tum
provide different physical addresses to the plurality of data regions 612-1, 612-2, ..

612-N, and columas associated with the respective physical addresses are accessed

P
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{e.g.. for read andfor write access) m each of the plurality of data regions 612-1, 612-2,
. GI2-ND Durmng a read, for example, each of the plurality of data regions 612-1, 612-
2, ... 612-N may provide & bits of data to the ervor detection and/or correction chvult
632 via their respective 10 buges 620-1, 620-2, .. 626-N. Stmularly, the panty region
633 may provide, for example, 7 bits of parity wformation to the ervor detection andior
gorrection circuit 632 via the parity region IO bus 636 responsive (o recelving the
conmuon logical address CA. The ervor detection andior correction circuit 632 may
perform an operation on the data received from the plurality of data regions 612-1, 612-
2, ... 612-N and the parity region 635 in order to detect andfor correct one or more
errors in the data received. The error{s) may be a resalt of, for example, hardware
defects in one or more of the data regions 612-1, 612-2, ... 612-N, and/or may be soft
errors (g

R

caused by one or more regions of the data vegions H12-1,612-2, .. 612-N
losing charge due to leakage or other interference).

{46} Az mentiongd above, the data regions 612-1, 612-2, ... 612-N may have sunilar
topographies, and thus may have similar regions where defects or soft errors are hkely
to occur. As such, scrambling addresses, as described above with reference to FIGS. |
throwgh § may help reduce the chance that multiple bit errors will be provided i g
sinple data read to the ervor detection andifor correction circuit 632 ~ which in furn
imcreases the lLikehbood that the error detection andior correction cirauit 632 can
property idennfy andor correct one or more ervors in the data. By scrambling a
commeon logical address CA to i tumn movide a plurality of different physical
addresses to the data regions 613-1, 612-2, . 612-N, data may be stored and read owt
of the data regrions 613-1, 612-2, .. 612-N m a “random™ order — though, as mentioned
above, the order is only random i that the address scramble 15 designed so that similar
physical addresses m the data regions 612-1, 612-2, ... 612-N that are Iikely to fail are
not mapped o a single, copmon logical address.

{047} FIG. 7 illustrates another example of an apparatus 700 according fo an
gmbodiment of the nvention.  The apparatus 700 includes an ervor detection andfor
correction cuowit 732 coupled o dals regions 712-1, Ti2-2, .0 713N through
respective 1O buses 720-1. 720-2, . 720-N. The error detection andior correction
circait 732 is in twm coupled to the inputioutpud circuit 730, The apparatus 700

Htustrated in FIG. 7 1s similar to the apparatus 606 iHastrated w FIG. 6, except that the

14
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apparatas 700 Hlostrated in FIG. 7 does not have a dedicated panity region.  Instead,
parity data is imtegrally stored within each of the plurality of data regions 712-1, 712-2,
o T12-N - for example, each data regron 712-1, 712-2, ... T12-N may store one bt of
parity data, or differenst data regions 7i2-1, 712-2, ... T12-N may store different
amounts of parity data.

048] With reference to FIGS, 6 and 7, apparatuses 600 and 700 are descnbed as
mchiding scramble circuits 616-1, 616-2, ... 616-N, 716-1, 716-2, .. 716-N sinular 1o
those in FIG. 1; that is the scramble circuils 616-1, 616-2, .. 616-N, 716-1, 716-2, ..
716-N receive a common logical address CA and provide scrambled logical addresses
o the respective decode circuis 61d-1, 614-2, ., 614N, 714-1, 714-2, . 714N, In
another embodiument, however, the apparatuses 600 and 700, enther with the panty data
stored in a dedicated parity region 6338 or with the parity data stored in respective dala
regions 712-1, 712-2 ... 712-N, may include decnde circuits simtlar to those dlustrated
i FIG. 3 {Le., that receive a common logical signal and provide a plurality of differamt
physical addresses to different data regions), or may inchude a scramble civrcwit siular
to that Hustrated in FIG. § {1.e., that receives a common logical sigaal and provides g
plurality of different scrambied logical sials o the decode circuits). Also, in some
embodiments, an apparatus may include both a global repair vegion and ervor detection
andfor correction circuitry — such as the parity region 635 and the ervor detection andfor
corvection circuit 630 ~ whereas i other embodiments, an apparatus may only include
one of a global repair region or ervor detection and/or correctinn circuitry.

{049} FIG. 8 Hustrates a portion of 8 memory 800 according to an embodiment of the
present invention, The memory 800 includes an srray 801 of memory cells, which may
be, for example, DRAM memay cells, SRAM memory cells, flash memory calls, or
some othar tvpes of memory cells. The memory 800 includes a control circult 806 that
receives memory commands and addresses through an ADDR/CMD buas. The control
circuit 836 provides control signals, based on the commands received through the
ADDR/CMD bus. The controd chrouit 306 alse provides row and cobamn addresses o
the mentory 800 trough an address bus and an address laich 810, The address latch
then ontputs separate colunin addresses and separate row addresses.

050} The row and coluran addresses are provided by the address latch 810 to a row

address decoder 822 and a coluommn address decoder 828, respectively. The colummn

et
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address decoder 828 selects bit hnes extending through the mray 807 assocmted with
respective column addresses. The row address decoder 822 is connected to word line
deiver 824 that activales respective rows of memory cells in the amray 802 associated
with recetved row addresses.  The selected data line {e.g.. a byt line or bit lines)
associated with a received column address ave coupled to a readfwrite cirenitry 830 to
provide read data o 2 data output circuit B34 via an mput-ouiput data bus 840, An
outpat pad 842 coupled to the data outpant eivenit 834 15 used for electnieatly coupling to
the memory 800, Write data are provided to the memory array 802 throagh a data mpat
circuit 844 and the memory array read/write cirouitry 830, An input pad 846 coupled to
the data mpul circad 842 1s wsed for electrically coupling 1o the memory 8060, The
control circwt RO6 responds to memory commmands and addresses provided to the
ADDR/CMD bus to perform various operations on the mewmory array 8020 In
particular, the control circuit 806 is used to provide internal control signals o read data
fromm and write data to the memory array 802,

FOS1) In some embodiments, the row address decoder 822 andfor the columm address
decoder 82¥ may scramble a logical address received from the address latch 810 and, in
response, provide scrambled logical addresses andior different physical addresses to
different data regions within the array 801 in order to tmprove the use of redundant
civenitry 1 4 global repair region of the arvay 801 as described above with reference to
FIGS. | through 3, andfor to improve the nse of error detection and/or correction as
described above with reference to FIGS. 6 and 7. Also, in some entbodiments, the input
circuil 844 and the output circait 834 may be implemented 1w one of the inputioutpat
circuits 130, 330, 530, 630, 730 described above, and the readiwrite cireuit 830 m FIG.
& may molude an ervor detection and/or correction wircu, as described above,

{052 Frony the foregoing i will be appreciated that, although specific smbodiments
of the mvention bave been described herein for purposes of dlustration, vanous
modifications may be made without deviating from the spirit and scope of the

mvention. For example, FIGS. 1, 2, 3, 4. 5, 6, 7 illustrate ewbodiments of decode
civcutls and scramble circuits, FIGS. 1, 3, 5, 6, an 7 illusteate embodiments of data
regions, FIGS. 1, 3, §, 6, and 7 illustrate embodiments of inputiouiput circuits, FIGS. |,
3, and 3 Hlusirate embodiments of global repair regions, and so forth. However, other

decode circuits, scramble circunls, data regions, nputiontput circuits, global repair

16
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regions, and so forth may be used, which are not hmited 1o having the same design, and
may be of different designs and include cirenitry different from the circuitry n the

embodiments idlustrated in these figures.

053] in some embodiments, an apparatas may clude a selector (not Hlustrated) that
can be used 1o selectively scramble or not scramble the common logical address CAL
{054} Furthermore, 3s used herein, a column may iclude storage for one or a phurality

of bits of data. Alse, i will be undersiood that column is a relative word, and that, in
some embodiments, a row conld be considered a column.  Thus, the use of the word
column herein merely indicates a series of locations, and is not limited to a particular
arrangement of those locations.

j055] Accordingly, the myvention 1s not himited to the specific embodiments of the

wvention described herein.
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CLAIMS

What ts claimed is;

i Al apparatus, comprising;

a plorality of data reglons, each of the plurality of data regions confignred to
provide a respective portion of data responsive 0 a physical address provided by a
respective decode circut, the plurality of data regions configured to provide respective
portions of data responsive to a common logical address;

wherein the conunon logical address is scrambled such that a plorahity of

different physical addresses are provided to the plurality of data regions,

3. The apparatus of claim 1, further comprising a global repair region with
a phuality of redundant circuitry configured fonr use in repairing moperable cirouiiry in
one of move of the plorality of data regions.

3. The apparatus of clanm 1, further comprising a panty region configured
{0 store parity data, snd an ervor detection andior correction circult configured o detect

andfor correct errors in data stored in the plorality of data regions wsing the panty data.

4. The apparatus of claim 3, whevein the parity data coniprises ervor
correction code mformation.
5. The apparatus of claim 1, wherein each of the plarality of data regions

metudes parity mformation for the data stored therein.

b, The apparatas of claim 1, wherein the plurality of data regions s also
configured to receive and store respective portions of data at locations associgted with

the plurality of ditferent physical addresses.
7. An apparatus, comprising:
first and second data regions each including g plurality of colunms accessible by

respective physical column addresses; and

iR
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first and second decode circuns configured 1o provide vespective first and
second physical colurmn addresses to the fivst and second data regions responsive (0 @
conunon louical address, the first and second physical column addresses provided by
associating the common fogical address with the first physical colamu address m the
first data region and with the second physical column address in the second data region.

& The apparatas of claim 7, further comprising a scramble cneuit coupled
to each of the first and second decode circunts, each seramble circoit being configured
 scramble the conuwnon logical address and provide vespective scrambled lopical

addresses 0 respective decode circuts,

@, The apparatas of claim 7, wherein the first and second decode curauts
receive the common logical address and scramble the common logical address ©

penerate the fivst and second physical cohunn addresses.

£0.  The agpparatuas of clamm 7, further comprising a scramble cireult
configured to receive the conunon logical address and provide scrambled logical
addresses w0 the fivst and second decode civcaits, the first and second decode circwts
configared to provide the first and second physical colunm addresses responsive to the

scrambled logical addresses.

11, The spparatus of clamm 7, fwrther comprising third and fourth data
regions, cach with & plurality of colwmns, wherein a common physical sddress among
the first, second, thud, and fourth regivons 13 associated with a different logical address

m each of the first, second, third and fourth regions.
12, The apparatus of claim 7, wherein the physical addresses of a plurality
of columns 1 the first data region are associated with logical addresses different than

the logical addresses for similar colunms in the second data yegron.

HER An apparatus, comprising;

19
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first and second data regons each inclading a location associated with a sinular
physical address; and
first and second decode cirewmts configured to associate the simudar physical

address of the first and second data regions with different logical addresses.

14, The apparatus of claim 13, funther comprising a scramble circuit
configured to provide different scrambled logical addresses to the fst and second

decode circuits responsive 1o the different logical addresses.

15, The apparatus of claim 13, further comprising o plarality of scramble
encpits coupled to respective decode cnrcaits and configured to provide scrambled

logical addresses to the respective decode cirouits.

{6, The apparatus of clamm 13, wherein the location associated with the
similar physical address m each of the first and second data regions 1s moperable or

determined to be likely to be inoperable,

17, A method, comprising:

providing a common logical address;

scrambling the conmnon logical address to be associated with a pluratity of
different phivsical addresses in a plurality of different data regions; and

providing respective ones of the plurality of different physical addresses o

respective ones of the plurality of different data regions.

IR The method of ¢laim 17, wherein as a result of the scrambling, ne

logical address 1s associated with two different columns in a global repair region.

19, The methed of clatm 17, further comprising repairing an inoperable

portion of a first data vegion using a redundant portion of a global repair region.
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20, The method of clabm 19, wherein the plurality of different physical
addresses for the plurslity of dilferent dats regions gre associated with the same

connnon logical address i each of the plurahty of different datg regions.

21, The wethod of claim 17, further comprising accessing portons of data
in the plurality of different data regions responsive to providing respective ones of the

plurality of different physical addresses.

22, The method of claim 21, further comprising using an error detection
and/or correction circuit to detect and/or correct errors in the portions of data accessed

from the plurality of different data regions.

23, The method of claim 17, further comprising wiiting portions of data to
the plurality of different data regions responsive 10 providing vespective ones of the
plarality of different data regions.

24, The method of claim 17, wherein the scrambling comprises swapping
two or more bits of the common Jogical address 1o provide one of the pharality of

different physical addresses.

23, The method of claim 17, wherein the scrambhing comprises inverting the

common logical address.

26. A method, comprising:

determining a common physical address across a plrality of data regions that i3
likely to be inoperable; and

associating the commoun physical address with a plurahity of different logical
addreases, with each of the plurality of data regions being associaied with & different

scrantbled logical address for the common physical address.
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27.  The method of claim 26, wherem each of the plurality of data vegions s
associated with g ditferent scrambled logical address by blowing one or more fuses

during manulacturing.

28, The method of claim 26, furthey comprising:
testing the plurality of data regions to deternune that a portion is inoperable; and
repairing the moperable portion by blowing one or more fuses to reroute data to

and from a repair region instead of the noperable portion.

29, The method of claim 26, further comprising corracting soft bif srrors

using parity data stored 1o the plourality of data regions.

30, The method of claim 26, wherein the scrambling effectively randomizes
the plorality of different logical addvesses with respect o physical locations i the

plarality of data regions.

3t A method, comprising:

associating 8 common logical address with a ficst physical address i a first data
region;

associating the common logical address with @ second physical address n a
second data region; and

accessing a first locauon associated with the fivst physical address in the first
data region and a second location assowiated with the second physical address m the
second region responsive to providing the cominon logical address to one or mors

decode circuis.

32, The method of claim 31, wherein the fivst and second daia regions have
a substantiallv sinmlar twopogtaphy.

33, The method of claim 32, wherein the first location is an edge portion of
the first data regton, and the second location is an imner portion of the second data

region.
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34, The method of claim 31, wherein the logical address is a first logical
addrass, further comprising:

associating a second lowgical address with a third physical address m the first
data region; and

assoctating the second logical address with & fourth physical address i the
second data region;

wherein associating the first and second logical addresses with the first, second,
third, and fourth physical addresses 1s based on known or expected defect patterns in

the first and second data regions.

3
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