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(57) Abstract: The present invention discloses a method for identifying and ranking elements or components present in a computing
environment with limited resources using a customizable staggered filtering approach. The method comprises steps of retrieving and
analyzing historical data including data on frequency of use and measurement reading from database (100); generating fuzzy classes
with a set of thresholds (200); determining fuzzy class and confidence level by way of comparing the data on frequency of use and the
data on measurement reading of the elements or components against the set of thresholds (300); and correspondingly combining the
fuzzy class of the data on frequency of use with the fuzzy class of the data on measurement reading to obtain a ranking list according
to combination metric defined for each fuzzy class combination (400).
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IDENTIFICATION, RANKING AND DISPLAYING OF ELEMENTS OR
COMPONENTS IN COMPUTING ENVIRONMENT WITH LIMITED RESOURCES

FIELD OF THE INVENTION

The present invention relates generally to management and organization
of elements or components in a computer system. More particularly, the present
invention relates to a method for identifying and ranking elements or components
present in a computing environment with limited resources using a customizable

staggered filtering approach.

BACKGROUND OF THE INVENTION

Generally, an information computer system is a group of procedures and
different elements that work together in order to complete a task including to
generate information for the users on a need basis. The information computer
system manages and processes data in many different types of forms and formats
as soon as they have been created. Structured information is typically data found
in database or spreadsheet formats or stored in self-defining formats wherein the
information is managed by a dedicated software application.

As computer systems become larger, the number of peripheral devices
constituting each system increases so that it becomes difficult to organize an
enormous amount of data including elements or components for the system
maintenance. Accordingly, there are too many elements or components in a
particular system to be displayed, monitored and managed by a single user, e.g.
maintenance engineer, and thus increasing the burden on the individual. In an
environment with limited resources, the monitoring process of the elements or
components can be compromised which leads to deficiency and incapability of the
graphical user interface (GUI) to properly display all of these elements or
components for the user. At the same time, the elements or components under
monitoring are of critical in nature and thus they cannot be neglected or
abandoned. The criticality of elements or components varies from case to case
depending on the situation. Prior determination of the criticality of elements or
components including simple filtering of the data appears to be not appropriate
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and not workable. Moreover, simple filtering and ranking of elements or
components is not an effective and insufficient process in view of the large

number of elements or components contained within a large computer system.

Under this situation, to efficiently and adequately monitor, manage and
organize the elements or components present in information computer systems,
there are demands for the identification and ranking of these elements or
components based on criticality as much as possible and for the display of the
elements or components in rank order when a need arises although the
information files may be searched and indexed.

Numerous attempts have been made heretofore to tackle these problems.
For example, by way of background, United States Patent No. 6,701,312 B2
(hereinafter “the ‘312 patent”) discloses a method for searching a document
database such as the Internet and ranking the results obtained from such a
search. According to the ‘312 patent, the mechanism also relates to ranking of a
set of numerical data according to a set of user specified preferences, including
target range, fuzziness and bias. A fuzzy score, in the ‘312 patent, is calculated
for each database record satisfying a query and the results obtained is ranked
according to the fuzzy score. The fuzzy score is calculated using a Lorentzian

fuzzy score formula.

The problems however have never been addressed sufficiently by prior
attempts and consequently, there still exists a need for a method for identifying
and ranking elements or components present in a computing environment with
limited resources thereby overcoming the problems and shortcomings of the prior
art.

SUMMARY OF THE INVENTION

The following presents a simplified summary of the invention in order to
provide a basic understanding of some aspects of the invention. This summary is
not an extensive overview of the invention. Its sole purpose is to present some
concepts of the invention in a simplified form as a prelude to the more detailed
description that is presented later.
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Accordingly, the present invention provides a method of ranking elements

or components in a computing environment with limited resources.

The method of the present invention can be characterized by the steps of
retrieving and analyzing historical data from a database associated with the
elements or components, wherein the historical data includes data on frequency
of use and data on measurement reading for each of the elements or
components; for each of the data on frequency of use and the data on
measurement reading, generating fuzzy classes with a set of thresholds for the
elements or components thereof, wherein the step of generating fuzzy classes
comprises determining quartiles of the data on frequency of use and the data on
measurement reading; and subjecting the data on frequency of use and the data
on measurement reading to normalization to obtain a normalized range from 0 to
1; for each of the data on frequency of use and the data on measurement reading,
determining, based on the normalized range, a fuzzy class assigned based on the
fuzzy classes generated thereof and a confidence level for each of the elements
or components by way of comparing the data on frequency of use and the data on
measurement reading of the elements or components against the set of
thresholds; and for each of the elements or components, correspondingly
combining the fuzzy class of the data on frequency of use with the fuzzy class of
the data on measurement reading to obtain a ranking list of the elements or
components, wherein the ranking list orderly ranks the elements or components
according to a combination metric defined for each fuzzy class combination of the
fuzzy class of the data on frequency of use and the fuzzy class of the data on

measurement reading.

Preferably, the method comprises the step of dividing the elements or
components thereof into a plurality of groups.

Preferably, the method comprises the step of assigning a numerical range
for the elements or components retrieved thereof.

Preferably, the step of determining quartiles includes determining a first
quartile, a second quartile and a third quartile.
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Preferably, the fuzzy classes comprise a low fuzzy class, a medium fuzzy

class and a high fuzzy class.

Preferably, the method further comprises the step of displaying the
elements or components in rank order based on the ranking list thereof.

Preferably, the method further comprises the step of developing a
combination metric based on fuzzy class combinations of the elements or

components.

In accordance with another aspect, the present invention provides a non-
transitory computer readable medium comprising a plurality of computer
executable instructions that, in response to a user request, executes a method.
The method comprising the steps of retrieving and analyzing historical data from a
database associated with the elements or components, wherein the historical data
includes data on frequency of use and data on measurement reading for each of
the elements or components; for each of the data on frequency of use and the
data on measurement reading, generating fuzzy classes with a set of thresholds
for the elements or components thereof, wherein the step of generating fuzzy
classes comprises determining quartiles of the data on frequency of use and the
data on measurement reading; and subjecting the data on frequency of use and
the data on measurement reading to normalization to obtain a normalized range
from 0 to 1; for each of the data on frequency of use and the data on
measurement reading, determining, based on the normalized range, a fuzzy class
assigned based on the fuzzy classes generated thereof and a confidence level for
each of the elements or components by way of comparing the data on frequency
of use and the data on measurement reading of the elements or components
against the set of thresholds; and for each of the elements or components,
correspondingly combining the fuzzy class of the data on frequency of use with
the fuzzy class of the data on measurement reading to obtain a ranking list of the
elements or components, wherein the ranking list ranks the elements or
components according to a combination metric defined for each fuzzy class
combination of the fuzzy class of the data on frequency of use and the fuzzy class
of the data on measurement reading.
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It is an objective of the present invention to provide an improved method
for dynamically determining criticality of elements or components present in a
computing environment using fuzzy logic classification and for marking and
flagging the elements or components based on the resulting ranking list. The
present invention employs an effective use of display memory by way of not
necessarily displaying all elements or components while the monitoring is still
active. The present invention further employs an effective way of staggering,

filtering and ranking a large number of elements or components within the system.

The foregoing and other objects, features, aspects and advantages of the
present invention will become better understood from a careful reading of a
detailed description provided herein below with appropriate reference to the
accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete appreciation of the invention and many of the attendant
advantages thereof will be readily as the same becomes better understood by
reference to the following detailed description when considered in connection with

the accompanying drawings, wherein:

Figure 1 is a flow diagram of a method depicting steps of ranking elements or
components in a computing environment with limited resources according to one

embodiment of the present invention;

Figure 2 illustrates the step of, for the data on measurement reading, generating
fuzzy classes with a set of thresholds for the elements or components thereof and
the step of dividing the elements or components thereof into a plurality of groups

or classes according to one embodiment of the present invention;

Figure 3a illustrates the step of determining quartiles of the data on measurement
reading for Group A and Group B of the elements or components according to one

embodiment of the present invention;
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Figure 3b illustrates the step of subjecting the data on measurement reading to
normalization to obtain a normalized range from 0 to 1 for Group A and Group B
of the elements or components according to one embodiment of the present

invention;

Figure 4a illustrates, for the data on measurement reading, the step of
determining, based on the normalized range, a fuzzy class assigned based on the
fuzzy classes generated thereof and a confidence level for each of the elements
or components in Group A by way of comparing the data on measurement reading
of the elements or components against the set of thresholds according to one

embodiment of the present invention;

Figure 4b illustrates, for the data on measurement reading, the step of
determining, based on the normalized range, a fuzzy class assigned based on the
fuzzy classes generated thereof and a confidence level for each of the elements
or components in Group B by way of comparing the data on measurement reading
of the elements or components against the set of thresholds according to one

embodiment of the present invention;

Figure 5a illustrates the step of determining quartiles of the data on frequency of
use for Group A and Group B of the elements or components according to one

embodiment of the present invention;

Figure 5b illustrates the step of subjecting the data on frequency of use to
normalization to obtain a normalized range from 0 to 1 for Group A and Group B
of the elements or components according to one embodiment of the present

invention;

Figure 6a illustrates, for the data on frequency of use, the step of determining,
based on the normalized range, a fuzzy class assigned based on the fuzzy
classes generated thereof and a confidence level for each of the elements or
components in Group A by way of comparing the data on frequency of use of the
elements or components against the set of thresholds according to one

embodiment of the present invention;
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Figure 6b illustrates, for the data on frequency of use, the step of determining,
based on the normalized range, a fuzzy class assigned based on the fuzzy
classes generated thereof and a confidence level for each of the elements or
components in Group B by way of comparing the data on frequency of use of the
elements or components against the set of thresholds according to one

embodiment of the present invention; and

Figure 7 illustrates the step of, for each of the elements or components,
correspondingly combining the fuzzy class of the data on frequency of use with
the fuzzy class of the data on measurement reading to obtain a ranking list of the

elements or components according to one embodiment of the present invention.

It is noted that the drawings may not be to scale. The drawings are
intended to depict only typical aspects of the invention, and therefore should not
be considered as limiting the scope of the invention. In the drawings, like

numberings represent like elements between the drawings.

DETAILED DESCRIPTION OF THE INVENTION

According to one preferred embodiment, the present invention provides a
method of ranking elements or components in a computing environment or
system, especially those with limited resources (e.g. memory, processing power,
etc.), in a dynamic manner. The method preferably employs fuzzy logic
classification which processes historical data, effective display memory usage and
customizable staggered filtering in the steps outlined therein in order to determine
criticality of each element or component present in the computing environment.
Large scale resources such as memory are needed for performing large scale

monitoring.

In the present invention, the elements or components are data available in
the computing environment. They are stored in a database according to various
classes or super classes, groups, individuals. The database containing these
elements or components is preferably connected to a computer server. The
computer server is a system on a network that provides a service to other systems

connected to the network. The computer server monitors the elements or
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components within the network and it can be used to acquire particular
information for completing a task associated with the elements or components. A
monitoring process is preferably done by a user, e.g. maintenance engineer, via a
front-end graphical user interface (GUI).

The method of the present invention comprises a number of steps as
shown in Figure 1. The method begins with the step 100 of retrieving and
analyzing historical data from the database associated with the elements or
components under monitoring. The historical data obtained from the database is
preferably relating to the elements or components under monitoring. The historical
data includes, but not limited to, data on frequency of use and data on
measurement reading for each of the elements or components. Other historical
data covered within the scope of the present invention can be used. In this regard,
the step 100 preferably includes the step of retrieving and analyzing the data on
frequency of use and the data on measurement reading for each of the elements
or components. From this step 100 onwards, a historical data processing in the
following steps shall be made in a separate and individual manner in accordance

with the type of historical data they deal with.

Following that, the step 200 of generating fuzzy classes with a set of
thresholds for the elements or components thereof is initiated. Preferably, the step
200 is executed for each of the data on frequency of use and the data on
measurement reading. In the step 200, it is preferred that the elements or
components are assigned with a numerical range. The numerical range for the
elements or components, for instance, can range from 1 (min) to 11 (max). The
step 200 preferably comprises the sub-step of determining quartiles of the data on
frequency of use and the data on measurement reading. The sub-step of
determining quartiles preferably includes determining a first quartile (15t quartile), a
second quartile (2" quartile) and a third quartile (3 quartile).The step 200
preferably further comprises the sub-step of subjecting the data on frequency of
use and the data on measurement reading to normalization to obtain a normalized
range from 0 to 1 (i.e. a linear relationship). Under the normalization operation, the
numerical values assigned to the elements or components are adjusted to a
notionally common scale, i.e. the normalized range from 0 to 1, prior to the next

stage of processing. The fuzzy classes developed in the step 200 comprises a low

PCT/MY2019/050091



10

15

20

25

30

35

WO 2020/101476

fuzzy class (hereinafter “LO fuzzy class”), a medium fuzzy class (hereinafter “MED

fuzzy class”) and a high fuzzy class (hereinafter “HI fuzzy class”).

Subsequently, the method of the present invention executes the step 300.
The step 300 preferably involves, for each of the data on frequency of use and the
data on measurement reading, determining, based on the normalized range from
0 to 1 generated in the step 200, a fuzzy class and a confidence level for each of
the elements or components. The fuzzy class is preferably assigned based on the
fuzzy classes generated thereof in the step 200. The determination of the fuzzy
class and confidence level is made by way of comparing the data on frequency of
use and the data on measurement reading of the elements or components against
the set of thresholds developed together with the fuzzy classes in the preceding
step 200.

In the next step 400 of the method in the present invention, there involves
combination or unification of the fuzzy classes that have been assigned to each of
the elements or components in the step 300. Particularly, the step 400
correspondingly combines the fuzzy class of the data on frequency of use with the
fuzzy class of the data on measurement reading to obtain a ranking list of the
elements or components. The ranking list orderly ranks the elements or
components under monitoring according to a combination metric defined for each
fuzzy class combination of the fuzzy class of the data on frequency of use and the
fuzzy class of the data on measurement reading. For instance, one fuzzy class
combination (that comprises one corresponding fuzzy class of the data on
frequency of use and one corresponding fuzzy class of the data on measurement
reading from the same element or component or the same group or class of
elements or components) is allocated with one combination metric which comes
with a predefined priority value so that the particular element or component or the
particular group or class of elements or components can be orderly arranged in
rank order of the ranking list. The combination metric is developed based on the

fuzzy class combinations thereof.

Once the ranking list with the elements or components orderly ranked is
obtained, a decision to hide or display the elements or components appearing on
the ranking list is applied or implemented in the step 500. In this regard, the user
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is allowed to select for viewing the elements or components based on the group or
class of elements or components and the ranks associated thereof — where only
selected elements or components based on criticality as arranged in the ranking
list are displayed to the user.

The method of the present invention preferably continues to periodically
rebuild fuzzy classes as discussed in the step 200.

In accordance with another embodiment of the present invention, prior to
the step 100, the elements or components under monitoring may be divided into a
plurality of groups or classes. Each of the plurality of groups or classes of
elements or components shall undergo substantially identical processes as
described by the steps in the preceding paragraphs.

Other detail steps can be acquired based on above-mentioned
embodiments, thus are omitted for brevity here.

Another aspect of the present invention includes a computer-readable
medium that is non-transitory and may store instructions for performing the above-
described method and any steps thereof, including any combinations of same.
The non-transitory computer-readable medium may be an optical disc or a hard
disk. However, the above-mentioned method is not limited to be performed via

above-mentioned non-transitory computer-readable medium.

The present invention will now be described by way of following non-
limiting examples, with reference to Figures 2 to 7 of the accompanying drawings.

Figure 2 illustrates the step 200 of generating fuzzy classes with a set of
thresholds for the elements or components thereof in respect of the data on
measurement reading. The table shown in Figure 2 depicts elements or
components for temperature readings by devices which are grouped together. The
elements or components tabulated thereof are assigned with a numerical range
from 1 (min) to 11 (max). This figure further illustrates the step of dividing the
elements or components thereof into a plurality of groups or classes. In this
regard, the elements or components are divided into two groups, namely Group A

PCT/MY2019/050091
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and Group B. Group A of elements or components contains the numerical range
from 0 to 9. Group B of elements or components contains the numerical range

from 1 to 11.

In Figure 3a which is part of the step 200, the elements or components are
arranged for determining quartiles of the data on measurement reading (i.e.
temperature readings) for Group A and Group B. Accordingly, the data for each
element or component is arranged in a list of numbers or values and is divided
into quarters for obtaining the quartiles, i.e. 1% quartile, 2" quartile and 3" quartile.
The 1% quartile is defined as the middle number between the smallest number and
the median of the data. The 2™ quartile is the median of the data. The 3™ quartile
is the middle value between the median and the highest value of the data. The
quartiles obtained thereof are shown in Figure 3b. Figure 3b, being part of the
step 200, illustrates the normalization operation of the data on temperature
readings for Group A and Group B of the elements or components. A normalized
range from 0 to 1 is obtained and shown in this figure.

Figure 4a illustrates, in respect of the data on measurement reading, the
step 300 of determining a fuzzy class and a confidence level for each of the
elements or components in Group A based on the normalized range. Figure 4b,
on the other hand, illustrates the same operation as Figure 4a but for the elements
or components in Group B. The plots of Figures 4a and 4b comprises a Y-axis of
confidence level and an X-axis of normalized range. From these plots, an
intersection of the 15! quartile and the 3 quartile of the X-axis with the 1 value of
the Y-axis is determined (see dotted line in Figures 4a and 4b). The intersection is
used as a “shoulder” for determining a graph area for the fuzzy classes (e.g. LO
fuzzy class and HI fuzzy class). The shoulder is the point before which the
confidence level that a particular value between the LO fuzzy class and the HI
fuzzy class starts to drop.

Figures 5a and 5b are respectively similar to that explanation of Figures 3a
and 3b except that Figures 5a and 5b are for the data on frequency of use or
usage. The 1% quartile, the 2" quartile and the 3 quartile in respect of the data
on frequency of use are calculated and determined for Group A and Group B of

elements or components. In continuation from these figures, a fuzzy class, a
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confidence level, an intersection and henceforth, a shoulder for determining a
graph area for the fuzzy classes (e.g. LO fuzzy class, MED fuzzy class and HI
fuzzy class) are determined, as shown in Figures 6a and 6b. Figures 6a and 6b
are respectively similar to that explanation of Figures 4a and 4b except that
Figures 6a and 6b are for the data on frequency of use or usage, and involve
three fuzzy classes (i.e. LO fuzzy class, MED fuzzy class and HI fuzzy class).

Figure 7 illustrates the step 400 of correspondingly combining the fuzzy
class of the data on frequency of use with the fuzzy class of the data on
measurement reading for each of the elements or components so as to obtain a
ranking list of the elements or components. In this regard, a combination metric
defined for each fuzzy class combination of the fuzzy class of the data on
frequency of use and the fuzzy class of the data on temperature readings is
employed. The combination metric has a predefined priority value (e.g. 1, 2, 3, 4,
5 and 6) that can be assigned to each fuzzy class combination, e.g. fuzzy class
combination 1: HI fuzzy class (based on the data on temperature reading) and Hl
fuzzy class (based on the data on frequency of use); fuzzy class combination 2: HI
fuzzy class (based on the data on temperature reading) and MED fuzzy class
(based on the data on frequency of use) and so forth. For example, consider
Class 2 (C2) of element or component class, the fuzzy class based on the data on
measurement reading is HI fuzzy class (see dashed line in Figure 7 of plot A) and
the fuzzy class based on the data on frequency of use is MED fuzzy class (see
dashed line in Figure 7 of plot B) are combined together thereby formed a fuzzy
class combination 2 which carries a priority value of 2 — thus, C2 is ranked second
place in the ranking list.

The terms “a@” and “an,” as used herein, are defined as one or more than
one. The term “plurality,” as used herein, is defined as two or more than two. The
term “another,” as used herein, is defined as at least a second or more. The terms
“including” and/or “having,” as used herein, are defined as comprising (i.e., open

language).

While this invention has been particularly shown and described with
reference to the exemplary embodiments thereof, it will be understood by those
skilled in the art that various changes in form and details may be made therein

PCT/MY2019/050091
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CLAIMS

A method of ranking elements or components in a computing environment with
limited resources, characterized in that, the method comprising the steps of:
retrieving and analyzing historical data from a database associated with
the elements or components (100), wherein the historical data includes data
on frequency of use and data on measurement reading for each of the
elements or components;
for each of the data on frequency of use and the data on measurement
reading, generating fuzzy classes with a set of thresholds for the elements or
components thereof (200), wherein the step of generating fuzzy classes
comprises:
determining quartiles of the data on frequency of use and the data
on measurement reading; and
subjecting the data on frequency of use and the data on
measurement reading to normalization to obtain a normalized range
fromOto 1;
for each of the data on frequency of use and the data on measurement
reading, determining, based on the normalized range, a fuzzy class assigned
based on the fuzzy classes generated thereof and a confidence level for each
of the elements or components by way of comparing the data on frequency of
use and the data on measurement reading of the elements or components
against the set of thresholds (300); and
for each of the elements or components, correspondingly combining the
fuzzy class of the data on frequency of use with the fuzzy class of the data on
measurement reading to obtain a ranking list of the elements or components
(400)., wherein the ranking list ranks the elements or components according to
a combination metric defined for each fuzzy class combination of the fuzzy
class of the data on frequency of use and the fuzzy class of the data on

measurement reading

The method according to Claim 1 further comprises the step of dividing the
elements or components thereof into a plurality of groups.
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The method according to Claim 1 further comprises the step of assigning a

numerical range for the elements or components retrieved thereof.

The method according to Claim 1, wherein the step of determining quartiles
includes determining a first quartile, a second quartile and a third quartile.

The method according to Claim 1, wherein the fuzzy classes comprise a low
fuzzy class, a medium fuzzy class and a high fuzzy class.

The method according to Claim 1 further comprises the step of displaying the
elements or components in rank order based on the ranking list thereof (500).

The method according to Claim 1 further comprises the step of developing a
combination metric based on fuzzy class combinations of the elements or

components.

A non-transitory computer readable medium comprising a plurality of computer
executable instructions that, in response to a user request, executes a method
of ranking elements or components in a computing environment with limited
resources, the method comprising the steps of:
retrieving and analyzing historical data from a database associated with
the elements or components (100), wherein the historical data includes data
on frequency of use and data on measurement reading for each of the
elements or components;
for each of the data on frequency of use and the data on measurement
reading, generating fuzzy classes with a set of thresholds for the elements or
components thereof (200), wherein the step of generating fuzzy classes
comprises:
determining quartiles of the data on frequency of use and the data
on measurement reading; and
subjecting the data on frequency of use and the data on
measurement reading to normalization to obtain a normalized range
fromOto 1;
for each of the data on frequency of use and the data on measurement
reading, determining, based on the normalized range, a fuzzy class assigned

PCT/MY2019/050091
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based on the fuzzy classes generated thereof and a confidence level for each
of the elements or components by way of comparing the data on frequency of
use and the data on measurement reading of the elements or components
against the set of thresholds (300); and

for each of the elements or components, correspondingly combining the
fuzzy class of the data on frequency of use with the fuzzy class of the data on
measurement reading to obtain a ranking list of the elements or components,
wherein the ranking list ranks the elements or components according to a
combination metric defined for each fuzzy class combination of the fuzzy class
of the data on frequency of use and the fuzzy class of the data on
measurement reading (400).
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