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(57) Abstract: An apparatus for canceling a signal is disclosed. The apparatus may include an identification code (ID code) gener-
&= ator configured to generate an ID code. The apparatus may also include an ID code injector configured to inject the ID code into at
& least one of the signal and a processed signal to produce a convolved signal. The processed signal is resulted from a processing of the
signal. The apparatus may further include an ID code detector configured to detect at least one of the convolved signal, a transformed
signal, and a transformation of the convolved signal. The transformed signal is resulted from the transformation of the convolved
signal. The apparatus may further include an arithmetic function configured to remove at least one of the convolved signal and the
a transformed signal.
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CODE-BASED ECHO CANCELLATION
BACKGROUND

[0001] Conventional mobile communication platforms include cellular communications,
for example, Global Systems for Mobile (GSM) communications. Other conventional
platforms that support finuted mobiiity include Wik, which is based on IEEER 802 11
standards. Cellular and WiFi are both well-known and established wireless communication
platforms.
[0002] Next generation platforms may be designed 1o permit mobile users 1o move between
cethilar and WiFi networks and include an Unlicensed Mobile Access (L'MA) standard that
may provide a switch controller for carriers to permit users 1o transcend between cetlular and
Wil1 networks and vice-versa, However, the UMA standard may have disadvantages
including that carriers generally controt calls and decide if and when to switch users between
networks.
[0003] An advanced mobile communication platform may be needed to provide enterprise
level commumication and control over users and the networks such that enterprises {instead of
carriers} may select networks and/or control calls based on enterprise driven criteria rather than
carrier driven criteria.
[0004] Further, in mobiie/wireless communication, generally there have been the following
problems: {a) echo: (b) packet delay, packet delay varation (packet jitter), and packet foss
which affect quahity of service (QoR8); (¢} hardware or software platform dependency of
protocols; and (d) security of enterprise resource access. The problems are described as follows:
[0005] {a} Echo
[0006] In voice conumunications such as conventional PSTN, conference phone, cellular
mobile phone, and voice over IP, echo cancellation {EC) technology has been widely used to
improve quality of service (QoS} for end-users. Generally there are two tvpes of echo
canceller. One types of echo canceller is generally called hine or network echo canceller
(LEC). LEC is generally used to remove electrical echoes caused by reflections of hybrid
components on a network where 2-line and/or 4-line conversions take place. Another tvpe of
echo canceller 1s generally called acoustic echo canceller (AEC). AEC is generally used to
remove acoustic echoes caused by acoustic sound feedbacks from a speaker to a microphone
on a hand-free speakerphone, mobile phone, or conference phone. Compared with LEC,
implementing an AEC may be more challenging due to some of the following factors: longer

Loy

echo tail since the sound speed 1s much slower than the hght {or electron) speed, and
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accordingly the echo canceller is required to have more processing power and more memory;
more dynamic change of the acoustic echo characteristios because of movement of the phone
or talker and changes in the environment, and accordingly the echo canceller may be required
to track and catch up changes in the echo characteristics more quickly; and multiple echo paths
due to multple reflectons from different objects with different distances andfor orientations.
[0007]  Current acoustic echo cancellation technologies generally have limitations.
Acoustic echo cancellation technology may have been invented and used for at least 40 years
so far. However, the basic approach to cancelling acoustic echoes may not have been
significantly changed. In general, a typical AEC wiilizes an adaptive filter to model one or
more echo path transfer functions and try to produce a replica of the echoes. The AEC may
then subtract this replica from the near-end input signal to form a supposedly final echo-free
far-end signal output.

[0008] Most of acoustic echo cancellation technology advancements so far are to employ
ditferent kinds of filters such as a FIR ar IIR filter, single band or multiple baunds filter, or
time-domain or frequency~-domain filter. Fuorther, different algorithms such as LMS, RLS,
APA, and so on have been used to improve filter efficiency. Nevertheless, even with all these
technology improvements, AEC destgn and implementation may still be a very challenging
task today. Conventional filters may show many himitations on handling the acoustic echoes
because of the complexity and the variability nature of the acoustic echoes. One of the
limitations may be poor double-talk (both near-end and far-end speakers are talking)
performance. Calculations in the conventional filters may result in divergence instead of
convergence between the echoes and the replica during a double-talk.

[0009] {b} Packet delay, packet delav variation (packet jitter), and packet loss which affect
quality of service (QoS)

[0010] 1 voice over IP and video over IP communications, voice and/or video media
contents may need to be transferred from the transmitter to the receiver in real-fime, while the
underlying [P network was originally designed for non real-time date communications.
Accordingly, providing and maintaining the quality of service (Qo8) to the end-users may
become a very challenging task. The packet delay, the packet delay variation {packet jiiter)
and the packet loss from end-to-end may be constdered three important QoS parameters which
aftect the quality and performance of the voice and video communications over 1P network,
[0011] Current fitter buffer technologies tend to have hmutations. A jitter buffer scheme

which may also be called de-pitter butfer scheme is usually employed on the recetver side to

[ O]
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compensate or remove the network packet jitter. Basically, the scheme may not play out the
packet as soon as the packet is received. Instead, the scheme may queue up the inconung
packets and play out the queued packets at even intervals, In effect, the packet queuing may
represent inserting a delay before the play-out happens. The wserted delay is usually called
play-out delay.

[0012] There may be at least two issues on the current jitter buffer designs and
implementations. The first tssue may pertain to how much the play-out defay needs to be
mserted. There mav be g tradeoft on the amount of the playv-out delay. For a large delay, there
may be less packet loss. On the other hand, for a small delay, there may be a better interactive
experience. The first issue may have been acceptably resolved by the adaptive jitter buffer
scheme. In the adaptive jitter buffer scheme, a receiver may estimate the network packet jitter
based on the timestamp of the RTP header of the incoming packets and the recetver local time.

The receiver may then insert the minimal delay just enough to compensate the network packet

[0013] The second issue on the jitter buffer design may pertain to when to insert the play~
out delay. Ideally, the play-out delay can be inserted at the beginning of each talk sput.
Accordingly, each talk spurt may be played out at even intervals, but only the silence periods
between lalk spurts are expanded or compressed. For example, it the transmitter employs
silence suppression technology, the packets coming in the receiver may ideally have gaps
between talk spurts such that a device may be implemented to 1dentify the beginning of the
each talk spurt based on the timestamp and the sequence number on the RTP headers of the
incoming packets.

[0014] However, in reality, inserting delays at talk spurt beginnings can be achieved only
in limited sttuations. Most current silence suppression technologies may have limitations and
may perform well only for some clean situations such as single hwman speaker or low
background noise. Current sifence suppression technologies may not perform well for some
other situations such as multiple human speakers in a conference or high background noise
such as daring mobile commumeations. Therefore, many applications may be executed
without utilizing or activating silence suppression, 1n order to preserve better audio quality. As
a result, the packets coming intoe the recetver may be continuous without any pauses. There
may be no clue on the tmestamp and the sequence number to tell 1f the packets represent
sifence or a talk spurt. Having no clue tor identifying silence, the current jitter buffer

technologies tend to perform poorly. One reason for the poor performance may be that the

P
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curreat jitter buffer schemes generally look at only the RTP header information of the
incoming packets, but not the content on the RTP payload.

[0015]  {¢) Hardware or software platform dependency of protocols:
[0016] Hardware or software platform dependency may cause inferoperability and/or
configuration problems. For inferactive user sessions in communtcation which mvolve
multimedia elements such as video, voice, chat, gaming, or virtual reality, there may be a need
for a light weight protocol over a communication protocol such as, for example, Session
Initigtion Protocol (SIP) that can efficiently transport information between a server and a client
and can work mdependently of hardware and software platforms, a control plane protocol in
use between the server and the client, and an underlying transport layer or the medium over
which the server and the client communicate. There may be a need for a protocol that 15 fast
enough to support eritical real time control messages and s flexible enough for large-volume
data transfer with nunimal delay. However, prior-art protocols such as UMA are generally
complex and difficult to establish interoperabulity.
[001T7]  (d) Security when enterprise resources are accessed from mobile devices
[0018] More or more enterprises are allowing their employees to use their celtular/mobite
phones for business purposes. With availability of high speed networks such as WiFi, Edge,
UMTS, CDMA EVDO, etc. to mobile phones, different vendors have been implementing VoIP
{Voice over IP) for the mobile phones. Such implementations may require opening enterprise
firewalls to alfow VoIP related protocols, such as SIP, RTP, ete. to operate.
[0019] 1n addition to VolP, other enterprise data centric applications mayv also be extended
to the mobile phones. The applications may inchede one or more of Presence/Instant
Messaging, Intranet web resources, CRM, Support database, ste. If the clients for one or more
the above applications on the mobile phones access the enterprise resources directly, enterprise
firewalls may need to be opened for multiple protocols, and opening the enterprise firewalls
may cause security problems.

SUMMARY
[0020] The wvention relates, in an embodiment, to an apparatus for cancehing a signal.
The apparatus imncludes an identification code (11 code) generator configured to generate an 1D
code. The apparatus also includes an ID code myector configured to inject the ID code to at
least one of the signal and a processed signal to produce a convolved signal. The processed
signal resulted from a processing of the signal, The apparatus further includes an 1D code

detector configured to detect at feast one of the convolved signal, a transformed signal, and a
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transtormation of the convolved signal. The transformed signal resulted from the
transtormation of the convolved signal. The apparatus vet also includes an artthmetic function
configured o remove at least one of the convolved signal and the transformed signal.

[0021] The shove summary relates to only one or more of the many embodiments of the
invention disclosed herein and is not intended to lirait the scope of the invention, which is set
forth in the clauns herein. These and other features of the present invention will be described in
more detai] below m the detasled description of the invention and m conjunction with the
following figures.

DESCRIPTION OF THE DRAWINGS
[0022]  The present tnvention is iHlustrated by way of example, and not by way of
limitation, in the figures of the accompanying drawings and in which like reference numerals
refer to sunilar elements and in which:
[0023] Fig. 1 depicts a system network according to one or more embodiments of the
present invention.
[0024]  Figs. 2A-C depict a mobility server according to one or more embodiments of the
present invention.
[0025] Fig 3 depicts a mobile equipment client according one or more embodiments of the
present invention.
[0026]  Fig 4 depicts a block diagram of a codec based echo canceller in accordance with
one or more embodiments of the present invention.
[0027]  Fig. 5A depicts a voice jitter buffer scheme in accordance with one or more
embodiments of the present tnvention.
[0028] Fig. 5B depicts g video jitter butfer scheme in accordance with one or more
embodiments of the present invention.
[0029] Fig. 6A depicts an overview of a DDP architecture in accordance with one or more
embodiments of the present invention,
[Q030] Fig. 6B depicts a DDP message exchange in accordance with one or more
embodiments of the present invention.
[0031)  Fig. 7A depicts a network architecture which includes two network interfaces per
kost and is fabricated in accordance with one or more embodiments of the present invention.
[0032 Fig 78 depicts a network architecture 1 accordance with one or more

embodiments of the present invention.
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[0033] Fig. 7C depicts a network architecture in accordance with one or more
embodiments of the present invention.

[0034]  Fig. 7D depicts a network architecture in accordance with one or more
embodiments of the present wvention,

[0035] Fig. 8A shows a block diagram of an example prior art communication device
including a filter for echo cancellation.

[0036] Fig. 8B shows a flowchart of an example prior art method utilized, for example,
the example prior art commuanication device shown in Fig. 8A, for cancelling echoes.

[0037] Fig 9A shows, in accordance with one or more embodiments of the present
invention, a block diagram of a communication device {or system or arrangement) that may
cancel echoes without relying on a filter.

[0038] Fig. 9B shows, in accordance with one or more embodiments of the present
invention, a block diagram of an ID code generator emploved in the communication device {or
system or arrangement) shown in Fig. 9A.

[00391  Fig 9C shows, in accordance with one or more embodiments of the present
invention, a flowchart of a method for cancelling echoes, for example, in the communication
device {or svstem or arrangement) shown in Fig. 9A.

[0040] Fig. 10A shows a block diagram of a first example prior art packet voice
communication system {first prior art arrangement) with an adaptive jitter buffer scheme.
[0G41]  Fig. 10B shows a flowchart of a transmitter-side process of a prior art jitter bufter
scheme utilized, for example, in the first prior art arrangement shown in the example of Fig.
10A.

[0042]  Fig 10C shows a flowchart of a prior art delay calculation process.

[0043]  Fig. 10D shows a flowchart of a prior art packet play-out control process.

(00441  Fig. 10E shows a schematic representation of received packet flow at a packet play-
out control when a transmitter-side voice activity detector (VAD) is turned on

[0045] Fig. 10F shows a schematic representation of received packet flow at the packet
play-out control when the transmitter-side VAD is turned off.

[0046]  Fig. 11A shows a block diagram of a receiver-side device of a second prior art
packet voice communication svstemn {second prior art arvangement), which includes adaptive
bufler overflow control.

[0047] Fig. 11B shows a flowchart of a silence detection process utilized, for example, in

the receiver-side device shown in the example of Fig. 1A,
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[0048] Fig. 11C shows a flowchart of a buffer overflow control process utilized, for
example, in the recetver-side device shown i the example of Fig. 11A
[0049]  Fig. 12A shows, in accordance with one or more embodiments of the present
ivention, a block diagram of a receiver-side device of a packet volce communication system
with adaplive jitter handling.

[0050]  Fig. 12B shows, in accordance with one or more embodiments of the present
invention, a delay insertion control process utilized for adaptive jitter handling vtilized, for
example, i the recetver-side device shown in the example of Fig. 12A.

[0051] Fig 13 shows, 1 accordance with one or more embodiments of the present
invention, a block diagram of a receiver-side device of a packet video communication system
with adaptive jitter handling.

[0052]  Fig. 14 shows a prior art example of a call flow for establishing a connection
between an application client and an application server,

[0033] Fig. 15 shows, in an embodiment of the invention, a simple architectural diagram of
the DDP invention.

[0054]  Fig. 16A shows, in an embodiment, an example of how data within a mobility
architectural arrangement with DDP may How between an application client located within a
client device and an application server, which is managed by an enterprise.

[0055]  Fig. 16B shows, in an embodiment, 3 code exanmple of an encapsulated SIP nouty
message.

[0036]  Fig. 17 shows, in an embodiment, an example of a call flow illustrating how a
secure channel may be established between a chient device and a mobility server. In an
embodiment, to establish a secure channel, registration may ocour,

[0057]  Fig. 18 shows, in an embodiment, a simple call flow illustrating a situation in which
a farge file may have to be sent.

[0058] Fig. 19 shows, in an embodiment of the invention, a simiple call flow ustrating a
situation in which small control messages, such as those sent by control applications, may be
sent,

[00S9]  Fig. 20 s a prior art example of an architectaral arrangement in which each
application on a handset 1s connected individually to a corresponding application server within
an enterprise.

[0060] Fig. 21 is a prior art flow chart illustrating the method for enabling an application

client to communicale with an application server in an IP Security VPN environment,
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[0061] Fig. 22 shows, in an embodiment of the invention, a simple block diagram of a
mobtlity architectural arrangement.

[0062]  Fig. 23 shows, in an embodiment of the invention, a block diagram illustrating the
mobility architectural arrangement as & rich client,
[0063] Fig. 24 shows, in an embodiment of the tnvention, a simple flow chart iHlustrating
an example of a method for employing a mobility architectural arrangement,
[0064] Fig. 28 shows, in an embodiment of the invention, a mobihity architectural
arrangement implemented as a thin client.
TABLE OF CONTENTS

A. Architecture

B Codec based Acoustic echo cancellation

€. Content-based jitter butfer scheme for voicesvideo over IP communications

D. Divitas Description Protocol {DDP)

E. Divitas Protocol Proxy {(DPP)

H. Conclusion

DETAILED DESCRIPTION

[00653]  The present invention will now be described in detail with reference to a few
preferred embodiments thereof as tustrated in the accompanying drawings. In the following
description, numerons specific detals are set forth in order to provide a thorough
understanding of the present ivention. It will be apparent, however, to one skilled in the art,
that the present invention may be practiced without some or all of these specific details. In
other instances, well known process steps and/or structures have not been described in detal in
order t¢ not unnecessarily obscure the present inventian. The features and advantages of the
present mvention may be better understood with reference to the drawings and discussions that
follow.
[0066] The mvention mav be described with reference to specitic apparatus and
embodiments. Those skilled in the art will recognize that the description is for illustration and
to provide the best mode of practicing the invention. The description should not be construed
to limat the scope of the mvention. For example, while references are made to certain
communication protocols, others are anticipated by the invention. For instance, while WiF1
(IEEE 802 11) 1s described as a protocol for wireless communication, other protocols may be

implemented in the invention. References made herein to DiVitas server and mobility server
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may be equivalent. References made herein to DiVitas client and mobile equipment may be
equivalent,

[0067]  Various embodiments are described herein below, including methods and
technigues. 1t should be kept in nund that the invention might also cover an article of
manufactuore that includes a computer readable mednur on which computer-readable
iastructions for carrying out embodiments of the mventive technigque are stored. The computer
readable medium may include, for example, semiconductor, magnetic, opto~magnetic, optical,
or other forms of computer readable medium for storing computer readable code. Further, the
invention may also cover apparatuses for practicing embodiments of the invention. Such
apparatus may include circuits, dedicated and/or programmable, to carry out operations
pertaining to embodiments of the invention. Examples of such apparatus include a general
purpose computer and/or a dedicated computing device when appropriately programmed and
may include a combination of a computer/computing device and dedicated/programmable
circuits adapted for the various operations pertaining to embodiments of the invention.

[O068] A. Architecture

[0069]  Fig | depicts a system network 100 according to an embodiment of the invention.
Mobile equipment (ME) 102 is provided that commumcates with the network in a number of
possible ways. ME 102 can communicate with a cellular network 110 that includes a Base
Transceiver Station (BTS) 112, a BTS Switching Center {BSC) 114 and Mobile Switching
Center (MSC} 116, The MSC is coupled to a Media Gateway 120 that is coupled to a pubhe
switched telephone network (PSTN} 122, Other conventional public and private telephones
124 are also coupled to the PSTN. A PBX 130 is coupled to the PSTN and serves an enterprise
for purposes of making and receiving calls, for example, via telephone 136, Maobility server
150 is coupled to the PBX as well as other networks. For example, mobility server 150 is
coupled via router 132 to an Internet Protocol Wide Area Network (WAN) 138, The mobility
server 150 is also coupled via router 140 and firewall 142 to the Intemet 144, The mobility
server s also coupled to a local area network (LAN) with wireless access point 160, One
access point is depicted while the invention anticipates multiple access points as well. The
access point 160 permuts a user with ME 102 to wander in the enterprise and stay connected to
the PSTN through the mobility server 150 and PBX 130, If the user wanders beyond the
boundary of the LAN, the user will be connected to an alternate network {e.g. the celluar
network) as described below in detail. Also depicted is an access point 180 that is coupled to

the internet for access under certain conditions as desenibed herein.

9
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[0070] Figs. 2A-C depict a mobility server according to an embodiment of the invention.
[0G71] Security Manager - The definition of security when two or more entities are

communicating involves the following aspects:

b Mutual Authentication of the communicating entifies

=

Privacy of the communication channel
3. Integrity of messages exchanged
4. Authentication of messages

[0072] In DiVitas mobility solution there are three distinet communicating entities: DiVitas
Client, DiVitas Server and external VoIP GW. And there are two distincet types of paths
hetween these entities: SIP signaling path and Media path.
[0073] As described in the Architecture Specification] 1] the following mechanisms are
used to achieve the above mentioned security aspects between client, server and external
gateway for signaling and data paths:

1. SIP TLS session between client and server.

2. Client Authentication using SIP Notify after SIP TLS establishment
3. Authentication of users with server

4. SIP TLS session between server and external VoIP Gateway.

5. Server authentication with external VoIP Gateway

6. Secure media path

7. Denved requirements
[0074]  User/Device Manager/Mobility Controller - The device and mobility Manager
{hereby referred to as DMM) is a module that handles device configuration and status as well
as the mobility aspects while there is an active call on a device. The following sections capture
the functional and design specifications of the DMM along with the public interfaces that the
DMM supports.
[0075] Here is a summary of the roles and responsibilities of the DMM

1. Device configuration controlied by the enterpsise administrator,

2. Report status of the device.
3. Image management for the device
4, Maintain and implement the mobility logic for handsets with an active call - 1.2,

handle Wik1 to Cell and vice-versa handoft

5. Handles device initialization and configuration requests from the client.
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[0076]

Control Plane/Call Control - Call control (CC) is the primary controf plane module

responsible for the following functions:

1.

b3

Led

kol

[0077]

Voice over [P call processing

SIP proxy server and BZBUA

PSTN Call management through PSTN GWs
PBX feature management through Asterisk
Resource and Connection management

Call control module resides on the DN media switch, The call control module

interfaces with the SIP stack and Asterisk (or any other) PBX module to provide the above

mentioned functionality,

1

v

[0078)

SIP stack (for UA, CCM, and Asterisk ete): SIP stack is mainly used as protocol
message decode/encode engine. SIP stack also performs basic protocol specific
tasks, like standards based message parsing and validation, retransmissions,
proprietary message validation ete. For most of the proxy and B2BUA tasks, SiP
stack relies on CC for decision~-making. Interactions between CC and Asternisk as
well as CC and CCM are through standards based SIP messages.

Proxy Agent/Configuration Manager (PA/CM): Proxy agent acts as a configuration
manager for all the applications. Call control related information is downloaded by
PA at the time of provisioning or after the disk DB is read following a system bring
up. CC stores the data in RAM for localifaster access. CC also updates PA of any
dvnamic information {e.g. call going active or down), or on demand information
{e.g. SNMP GET)

Resource Manager (RM ) Resource manager provides logical map of the
physical/network resources. These resources include GE port, DSP resources,
sockets, UDP/TCP ports, etc. and may not include system resources like memory,
buffer pool, timers, queues ete. The resources may not include sockets used tor
internal IPC communication. CC uses RM for resource CAC, resource reservation
and commit. As part of the commit, RM talks to media switch to program hardware
to enable media How.

Media Switch Applicanion (MSA} - The MSA will be designed to run partially on

Linux and remaining on TMS320DMo4x DSP processor. The application will perform the

following functions:

RTP packet processing.
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Switching.
Transcoding.
Conferencing.
Adaptive jitter butter,
Packet loss concealment.
Post processing which includes VAD/CNG and AGC
[0079] The MSA software needs to support encoding /decoding of different speech codecs.
The type of algorithm and channel can change during run time L., a design to support malti-
channel, multi-algorithm is needed. Each codec algorithm needs to be reentrant; and the
program as well as data needs to be fully releasable. In order to support various codecs the
following needs 1o taken into account;
a. Since the DSP has limited on chip data memory not all data can be placed on-chip all
the time in multi-channel, multi-algorithm apphication. This requires all data (context
and tables} in each algorithin to be re-tocatable (between on /off chip memory) during
context switching. This requires a need to find out the memory, stack size as well as
MIPS requirement for each supported codec.
b. A mechanism to exchange messaging between host and DSP process indicating
chanvel number as well as codec type along with any other features. The channel
configuration manager needs to open a channel on DSP indicating type of functionality
required. Periodic message indicating the state of DSP needs to be implemented.
[0080] The DSP processor allows the external host to access the DSP external memory.
The DSP has 16Kbytes of first level program as well as data memory. The program as well as
data memorv share the second level memaory of 256kbvies. The 16Mbytes of external memory
{SDRAM) is available. The shared memory between the two processors stores the incoming as
well as outgoing RTP data. Since the DSP peeds to support N number of channels, this
memory will contain N recetve as well as transmit botters of length 320 bytes each (for video
these buffers need to be of 1300 bytes). Data structure for messaging between host and DSP as
well as information needed on per call basis needs to be defined. The following steps detine
the DSP functionahty:
a. At boot up once the software is downloaded 1o DSP (the DSP will indicate the same
by writing a predetermined value at a fixed memory location to indicate to host that the

software is dowualoaded).
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br. Upon successful download of software, the DSP will run an internal tuner of
10msec.

At this time the DSP 1s polling for channel state to change to process, which is set by
the host once the packet arrives.
c. A start call or open channel command from the host mdicating codec type, data-
ready as well as call type (initially only voice) is sent for RX as well as TX direction.
d. Based on channel opened the DSP picks up the RTP data from the external bufters
and performs the DSP related funciionality on those,
e. On the TX side the DSP places encoded data on the external buffers to be picked up
by the TX agent,
[0081]  Fig 3 depicis a mobile equipment client according to an embodiment of the
invention,
[0082] The client software or handset software runs on the handsets that are compatible
with the Divitas Server. Typically these are dual-mode handsets that have the capability to
provide telephony connection on the cellular network (CDMA or GSM) as well as 1P
connection on the LAN network (wired LAN or wireless LAN}.
[0083]  The software can be also be compited for a desktopsfaptops or a PDAs which have
a microphone and a speaker to function as a softphone,
[0084] User Interface
[O085] The client user-interface provides the following functionality:
o Setup startup configuration — DNS IP addresses, Divitas server URL, Startup user-state
(INVISIBLE/AVAILABLE), security settings
o (hange user state (INVISIBLE/AVAILABLE)
s Add enterprise “buddies”™ and get their presence information
{INVISIBLE/AVAILABLE/CALL-IN-PROGRESS}
o Display availability slatus of enterprise “buddies™ and connect to them

¢ User Interface to common enterprise telephony features

. call making

. call receiving

. call waiting

* call forwarding

. call transfer

* multi-party conferencing
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. voice-matl notification

. missed calls notification

» received calls notification

. placed calls notification

. nuntber ookup and dial by name

»  Manual override to use cellular network instead of Wikt network

»  Display version mismaich

s Upgrade request/status

o Disablefinhibit client software — ISP application 1s used to make/receive cellolar calls

Call-controf and voice

o Call control for making VolP calls on LAN interface

« Voice Engine for making VoIP calls on LAN interface - includes codecs, echo-
cancellation, jitter control, error concealment

» Call handoff from cellular call to VoI call

o Call handoff from VoIP call to cellular call
{00861 80211

o Determine which IP networks are avaifable and their signal strength and commumicate that
information to the server

o AP client

* Power management of 802.11 nminiport — whenever the signal strength of 802.11 s below
acceptable threshold, hibernate and poll networks at infrequent intervals to conserver
power

» Package the signal strength and voice-quality info into RTCP packets if the call isn
progress, or in keepalives if the call is not in progress 10 communicate 1o the server,
Whenever the signal strength drops below an acceptable threshold or the voice-guality
deteriorates, the server will make a decision to switch the calls from VoIP to cellular
network.

[G087] Platforms

[0088] Since there are a multitude of handset vendors in the market and a lot of them

coming up with dual-mode handsets, the software may need to be designed in such a way that

most of the code is shared across handsets. Therefore, the code has 1o be divided imo platform

dependent part and platform independent part. Most, 1n fact all of the Divitas core value should

be in platform independent part of the sottware, which should be easily portable from one

14
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platform to another. The platform dependent part should be only the functional adaptation
lavers {particularly Telephouny, LAN, 802,11, Audio and Display adaptation layers). Whenever
the code is ported to a new platform, only these adaptation lavers need to be modified or
rewritten, while providing a uniform API to the platform independent part.

[0089] The client software will run on maltiple handset platforms. The most prevalent bandset
platforms are Windows CE, Symbian and Linux.

[0090] In addition to the deal-mode handsets, the client application 18 designed to work on
802 11 phones, PDAs or laptops/desktops which do not have a cellular telephony interface. On
these platforms, a subset of features 1s available to the user. Basically, the call handoft from
VolP to celludar will not be possible.

[009 1] Theory of Operations

[0692] Startup and Security Operations

[0093] On startup, the client application looks for the available resources on the handset.
The client application first checks for presence of wired network. If not present, then the client
application checks for the presence of an 802,11 network. The wired or wireless medium
authentication 1s done depending on the enterprise security policy. The handset client shall
support the security mechanism employed 1n the enterprise. The most comnton security
mechanism is WPA (WiFi Protected Access). Once the authentication 1s done successfully, the
wireless client gets the IP address for the IP imerface using DHCP.

[0094] The application gets the Divitas server URL and DNS IP addresses from persistent
database and tries to register with a Divitas server,

[0095]  The client application could be running on a handset, which is inside the enterprise
network. In that case, the client can reach the Divitas server without any other security
blankets. In case the client is in a public network, say a coftee shop or an arrport with WiFi
Internet access, typically the user sets up a VPN connection to the enterprise. The client can
reach the Divitas server only afier the VPN tunnel 1s setup.

[0096]  The client application software authenticates the handset with the server by sending
an encrypted certificate (nstalled by Enterprise 1T) to the server. Once the handset is
authenticated, the client gets the login/password from the user or stored in the handset,
encrypts the login/password and sends the encrypted login/passweard to the server for user
authentication. On successfud authentication, the server replies by sending the enterprise phone
number, In reply, the client sends the cellular phone number 1o the server. The server binds the

two for all future handott scenarios.
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[0097]  The signaling and media stream are secured using SIF/TLS for signaling and SR'TP
for media stream. However, 1f the user is on a VPN hink, then client need not add another level
of encryption. Adding another level of encryption to that may result in reduced voice quality.
In that case, SIP is used for signaling and RTP/RTCP for media siream.

[0098] The above process 1s repeated whenever the client regains network connectivity
with the server.

[(0099] Steady state operations

[00100]  The user can choose 10 be INVISIBLE or AVAILABLE at startup by configuring
on the GUT and saving that configuration in the persistent database. The client updates the
user’s presence information 1o the server.

[00101}  The user can also enter frequently called buddies within the enterprise and save that
configuration in the persistent database on the handset. The client gets the presence
information (in bulk) of these buddies whether they are INVISIBLE, AVAILABLE or CALL-
IN-PROGRESS. The server updates the presence mformation of these buddies to the clients as
and when the event oceurs.

[00162]  Whenever a call is not in progress, the client and server exchange keepalives
periodically.

[00103}]  The client sends the network status to the server pertodically. If the client1s on an
802.11 wireless network, the client sends the SSID, signal-strength and bandwidth of the
associated access point (AP) to the server. If theve 13 a call in progress, the client sends the
SSID as part of in-band RTCP packets. If there is no call in progress, the client sends ont-of-
band keepalive messages.

[00104]  Whenever a network session is avatlable fram the client to the server, the preferred
mode of making and recerving calls to the client is on the network interface. However, the user
can choose o override the preferred mode and make the outgoing calls on the cellular network,
This selection is not communicated to the server and may not affect the wcoming calls, This
selection is also not stored in persistent database. The user has to explicitly make the selection
gvery time the user makes an outgoing call,

[00105]  Whenever a network session is pot available from the client to the server, the only
wav of making and recerving calls 15 on the celludar interface. The user does not have access to
all the enterprise features. The user can make and recetve calls using the client software U1
however the client software provides only a subset of the service provider features. To use all

the features of the cellular service provider network, the user may have to terminate {or ihibit)



WO 2007/147033 PCT/US2007/071180
the client software and use the cellular service providers dialer application. If the service
provider application s being used to make and recetve calls, then the handoff described below
i section 3.4.2 will not be possible.

[00106] A user has access to all the enterprise features as long as the client has a session
established 1o the server. The chent GUI is used to provide access to these enterprise features
to the user.

[001071  Voice

[00108}]  SIP signaling s used to establish voice calls between the client and the server.
Voice from the aundio recerver is encoded into one of the codecs supported by GIPS Voice

to the server. Similarly RTP packets received from server is decrypted if needed, decoded
using one of the codecs and playved out. Speech decoding, jitter control and error concealment
are done by GIPS VE on the receive side.

[00109]  In addition to encryption/decryption, encoding/decoding of speech., GIPS Voice
Engine performs error concealment, jitter control, adaptive packet buffering, Acoustic Echo
Cancellation and Suppression, Naise Cancellation and Suppression, Automatic Gain Control,
Votice Activity Detection, Comfort Noise Generation.

[00110} Roaming

[00111] A handset client is a mobile device, unlike the portable laptops.

[001121  Intra~WLAN handoff

[00113]  When a user is in an 802.11 network having a phone conversation and walks across
the building, an AP handoff could ovceur viz. the handset of the user is now associated with a
different AP than the one the handset was previously associated with. The AP handoff could
occur without IP address change #f the handoff is within the same subnet or {o another subnet,
i which case the IP address of the handset changes. If the 1P address changes, then the client
needs to register with the server again. The established calls continue to flow 1n the meantime
using the old flow information until the Voice-Engine {VE} is communicated of the new P
address. Voice-engine ensures that the RTP streams gong out of the client will have the new
1P address.

[00114]  When a wireless client muhenticates using 802.1X, there are a series of messages
sent between the wircless client and the wireless access point {AP) to exchange credentials,
This message exchange mtroduces a delay in the connection process. When a wireless chient

roams from one wireless AP to another, the delay to perform 302, 1 X authentication can cause

f—
"}
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noticeable interruptions in network connectivity, especially for time-dependent traffic such as
voice or video-based data strearns. To minimize the delay associated with roaming to another
wireless AP, the wireless equipment can support PMK caching and preauthentication.

[00115}]  PMK Caching

[00116]  As a wireless client roams from one wireless AP to another, the wireless client must
perform a full 802.1X authentication with each wireless AP, WPA aliows the wireless client
and the wircless AP to cache the results of a full 021X authentication so that if a chent roams
back to a wireless AP with which the wireless client has previously authenticated, the wireless
client needs to perform only the 4-way handshake and determine new pairwise transient keys.
In the Association Request frame, the wireless client includes a PMK identifier that was
determined doring the initial authentication and stored with both the wireless client and
wireless AP's PMK cache entries. PMK cache entries are stored for a fintte amount of time, as
configured on the wireless client and the wireless AP

[00117}  To make the transition faster for wireless networking infrastructures that use a
switch that acts as the 802.1X authenticator, the WPA/WPS IE Update caleulates the PMK
identifier value so that the PMK as determined by the 802, 1 X authentication with the switch
can be reused when roaming between wireless APs that are attached to the same switch. This
practice is known as opportumistic PMK caching

[00118]  Preauthentication

[0G119F  With preaathentication, a WPA wireless client can optionally perform 802.1X
authentications with other wireless APs within its range, while connected to its curvent wireless
AP. The wireless client sends preauthentication traffic to the additional wireless AP over ils
existing wireless connection. After preauthenticating with a wireless AP and storing the PMK
and 1ts associated information in the PMK cache, a wireless client that connects to a wireless
AP with which the wireless client has preauthenticated needs to perform only the 4-way
handshake.

[00120]  WPA clients that support preauthentication can only preauthenticate with wireless
APs that advertise their preanthentication capabifity in Beacon and Probe Response frames.
[00121F WiFi-Cellular handoft

[00122]  When the user in an 802,11 network having a phone conversation walks out of the
building where there 1s no or insufficient 802 11 connectivity, the call 1s handed over to

celiular network,
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[00123}  The decision to handoff the call is made by the client. The decision 1s based on
802.11 signal-strength, channel loading and voice~quality thresholds, Once the decision is
made, the decision is communicated 1o the server, which inthiates a call to the clignt on the
cellular network. The client checks the caller-id of the incoming call, compares to the 802.11
caller-id, and if there 1s a match, accepts the celiudar call and drops the 80211 call leg. On the
server side, the server drops the 802,11 call leg to the client, patches the cellular call leg to the
other talking party.

[00124]  Cellular-WiFi handoff

[00125]  When the user having a phone conversation on celhdlar network walks into an
802.11 network, and the handset/user can assoctate itselt with a divitas server, then if the user
is talking to another user in the 802.11 network, the call is handed over to the 802,11 network.
[0G126]  The decision to handoff the call 1s made by the client. The decision is based on
availability of sufficient 80211 signal-strength, channel foading and voice quality. Once the
decision is made, the decision is communicated to the server, which initiates a call to the chent
on the 802 11 network. The client checks the caller-id of the incoming call, compares to the
celtular caller-id, and if there ts a match, accepts the &02.11 call and drops the cellular call leg.
The server drops the cellular call leg to the chient, patches the 802, 11 call leg to the other
talking party.

[00127] Power Save

[0G128F  When the handset client is 1dle on the 802,11 network, the 802,11 miniport goes to
sleep. Before going to sleep the handset tells the AP that the handset wishes to go to sleep by
setting the power save bit in the 802.11 header of every frame. The AP receives the frame, and
notices the client’s wish 1o enter power save mode. The AP begins butfering the packets for the
chent while the chient’s 802 11 mumiport is asleep. The nuniport consumes very little power
while asleep. The miniport wakes up perindically to receive regular beacon transmissions
coming from the access pont, The power-saving clients need to wake up at the right tiime when
the beacons are transmitted to receive the beacons. TSF {Timing Synchronization Function)
assures AP and power-save clients are synchronized. TSF timer keeps running when stations
are sleeping. These beacons identify whether sleeping stations have packets buftered at the AP
and waiting for delivery to their respective destinations.

[00129]  When there are no incoming beacons for an extended pertod of time, the 802,11

miniport is put to sleep. The miniport periodically wakes up, probes the air for APs, if there are
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none present, miniport goes back to sleep. In this case, the miniport sleeps for longer duration
than previous case,

[001307 B, Codec Basad Acoustic Echo Canceliation

[00131]  One or more embodiments of the present invention relate to an apparatus for
canceling a signal. The apparatus may include an identification code (1D code) generator
configured to generate an ID code. The apparatus may also include an ID code yjecior
configured to inject the ID code into at least one of the signal and a processed signal to produce
a convolved signal. The processed signal mav be resulted from a processing of the signal. The
apparatus may further include an ID code detector configured to detect at least one of the
convolved signals, a transformed signal, and a transtormation of the convolved signal, the
transtormed signal resulting from the transformation of the convolved signal. The apparatus
may further include an anthmetic function configured to remove at least one of the convolved
signal and the transformed signal.

[00132} Fig. 4 depicts a method for codec based acoustic echo canceller in accordance with
one or more embadiments of the present invention,

[00133]  When both near-end and far-end speakers are talking, it is difficult to differentiate
the echo of the far-end talker’s voice from the near-end talker’s voice since both are present in
the near-end signal input with the same human voice charactesistics. In this application, a new
method is proposed for handling the acoustic echo, which is quite different from the current
conventional AEC.

[00134]  One embodiment of the present invention is a method for canceling echo during a
commumnication hetween a first node and a second node. The method includes injecting a
secret code to a signal input of the first node. In accordance with one or more embodiments of
the present invention, the first node is a network device used by a far-end user, and the second
node 13 a network device used by a near-end user. In accordance with one or more
embodiments of the present invention, the first node 1s a network device used by a near-end
user, and the second node is a network device used by a far-end user.

[0G1351  In accordance with one or more embodiments of the present invention, 4 secret code
1s imjected nto the far-end signal mput. So a single or multiple echoes of the far-end signal will
carry on this secret code and arrive at the near-end signal input. The near-end signal also
includes the near-end speaker voice. Since the secret code is carned only on the echoes of the
far-end signal but not on the near-end talker’s voice, the secrete code may serve as the

identities of those echoes and help us to differentiate them from the near-end speaker voice.
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Some kinds of the matching filters can be employed like the correlation or other means to
identity the echoes of the far-end signal from the near-end speaker voice by the secret code and
to remove them. A final echo-free signal will be generated on the far-end signal output.
[00136]  In order to make this new scheme work, there are two key implementation
considerations. One 15 how to select and design the secret code and another 1s how to inject the
secret code into the far-end 1put sigonal. Both considerations come from the same concern that
the secret code should not be perceived by the end-end listener.

[001371  When a person speaks in front of the microphone, not only this person’s voice but
also some degree of the background notse will come in the microphone. But usually this
background noise does not disturb the listener as the speaker voice masks out the background
noise, As long as the background noise keeps low and the SNR {signal-to-noise ratio) keeps
above certain threshold, the background noise should not become a concern. In fact, the
background noise always exists in the real voice communications today.

[00138} Based on the above fact, first the secret code can be transformed into a pseudo
random noise called “secret code random noise”. Subsequently, the existing background noise
1s removed from the far-end signal input, and the secret code random noise is inserted into the
far-end signal mput. As long as the new SNR 1s kept above certain threshold, the near-end
listenes should not hear any difference. In accordance with one or more embodiments of the
present ivention, the injector shown in Fig. 4 scrambles the seoret code to a pseudo random
notse, removes the existing background noise in the far-end signal input, and then inserts the
secret cade random noise,

[00139]  The far-end signal detector will detect the far-end signal presence and trigger the
secret code generator since the echoes will be present only when the far-end talker 1s speaking.
The secret code pilot can include the secret code timing and the phase. The secret code pilot
detector is used to detect the secret code pilot casried on the echoes of the far-end signal and to
adjust the secret code delay 1o the matching filter because of the variable echo paths. The
unscrambling process will be needed in the secret code pilot detector,

[00140}1  The secret code and the secret code pilot may be designed so that the secret code
detector and the matching filter can easily identify the echoes of the far-end signal, which carry
this secret code and its pilot and then remove these echoes. In addition, a non-linear processor
may be used after the matching filter to further reduce the residue echo and improve AEC

performance.



WO 2007/147033 PCT/US2007/071180
[00141} Features and advantages of the present invention may be better understood with

reference to the figures and discussions that follow,

[00142}  Echoes have been a significant problem in communication. As discussed in the
background of the mvention, in the prior art, a filter {or echo canceller) may be employed to

model an echo path in trying to provide signals to cancel the echoes.

[00143] Fig 8A shows a block diagram of an example prior-art communication device 800
{prior-art device 800} including a filter 814 {or echo canceller 814) for echo cancellation. As
shown in the example of Fig. BA, prior-art device B00 may include a signal receiver 802 for

oes

signal v’} from a remote {or far-end) party and a signal

T

receiving far-end signals {e.g..

transmitter 818 for sending signals (e g., signal z} to the remote party.

[00144]  Prior-art device 800 may also include a speaker 806 for playimg out the received
signals to a user of prior-art device 800 (i1.¢, a local or near-end party ) and & microphone 810
for collecting near-end signals {e.g., signal x, which may include vorce of the local party and

background noises).

[00145]  Prior-art device 800 mayv also include bufter 812 for butfering signals received from
signal receiver 802 and filter 814 for modeling an echo path 808 between speaker 806 and
microphone 814 and for processing signals buftered in buffer 812, Echo path 808 may
represent multiple paths of delay, attenuation, reverberations, ete, fransforming signal y™ into

signal v1, for example.

[00146]  Pror-art device 800 may further include summation function 816 for subtracting
outputs of filter 114 from outputs of microphone 8§10, Prior-ant device 800 may further include

a signal feedback path for feeding outputs of the summation function 816 back to filter 814

[0G147F A signal (e.g., signal v7) received by signal recetver 802 may be forwarded to both
speaker 806 and buffer 812, Filter 814 may receive the signal from buffer 812, process the
signal with a model of echo path 808 to generate a cancelling signal {e.g., x2, a function of v},
and send the cancelling signal to a summation function 816, In turn, summation function 816
may subtract the cancelhing signal {e.g., 2=f{y") recetved from filter 814 from a signal {e.g
xI=x+y 1) received from microphone 810 to generate a subtracted signal (e.g., z} and send the

subtracted signal to signal transmitter 818, The output of summation function 816 may be fed

back to the filter 814 for updating and improving the echo path model 1n filter 814
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[00148} The echo cancellation method implemented in prior arrangement 800 is further

described with reference to Fig, 8B,

[00G149F  Fig 8B shows a flowchart of an example prior art method utitized, for example, in
prior-art device 800 (shown in Fig. 8A), for cancelling echoes. As shown in the example of
Fig. 8B, the method starts with step §50, at which signal receiver 802 {shown in Fig. 8A) may

send a signal v*. Then, control may be transferred to step 852 and 854

[00150} At step 852, speaker 806 (shown in Fig. 8A) may receive signal v'. At step 156,
microphone 810 (shown in Fig. 8A) may recetve a signal y1 plus near-end signal x. Signal v
may represent a transformed signal of signal v7 because of delay, attenuation, reverberations,
ete. The delay, atlenuvation, reverberations, etc. may be caused by echo path 808 between
speaker 806 and microphone 808 {shown in Fig. 8A}). Signal x may include the local party’s
voice plus local swrounding background notses picked up by microphone 810, Signal x1 that
represents a combination of signal v1 and signal x may then be sent to summation function §16

{shown in Fig 84}

[00151} At step 834, buffer 812 may also recetve signal ¥7. At step 838, filter 814 may
process signal ¥’ with a model of echo path 808 to produce signal x2, a function of v°, e.g

Prri

f{¥7), which is then sent to sumumation function 816 (shown in Fig. 8A).

[00152} At step 860, summation function 816 may subtract signal x2 from signal x1 {0
produce a signal z. deally, if f{y7) equals to v1, then z will equal to x, the near-end signal that
is of Interest (o the remote party with echo {represented by y1) removed. However, the model
of echo path 808 implemented 1o filter 814 may not be accurate, and typically z may not be

equal tox.

[00153] At step 862, stmmation function 816 mav send signal z to signal transmitter 318 for

z 10 be transmitted the remote party.

[0G134] At step 864, summation function 816 may feed signal 2 back to filter 814, for
updating and improving the echo path model utilized at the step 858, The feedback of signal z
and associated calculations and updates may cause filter 814 {0 require additional processing
time or Processing power.

[00135}  The quality of signal z {i_e., the error of signal z with respect to signal x} may
depend on algorithms and echo path modeling implemented in filter 814 as well as the

processing power and memaory of the computing device unplementing filter 814
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[00156}  For prior art devices, arrangements, and methods, as lusirated by prior-art device
800 of Fig. 8A and the method of Fig. 8B, correct modeling of echo path 808, as performed by
filter 814, may be crucial for effectively cancelling echoes. However, given various
surrourtding noises, reverberations of the surrounding notses, and/or other factors, echo path
808 may be dynamic and therefore may be difficult to model correctly. As a resudt, the prior

art devices, arrangenments, and methods mav not be able to effectively cancel the echoes,

[00157]  The prior art devices, arrangements, and methods may face further challenges in
double-talk scenarios, in which the tocal (or near-end} party and the remote {or far-end) party
are talking at the same time. Since the local party’s votce and the remote party’s voice may
have similar human voice characteristics, filter 814 may be unable to correctly identify which
signals to be input into the model of echo path 808, As a result, part of the local party’s voice
may be cancelled, and part of echoes may not be cancelled, and the ervor of the echo path
model in filter 814 may become divergent instead of converging, resulting in undesirable

guality of communication.

[00158]  Accordingly, in the prioy art, much resource has been devoted to improving
algorithms for modeling echo path 808, Further, filter 114 may requive a large amount of data
memory and may require a CPU{s} with high processing power. As a result, a high cost for

implementing echo cancellation may be ncurred.

[00139]  In contrast, one or more embodiments of the present invention involve an apparatus
for canceling a signal even if a filter is not provided. In one or more embodiments, the signal
may represent a digital signal. The apparatus may include an identification code (ID code)
generator configured to generate an ID code. The apparatus may also include an 1D code
ijector contigured to inject the 1D code tnto at feast one of the signal and a processed sigual to
produce a convolved signal, The processed signal may be resulted from a processing, such as
background noise removal, of the signal. The apparatus may further include an ID code
detector configured to detect at least one of the convolved signal, a transformed signal, and a
transformation of the convolved signal, wherein the transformed signal may be resulted from
the transformation of the convolved signal. The transformation of the convolved signal may be
caused by the configuration and/or environment of the apparatus. For example, the
transformation of the convolved signal may represent the delay caused by one or more echo
paths between the speaker and the microphone of the apparatus; the transformed signal may

represent a delaved signal given the existence of the delay. The apparatus may further include
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an arithmetic function configured to remove at least one of the convolved signal and the

transtormed signal.

[00160]  Fig. 9A shows, 1 accordance with one or more embodiments of the present
invention, a block diagram of a communication device 900 {device 200) that may cancel
echoes even if a filter is not provided. The block diagram may also represent a communication
system or arrangement with the components shown in Fig. 9A implemented in one or more

devices.

[QGI61F  Device 900 may include mput/output components such as a signal recerver 904 {for
receiving a far-end signals from a remote party), a signal transmitter 932 (for sending signals to
the remote party }, a speaker 914, and a microphone 916 (focal microphone 916). An echo path

908 that travels from speaker 914 to microphone 916 may exist.

[00162]  Device 900 may also include a signal-processing module such as a background-
noise remover 906, Background-noise remover 906 may be configured to remove background
noise from signals received from signal receiver 904, Background-noise remover 906 may be
implemented utilizing one or more well-known algorithms such as spectral subtraction for

removing the background noise.

[00163]  Device 900 may also include modules for canceling echoes. The modules may
include identification code generator 922 (ID code generator 922}, identification code injector
10 (1D code tnjector 910), wdentification code detectar 924 (1D code detector 924), and buffer
926, The modules may also include a transformation module such as, for example, delay 928,
for ransforming signals such as, tor example, introducing a delay. The modules mav also

include an arithmetic function such as, for example, summation function 930

[00164] 1D code generator 922 may be configured to generate a controliable and removable
1D code such that a portion of a signal may be identified. The portion of the signal may then
be removed, for example, for echo canceliation purposes. The ID code may represent a
pseudorandom code that may simulate @ background noise or comtort noise. ID code
generator 922 may include a inear teedback shift register for generating a pseudorandom noise

sequence 1o be utilized as the 1D code.

[00165]  Alernatively or additionally, the 1D code may include a high frequency or low-
frequency signal that is unperceivable {0 human ears. In one or more embodiments, the
sampling rate of microphone 916 may be configured to process the high frequency or low-

frequency signal, for example, through conligoring hardware andfor software (or driver} of
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microphone 916, In one or more embodiments, with the I code representing a signal that is

anpercervable to human ears, device 900 may not include background-noise remover D06,

[0G166} 1D code injecior 910 may be configured to inject the 1D code generated by 1D code
generator 922 inte a signal. 1D code injector 910 may be implenented by some well-known
algorithms such as digital correlation for inserting the ID code into the signal, for example, by

convolving the ID code with the signal to produce a convolved signal.

[00167} 1D code detector 924 may be configured to detect the 1D code within the convolved
signal, for example, in a mixed, superimposed, andfor further convolved signal involving one
or more other signals. Alternatively or additionally, ID code detector 924 may be configured
to detect a transformed signal resulted from a transformation of the convolved signal and/or the
ID code; the transformation may be caused, for example, the configuration and/or environment
of device 900, Additionally or additionally, 1D code detector 924 may be configured to detect
the transtormation. The transformation may include a delay and a signal level attenuation. 1D
code detector 924 may implement one or more well known algorithm such as digital

correlation or match filter for detecting the 1D,

[00168]  Delay 928 may be configured to introduce a delay into a signal. The delay may be
employed in simulating the transformation. Delay 928 may be implemented by a sample delay

line shift register for introducing the delay.

[00169]  Each of noise remover 906, ID code generator 922, 1D code injector 910, 1D code
detector 924, and delay 928 may be included in software that may be downloaded to a user
device such as, for example, a telephone, a mobile phone, g teleconference device, ete. {e.g.,
for acoustic echo cancellation} andfor a server device {e.g., for hine or network echo

cancellation).

[00170]  Fig. 9B shows, in accordance with one or more embodiments of the present
invention, a block diagram of 1D code generator 922 employed m device 900 (shown in Fig.
9A). 1D code generator 922 mav only include a code generator 921 which will generate a
random code directly. In this case, the code generator 921 may be implemented by some well~
known algorithms, such as lincar feedback shift register with carefully selecting an appropriate

feedback function.

[00171}  However, ID code generator 922 may inclade a code generator 921 followed by a
randomizer 923, In this case, the code generator 921 can generate an appropriate identification

code first without worryving about the randomization. Then this identification code is fed to the
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randomizer 923 to become a pseudorandom noise sequence as the output of 922. The
randomizer 923 could be implemented by a modified liner feedback shift register with its

feedback function controlied by the code generator 921.

[00172]  Fig. 9C shows, in accordance with ane or more embodiments of the present
invention, a flowchart of a method for cancelling echoes, for example, in device 900 (shown in
Fig. 9A). The method starts with step 952, at which the signal receiver 904 (shown in Fig. 9A)

may recerve a signal v'{n) from the remote party.

[OGI73} At step 954, noise remaover 906 may remove background noise from y'(n), resulting
in a signal vin). The background noise may be removed in order to make room for an 1D code

that includes a random notse. Accordingly, the focal party may not receive excessive noise.

[00174] At step 958, ID code generator 922 (shown in Fig. 9A) may generate an 1D code
c{n}. The ID code c¢{n) may represent a known and controliable function. At step 956, 1D code
igector 910 (shown 1 Fig. 9A) may injects the 1D code ¢fn} into signal y{n). As a result, a
convolution of cfn) and v{n) may be generated. For example, the convolution of ¢{n} and v{n)
may be a convolved signal ¢{n}*y(n). Then, control may be transterred to step 962 and step
G80.

[00G17S] At step 962, speaker 914 (shown in Fig. 9A) may receive the convolved signal
c{ny*y(n}. At step 964, microphone 916 {shown 1n Fig. 9A) may recetve a delaved signal from
speaker 914, 1.e., signal o{n-dy*v{n-d}). Microphone 916 mav alse pick up another input signal
x{n), which may include voice of a local party {e.g., m a double-talk scenanio} and/or
hackground notse surrounding microphone 916, Microphone 916 mav then output a combined
signal x(n) + c{n-d)*y(n-d} to 1D code detector 924 (shown m Fig. 9A) and summation

function 930 (shown in Fig. 9A). |

[00176] At step 980, buffer 926 (shown in Fig. 9A) may butfer a copy of convolved signal

c{ny*yv{n} and output the copy of the convolved signal to delay 928

[00177]  Atstep 966, ID code detector 924 {(shown in Fig. 9A) may detect the 1D code c{n-d)
in the combined signal x{n) + c{u-d)*v{n-d) and may determine a delay amount d by
comparing cof{n-d} with c(n) received from 11 code generator 922 given that ¢(n) is a known

and controliable function. The delav amount d may be fed into delay 928 (shown in Fig. 9A).

o
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[00178] At step 982, delay 928 (shown in Fig. 9A) may introduce the delay amount d into
the output of buffer 926 from step 980, 1.e., a copy of ¢{ny*v(n), resulting in a copy of ¢{n-
dy*yin-d).

[001791 At step 990, summation function 930 (shown in Fig. 9A) may subtract the output of
step 982, 1.¢e., the copy of signal c{n-d)*y{n-d}, from the output of step 964, Le., signal x(n) +
c{n-dY¥y{n-d} In other words, at step 990, summation function 930 caleulates signal x(n) +
o{n-dyvin-d) - c{n-dy*v{n-d) 1o obtain signal x(n), which may represent the input signal picked
up by receiver microphong 916 (shown in Fig. 9A) with no presence of an echo of signal v’ {1},
which may be represented by signal v{n-d). Signal x(n) may include voice of a local party,

g.g., in a double-talk scenario, and/or background notse surrounding microphone 916

[00180] At step 992, signal x{n}, including voice of a local party, e.g., in a double-talk
scenario, and/or background notse surrounding microphone 916 and containing no echo, may
be sent to signal transmitter 932, Thus, echoes may be effectively canceled in both signal-talk

and double-~talk scenarios.

[00181}  Ascan be appreciated from the foregoing, embodiments of the present invention
may effectively cancel echoes without the need of a filter {or echo canceller) that is required in
a prior art device, arrangement, or method. Being inmune to possible errors in echo path
modeling that the filter may rely on, embodiments of the present invention may provide more
accurate echo cancellation and faster cancellation, and therefore better quality of service.
Further, the embodunents of the present invention may effectively cancel echoes in double-talk

scenarios where conventional fitters may vsually perform poorly.

[00182]  Without substantially relying on filter and associated complexity of echo path
modeling, embodiments of the present invention may also advantageously eliminate the need
for high CPU processing power and large data memory that may be required by the filter,

thereby reducing the cost in implementing echo cancellation.

[001831 €. Content-Based Jitter Buffer Scheme for Voice/Video over IP Communications
[00184]  One or more embodiments of the present invention provide a mechanism to handle
excessive WLAN jitter using VAD and jitter compensation for audio. One or more
embodiments of the present invention work also for video where lack of motion or no motion
is used in conjunction with packet jitter.

[OG18S]  One or more embodiments of the present invention relate 1o a packet

communication device. The packet communication device may include a detector configured
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to detect a characterized content in incoming packets received by the packet communication
device. The packet communication device may further include a play-out control configured to
perform an adjustment of the incoming packets to produce adjusted packets and cutput the
adjusted packets, if the detector has detected the characterized content in the incoming packets.
[00186]1 A new jitter buffer scheme called content-based jitter buffer is proposed to
overcome the current jitter buffer technology hmitation. In accordance with one or more
embodiments of the present invention, not only the RTP header information of the incoming
packets, but also their RTP pavlead contents to identity the silences and talk spurts on the
incoming packets are observed. Then based on this silence or talk spurt cue to decide when the
plav-out delay can be inserted to compensate the network packet jitter. With this new scheme,
the jitter bulTer on the receiver side will no longer depend on the transmitter’s sifence
suppression any maore.
[00187}  Fig. 5A-B gives a high fevel overview of the jitter buffer architecture. Is the path
the packets will trace through functional blocks in the Votce Quality Engine (VQE}. The aim
here is introdoce an adaptive de-jitter controfler to even out play-out. A similar scheme may be
used to handle video jitter.
[00188]  In one of prior art jitter bufter designs, a so-called receiver-side VAD (voice
activity detection} may be used to prevent the jitter buffer overflow.
[00189] In another word, the silence or talk spurt cue is used to flush the jitter buffer when
the sifence or alk spurt cue reaches the maximam length. The differences of the new scheme
from the prior art design include that the silence or talk spurt cue is used to control when the
play-out delay can be inserted to compensate the network packet jitter. So, in accordance with
one or more embadiments of the present Invention, the silence or talk spust detection will
become a key part of the jitter buffer scheme. Under some circumstances it may be too late to
make any adjustment when the jitter buffer becomes overflow.
[001907  Here is how this content-based jitter buffer apparatus and methods can be applied to
the real-world applications. Both voice and video cases are described as follows.
[00191]  The figure SA shows a block diagram voice of a jitter buffer 1 accordance with one
or more embodiments of the present invention. The core jiiter bufler includes one or more
components for packet quening, packet plav-out, jitter calculation and jitter compensation.
Here the decoder and VAD will generate a silence or talk spurt indicator. The sifence or talk
spurt indicator is then fed back 1o the jitter compensation part and used to decide when to insert

the play-out silence to compensate the network packet jitter,
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[00192} Fig 58 shows a block diagram of a video jitter buffer in accordance with one or
more embodiments of the present invention. The core Jitter buf¥er is sinular to voice’s one,
except the play-out delay will be inserted when there is no motion or very low motion on the
video frames. Here after the decoder, the motion estimation and the motion compensation will
generate a residue frame. A no-motion dicator can be formed from this residue frame plus
some specific threshold. The no-motion 1adicator then fed back 1o the jitter compensation part
and used to decide when 1o tnsert the play-out silence to compensate the network packet jitter,
In video, inserting the play-out silence is actually to stop playving out the new frame whale
repeating the previous video frame.

[00193]  As discussed above, problems such as packet delays (i.e., late arrivals of packets),
packet delay variations, and packet loss may have negative effects on quality of service ((3oS)
in packet communication. Packet delays and packet delay variation may also be known as
jitter. To address the problems, in the prior ant, a fixed de~jitter buffer scheme may be
employed to compensate the {ate arrivals of packets by pertodically inserting delays (e.g., in
the form of silence packets or comfort noise packets) when playing out packets from a packet
buffer. Howeves, with the fixed de<jitter scheme, delays may be excessively inserted between
vorce packets, resulting in choppy voice.

[00194]  In the prior art, a transmitier-side voice activity detector (VAD) may also be
employed for adaptively inserting delays, thereby compensating packet delays and packet
delay variations. However, the transmitter-side VAD may not be supported by some user
devices. Further, given existing VAD algorithms, the transmitter-side VAD may cause
undesirable noise or choppy voice, for example, when a transmutting party is performing music
playback, because pauses in music may be treated as silence and inappropriately handled. For
another example, when the transmitting party uses G.729AB codec with the transmitter-side
VAD turned on to play out some music, the user in the receiver side may perceive distorted
music. Therefore, the transmitter-side VAD may be commonly turned off by packet
commumeation service providers and may not be able to compensate packet delays and packet
delay variations. As a result, fixed de-jitter buffer scheme may still be emploved, and the
quality of service may still be undesirable to a receiving party.

[00198]  Further, m the prior art, a receiver-side silence detector may be employed for
controlling packet buffer overflow, for preventing packet loss. However, according to

arrangements in the prior arl, voice packets may be discarded and therefore fost when the



WO 2007/147033 PCT/US2007/071180
packet butfer is nearly full or is full, and the quality of service may be undesivable to the

receiving party.

[0G196}  In contrast, embodiments of the present invention may employ a receiver-side
silence detector for timely compensating delays and delay variations and adaptively playing
out packets from the packet buffer. Advantageously, the transmitter-side VAD is not needed,
and desirable quality of service may be provided. Further, one or more embodiments of the
present mvention may employ a recetver-side video detector, thereby adaptively handling jitter

n video communication.

[00197]  The present invention relates, in one or more embodiments, to a packet
commumeation device that may include a detector configured to detect a characterized content
in incoming packets received by the packet communication device. The characterized content
may represent silence {e.g., a ime period with no voice packets received) in voice
communication. Alternatively or additionally, the characterized content may represent at feast
one of no motion and an amount of motion that is lower than a threshold, For example, the
threshold of & no-motion or still picture may be selected to be 10% to 15% (in terms of data

volume) of the tfull active picture in video communication,

[0G198]  The packet communication device may further include a play-out controt
configured to perform an adjustment of the incoming packets to produce adjusted packets and
output the adjusted packets, if the detector has detected the characterized content in the
incoming packets. FThe adjustment may include insertion of a delay, for example, in the form
of silence packets or comfort noise packets. Alternatively or additionally, the adjustment may
include repeating playing out packets that have been previously played out. As a result, the
delays and delay variations of the incoming packets received at the packet buffer may be
timely compensated, and the adjusted packets may be of acceptable quahity to the receiving

party.

[00199]  Features and advantages of the present invention may be betier understood with

reference to the figures and discussions that follow.

[00200]  Fig. 10A shows a block diagram of a first example prior art packet voice
commumcation arrangement (first prior art arrangement) with an adaptive jitter bufter scheme.
As shown in the example of Fig. 10A, the first prior art arrangement includes a fransmitter-side

device 1091 and a recetver-side device 1092, connected through network 1003, Each of
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transmitter-side device 1091 and receiver-side device 1092 mav represent a telephone, a

mobtle phone, or a teleconference device.

[0G201}F  Transmitter-side device 1091 may include the following components: speech buffer
1000, voice activity detector 1001 (VAD 1001), and transmitter 1002, These components may

be described as follows:

[00202]  Speech butfer 1000 may be configared to receive voice packets {packets) from a

microphone, bufter the packets, and then transmit the buffered packets to VAD 1001,

[00203]  VAD 1001 may be configured to insert a silence descriptor (S1D) when there is
silence {1.e., a peniod of time between voice packets) in the packsts received from speech
buffer 1000

[00204]  Transmitter 1002 may be configured to receive the packets from VAD 1001 and

transmit the packets to network 1003,
[00205]  Inturn, network 1003 may transmit the packets to receiver-side device 1092

[00206]  Receiver-side device 1092 may include the following components: packet butier
1004, packet play-out control 1003, delay insertion control 1006, delay information module
1007, jtter caleulator 1008, and play-out delay calculator 1009, These components may be

described as follows:

[00207}  Packet buffer 1004 mav be configured 1o receive the packets from network 1003,
butter the packets, and then send the packets to jitter caleulator 1008, delay insertion control

1006, and packet play-out control 1005,

[00208}]  Hiter calculator 1008 may be configured to calculate the size of jitter in the packets.
The jitter may represent silence, 1.e., a time period between arnivals of two voice packets with
no data.

[00209]  Delay msertion control 1006 may be configured to determine when to insert delays
based on SIDs inserted in the packets by VAD 1001 of transmitter-side device 1091, Delay
insertion control 1006 may receive jitter size information from jitter calculator 1008 and may

receive packets from packet buffer 1004

[00210} Play-out delay calculator 1009 may be configured to receive jitter size information
from jitter calculator 1008, Based on the jitter size information, play-out delay calculator 1009

may calculate sizes of delays to be inserted into the packets.
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[00211} Delay information module 1007 may be configured to consolidate information from
delay insertion control 1006 regarding timing for inserting the delays and information from
play-out defay calculator 1009 vegarding the sizes of the delays. Accordingly, delay
information module 1007 may build the consolidated information into a data structure and send

the data struciure to packet play-out control 1005

[00212]  Packet play-out control 1005 may be configured to receive packets from packet
butter 1004 and mnsert delays nto the packets, according to the data structure recerved from

delay information module 1007.

[00213]  Fig. 10B shows a flowchart of a transmitter-side process of a prior art jitter buffer
scheme utitized, for example, in the first prior art arrangement shown in the example of Fig.
10A. The transmitter-side process starts with step 1060, at which speech buffer 1000 (shown
in Fig. 10A) may receive packets, for example, from the microphone used by a transmitting

party. Speech buffer 1000 many then buffer the packets.

[002141 At step 1062, speech buffer 1000 may set the marker bit of each packet to 0 by
detaudt. When each packet reaches the final step 1072, the marker bit of the packet may be set
to 1 if the packet 1s the first voice packet of g talk spurt. Otherwise, the marker bit may be kept

to 0.

[00215] At step 1064, VAD 1001 may determine whether the packets contain one or more
silence periods (1.e., one or more time pertods with no data between packets). It the packets
contain one or more sifence pertods, control may be transferred to step 1074, i not, control

may be transferred to step 1066

[00216]  Atstep 1074, VAD 1001 may determine whether a SID(s) have been set in the
packets. A SID (silence descriptor) is configured to mark the beginning of a silence period. It
the SID(s) have been set for a stlence period(s) in the packets, control mav be directly
transferred back to 1072; if not, control may be transferred to step 1076 before being
transterred to step 1072, At step 1076, VAD 1001 mav generate the S1ID{s) for the packets. At

step 1072, ransmitter 1002 (shown in Fig. 10A) may transmit the packets to network 1003,

[00217F At step 1066, VAD 1001 may determine whether the packets contain a first voige
packet(s) after a silence period(s). 1f the packets contain a first voice packet(s), control may be
transferred to 1068, at which VAD 1001 may set the marker bit(s) for the first voice packei(s)
to }. If the packets contain no first voice packet{s}, control may be transferred to step 1072, at

which transmutter 1002 may transmit the packets to network 1003,
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[00218}] Fig 10C shows a fowchart of a prior art delay calculation process. The delay
calculation process may be part of the receiver side process utihized, for example, in receiver-
side device 1092 of the first prior art arrangement shown in Fig. 10A. The delay calculation
process may be performed involving packet buffer 1004, delay insertion control 1006, jitter
calculator 1008, play-out delay caleulator 1009, and delay information wodule 1007 of

receiver-side device 1092 shown in the example of Fig, 10A

[00219]  The delay calculation process may start at step 1022, at which packet butfer 1004
may receive packets from network 1003 and buffer the packets. For example, the packets may
represent packets transmitted by fransmitter 1002 (shown w Fig. 10A) at step 1072 (shown
Fig. 108).

[002201 At step 1024, jitter calculator 1008 may caleulate an average jitter }.

[00221} At step 1026, jitter caloulator 1008 may caleulate jitter deviation v,

[002221  Atstep 1028, play-out delay caloulator 1009 may caleulate a play-out delay using §

and v and based on a network model represented by (3, v}, 1.e., delay d = {{j, v}.
[00223] At step 1030, delay insertion control 1006 may determine whether packet buffer
1004 15 empty. I packet buffer 1004 is emipty, control may be transferred to step 1038; if not,

control may be transferred to step 1032,

[00224] At step 1032 delay insertion control 1006 may determine whether marker bit{s) of
value 1 have been set. If the mark bit{s) of value 1 have been set, control may be transferred to

step 1038, if not, control may be transferred to 1034,

[00225]  Atstep 1034, delay insertion control 1006 may determine whether there is a S1D{s)
in the packets. If there is a SID(s), control may be transferred to step 1038, i not, control may

be transferred to step 1036,

[00226]  Atstep 1036, delay tnsertion control 1006 may determine whether the average jitter
] is greater than a predetermined threshold. For example, the threshold here may be the length
of packet butfer 1004,

[00227}  If the average jitter | is greater than the predetermined threshold, control may be
transferred to step 1038; if not, control may be directly transferred to step 1040,

[00228] At step 1038, delay information module 1007 may consclidate size and timing

information for mserting delays, then control may be transferred to step 1040
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[00229] At step 1040, information pertaining to inserting delays may be output to play-out

control 1065,

[0G2307  Fig. 10D shows a flowchart of a prior art packet play-out control process. The
packet play-out control process may be part of a receiver side process utilized, for example, in
receiver-side device 1092 of the first prior art arrangement shown in Fig. 10A. The packet

play-out control process may be performed by packet play-out control 10035 shown in Fig. 10A.

[00231]  The packet play-out control process starts at step 1042, at which packet plav-out
control 1003 may receive packets from packet buffer 1004 (shown in Fig. 10A) and may
receive the information pertaining to inserting delay as a result of step 1040 (shown in Fig.

10C) from delay information module 1007 {shown in Fig. 10A).

[00232] At step 1044, packet play-out control 1005 may determine whether enough delays
have been nserted. I enough delays have been inserted, control may be transferred to step

1048, 11 not, control may be transterred to step 1046,

[00233] At step 1046, packet play-out control 1005 may insert delays (e.g., in the form of

silence packets or comfort notse packets) into the packets received from packet buffer 1004,
[00234] At step 1048, packet play-out control 1008 may retrieve packets from packet buffer
1004,

[00235] At step 1050, packet plav-out control 1004 may plav out packets resulted from steps
1046 and 1048,

[002361  Fig. 10E shows a schematic representation of received packet flow at packet buffer
1004 (shown in Fig. 10A) when the transmitter-side VAD 1001 (shown in Fig. 10A) is turned
on. As shown in the example of Fig. 10E, the received packet flow may include voice packets
1080, sitence 1084 following voice packets 1180, voice packets 1086 following silence 1084,
silence 188 [ollowing voice packets 1086, ete. Silence 1084 and silence 1088 represent ime
periods during which no voice packets are received at packet play-out contral 1005, Since
VAD 1001 1s turmned on, VAD {001 may have set marker bits of first voice packets such as
packets 1080a and 1086at0 1. The marker bits of value 1 may be utilized at step 1032 shown
in Fig. 10C for determining when to insert defay.

[00237]  Further, VAD 1001 may bave inserted SID 1082 at the beginning of sifence 1084
and SID 1090 at the beginning of silence 1088, SID 1082 and SID 1090 may also be utilized

at step 1034 shown in Fig 10C to determine when to insert the delay.
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[00238} Fig 10F shows a schematic representation of received packet flow at packet buffer
1004 (shown in Fig. 10A) when transmitier-side VAD 1001 (shown o Fig, 10A) 15 turmed off,
Because existing algorithms employved in VAD 1081 may cause undesirable notse or choppy
voice, for example, in music playback, VAD 1001 may commonly be turned off by packet

communication service providers and therefore may not be able to provide information related

to voice activity.

[002391  As shown in the example of Fig. 10F, the received packet flow may inchude voice
packets 1092, silence packets 1094 following voice packets 1092, voice packets 1096
following silence packets 1094, sifence packets 198 following voice packets 1096, ete.
Because VAD 1001 is turned off, there may be no SID inserted for the silence periods
represented, for example, by silence packets 1094 and silence packets 1098, As a result, step

1034 {1e., defecting SIDs) shown in Fig. 10C may not be performed.

[002401  Further, although voice packet 1092a may have a marker bit value of 1, all of the
rest of the received packets may have a marker bit value of 0. Therefore, step 1032 (i.e,
determining whether mark bit values for first packets are set to 1) shown in Fig. 10C may not

be performed.

[0G2411  Sull fuather, when VAD 1001 on transmitier stde 1091 13 turned off, the packets
may be continuously coming into the packet buffer 1004 on receiver side 1092 such that packet
buffer 1004 may never be empty. Therefore, step 1030 {1 e, determining whether packet
buffer 1004 is empty) shown in Fig. 10C may not be performed as designed.

[00242]  Accordingly, when VAD 1001 is turned off, delay wnsertion control 1006 may not
be able to perform steps 10306, 1032, and 1034 for determining the timing for inserting delays.
Although, at step 1036 shown in Fig. 10C, delav insertion control 1006 may still be able obtain
information regarding whether the average jitter }{1) 1s greater than the predetermined
threshold, the information is not sufficient for determining the timing for inserting the delays.
For example, when the average pitter (1) 1s greater than the predetermined threshold, 1t may
have been to late to insert the delays. Consequently, the delays may be tnserted at inaccurate

timing, causing choppy voice m voice communication,

[00243]  Furthermore, even if VAD 1001 is turned on, existing VAD algorithins may not

enable VAD 1001 to insert SIDs precisely. As a result, front-end clipping and/or rear end

clipping of votce packets may occur, and votce quality may be undesirable to a receiving party.
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[00244}  Fig 11A shows a block diagram of a receiver-side device 1100 of a second prior art
packet voice communication arrangement (second prior art arrangement), which includes
adaptive buffer overflow control. As shown in the example of Fig. 1A, receiver-side device
H100 mcludes the components of receiver-side device 1092 1n the first prior art arrangement
shown o Fig, 10A. In addition, receiver-side device 1100 includes additional components
1180. The additional components 1180 may include decoder 1118, silence detector 1116, and

bufter overflow control 1114, described as follows:
[00245]  Decoder 1118 may be configured to decompress voice packets.

[002461  Silence detector 1116 may be configured to detect silence 1n the packets received
from decoder 1118, If theve is silence, then sitence detector 1116 may set a silence flag value

to b, If there is no silence, silence detector 1116 may set the silence flag value to 0.

[00247}  Buffer overflow control 1114 may be configured to monitor the status of packet
bufter 1102, According to the status of packet buifter 1102, buffer overflow control 1114 may

determine whether to drop or 10 keep next packets recetved at packet buffer 1102

[00248}  Fig 11B shows a flowchart of a silence detection process utilized, for example, in
receiver-side device 1100 shown in the example of Fig. 11A. The silence detection process
starts at step 1120, at which decoder 1118 {shown in Fig. 11A) may decompress voice packets

{packets) received trom packet play-out control 1104 (shown m Fig. HA)

[002491 At step 1124, silence detector 1116 {shown in Fig. 11A) may determine whether
there 15 silence in the recetved packets. It there 1s silence, control may be transterred to 1130,
at which silence detector 1116 sets the silence flag value to 1. If there is no silence, control

may be transferred to step 1126, at which sifence detector 1116 sets the silence flag value to O,
[0G250F At step 1128, silence detector 1116 may output the silence flag value.

[002511  Fig. 11C shows a flowchart of a buffer overflow control process utilized, for
example, i recarver-side device 1100 shown in the example of Fig. 11A. The buffer overtiow
control process may be performed by buffer overflow control 1114 shown in Fig. 11A. The
butter overflow control process starts at step 1132, at which buffer overflow control 1114

receives the sifence fag value from sitence detector 1116 {shown in Fig, 11A},

[00252]  Atstep 1134, buffer overfiow control 1114 may determine whether packet bufter

1102 (shown 11 Fig. 2A) has reached a first threshold such as, for example, 100% tull. If

"}
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packet buffer 1102 has reached the first threshold, control may be transterred 1o step 1144; if

not, control may be transterred to step 1136.

[00G2531 At step 1144, buffer overtlow control 1114 may command packet buffer 1102 to
discard newly received packets, regardless of whether the newly receive packets represent
voice packets. Butfer overflow control 1114 may also command packet buffer 1102 to provide

packets to be plaved out.

[00254]  Atstep 1136, buffer overflow control 1114 may determine whether packet butter
1102 has reached a second threshold such ag, for example, 80% full. I packet buffer 1102 has
reached the second threshold, control may be transferred to step 1140; if not. control may be

transferred to step 1138,

[00235]  Atstep 1140, buffer overflow control 1114 may determine whether the silence flag
value received from silence detector 111615 1, I the stlence flag value is 1, control may be

transferred to step 1142; if not, control may be transferred to step 1138,

[002536] At step 1142, buffer overflow control 1114 may command packet buffer 1102 to
discard newly received packets since the newly received packets may represent silence. Buffer
overtflow control 1114 may also command packet buifer 1102 to provide packets to be played

out. Control may then be transferred to step 1138,
[Q0257] At step 1138, packet buffer 1102 may receive and butfer packets.

[00258}  The butfer overtlow control process shown in the example of Fig. 11( may not be
effective in maintaining gquality of service. For example, when packet buffer 1102 has reached
the first threshold, e g., 100% full, voice packets may be discarded according to step 1144
Therefore, choppy voice may be resulted. Further, when packet buffer 1102 has reached the
second threshold but not the first threshold, e g . 80% full but not 100% full, packet buffer
1102 may still receive bursts of voice packets which are greater than the remaining capacity of
the packet buffer 1102, Consequently, overflow may still occur, and packets (inclading voice
packets) that exceed the capacity of packet butfer 1102 may still be lost. As a result, quality of

service may be undesirable to a receiving party.

[002391  Fig. 12A shows, i accordance with one or more embodiments of the present
invention, a block diagram of a receiver-side device 1200 of a packet voice communication
system with adaptive jitter handling. Receiver-side device 1200 may represent a user device

such as, for example, a telephone, a mobile phone, a teleconference device, an audio player, or

Lt
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a video phone. Alternatively or additionally, receiver-side device 1200 may represent a server

device in a packet communication network.

[0G2607  As shown in the example of Fig. 124, receiver-side device 1200 may include one o
more of the following components: packet buffer 1202, packet play-out control 1208, decoder
1210, delay insertion control 1214, delay information module 1216, jitter calcudator 1204, and
play-out delay caleulator 1206, Receiver-side device 1200 may further include a detector
configured to detect a characterized content such as silence detector 1212 for detecting silence.
Silence detector 1212 may be configured to receive decompressed packets from decoder 1210,
Silence detector 1212 may further be configured to process the decompressed packets and
provide a silence flag (but not the decompressed packets) to delay insertion control 1214
through link 1299

[on2s1i One or more of the components may be included in software that may be

downloaded into receiver-side device 1200

[00262]  One or more components of recetver-side device 1200 mav have capabilities similar
to capabilities of components of receiver-side device 1100 shown in Fig. 11A. However, in
contrast with silence detector 1116 of receiver-side device 1100, silence detector 1212 may be
configured determine when to msert delays for handling jitters instead of or in addition to

controlling packet buffer overflow.

[00263}]  Further, in contrast with delay isertion control 1108 of receiver-side device 1100,
instead of recelving information from jitter caleulator 1204 as m the prior art jitter buffering
schemes, delay insertion control 1214 may recetve information from silence detector 1212,
[002641  Delay msertion control 1214 may be directly coupled to silence detector 1212
through link 1299, Link 1299 may represent a divect togical link or physical link. There may
be no direct logical or physical connection between jitter calculation 1204 and delay insertion
control 1214, in contrast with hink 1199 between jitter calculator 1110 and delay insertion
control 1108 shown in the example of Fig. 11A and Link 1099 between jitter calculator 1008

and delay msertion control 1006 shown in the example of Fig. 10A.

[00265]  Fig. 12B shows, in accordance with one or more embodiments of the present
invention, a delay insertion control process utifized for adaptive jitter handling utilized, for
example, in receiver-side device 1200 shown in the example of Fig. 12A. The delay insertion
control process starts with step 1220, at which delay insertion control 1214 (shown in Fig.

12A) may determine whether packet buffer 1202 {shown m Fig. 12A) 15 empty, 1.e. containing
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no packets for playing out. If packet buffer 1202 is enipty, control may be transferred to step

1228; if not, control may be transferred t0 1222,

[00266F At step 1222, delay nsertion control 1214 may determine whether the marker bit{s)
of value 1 are set in incoming packets that are received through packet buffer 1202, if the
mark bit{s} of value 1 are set, control may be transferred to step 1228; if not, control may be

transferred to 1224

[002671  Atstep 1224, delay insertion control 1214 may determine whether there is a SID(s)
in the mcoming packets. If there is a S1D(3), conirol may be transferred to step 1228; i not,

control may be transferred to step 1226

[00268]  Atstep 1226, delay msertion control 1214 may determine whether the silence flag
value received from sitence detector 1212 (shown in Fig. 12A)is 1. If the silence flag value i

1, control may be transferred to step 1228, if not, control may be transferred to step 1230,

[00269] At step 1228, packet plav-out control 1208 (shown in Fig. 12A) may insert delays
{e.g., silence packets or comfort noise packets) into the incoming packets according to
wformation received trom delay information module 1216 (shown w Fig. 12A) to generate
adiusted packets. The delay information includes size information provided by play-out delay
calculator 1206 (shown in Fig. 3A) and timing information provided by delay insertion control

1214,

[00270] At step 1230, packet play-out control 1208 may play out the adjust packets. The
adjusted packets may be decompressed by decoder 1210 and then be played out by receiver-

side device 1200

[00271]  As can be appreciated from Fig. 12B, in accordance with one or more embodiments
of the present mvention, delay insertion control 1214 may determine the timing for inserting
delays based on silence flag value received from silence detector 1212 (at step 1220) even if no

information 1s recerved from jitter calculator 1204,

(00272} Fig 13 shows, m accordance with one or more embodiments of the present
invention, a block diagram of a recetver-side device 1300 of a packet video communication
system with adaptive jitter handling. Recetver-side device 1300 may represent at least one of a
telephone, a mobile phone, a teleconference device, a videophone, and a video player.
Alternatively or additionally, receiver-side device 1300 may represent a server device in a

packet conumunication network.
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[00273}] Receiver-side device 1300 may include components performing functions simifar to
functions of components of recetver-side device 1200 shown in the example of Fig. 3A.
Receiver-side device 1300 may include one or more of a packet buffer 1302, a jitter caleulator
1304, a compensation control 1314, a compensation calculator 1306, a compensation

information module 1316, a packet play-out control 1308, decoder 1310, and a video detector

[00274]  What may be different may be that video detector 1312 may be configured to detect
na motion or fow motion in video packets, instead of stlence. Further, instead of being
configured to caleulate and consolidate information for delay insertion, compensation 1306,
compensation control 1314, and compensation information module 1316 may be configured o
calculate and consolidate information for video compensation. The video compensation may
include stopping playving new video frames while repeating video frames and may be

performed by packet play-out control 1308,

[00275}]  Sinular to the configuration of recerver-side device 1200, compensation control
1314 may be directly coupled to video detector 1312 through link 1399 for determining tining

for the video compensation.

[0G276]  The video compensation control process for ptter handling utilized in receiver-side
device 1300 may be sumilar to the delay insertion control process shown in the example of Fig.

12B.

(002771 Ouve or more embodiments of the present mvention may involve a receiver-side
device that includes a configuration similar the configuration of receiver-side device 1300 and
is configured to handle jitter in multimedia communication that includes voice and video.
Further, one or more embodiments of the present invention may involve a delay insertion
control and video compensation control process that is similar to the delay insertion control

process shown in the example of Fig. 12B.

[00278}  As can be appreciated from the foregoing, embodiments of the present invention
may effectively handle jitter in packet communication without dependimg on a transmitter-side
voice activity detector (VAD) or g tixed jitter buffer scheme. Using a receiver-side silence
detector for delay insertion control instead of only for buffer overflow control, embodiments of
the present invention may accurately insert delays without unnecessarily inserting delays inio

voice packets. Advantageously, choppy voice may be reduced, and voice guality may be
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ensured. Further, embodiments of the present invention may be utilized in video

conununication and/or nultimedia communication,

[0G279F B Davitas Description Protocol (DDP)
[00280]  One or more embodiments of the present invention include a lightweight protocol

over SIP that will efficiently transport information between the server and the client and will
work independent of the hardware and software platforms.

[002817  Architecture of DDP: DDP has been architected taking the following factors into
consideration:

[00282} Independent of server and client hardware and OS: The structure and format of the
protocol {(DDP} is such that DIDP is agnostic of the server or handset hardware platform as well
as the operating system running on both of the platforms. In accordance with one or more
embodiments of the present invention, the protocol is architected and designed to run on any
server or handset hardware platform and is independent of the Operating System/SW platform
running as well. For example, DDP may run on Linux, Svmbian, Windows Mobile 5.0, ete. In
swmimary, no special adapter layver needs 1o designed or developed every time this modulg has
to be ported on {0 a new hardware or software platform.

[002831  Decoupled from control plane protocol: DD has been architected such that is can
be used with any of the control plane technologies that 1s use on a given platform —1.¢., SIP,
H.323 ete.

[00284]  Independent of transport protocol: Designed to be efficient when used over both
UDP and TCP. Has an optional module to ensure a level of reliability and performance (using
ACK/NACK and a windowing mechanism) if being used over a transport layver than s best
eftort. This reliability module removes the burden on ngher layer application to worry about
puaranteed delivery especially in environments with high packet loss.

[002851  Generic and application~unaware: DDP will be used for a wide range of application
ranging from critical control plane messages with strict real time requirements to application
that need to transter large amounts of data between the server and the client. Optional module
within DDP enables the application to transfer files and buffers between the server and clieat.
The protocot also does not care about the type of the application data — i.e. binary, test.
[00286]  Service Priosity Level: Enables the scheduling and quening of messages with
different priority levels for application with different delay and service requirements.

[00287]  Support for Encryption: Optional module within DDP alfows the server and handset

to set up a secure tunnel at inittahization and all further exchange of DDP messages are
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encrypted providing a level of security for applications that need encryption. This will still
allow applications to exchange unencrypted messages tor such applications that do not need
encryplion.

[00288]  Built-in Session Management: Has specific control messages to initialize and
maintain the session between the server and the chient

[00289] Independent of the medium: The protocol 1s independent of the medium over which
the client 1s connected to the server. The session could be over Wil cellular data channel or
wired Ethernet.

[00290]  Fig 6A shows an overview of a DDP architecture that is fabricated in accordance
with one or more embodiments of the present invention. As shown in Fig, 64, DDPisa
session layer application that runs over SIP protocol. The encrypied application layer
information that is transmitted between client and server is used to affect handoff decisions,
provide session persistence for data applications such as, for example and without limitation,
email or SMTP. Fig. 6A gives a high level view of the different modules that make up DDP.
Here 1s a brief description of the ditferent modules within DDP in accordance with one or more
embodiments of the present invention:

[00291}] 1. DDP Message Handler: This is comprised of the parser and the message-
formatting module. The parser i1s responsible for checking the validity of a received DDP
message and extracting the various information pieces before invoking the callback handlers.
The formatlting module takes the information from a higher-level application and formats the
DDP message before the DDP message is packed in to a signaling message packet.

[002821 1. Session Management: An inbuilt mechanism to evaluate the health of the
DDP session between two peers and mechanisms for informing the registered applications if
the session fails.

(002931 1. DDP Scheduler: Provision for having different priority levels for DDP
messages based on the application requirements.

[00294} iv.  Reliable DDP module: Support for guaranteeing reliable delivery of DDP
messages depending on the application requirements.

[002es] v, DDX (Divitas Data Transfer} modude: The module that nses DDP messages
for transferning files and data buffers between peers. The DDX module will work independent
of the file tormat or the buffer contents and has mechanisms for ervor checking and

confirmation of delivery.
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[00296] vi.  DDPS: The module in DDP that encrypts and decrypts the DDP contents
before they are inserted o the signaling packets. DDP has a protocol for establishing the secure
DDP tunnel between 2 Divitas peers.

(002971 Fig 6B shows the exchange of DDP messages during the imitialization of a client
when a user fogs on to one of the devices in accordance with one or more embodiments of the
present mvention,

[00208]  In accordance with one or more embodiments of the present invention, DDPisa
Layer 4 or an application laver protocol. DDP can use TCP, UDP or TLS for transport. Similar
to SIP or SDP, DDP is a text-encoded protocol. In accordance with one or more embodiments
of the present mvention, a DDP message comprises a sequence of lines or fields wherein each
line of field begins with a single lower case letter which denotes the type of information that is
being conveved; the rest of the line or field contains pieces of information associated with a
function or method. In accordance with one or more embodiments of the present invention,
there can be multiple lines or fields with the same starting name or type. In accordance with
one or more embodiments of the present invention, each DDP message comprises a set of
mandatory lines or fields and optional lines or field, depending on the specific type of DDP
message being sent. If any of the mandatory lines are missing, a parser will reject the DPP
message. Optional Hines that the parser cannot understand are skipped over. This allows for
backward compatibility and interoperability between different versions of software. Here is an

example of a DDP message:

[00209] v=0.0.0.1

[00300} oEserver

[00301} r=data 2

[00302] cmext 4444

[00303] c=pref cell wift gprs sms wka 3 cka 10 pwd 1200 whys 20 chys 60
[00304} c=wifl rssilo 30 rssibu 60 chlo 30 chhi 50

[00305} ewqos delayio S0 delayhi 100 losslo 1 losshi 10 jitterto 30 jitterhi 50
[00306] c=sry intip 1023414444 extip -1343245032

[00307} g=end

[00308] The DDP message is then added as a message body in a SIP message with a
message body type of "application/ddp™ or “application/ddps”™. The DDP body can also be

sent with other signaling protocols if required.
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[00309]  Exemplary applications of DDP in accordance with one or more embodiments of
the present imvention are described as follows.

[00310]  Voice Mobility: Voice mobility depends on a ot of factors - the primary one being
the WiF1 quality experienced by the client. DDP is used to send the Wil report in real time
with information about the AP that the handset ts currently associated with to make mobility
decistons, The WiFi report can also optionally contain information about the neighboring APs
so that the mobility server can use this information to take preemptive mobility decisions based
on the predicting the movement of the handset. In addition to the automatic updates based on
the Wik1 conditions, DDP is also used for user initiated mobility decisions.

[00311] Client/Device Management: DDP 1s used extensively in managing the chient and the
user experience on the handset. Here are some of the different way in which DDP based
control and bulk transfer messages are used for managing the chient:

a. Device Configuration: Sending device specific configuration to the device during
mitialization once the device/user have been anthenticated.
b, Mobility Thresholds: Wik thresholds based on admumistrator settings for the client
to initiate mobility actions,
c. User Information: When a user logs on to one of the clients, the server pushes the
user specitic information (ke extensions, preferences ete. ) over DDP.
d. Device Image Management: Ability to upgrade the handset software over the air is
achieved using DDP bulk transfer capability.
[00312] Voicemail/Email download to handset: One of the key differentiator of the Divitas
solution is the ability to download voicemails to the bandset and manage them at a ime of your
convenience. The ability to manage voicemails without IVR is possible by proprietary control
messages that interface with the Voicemail system as well the bulk transfer capability 10 DDP
to transfer the voicemails 1o the handset. A similar functionality can also be achieved for
Email system where an adapter module can be built o interface with the Email system of
choice.
[003131  User Presence Management: DDP messages with the user’s preference for voice
and text over the different medinm is communicated to the server for presence management,
This 15 a kev piece of functionality that allows the support of Presence aware calling. The
architecture and design of Rendezvous calling is also based on enhanced presence and user

preferences — all communicated over DDP to provide the service Rendezvous calling is

designed to provide.
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[00314}  Instant Messaging: The messages for IM are tunneled over a DDP session. This
allows the 1M client on the handset to be unaware of the mediuni/protocol 1n which the device
1S operating.

[00315}]  Features and advaniages of the present invention may be better understood with
reference to the figures and discussions that follow.

[00316] Fig. 14 shows a prior art example of a call flow for establishing a connection
between an apphcation client and an application server. Counsider the situation wherem, for
example, a user of g handset wants to employ an application ¢lient 1404 to request for a
software download 1406 via a web browser through a HTTP (hypertext transfer protocol }
connection.

[00317]  Before software download 1406 may occur, an HTTP connection may first have to
be established between application chient 1404 and application server 1402, At a first step
1408, application client 1404 may send a TCP (transmission control protocol} SYN
{synchronization} to an application server 1402, At a next step 1410, application server 1402
may send a TCP SYN-ACK (TCP synchronization acknowledgement) back to application
client 1404, Ata next step 1412, application client 1404 may send a TCP ACK to application
server 1402,

[00318] Ouvce an HTTP connection has been established between application client 1404
and application server 1402, at a next step 1414, application client 1404 may send an HTTP
Get to application server 1402, In other words, at step 1414, application client 1404 1s sending
the user’s request for a software download 1400 to application server 1402,

[00319]  Upon receiving the HTTP Get, application server 1402 may perform a search to
locate the requested download, at a next step 1416

[00320] At anextstep 1418, once the software has been located, application server 1402
may begin sending the requested software as data packets (e.g., TCP data segments) to
application client 1404, In sending the requested software file, the software file may be broken
into a plurality of data packets in order to facilitate the process of sending the software file
through the network.

[00321} At a next step 1420, upon receiving the TCP data segment, apphcation chient 1404
may send a TCP ACK 10 application server 1402,

(003221  Steps 1418 and 1420 may be repeated until all of the data packets for the requested

software download have been sent by application server 1402 to application client 1404,
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[00323}  Once all of the TCP data segments have been sent, then at a next step 1422,
application server 1402 may send an HTTP 200 OK to application client 1404, In sending an
HTTP 200 OK, application server 1402 is notifving application client 1404 that all data
packets related to the software download request have been sent.

[00324]  Ouvce application client 1404 has recerved each of the data packets, then application
client 1404 may send a notification 1424 to the user informing the user that the download has
been completed.

[00323]  For each apphication client on a handset, the method described in the call flow of
Fig. I may have to be perfornmed by each application chient. Thus, if the handset includes
multiple application clients (e.g., video application client, voice application client, instant
messaging application client, game application client, virtual reality application client, ete.), an
independent channel may have fo be established between each application client and its
corresponding application server before interaction between the application client and the
application server may commence. With multiple applications running on a client,
communication between the different applications is not guaranteed. As a result, an
application running on a given client may be unaware of the data exchange that may be
happening for another application on the same client,

[00326]  In addition, the method described in Fig. 115 a cumbersome method that may
require each application on a client to be properly configured in order 1o assure that the
application may successfully interact with 1ts corresponding application on a given server
within an enterprise. This method could create both security risks and increased complexity by
requiring that a separate network session be atlowed for each of the applications that
communicate between a client and a server.

[00327]  In one aspect of the nvention, the inventors herein realized that a single protocol
that 1s independent of hardware {e.g., handset) and software {e.g., video application client,
voice application client, instant messaging application client, game application client, virtual
reality application client, etc.} may be emploved to consolidate all of the applications netwark
sesstons. In other words, the inventors realized that application clients do not need to establish
multiple network sessions with their corresponding application servers. Instead, a protocol
may be implemented that takes advantage of existing control and transport protocals but is
hardware and software independent, thereby allowing a plurality of application clients to

interact with its corresponding plurality of application servers.
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[00328}  In accordance with the embodiments of the invention, a mobility architectural
arrangement is provided by implementing a DiVitas description protocot (DDP). In an
embodiment, the DDP may include a DDP client and a DDRP server. Embodiments of the
ivention enable the DDP {o efficiently transport data packets between a plurality of
application clients on a handset and a plurality of application servers within an enterprise.
Embodiments of the invention also enable DDP to be implemented independent of the
hardware and software platforms.

[00329}  1n an embodiment of the invention, the DDP 15 independent of the hardware
platform. Thus, the DPP may be implemented on dual-mode handsets, personal digital
assistants (PDAg), 802,11 telephones, and the ike, In an embodiment of the invention, the
DPP is also independent of the software platform. As aresult, the DPP may berunon a
Linux® system, a Symbian® system, a Window " Mobile 5.0 system, and the like.

[003307  In the prior art, the establishment of multiple network sessions may require multiple
channels to be established between the client and the server. In other words, a plurality of
“holes” may be “punched” into the firewall of the enterprise in order to enable the plurality of
application clients to interact with thesr corresponding application servers. In an embodiment
of the invention, DDP may be implemented to establish a single secure channel through which
interaction between application clients on a handset and application servers within an
enterprise may be conducted.

[00331]  With a single secure channel from which a plurality of data traffic may be
exchanged, the information that is downloaded onto the handset may be managed by the
application chient. Thus, an application client that may require the utilization of information
that has alveady been downloaded does not have to request for the data to be downloaded
again. Instead, the mobility client with DDP mav be able to direct the application chient to the
storage location of the requested data.

[00332]  In an embodiment of the invention, the DDP mav be independent of the network.
1o an example, the secure channel established by the DDP may be through Wi-Fi network or a
cellular data network, for example. This enables DDP to ensure that a network session can be
handed off to a separate network, when a user on a client device roams.

[00333]  In an embodiment, the DDP is built on top of a control protocol and a transport
protocol. In an embodiment, the DDP may be implemented with any available control protocol
{e.g, SIP, H323 etc) In another embodinent, the DDP may be implemented with any

available transport protocol, such as a user datagram protocol (UDP), a transmission control
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protocol {TCP}, or a transport layer security {TLS), for example. Thus, the DDP is able to
efficiently route data packets and manage connectivity without having to be concemned about
the control and/or transport protocol that may be available.

[00334}  In an embodiment of the invention, the DDP may include a reliability module
{RDDP), which may ensure a level of reliability for the delivery of the data traffic. This
maodule is useful when otilizing a transport protocol, such as UDP, that does not provide
reliability. Thus, DDP may provide assurance of a successful transfer and remove the burden
of monttoring the data wraffic from the application chients.

[00335]  In an embodiment of the mvention, the DDP may be implemented for a plurality of
applications (i.e., application clients and their corresponding apphication servers). In an
example, the DDP may be employed by a simple application that may not require real time
exchange of data. 1n another example, the DDP may be employed by an application that has
real time requirements for the exchange of data. Due to the DDP adapiability, applications
may be added or removed without impacting the capability and versatility of the DDP.

[00336]  In an embodiment of the invention, DDP may include a priority message scheduler
module which may be configured to schedule and queue data tratfic. The DDP may employ
the priorty message scheduler module to automate the plurality of downloads and uploads that
the plurahity of applications may need or require.

[00337}  The features and advantages of the present invention may be better understood with
reference o the figures and discussions that follow.

[00338}  Fig. 15 shows, in an embodiment of the invention, a simple architectural diagram of
the DDP invention. 1o an embodiment of the nvention, DDP 1536 is independent of hardware
and/or software platforms. In an example, DDP 1336 may be impleniented on a plurality of
chent devices, including, but are not inuted to, dual-mode handsets, PDAg, laptops, and the
like. In another example, DD 1536 mayv be implemented with different operating systems,
such as, a Linux® system, a Symbian® system, a Window TM Mobile 5.0 system, and the
like. As aresult, DDP 1536 may be loaded onto different hardware and/or software platform
with minimal modification,

[00339]  DDP 1536 may be built ontop of a control protocol and a transport protocol. Inan
example, DDP 1536 may be used with different type of contrel protocols (e.g., SIP 1532 and
other control protocols 1524} and different type of transport protocols (e.g., UDP 1534, UDP
1528, TCP 1530, TCP 1526, etc.). The type of control protocol andfor transport protocol that

may be emploved by DDP 1536 in order to perform its function may be easily adapted by
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DDP. Thus, if the contrel protocol and/or the transpost protocol change, DDP 1536 will adapt
itself to utilize any combination of available transport and control protocols as required. Note
that changes to the control protocol and/or the transport protocol do not impact the application
layer which may include, but is not limited to, a voice mobility control apphication client 1506,
a device management application 1504, a project management apphication 1502, a
voicemail/email transter application 1508, a device image management application 1510, an
instant messaging apphication 1512, and the hike.

[00340] o addition, DDP 1536, in an embodument, that is capable of determining the
preferred transport protocol to provide the best performance and reliability. Thus, the
responsibility of identifving the correct transport protocol may be centralized and moved from
the plurality of applications to DDP 1536, Since all the data traffic between g DDP client and
server is now handled by DDP 1536, DDP 1536 may be able to determine the best transport
protocol for routing data traffic while minimizing the possibility of data packet toss.

[00341]  In an embodiment, DDP 15336 may include one or more modules, such as a DDP
with security extension module (DDPS module 1522), a priority message scheduler module
1518, a reliable DDP module (RDDP module 1516), a buili-in session management module
1520, and a DiVitas data exchange module (DDX modale 153145,

(00342}  In an embodiment, DDPS module 1522 may provide security functionality to DDP
1536, In an example, DDPS module 1522 may enable a secure channel to be established
hetween a mobihity client of a bandset and a mobilily server within an enterprise. With a
secure channel, all incoming and outgoing data traffic from the plurality of applications may be
routed through a single secure channel.

[00343]  In some situations, individual authentication may have to occur before an
application chient may be able fo interact with its corresponding apphcation server. Unlike the
prior art, the authentication process may be automated. In an embodiment, DPPS module 1522
may include a database, which may include the anthenfication data required for establishing &
connection between an application client and an application server,

[00344]  In an embodiment of the invention, DDPS module 1322 may provide
encryption/decryption functionality, thus enabling DDP 1536 to provide security for
applications that may require the functionality. In an example, an important ¢-mail from
application client 1508 is routed from an ematl server to an email application client on the
handset. To ensure the securtty of the email, DDPS module 1522 may encrypt the DDP data

packets before sending the packets to the correspondimg application server.  In another
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example, an instant message between two IM clients may be sent in a non-secure manner.
Thas, DDP 1336 may route the instant message without employing the DDPS module 1522 1o
encrypt the data packets sent between the IM clients.

[00345]  In an embodiment of the invention, DDP 1536 may include priority message
scheduler module 1518, which may be configured to schedule and queue data packets. In other
words, prionty message scheduler module 1518 may be responsible for managing the plurality
of different data packets that may be serviced by DDP 1536, In an embodiment, priority
message scheduler module 1518 mav establish g policy for handling the incoming and
outgoing data packets. In an embodiment, priority message scheduler module 1518 may have
different priority fevels depending upon the originating application. In an example, application
A (e.g., email) may have no requirement for real-time delivery of its data packets. However,
application B {e.g., Presence Management) may be sensitive to time delay and require real-
time delivery of the data packets. In an embodiment, priority message scheduler moduole 1518
may be an optional DDP module. In an example, if DDP 15336 is currently only handling data
tratfic for one application, then DDP 1536 may not have to employ priority message scheduler
module 1518 to handle the scheduling of the data packets.

[00346]  In an embodiment of the mvention, DDP 1536 may include a reliable module
{(RDDP 1516), which may provide a level of assurance for the delivery of the plurality of data
packets. To assure delivery, in an embodiment, RDDP 1516 has mechanism to retransmit
packets that do vot successfully reach their destination within a specified fime mterval. Inan
embodiment, if a data packet is not received within a preset time interval, the packet will be
retransmitied. . The packet may be retransmiited a specified number of times before notifying
the application that the transfer of the packet has failed. With RDDP 1516, DDP 1536 may
provide assurance that data packets are being sent and/or recetved in the order in which the
application requires.

[00347F  In an embodiment, DDP 1536 may include a DDX module 1514, which may be
employed to transport large amounts of data {e.g. image files, log files, etc...) between the
mobility client and the mobility server. In the embodiment, DDX module 1514 includes
mechanisms to ensure the data integnity of the data transfers between the mobility chient and
mobiity server. In vet another embodiment of the inventicn, DDX module 1514 may mclude
mechanisms for confirming completion of the data transfer to the apphications .

[00348] In an embodiment of the invention, DDP 1536 may be implemented for a plurality

of applications including, but are not himited to, voice mobility control apphication 1506,
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device management application 1304, project management application 1302, voicemail/femail
transter application 1508, device image management application 1510, instant messaging
application 1512, and the like. In an embodiment of the invention, the plurality of applications
may be divided mnto two groups.

[003491  In the first group, the plarality of applications {e.g., voicemail/email transfer
application 1508, device image management application 1510, instant messaging application
1512, etc. ) are applications that may tend to send larger files, thus DDP 1536 may employ
DDX module 1514 to convert the files into smaller data packets that can utilize any of the
other modules within DDP 1336, including 1516, 1518, 1522, and provide assurance that the
data fite has been successtully transmitted and that the application has been notified of the
completed transfer.

[00330}  1nthe second group, the plurality of applications {voice mobility contrel application
1506, device management application 1504, project management application 1502, etc.) is
usually applications that may tend to send smaller control messages. Usually, applications in
the second group tend to be control applications. In an example, voice mobility control 1506
may enable the mobility client and the mobility server to share mobility status, which may be
sent in a single DDP packet.

[00351] Fig 16A shows, in an embodiment, an example of how data within a mobility
architectural arrangement with DDP may flow between an application client tocated within a
client device and an application server, which is managed by an enterprise. Consider the
situation wherein, for example, a user on a client device wants to employ a voicemail client
1602 to reirieve a voicemail from a voicematil server 1604

[00352]  Upon receiving the request from application client 1602, volcemad server 1604
may inittate a file transfer. Voicemail server 1604 may send the file along a path 1650, Upon
receiving the file, the mobility server may prepare the file to be sent through a secure channel
to a mobility chient on the client device,

[00353}  In an embodiment, a server DDX module 1608, which is within the mobility server,
may be emploved to convert the file into a format that 1s compatible with the control and
transport protocol of the secure channel, In an example, server DD X module 1608 may
convert the file, which may be in a binary format, into a format that can be transported over the
SIP protocol. Also, server DD X module 1608 may break the file mto a plurality of data
packets in order to ensure the effectiveness of routing the plurality of data packets through the

secure channel
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[00354}  After initial processing has completed, server DRX module 1608 may send a first
data packet to a server DDP 1616 Server DDP 1616, in an embodiment, may include a server
RDDP 1614, which may provide a level of assurance for the delivery of the first data packet.
[00335]  Once the first data packet has been received by server DDP 1616, the first data
packet may be encrypted. In an erobodimuent, server DDP 1616 may inclode a DDPS module,
which may encrypt the data packets as required by the application. In an example, simple data

ges) may be sent without encryption. In another example,

R

packets (e.g., instant messa
important data packets {e.g., a confidential email} may be encrvpted before being routed 1o the
requesiorn.

[00356]  From server DDP 1616, the first data packet may be encapsulated as a SIP notify
message {(as shown in a code example 370 of Fig. 10B) and sent via the secure channel through
a network 1624 to the client device. In an example, the first data packet may be sent through
the secure channel by using a server SIP control protocol 1620 and a server UDP transport
protocol 1622, The first data packet may be received securely by the mobility client of the
client device, which may receive data packets through a client UDP transport protocol 1626
and a client SIP control protocol 1628,

[003537F  Within the mobility client, a chient DDP 1632 may recetve the first data packet. A
client RDDP 1634 may perform a sumifar check as that performed by server RDDP 1614,
Also, client RDDP 1634 may send a SIP Notify Message with a DDP acknowledgment along a
path 1652 through the secure channel to server DDX module 1608, By sending the DDP
acknowledgement, client RDDP 1634 may send an assurance from the mobility client to the
mobilidy server that data packet has been received. Likewise, if server RDDP module 1614
does not receive the RDDP acknowledgement, server RDDP module 1614 will retransnit the
data packet until the packet has been successfully acknowledged or the maximum number of
retries is exhausted.

[00358}  Inan embodiment, a data packet may be sent and the next data packet may not be
sent until a DDP acknowledgement has been received. In an example, server DDX module
1608 mayv not send a second data packet until a DDP acknowledgement has been received. In
another embodiment, a fixed number of data packets may be sent and the sending of additional
packets would not occur until an acknowledgement is received for one or more of the initial
data packets. In an example, server DDX module 1608 mayv send a group of 10 data packets
and will be required to wait until at least one acknowledgment is received before it 1s allowed

to transmit an additional data packet.
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[00359]  Once the mobility client has sent a DDP acknowledgment to the mobility server, the
data packet will be routed to a chient DDX module 1636, In an embodiment, client DDX
module 1636 may hold the data packets until all data packets have been received. In an
embodiment, server DDX module 1608 may send a message indicating that cach of the data
packets for the requested file has been sent and that no additional data packet for the file will
be forthcoming. Once all of the data packets have been received, then client DDX module
1636 will reassemble the file and notify the voicemail client 1602 that the voicemail tile 15
available,

[003601  As can be seen from Fig. 15 and 16, the architecture of the DDP may provide a
single secure channel from which a plurality of application clients may interact with a plurality
of application servers. By having data traffic flowing through a single secure channel, the
architecture of the DDP may provide control by assuring that the data packets are being
received, that proper verification has been done in order to acknowledge that all data packets
have been received, and that there are no missing data packets. In an example, the architecture
of the DDP may enable large files to be broken up into smaller data packets, which may be
sent with the assurance that the acknowledgement may be sent by the recetving side.

[00361}  Fig. 17 shows, in an embodiment of the invention, an example of a call flow
ilustrating how a secure channel may be established between a client device and a mobility
server. In an embodiment, to establish a secure channel, registration may occur.  Consider the
sitaation wherein, for example, a user inttiahizes a chient device for the first ime.

[003621 At afirst step 1724, a SIP registration must first be established. In an example, a
client SIP 1716 may send a SIP registration request through a client UDP 1714 The SIP
registration request may be received by a server SIP 1710 through g server UDP 1712,

[00363] Upon receiving the SIP registration request, server SIP 1710 may send a SIP
registration response 1720 via server UDP 1712 and client UDP 1714 to client SIP 1716, Once
the SIP registration has been successtully completed, steps to establish a secure DDP channet
are initiated.

[00364] At anextstep 1728, a client DDPS modude 1718, a module of a client DDP 1720,
will send a DDPS session request to a server DDPS module 1708, In an example, the DDPS
session request may be routed through client SIP 1716, client UDP 1714, server UDP 1712,
server SIP 1710 to server DDPS moduale 1708,

[00365]  Upon receiving the DDPS session request, at a next step 1730, server DDPS

module 1708 will send a DDPS session response 1730 to client DDPS module 1718 via server
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SIP 1710, server UDP 1712, client UDP 1714, and client SIP 1716, Once the secure channel
has heen established, the user may have to register with the mobility server. To notify the user,
client DDPS 1718 may forward the DDPS session response to an application client 1722,
[00366]  Upon receiving the notification, at a next step 1732, application chient 1722 may
send a DDP registration request to a user/device manager 1704, In an exarple, application
client 1722 may send the registration information to a chent DDP 1720, Chent DDP 1720 may
send the registration information through the established secure channel (i.e., through client
DDPS module 1718, client SIP 1716, client UDP 1714, server UDP 1712, server SIP 1710, and
server DRPS modale 1708) to a DDP 1706, which may then route the registration information
to user/device manager 1704
[00367F  Upon receiving the registration information, user device manager 1704 may send a
DDP registration response to application client 1732, at a next step 1734, In an example, user
device manager 1704 may send the DDP registration response to server DDP 1706, Server
DDP 1706 may send the registration information through the established secure chanuel (ie |
through server DDPS 1708, server SIP 1710, server UDP 1712, client UDP 1714, client SIP
1716, and client DDPS 1718) to DDP 1720, which may then route the DDP registration
response to the user of application client 1722
[00368}  In a mobility architectural arrangement with DDP, registration may be a one-time
event. In an example, client device will register with the mobility server when the client
device is mitialized for the first ime. Since a secure channel has already been established at
steps 428 and 430, the user of the client device mayv be assured that the sensitive DDP
registration information 1s being sent encrypted and through a secure channel. Inan
embodiment, no additional DDP registration may need to occur as long as the secure channel
between the client device and the mobility server is mamtained. In an embodiment, interaction
between application clients on a client device and application servers managed by an enterprise
may now be conducted securely through a single secure channel, Fig 18 and 19 show, inan
embodiment, examples of how DDP may handle interaction between applications clients on a
chient device and application servers managed by an enferprise.

[00369]  Fig. 18 shows, in an embodiment, a simple call flow ilustrating a situation i which
a large file may have to be sent. Consider the situation wherein, for example, a client device
may need to download the latest software upgrade. In an example, an application chient {814
may send a request 1816 for software upgrade to an image manager 1802, which may be

responstble for managing the diftferent software images on the server side.
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[00370}  Atafirst step 1818, application client 1814 may send a new image request to image
manager 1802, In an example, the new image request may first be sent from client application
1814 to a client DDP 1810, After receiving the new image request, DDP 1810 may send the
request through a secure channel to a server DDP 1808, Before being sent fo tmage manager
{802, the new image request may be routed to a device/user manager 1804, which mway be
responsible for determining which software may need to be upgraded. After device
aserfmanager 1804 has determined which software upgrades the client device may need,
device user/manager 1804 may route the new umage request to unage manager 1802,

[00371]  Upon receiving the request, the image manager 1802 may then send the requested
software upgrade (e.g., regquested data 1820} to a server DDX module 1806, In an
embodiment, server DDX module 1806 may convert the file into a format that is capable of
being sent through the secure channel established between the client device and the mobility
server. In an embodiment, server DDX module 1306 will break the large file into a plurality of
data packets in order to transpost the fite through the secure channel.

[Q0372] At anextstep 1822, server DDX modale 1806 may send a DDX file transfer start to
a client DDX module 1812 via server DDP 1808 and client DDP 181C¢. In an embodiment, a
DDX file transfer start refers to a notification between a server DDX and a client DDX that a
file 1s about to be sent. The DDX file transfer start may inchude basic information about the
incoming file such as, for example, name of the file, file size, number of data packets that may
be seni, the application that is requesting for the file, and the hke.

[003731 At anext step 1824, client DDP 1810 may send a DDX start response to server
DDX 1806, In an embodiment, an RDDP module within the DDP may be sending the DDX
start response.

[00374] At anextstep 1826, server DDX modale 1806 may send a first DDX data packet to
client DDX module 1812, As described in Fig. 16, the DDX data message may first be sent to
server DDP 1808, The DDX data message will be encapsulated as a SIP notify message, in an
embodiment, and sent through the secure channel over a SIP control protocol and a UDP
transport protocol. On the client device, the DDX data message may be received by a chient
DDP 1810, which may then route the DDX data message to client DDX module 1812

[00373] At anext step 1828, upon receiving the DDX data message, a DDP
acknowledgement will be sent by client DDP 1810, In an embodiment, the RDDP module
within client DDP 1810 will send the DDP acknowledgement 1o inform server DDX module

1806 that the incoming DX data message has been received successfully.
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[00376}]  Steps 1826 and 1828 may be iterative steps that may be repeated until all DDX data
packets and acknowledgements have been exchanged between the server and client DDX
module.

[00377}1  Once the last DDX data message and DDX acknowledgement have been sent,
server PDRX module 1806 will send a DDX file transfer end, at a next step 1830, to apphication
client 1814 to notify the application client that all DDX data messages have been sent. Inan
example, the DDX file transfer end may be sent from server DDX module 1806 to server DDP
1808 to the client device.

[00378]  The DDX file transfer end may be received by client DDP 1810, In an
embodiment, the RDDP of client DDP 1810 mav send a DDP acknowledgement to image
manager 1802, at a next step 1832,

[0G3791  Meanwhile, client DDP 1810 may route the DDX file transfer end to chient DDX
module 1812, which will notify the application client 1814

[003801  Ascan be appreciated from Fig. 18, a new secure channel may not have to be
established in order to request the software upgrade. Instead, the request for a software
upgrade may be received and handled by the application server without having to establish a
new secure channel. As can also be seen, Fig. 18 shows how the architecture of the DDP may
be employed to send data traffic 1n a secure and reliable manner that may enable the sender and
the requestor the assurance that all data packets for a requested file have been successtully
received.

[003817  Fig. 19 shows, in an embodiment of the invention, a simple call flow illustrating a
situation in which small control messages, such as those sent by control applications, may he
sent. In Fig. 19, the interaction between an application chient and an application server may
occur without a DDX module.

[00382]  Consider the situation wherein, for example, a user of a client device wants to share
tus or her user presence {e.g., available, busy, phone call only, ete.).

[00383}]  Atafirst step 1914, a client presence manager 1910 on a client device may send a
presence preference setting to a server presence manager 1902, In an example, client presence
manager 1910 may send a presence preference setting (as a single DDP data packet) to a client
DDP 1908, which may then send the presence preference setting through a secure channel to &
server DRP 1906,

[00384}  Upon receiving the presence preference setiing, server DDP 1906 may send a DDP

acknowledgement, at a next step 1918, In an embodiment, a RDDP module within the DDP
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may be sending the DDP acknowledgement. Meanwhile, server DDP 1906 will notify the
server presence manager 1902 of the presence preference setfing through the device/user
manager 1904,

(003851  Consider another situation wherein, for example, the same user wants to discover
the presence status of another user.

[00386] At a first step 1922, client presence manager 1910 may send a presence query 1920
to client DDP 1908, which may send the presence query through the established secure channel
to server DDP 1906. Upon receiving the presence query, server DDP {906 will forward the
guery through device/user manager 1904 to server presence manager 1902, which may perform
the requested query to retrieve the requested information.

[OO387] At anextsiep 1928, server presence manager 1902 may send g presence response
{e.n., requested status data) to client presence manager 1910, In an example, the presence
response may be sent from server presence manager 1902 through device/user manager 1904
to server DDP 1906, Then, the presence response may be sent through the secure channel to
client DDP 1908, which may then rouate the presence response to client presence manager
1910,

[00388}  As aforementioned, Fig. 18 and 19 show different examples of how DDP may be
employed to manage the interaction between a plurality of data applications on a chent device
and & plurality of application servers managed by an enterprise. A mobility architectural
arrangement with DDP establishes a single channel from which each of the application clients
and the application servers may interact with one another. Also, the architecture of DDP may
be emploved to send data traffic in a secure and reliable manner that may enable the sender and
the requestor the assurance that all data packets for a requested file have been successtully
received.

(003891 Siace the mobility architectural arrangement with DDP may now be the center of
control, the mobility architectural arrangement with DDP may now coordinate the various
activities that a user of a client handset may have previously individually managed. In an
example, Fig. 18 shows how DDP may be emploved in managing the user’s experience on the
client device including, but are not lunited to, software upgrade, device configuration, and user
wformation management. In another example, the DDP may manage a user’s presence {as
seent in Fig. 19) by allowing the user to share his status, thus enabling the system to manage

incoming traffic and to allow others to see his or her status. In yet another example, DDP may
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manage mobility by allowing the user fo roam from one data network to another without
having to worry about session management.

[00390]  As can be appreciated by the embodiment of the invention, a mobility architectural
arrangement with DDP reduces the security risk by providing a single secure channel from
which multiple applications on a client device may be able to communicate with a plurality of
applications on an enterprise server. DDP is a versatile protocol that may be advantageously
implemented independent of bardware and/or software limitations. Also, DDP is an adaptable
protocol that may be manipulated to take advantage of a plurality of control and/or transport
protocols.

[00391] E. Dvitas Protocol Proxy (DPP)

[00392}]  1f clients for applications on the mobile handset access the enterprise resources
directly, the enterprise firewall needs to be opened for multiple protocols. A method, which is
fabricated in accordance with one or more embodiment of the present invention, allows the
handset based enterprize applications to make use of existing VolP related connection in a
SECHre manner.

[00393]  Tlis invention is implemented by devising a distributed protocot proxy. The
distributed protocol proxy may be divided into two parts. One part resides on the mobile
handset along with the VolIP client. The other part resides inside the enterprise along with the
Vol server.

[003%41  As shown in the Fig. 7A-D the handset based VoIP chient acts as a server for the
different applications running on the handset. This component makes use of existing VolP
refated connection {e.g. SIP) to send the application payload across o the enterprise. The
server side proxy component is responsible for stripping the pavlead and making connection to
the actual enterprise servers. The client and server side proxy components may further be sub-
divided into multiple subcomponents. Each subcomponent shall be responsible for proxying
one protocol.

[00395}  Fig 7A shows a network architecture in accordance with one or more embodiments
of the present mvention and includes two network interfaces per host. Two paths are provided
through the independent networks, one from mterface CO to 80 and another from CHto S1. In
SCTP, these two paths would be collected 1nto an association.

[00396}  Divitas “Thin Chent™ moniiors the paths of the association using a built-in
heartbeat; upon detecting a path fatlure, the protocol sends fraffic over the alternate path. It

may not be necessary for the applications to know that a failover recovery occurred.
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[00397}  Failover can also be used to maintain network application connectivity. For
example, consider a taptop that includes a wireless 802,11 interface and an Ethernet interface.
When the laptop is in its docking station, the higher-speed Ethernet interface would be
preferred; but upon loss of connection {removal from the docking station), connections would
be fatled over to the wireless interface. Upon return to the docking station, the Ethernet
connection would be detected and communication resumed over this interface. Thisis a
powerful mechamsm for providing high avatlability and increased rehiabilsty.

[00398]  In accordance with one or more embodiments of the present invention, a multi-
homing scheme is implemented which provides applications with higher availability than those
that use TCP. A multi-homed host is one that has more than one network interface and
therefore more than one IP address for which the multi-homed host can be addressed. In TCP,
a connection refers to a channel between two endpotnts (in this case, a socket between the
interfaces of two hosts).

[00399}] Figs. 7B-D show how a thin client along with a counterpart of the thin client on the
server has i affect created an efficient transport mechanism for conveying state information
between handset and the server in accordance with one or more embodiments of the present
invention. An example of an e-mail application (t.e., SMTP} is shown that uses the SIP -
NOTIFY method to tunnel application layver packeis without the knowledge of the SMTP
application. This has advantages where the presentation layer application on the client does not
have to be changed to provide session persistence.

[00400]  Advantageously, using the above method for mobility applications, the enterprises
may achieve a more secure and easy to manage enterprise mobility. This method also enables
VolP vendors to extend their mobility solution to different enterprise applications.

[00401]  Features and advantages of the present invention may be better understood with
reference to the figures and discussions that follow.

[004021  Fig 20 s g prior art example of an architectural arrangement in which each
application on a handset is connected individually to a corresponding application server within
an enterprise. A handset 2000 may include a plurality of application chients including, but are
not Himited to, a IiVitas chient 2002, a CRM {customer relabionship management) application
client 2006, and a mail application client 2008, The application clients may be independent of
one another or may interact with one another via application protocol interfaces (APIs). Inan
example, application clients 2006 and 2008 may be interacting with DiVitas client 2002 via an

API 2010 and an API 2012, respectively.
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[00403} The application clients in handset 2000 may interact with application servers within
an enterprise 2090, Enterprise 2090 may mclude a plurality of application servers including,
but are not fimited 1o, a DiVitas server 2022, a CRM application server 2020, and a mail
application server 2028, The application servers may be wdependent of one another or may
interact with one another via APIs. In an example, application servers 2026 and 2028 may be
interacting with DiVitas server 2022 vig an AP 2030 and an APY 2032, respectively. Note that
the purpose of the APis 1s to enable the apphication to mteract with one another. However,
since each application is independent of one another, the nteraction via the APls is optional.
[00404]  Consider the situation wherein, tor example, a stockbroker on handset 2000 may be
communicating with his client via DiVitas client 2002, While conversing with his client, the
stockbroker may wani to have his client’s portfolio readily available. In this example, the
stockbroker may have to establish two different sessions. The stockbroker may establish a first
session to enable him to converse with his client via DiVitas client 2002, To bring up the
portfolio, the stockbroker may establish a second session by employing CRM application client
2006 to interact with CRM application server 2026, which 1s located behind a firewall 2040
within an enterprise 2090.

[00405]  In a typical secure sockets layer {SSL) virtual private network (VPN) environment,
for each channel that may have to be established, a network administrator may have {o
establish different configuration. In order to establish two different sessions, two separate
secare channels may have to be established. In an example, a new mail apphication client has
been added to a handset. In order to communicate with the mail application server, which is
located within the firewall of an enterprise, the network administrator may have to create a new
secure channel. Thus, in & typical SSL VPN environment, & user may have 1o establish
multiple sessions, which may require multiple sign-on and may cause the enterprise to be more
susceptible 1o security risk. The SSL VPN environment is not only inconvenient for the user
but this type of environment may also regoire more human resources to manage the security of
the enterprise’s network environment.

[00406]  To minimize the number of secure channels that may be created, an Intemet
Protocol (IP) Security Gateway may be emploved instead of an SSL. In an IP Security VPN
enviromment, one or more application clients on a handset may interact with application servers
via one secure channel by traversing through an IP Secuarity Client 2014 and an IP Security
Gateway 2030, To establish the secure channel, the user may first have to provide
anthentication data {e.g., user name, password, etc.). Once the secure channel has been

s
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established, the user may also be burdened with the responsibility of authenticating each time a
different application client is ytilized. 1o other words, each apphcation chient may be
mdividually configured to communicate with its carresponding application server via a
differvent IP address.

[00407]  In an example, CRM application chient 2006 wanis to interact with application
server 2026. If a secure channel 2084 has not been established, then the user may have to first
provide authentication data. Once secure channel 2084 has been established, the user may then
kave to provide additional authentication data 1n order to enable CRM application client 2006
to interact with CRM application server 2026,

[00408]  In addition, a new secure channel and re-authentication may have to occur each
time a session 1s dropped. In an example, if a user s mobile while in a session, the user may
encounter a risk of being accidentally dropped from a session if the connection is lost. For
example, a user, connected via a Wi-Fi network, may traverse outside of the Wi-Fi network.
The session may be dropped and the user may have to establish another session, suchasa
celiular connection, for example. As a result, the user may become burdened with the
inconvenience of establishing a new session and also may become frustrated with the Hmited
mobiity.

[00409]  To show how an application client may interact with an application server, prior art
Fig. 21 is provided. Fig. 21 isa prior art flow chart illustrating the methad for enabling an
application client to communicate with an application server in an IP Security VPN
enviromment. Fig. 21 is discussed in relation to Fig. 20,

[004101  Consider the sttuation wherein, for example, a user of handset 2000 wants to
employ mail application client 2008 10 send an email.

[00411] At a first step 2102, emant data traffic 1s sent to the application server. Inan
example, mall application client 2008 may seand email data packets to mail application server
2028 within enterprise 2090,

[00412} At anextstep 2104, the email data traffic is received by the [P Security Client
2014, which may perform a check to determine how to route the traffic. In other words, IP
Security Client 2014 may analyze each packet to determine if the packet 15 intended for
enterprise 2000, 1P Security Client 2014 may 1dentify the recipient of the packet by analyzing
the IP address and the port number that is located within the packet.

[00413}  If the recipient of the email data traffic 1s not one of a plurality of application

servers within enterprise 2090, then at a next step 2106, IP Security Chient 2014 may either
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drop the traffic or may direct the enail traffic to a server, which is not located inside enterprise
2090. How an email iraffic that is not intended for an application server within enterprise 2090
is handled may depend upon bow IP Security Client 2014 may have been configured to handle
the non-enterprise data trafhic.

[00414] I 1P Security Client 2014 determines that the data traffic 13 intended for an
application server that is located within enterprise 2090, then at a next step 2108, IP Security
Chient 2014 may encrypt each data packet betore forwardimg the data packet. The process of
encryption each data packet may require handset 2000 to have sufficient CPU processing
power. Further, the requirement that each data packet be encrypted i an IP Security VPN
environment may canse latency issue i a voice communication situation, such as a Voice over
1P (VoIP) telecommunication session. In other words, voice quality during the voice
communication session may be severely degraded resulting in a bad voice communication
experience {e.g., echo in the background, inaudible conversation, etc ).

[00415]  Atanextstep 2110, IP Security Client 2014 may then send the encrypted tratfic fo
the intended application server along secare channel 2084, As mentioned above, a secure
channel has to be created each tune a new application is being emploved. In an example, 1P
Security Chient 2014 may send the encrypted traffic through network 2050 and firewall 2040 to
IP Security Gateway 2030 of enterprise 2090

[00416]  Atanextstep 2112, IP Security Gateway 2030 may perform a check to determine
how to route the traffic. Similar to IP Security Client 2014, 1P Security Gateway 2030 may
analyze each packet to determine if the packet is intended for enterprise 20090,

[004171  If by chance the data packet is not an encrypted 1P security packet has been
received, at a next step 2114, IP Secunty Gateway 2030 may drop the packet.

[00418}  Ifthe data packet is an encrypted IP security data packet, then at a next step 2116,
1P Security Gateway 2030 may decrvpt the traffic.

[00419]  Once the packet has been decrypied, 1P Security Gateway 2030 may then analyze
the packet to 1dentify the IP address and port number of the receiving application server. Ata
next step 2118, IP Security Gateway 2030 may forward the data packet to the appropriate
application server (e.g., mail application server 2028).

[004201  The method described in steps 2102 through 2118 is a continual process and mayv be
performed for each packet that 1s being sent by an application chient.

[00421}  There are several disadvantages to the prior ait. In an example, a different

configuration may have to be performed tor each new application client that may be addedto a
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user’s handset. As new application client is added, the management of the various different
application chients and their corresponding application servers may result in a more complex
networking environment, which mayv become costly to maintain.  Also, users become burden
with the responsibility of performing multiple authentications, thus requiring the users to
remember a plurality of authentication data. Further, the benefit from operating within an 1P
Security VPN environment is diminished by requiring data traffic to be encrypted resulting in
an increase cost in hardware (e.g., handset has to have sufficient CPU processing power) and
icreased latency. In addition, the user may become frustrated with the hmited mobility that
may be provided cach time a session 1s lost and the user has to re-establish the connection and
re-authenticate.

[00422}]  In one aspect of the iavention, the inventors herein realized that the prior art
architectural arrangement of mudtiple authentications and/or multiple secure channels may be
consolidated to create a single sign-on environment.

[004231  In other words, the inventors realized that by configuring each application to direct
its data traffic through a single application {e.g., DiVitas client) and a single server {e.g.,
DiVitas server), data traffic from a plurality of applications may be sent via a single secure
channel without requiring the user 1o perform multiple authentications. In addition, session
loss may be substantially reduced without sacrificing mobility,

[00424]  In accordance with the embodiments of the invention, a mobility architectural
arrangement is provided by implementing a DiVitas protocol proxy (DPP). In an embodiment,
the DPP may include a client DPP and a server DPP.

[004251  In an embodiment of the mvention, the handset may include a mobility chient (e g,
DiVitas chient), which may include a client DPP to manage the conngctivity between the
handset and the mobility server {e.g., DiVitas server). In an embodiment of the invention, the
mobility server may include a server DPP to manage the connectivity between the mobility
server and the handset, In an embodiment of the invention, the clhient and server DPP may
include a plurality of sub-client/server DPPs for managing different types of protocols fe.g.,
SIP, SMTP, ete.).

[004261  1n an embodiment of the invention, a DPP enables the establishment of a single
secure channel from which each application client may interact with its corresponding
application server. Since each application 13 routing its data traffic through a common DPP,
the DPP may now manage connectivity between the handset and the mobility server.

Connectivity information may include establishing a secure channel between the bandset and
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the mobility server via a control protocol, such as SIP (session initiation protocol).
Counnectivity information may be employed o deternune when and how to connect the
handset. In addition, connectivity information may also include when to perfornn a handoft
from one network to another network {e.g., from a Wi-Fi network to a cellular network),
thereby enabling a scamless transttion between different networks.

[00427}  The features and advantages of the present invention may be betier understood with
reference 1o the figures and discussions that follow.

[00428]  Fig 22 shows, in an embodiment of the invention, & simiple block diagram of a
mobiiity architectural arrangement. In a mobility architectural arrangement 2200, a handset
2202 is interacting with a DiVitas server 2218 {e.g., mobility server) within an enterprise 2216,
Handset 2202 mayv include a DiVitas client 2204 (e g, mobility client) and a plurality of
application clients (2206 and 2208}, In an embodiment of the mvention, DiVitas client 2204
may include a client DPP to manage the connectivity between the handset and the mobility
Server.

[00429]  Unlike the prior art, application client 2206 and application client 2208 are not
configured to directly interact with their corresponding application servers (2220 and 2222).
Instead, the various different configurations for each of the application clients may be
simplified, in an embodiment, to direct all data traffic to a single {ocal 1P host 2210 (e g, IP
address of 127.0.0.1) that is associated with DiVitas client 2204, In other words, data traffic
from application chients 2206 and 2208 may now be configured to be routed to DiVitas client
2204 via APIs 2212 and 2214, From DiVitas client 2204, all data traffic may then be routed
through DiVitas server 2218 within enterprise 2216 via a network 2224 (e g, internet). In an
embodiment of the invention, DiVitas server 2218 may include a server DPP 10 manage the
connectivity between the handset and the mobility server. Once DiVitas server 2218 hag
received the data traffic, DiVitas server 2218 may then route the traffic appropriately to the
corresponding apphcation server (2220 and 2222) via an APL(2232 and 2234).

[00430}  Consider the situation wherein, for example, a user of handset 2202 wants to send
an email by employing application client 2206, Since application client 2206 has been
configured to send all data fratfic to local host 2210, the data tratic from application client
2206 15 sent via AP1 2212 1o local IP host 2210, which 1s associated with DiVitas client 2204,
[00431]  Upon receiving the traflic from application chient 2206, DiVitas chient 2204 may
encapsulate the traffic inside a SIP Notity Message using a DiVitas Data Exchange (DDX). As

discussed herein, DIDYX refers to a protocol for transporting data packets between a handset and
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a server. In encapsulating the data packet, the DDX add a new tag which add information
about the application client that is sending the data traffic.
[00432]  Uinlike the prior art, not all data packets are encrypted, Instead, whether or not a
data packet ts encrypted may depend upon the preference as dictated by the application client.
In an embodiment of the invention, the newly added DDX 13 encrypted. Once the data packet
has been encapsulated inside the SIP Notify Message, the encapsulated data packet may now
be forwarded along a secure channel 2230, which include traversing through network 2224 to
be recetved by DiVitas server 2218, Note that, if the enterprise is protected by one or more
security modules (e.g., firewall 2226), then the data packet may also have 1o traverse through
one or more security modules.
[004331  Once the data packet has been received by DiVitas server 2218, DiVitas server
2218 may employ the DDX tag to retrieve the location of the application server. In an
example, the DDX tag may mclode an identification number (e.g., MAC address, port
address), which may indicate which application server {e g, application server 2220) within
the enterprise is the intended recipient of the data packet.
[00434]  1In an embodiment, a mobility architectural arrangement may manage the
conectivity between the handset and the mobility server. In an embodiment, the mobility
architectural arrangement may employ a control protocot that 1s commonly utilized by a
handset, such as SIP for example.
[0G4351  In a mobility architectural arrangement, the user may only have to perform the
manual authentication once in order to establish the secure channel. In other words, once a
secure channel has been established between the handset and the mobility server, another
secure channel does not have to be established each time an application client {2206 and 2208)
wants to mteract with an application server (2220 and 2222).
[00436]  1n an embodiment, the mobility architectural arrangement may also include a
database, which may include authentication data for each application client. Thus, each time a
different application client {s employed, in ap embodiment, the mobility architectural
arrangement may utilizes the authentication data that is specific to the application, which may
be stored in the database, to automatically authenticate the user. From the perspective of the
user, the mobility architectural arrangement is essentially a single sign-on enviromment,
(00437}  Advantageously, the mobility architectoral arrangement substantially streamlines
the time and effort g network administrator may have 1o spend in configuring each application

client. Instead of baving to create a new secure channel each time a new application client is
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added to a handset, the network administrator may substantially eliminate this process by just

configaring each of the apphication clients to interact with a tocal host. Further, with 4 single

sign-on, the network administrator may be able to substantially reduce the time and cost

assoctated with managing security.
[00438} The mobility architectural arrangement may be implemented as a nich or thin client.
Fig. 23 shows, in an embodiment of the mvention, a block diagram iHtustrating the mobility
architectural arrangement as a rich chient. As discussed herein, a rich chient refers to a mobility
architectural arrangement in which the chient DPP and server DPP not only manage the various
different applications but may also provide support for at least one or more application client
functionality {e.2., a voice application client, an instant messaging application client, email
application chient, etc.).
(004391 Consider the situation wherein, for example, a user of a handset 2302 wants to
employ a mail apphication client 2310 {e.g., Microsofi® Outlook, etc.) to retrieve an e-mail
from a may application server 2320 {e.g., Microsoft® Exchange Server, ete ) that is located
within an enterprise 2318, Fig. 23 will be discussed in conjunction with Fig. 24, Fig 24
shows, in an embodiment of the invention, a simple flow chart illustratng an example of a
method for employing a mobility architectural arrangenient,
[00440} At afirst step 2402, apphication chient may send data fraffic to a focal host of a
DiVitas client. In a mobility architectural arrangement, application client 2310 has been
configared to route its data traffic through a local host 2308, which is located within a DiVitas
client 2304. In an example, application client 2310 may send an SMTP {(simple mail transfer
protocol) data packet 2312 over TCP-1P to DiVitas client 2304, SMTP data packet 2312 may
be received by an SMTP proxy elient 2300 {e.g., sub-client DPP}, which is located at DiVitas
chent 2304,
(004417 1n an embodiment, a client DPP may include a plurality of sub-client DPPs. The
type of proxy client that may be emploved to handle the data traffic may depend upon the type
of application client. In an embodiment of the invention, the data packet may include a port
number, which is unigue to an app}icatim client. In an example, SMTP data packet 2312
includes the following data - 127.0.0. 1725, In this example, the number 127.0.0.1 15 an 1P
address, which is specific to local host 2308 and the number 25 refers to a port number, which
in this example is associated with SMTP proxy chient 2306,
[00442] At a next step 2404, the data traffic may be encapsulated as a SIP Notwity Message

with a DDX tag. In other words, upon receiving data packet 2312, DiVitas client 2304 may
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reformat SMTP data packet 2312 into a SIP data packet 2330 (such as a SIP Notity Message)
that is transferable over the handset’s control protocol, such as SIP. In an embodiment of the
invention, SIP data packet 2330 may include the original data packet (e.g., data packet 2312)
with a DD X header 2330a and a SIP header 2330b. As aforementioned, the DDX header may
inctude a untque identification number that 1s uniqoe to an application server. In an
embodiment of the invention, the unigue identification sumber may be generated based on the
port number that was included 1n the SMTP data packet. In an embodiment of the invention,
an additional tag may be included 1o the formatied data packet 1o identify how the formaited
data packet may be transported. In an example, transport protocol tag 2330c may be a UDP-IP
transport tag.

[004431  In an embodiment of the invention, one or more parts of SIP data packet 2330 may
be encrypted. In an embodiment, the DX partis encrypted even if the rest of the data packet
is not.

[00444} At anext step 2400, the DiVitas client may send the data pac[l«:et to the DiVitas
server. Once data packet 2312 has been reformatted into SIP data packet 2330 {e g,
encapsulated as a SIP Notify Message}, SIP data packet 2330 may be sent via a secure channel
2350 through a network 23 14 and/or a firewall 2316 to a DiVitas server 2320

[00445] At anext step 2408, the DiVitas server may check o determine if the incoming data
packet is a SIP Notifv Message. I the incoming data packet is not a Sip Notify Message, then
at a next step 2410, the data packet may be dropped.

[00446]  However, if the incoming data packet is a SIP Notify Message, then at a next step
2412, the DiViias server may identify the intended proxy server by checking the DDX tag. In
an embodiment, the DiVitas server may have to decrvpt the DDX packet in order to read the
information stored in the DDX packet. In an example, based on the unique 1dentification

number in the DDX tag, DiVitas server 2320 knows to route data packet 2330 to SMTP proxy

server DPPs. In an embodiment of the invention, the type of proxy server that may ﬁhandie the
incoming traffic may depend upon the type of data traftic.

[004471 At a next step 24 14, the data packet may be roated to the proxy server. Since SIP
data packet 2330 is an SMTP data packet, formatted data packet 1s handled by SMTP proxy
server 2322 (e g, sub-server DPP), which 15 located inside DiVitas server 2320,

[00448] At a next step 2416, the data packet is routed to the intended application server. In

an embodiment of the invention, SMTP proxy server 2322 may convert SIP data packet 2330
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into a format that is acceptable by the receiving application server. In an example, SIP data
packet 2330 may be converted from a SIP notify message into an SMTP data packet 2328,
Also, the DDX part may be dropped. Further, the transport protocol may be changed from
UDP-1P to TCP-IP, which may be better employed to deploy email data traffic {o the
respective application server (e.g., mail application server 2326} via AP1 2332,

[00449]  The method steps described in Fig. 24 does not show the encryption and/or
decryption of a data packet. In an embodiment, the data packet may be sent without being
encrypted. The requirement for encryption may be optional and may depend upon the user’s
requirement. In an embodiment, part or the entire data packet may be encrypted. In an
example, the DDX part may be encrypted but the rest of the data packet nray remain
anencrypted. The optional encryption enables less processing power to be utitized and a
decrease in latency that 1s usually associated with encrypted data packets.

[00430}  As can be seen from Fig. 23 and 24, the rich mobility architectural arrangement
may act as a mobility manager enabling application clients of a handset to interact with
application servers within a single sign-on environment. Further, the rich mobility
architectural arrangement may include functionality for converting data packets from a variety
of applications into data packets that are capable of being transported by the control protocal
and transport protocol that is specific to the secure channel that has been established

[00451]  In an embodiment of the invention, the mobility architectural arrangement may be
implemented as a thin client, as shown in Fig. 25, 1o a thin mobility architectural arrangement,
the client DPP and the server DPP may be employed only as mobility managers {e.g., manage
the connectivity for the applications} and may not provide support for at feast one or more
apphication functionalities,

(004521  Consider the situation wherein, for example, a user of a handset 2500 wants to call
a friend. The user may employ a telephone application client 2508 {e.g., VoIP, etc.} to make
tus telephone call. Assume 1n this example that a secure channel 2550 has already been
established between a DiVitas client 2502 and a DiVitas server 2518, which is located within
enterprise 2530,

[00453]  To establish the telecommunication session, telephone apphication chient 2508 may
send a data packet 2512 {e.g.. SIPAUD-IP) to a 1ocal host 2510 within DiVitas client 2502, As
mentioned above, a plorality of proxy clients may reside within DiVitas client 2502 to support

the various different application clients. 1n an example, a SIP proxy chient 2504 may be
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located within DiVitas client 2302 1o handle data packets from telephone application client
2508,

[004541  Upon receiving data packet 2512, SIP proxy client 25304 may analyze the data
packet to determine how {o route the packet. As aforementioned, the data packet that may be
sent to a DiVitas client may melude a port nomber (e.g . S060, cic.) that may be unigue to an
application server. With this information, DiVitas client 2502 may route data packet 2512
through network 2514 and firewall 2528 to DiVitas server 2518, In an embodiment, a data
packet does not have to be converted if the data packet is already i a format that 1s routable by
a DiVitas client. In an example, data packet 25312 is 1 a SIPAUDP-IP format, which 1s the
format that DiVitas client 2502 may employ to route its data wratfic,
[00455]  In an embodiment, a plurality of proxy server may reside within a DiVitas server.
In an example, a SIP proxy server 2532 may restde within DiVitas server 2518 to manage the
incoming data traffic from telephone application client 2508, Since data packet 2512 has been
sent from telephone application client 250§, the data packet ts handled by SIP proxy server

2. Upon recetving data packet 2512, SIP proxy server 2532 may forward data packet 2512
along a path 2522 to a destination telecommunication device {e.g, telephone, efc.) viaa
telephone gateway 23520 {e.g, PSTN, GSM, CDMA, etc.). Once a teleconumunication session
has been established between handset 25300 and the destination telecommunication device, the
other data packets 2330 (e.g., RTP data packets, etc.) that may be sent by telephone application
client may be sent along path 2560 through secure channel 2550 to DiVitas server 2518
without having to go through DiVitas client 2502
[004561  In a thin mobility architectural arrangement, the purpose of establishing a
telecommunication session with the aid of a DiVitas chient is to enable the application client to
take advantage of the mobility functionality of the DiVitas client. In other words, a control
center has been established betwesn the DiVitas client and the DiVitas server to monitor the
connectivity of the application client. By establishing this relationship, the DiVitas client and
the DiVitas server may be able to share its connectivity status and be able to seamlessly handle
roaming when the situation arses.
[00457]  In an example, the user in the above situation 1s currently connected through a Wi-
Fi network. During the telephone conversation, the user may roam outside of the Wi-Fi
network. In the prior art, the connection may be dropped and the user may bave to redial.

However, in a mobility architectural arrangement, the connectivity status of the user’s handset
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has been monitored and the DiVitas client and DiVitas server may perform a seamless network
switch (e g, from Wi-Fi to a cellular network) without the user being aware of the change.
(004581  Advantageously, a thin mobility architectural arrangement may be implementad by
an enterprise that mav have already invested a large sum of money info a plurality of
application and may only need a mobility manager. Thus, the enterprise may be able to take
advantage of the mobility manager capability of the mobility architectural arrangement without
having to restructure s telecommurication infrastructure.

[00439]  As can be gppreciated from embodiment of this present invention, the mability
architectural arrangement with DPP provides a mobility manager capable of streamlining the
telecommunication infrastructure. In other words, the mobility architectural arrangement
provides a single sign-on environment. In an example, instead of multiple secure channels into
an enterprise, the same functionality may be achieved with a single secure channel. With a
single sign-on environment, the cost and effort of managing the telecommunication
infrastructure may be substantially reduced. Further, the mobility architectural arrangement
enables connectivity 1o be monitored and seamiessly handled without negatively impacting the
user’s telecommunication experience.

[004601 F. Conclusion

[00461]  While this invention has been deseribed in terms of several preferred embodiments,
there are alterations, permutations, and equivalents, which fall within the scope of this
invention. It should also be noted that there are many alternative ways of implementing the
methods and apparatuses of the present invention. Furthermore, embodiments of the present
invention may find utility 1 other applications. The abstract section is provided herein for
convenience and, due to word count fimitation, is accordingly written for reading convenience
and should not be emploved to limit the scope of the claims, It 15 therefore intended that the
following appended claims be interpreted as including all such alternations, permutations, and

equivalents as fall within the true spirit and scope of the present invention,
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CLAIMS

What is claimed is:

i, Ay apparatus for canceling a signal comprising:

it

an identification code (1D code} generator configured o generate an ID code;

an [D code injector configured 1o 1nject the 1D cade into at least one of the signal and a
processed signal to produce a convolved signal, the processed signal resulted from a processing
of the signal;

an ) code detector configured to detect at least one of the convolved signal, a
transformed signal, and a transformation of the convolved signal, the transformed signal
resulted from the fransformation of the convolved signal; and

an arithmetic function configured to remove at least one of the convolved signal and the

transformed signal.

2. The apparatus of claim 1 wherein the ID code includes a pseudorandom noise signal.
3. The apparatus of claim | wherein the ID code includes a signal that 1s unperceivable to

human ears.
4, The apparatus of claim 1 further comprising a notse remover configured to remove a
background notse from the signal to produce the processed signal, wherein the processing of
the signal is performed by the noise remover.
S. The apparatus of claum 1 further compnising a transformation modale configured to
transform, according to the transtormation of the convolved signal detected by the ID code
detector, a copy of the convolved signal 1nto a copy of the transformed signal.
6. The apparatus of claim 5 wherein the transformation module includes a delay function,
and the transtormation of the convolved signal mcludes a delay of the convolved signal.
7. The apparatus of clatm 3 wherein the anthmetic function is configured o subtract the
copy of the transformed signal from a combined signal that includes the transformed signal,
8. The apparatus of claim 7 wherein the signal represents a far-end signal received from a
remote party in a communication arrangement, and the combined signal forther includes a
near-end signal received from a local microphone i the communication arrangement.
9. A commumcation svsteni comprising:
an identification code (1D code) generator contigured to generate an 1D code;
an D code injector configured to inject the 1D code to at least one of the signal and a
processed signal to produce a convolved signal, the processed signal resulted from a processing

of the signal;
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an ID code detector configured to detect at least one of the convolved signal, a

transformed signal, and a transformation of the convolved signal, the franstormed signal
resulted from the transformation of the convolved signal; and
an arithmetic function configured to remove at least one of the convolved sigual and the
transformed signal.
10, The communication system of claim 9 wherein the 1D code includes at feast one of &
pseudorandom noise signal and a signal that is unpercetvable to human ears.
11, The communication system of claim 9 further comprising a noise remover configured
to remaove a background noise from the signal 1o produce the processed signal, wherein the
processing of the signal is performed by the noise remover.
12, The communication system of claim 9 turther comprising a transfonmation module
configured to transtorm, according to the transtformation of the convolved signal detected by
the ID code detector, a copy of the convolved signal into a copy of the transformed signal.
13, The communication system of claim 12 wherein the transformation module includes a
delay function, and the transformation of the convolved signal includes a delay of the
convolved signal.
14, The communication system of claim 12 wherein the arthmetic function is configared to
sabtract the copy of the transformed signal from a combined signal that includes the
transformed signal.
15, The communication system of claim 14 wherein the signal represents a far-end signal
received from a remote party in the communication system, and the combined signal further
includes a near~end signal received from a local microphone in the communication system.
16,  The communication system of claum 9 wherein at least one of the 1D code generator,
the ID code injector, and the ID code detector is implemented in a user device, the user device
representing at least one of a telephone, a mobile phone, and a teleconterence device.
17, The communication systers of claim 9 wherein at least one of the 1D code generator,
the ID code injector, and the ID code detector is included in software that is downloaded into a
aser device,
18, The communication system of claim 9 wheremn at least one of the 1D code generator,
the D code injector, and the 1D code detector 1s implemented in a server device ina

communicaton nefwork.
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19, The communication system of claim 9 wherein at least one of the 112 code generator,
the 1D code ijector, and the 1D code detector is included in sofiware that is downloaded into a
server device.

20, The communication system of claim 9 representing a user device, the user device
representing at least one of a telephone, a mobile phone, and a teleconference device,
21, A method for canceling a signal comprising:

generating an identification code (1D code),

injecting the 1D code to at least one of the signal and a processed signal to produce
convolved signal, the processed signal resulted from a processing of the signal;

detecting at feast one of the convolved signal, a transformed signal, and a
transformation of the convolved signal, the transtormed signal resulted from the transformation
of the convolved signal; and
removing at least one of the convolved signal and the transformed signal.
22, The method of claim 21 wheren the I code includes at least one of a pseudorandom
noise signal and a signal that 1s unpercetvable to human ears.
23, The method of claim 21 further comprising removing a background noise from the
signal to produce the processed signal, wherein the processing of the signal represents the
removing the background noise from the signal
24, The method of claim 21 further comprising transforming, according to the
transtformation of the convolved signal, a copy of the convolved signal into a copy of the
transformed signal.
25 The method of claim 24 wherein the transforming the copy of the convolved signal
includes introducing a delay into the copy of the convalved signal, and the transformation of
the convolved signal includes a delay of the convolved signal.
26, The method of claim 24 further comprising subtracting the copy of the transformed
signal from a combined signal that includes the transformed signal.
27, The method of claim 26 wherain the signal represents a far-end signal received from a
remote party in a communication arrangement, and the combined signal further includes a
near-end signal recetved from a local microphone i the communication arrangement.
28 The method of claim 21 further comprising implementing at least ane of the generating,
the mjecting, and the detecting in a user device, the user device representing at least one of a

telephone, a mobile phone, and a teleconference device.
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29, The method of claim 21 further comprising downloading software that performs at least
one of the generating, the injecting, and the detecting 1mto a user device.
30, The method of claim 21 further comprising implementing at least one of the generating,

the injecting, and the detecling in a server device 11 @ communication network,
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