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SYSTEMS AND METHODS FOR ESTABLISHING INTERACTION
BETWEEN A LOCAL COMPUTER AND A REMOTE COMPUTER

This application is being filed on 16 September 2003 as a PCT International
Patent application in the name of American Megatrends, Inc., a U.S. national
corporation, applicant for the designation of all countries except the US.

TECHNICAL FIELD
The present invention relates to remote computer management. More
particularly, the present invention relates to managing a local computer from another
remotely located computer by providing screen displays of the local computer to the
remotely located computer for display and providing user input from the remotely

located computer to the local computer.

BACKGROUND

Computers are often linked together through networks to allow the resources
of a computer at one location to be used by a computer and end user at another
location. In a distributed environment, computers known as servers perform various
tasks for client computers that communicate with the server over a network. The
server enables sharing of files and other resources between client computers and the
server, such as electronic mail. As an example, a world wide web ("web") server
may provide resources to client computers over the Internet.

It is often necessary to manage activities of a computer or determine the
relative health of a computer system by viewing screen display information and/or
interacting with the computer through user input devices. This is especially true for
servers whose resources are utilized by many individual client computers, such as
within a corporate network or the Internet. For many conventional systems, the
technician or other user who needs to view the screen displays and interact with the
computer being managed is required to be physically located at the site of the
computer. However, it is not always feasible for a technician or other user to be
physically present.

For example, a system administrator of a corporate network is present at one
location, but the computers of the corporate network may be spread around the
globe. To effectively manage the computers of the corporate network, the system
administrator must be able to effectively monitor many or all of the computers of the
network contemporaneously. Because the system administrator cannot be physically
present at each computer to be managed at the same time, effective management of
the computers of the network becomes very difficult if not impossible. As a result,
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costly additional human resources are required to improve management of the
computers.

Present solutions to providing remote management are a service under the
operating system or a software application such as PC Anywhere. However,
because these present solutions are software based the operating system must be
operational with all services loaded to allow the remote monitoring to occur.
Therefore, configuration and boot-up screens such as the bios are not made available

to the remote location.

SUMMARY

Embodiments of the present invention address these problems and others by
providing screen frames produced by a local computer to a remote computer for
display and/or providing user input from the remote computer to the local computer.
Thus, a user can view the screen information of the local computer anywhere a
remote computer is located, without physically being present at the local computer.
The screen frame data corresponding to the screen frames produced by the local
computer is passed through a network, such as the Internet, to the remote computer
where the remote computer produces a display that contains the screen frames being
transferred. Additionally, certain embodiments of the present invention allow user
activity at the remote device to be provided back to the local computer where the
user activity can be implemented.

One embodiment is a method for establishing interaction between a local
computer and a remote computer. The method involves receiving an analog video
signal from the local computer and digitizing the analog video signal to produce a
digitized video signal. A screen frame is grabbed from the digitized video signal to
produce screen frame data. The screen frame data is transmitted to a remote
computer for display. ,

Another embodiment is a method for providing interaction between a local
computer and a remote computer. The method involves obtaining a digitized video
signal having screen frames of the local computer and grabbing a frame from the
digitized video signal to create screen frame data. The screen frame data is
transmitted over a network to a remote computer. User input is received over the
network from the remote computer in response to transmitting the screen frame data,
and user input is also received from a user device for the local computer.

Arbitration is then performed between the user input from over the network and the
user input from the user device to provide user input to the local computer.

An embodiment of the present invention may be a device for establishing

interaction between a local computer and a remote computer. The device includes a
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video input that receives analog video signals of the local computer and an analog-
to-digital converter that digitizes the analog video signals to produce digitized video
signals. A frame grabber grabs screen frames from the digitized video signals to
create screen frame data. A network interface device is included, and at least one
processing device is configured to provide the screen frame data to the network
interface device for distribution across a network. The processing device establishes
an IP address and provides the screen frame data upon receiving a request that is
directed to the IP address through the network interface device.

Another embodiment of the present invention may be a device for
establishing interaction between a local computer and a remote computer. The
device includes a video input that receives video signals of the local computer and a
frame grabber that grabs screen frames related to the video signals to create screen
frame data. A network interface device is included, and at least one processing
device is configured to provide the screen frame data to the network interface device
for distribution across a network and receive user input data from the network. The
processing device establishes an IP address and provides the screen frame data upon
receiving a request that is directed to the IP address through the network interface
device. A user device input is connected to at least one user device, and a user
device output is in communication with the local computer. A controller is in
communication with the at least one processing device and the user device input,
and the controller is configured to arbitrate between user device input from the
network and user input from the at least one user device. The controller provides
user device input through the user device output to the local computer.

DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a network operating environment for embodiments of the
present invention that allow a remote computer to display screen frames of a local
computer and provide user interaction with the screen frames.

FIG. 2 shows the functional components of one embodiment of the present
invention.

FIG. 3 depicts the logical operations of the embodiment of FIG. 2 for
obtaining screen frames from a local computer that may then be transmitted to a
remote computer for display.

FIG. 4 shows the logical operations of the embodiment of FIG. 2 for
allowing user activity occurring at the remote computer to be implemented at the
local computer.
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FIG. 5 illustrates the logical operations occurring at the remote computer for
allowing screen frames of the local computer to be displayed at the remote
computer,

FIG. 6 is a perspective view of a device embodiment according to the present
invention that is configured to be used externally of a local computer being remotely
managed.

FIG. 7 is a perspective view of a second device embodiment according to the
present invention that is configured to be used externally of a local computer being
remotely managed.

DETAILED DESCRIPTION

Local computers may be managed remotely through embodiments of the
present invention so that the system manager or other user need not be physically
present with the local computer but instead views screen displays and interacts with
the local computer through a remotely located computer. For example, the user can
remotely view screen frames being produced by the local computer to determine
whether the local computer has crashed or whether the local computer is executing a
particular application. Additionally, the end user may operate a user input device of
the remote computer such as a mouse or keyboard, and the user input is transferred
to the local computer where it can be implemented.

An environment for application of embodiments of the present invention is
shown in FIG. 1. The environment generally includes a local computer 102 that is to
be remotely managed. An interaction device 110 is disposed between a network 118
and the local computer 102. A remote computer 120 is linked to the network 118,
and the local computer 102 may or may not be linked to the same network 118 or
another network not shown. The network 118 may be of various forms such as a
local area network ("LAN") or wide area network ("WAN") including the Internet.
A user is located at the remote computer 120 and remotely manages the local
computer 102 via the network 118 and interaction device 110.

The interaction device 110 may be linked to the local computer 102 through
several input/output ("I/O") connections of the local computer 102. Generally, a
local computer 102 will have a video display output 106, such as an analog or digital
VGA output. Also, the local computer 102 typically includes a PS/2 port or
ordinary serial port configured as a mouse port 104, a keyboard port 108, and may
also or alternatively include a universal serial bus ("USB") port 109.

The video display output 106 provides a signal that ordinarily is passed
directly to a display screen or monitor 116 where screen frames are displayed for a
user present at the local computer 102. However, in the embodiment shown, the
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video display output 106 provides a video signal to a video input of the interaction
device 110. The interaction device 110 then passes the video signal through a video
output to the display screen 116 where a normal video display of screen frames
occurs. The details of the interaction device 110 and its operations upon the video
signal are provided below with reference to FIGS. 2-4.

User input devices may also be provided for the local computer 102,
including a lIocal mouse 112 and local keyboard 114. Conventionally, the local
mouse 112 and local keyboard 114 would be directly connected to the mouse port
104 and keyboard port 108 of the local computer 102. However, for the
embodiment shown, the local mouse 112 and local keyboard 114 are connected to a
mouse port and keyboard port, respectively, of the interaction device 110 and
provide mouse and keyboard data to the interaction device 110 through these
connections. The interaction device 110 then passes the mouse data and keyboard
data to the respective ports of the local computer 102.

In addition to providing the pass-through of the video signal to the display
screen 116, the interaction device 110 captures screen frame data from the video
signal and transfers the screen frame data across the network 118 to the remote
computer 120. The remote computer 120 has a network interface 124 linking the
remote computer 120 to the network 118. The network interface 124 used by the
remote computer 120 may be of various forms such as a dial-up modem or an
Ethernet connection to a LAN. Various protocols of data transfer may be utilized
between the interaction device 110 and the remote computer 120, such as the
TCP/IP protocol ordinarily used via the Internet.

The remote computer 120 implements an application, such as a dedicated
application or general purpose browser window such as a web browser, for receiving
the screen frame data through the network interface 124 and providing a display on
the display screen 134. The display includes the screen frame produced by the local
computer 102 that corresponds to the screen frame data transferred by the interaction
device 110. Typically, the remote computer 120 includes a video adapter that has a
video output 128 connected to the display screen 134 to provide the video signals.

To allow the user of the remote computer 120 to fully interact with the local
computer 102, user interface devices such as a mouse 130 and keyboard 132 are
connected to a mouse port 122 and keyboard port 126, respectively, of the remote
computer 120. The user manipulates the mouse 130 and keyboard 132 to interact
with the screen frame shown on the display screen 134, which may be formed
wholly or in part by the screen frame data received over the network 118. When the
user activity at the remote computer 120 is entered with respect to the screen frame
data received from the interaction device, then the processing device of the remote

5
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computer 120 transfers the user activity data over the network 118 to the interaction
device 110 that passes it to the mouse port 104 and/or keyboard port 108.

Once the local computer 102 receives the user activity data through the
mouse port 104 and/or keyboard port 108, the local computer 102 then implements
the user activity as if it had occurred through the local mouse 112 or local keyboard
114. When implemented, the user activity alters the screen frame to be displayed.
Therefore, the video signal output by the video connector 106 to the interaction
device 110 provides the screen frames that show the change caused by the user
activity at the remote computer 120, such as the mouse pointer moving or letters
appearing in an electronic document.

The interaction device 110 transfers the screen frame data showing the user
activity to the remote computer 120 where it is then provided to the display screen
134. Thus, the user activity initially performed at the remote computer 120 is
represented on the display screen 134 immediately as it is being performed by the
user and then once again after updating the video display of the local computer 102
and transferring the updated screen frame back to the remote computer 120.

As processing and propagation delays decrease within the environment 100,
the initial and subsequent display of the same user activity (i.e., multiple cursors or
mouse pointers) on the display screen 134 converge in time so that the user sees only
one change. For example, moving a mouse pointer within the local computer screen
frame shown on the display screen 134 may appear immediately as the user
performs the activity and then later reappear such as a ghost movement once the
screen frame update is received. However, as delays are reduced, for example by
Giga-bit per second network transfer rates, the initial and subsequent mouse pointer
movements converge to one movement as perceived by the user of the remote
computer 120. Furthermore, as discussed below, the mouse over window option
may be turned off for a browser window so that only a single mouse cursor is shown
at all times, regardless of propagation delays.

In addition to receiving user input, the interaction device 110 may also
provide for additional interaction with the remote computer 120 by providing a USB
connection to a USB port 109 of the local computer 102. The USB connection
allows the interaction device 110 to emulate USB devices for the local computer
102, such as additional storage devices including devices that the local computer 102
may use when booting-up. For example, the remote computer 120 may provide a
floppy, CD-ROM, or hard disk drive that contains a boot-up sequence to be used by
the local computer 102. Upon a connection being established over the network 118
between the interaction device 110 and remote computer 120, the local computer
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102 may boot from a media source of the remote computer 120 with the boot-up
sequence provided through the USB port 109.

The USB connection form the interaction device 110 may also allow a local
keyboard and mouse and/or a keyboard and mouse of the remote computer to be
emulated for the local computer 102. For example, the local computer 102 may
have only USB ports instead of PS/2 ports and the interaction device 110 outputs
mouse and keyboard signals to the local computer through the USB connection.

FIG. 2 shows the major components of one embodiment of the interaction
device 110 of FIG. 1. This embodiment of the interaction device 110 includes an
analog to digital converter 202 and a video buffer 204, and both of these receive the
analog VGA video signal from the local computer 102. The analog VGA signal
includes five distinct signals, including a red drive, a blue drive, a green drive, a
horizontal synchronization pulse, and a vertical synchronization pulse. The video
buffer 204 conditions the video signal through amplification and outputs it to the
display screen 116 so that splitting the video signal between the converter 202 and
the display screen 116 does not degrade the signal and the resulting display.

The converter 202 digitizes the video signal including the five distinct
signals. The converter 202 then outputs the digitized video signal to a frame grabber
206. As one alternative, a digital video output of the local computer 102, if
available, could be provided to the frame grabber 206 in place of the analog video
signal that has been digitized as described above. The frame grabber 206 takes the
portion of the digitized video signal corresponding to one screen frame and outputs
that portion of the digitized signal as discrete screen frame data. The converter 202
and frame grabber 206 may be separate components or may be incorporated as one
component. For example, an LCD controller may be used as a frame grabber 206 to
capture the screen frame data.

The screen frame data is utilized by a frame differential component 210 to
compute a difference between screen frame data of a current screen and a screen
frame data of an immediately preceding screen frame. The frame differential
component 210 maintains a previous screen frame data in a first memory location
214 in SDRAM 212 and maintains the current screen frame data in a second
memory location 216. The frame differential component 210 then executes an
exclusive OR ("XOR") Boolean operation upon the two sets of screen frame data to
indicate where the changes have occurred between the two. The result of the XOR
operation is stored in a third memory location 218.

The frame differential component 210 provides the screen frame data to a
processing device 220 so that it may be transmitted. The screen frame data 210 may
be either the entire screen frame data of the most current screen frame grabbed from

7
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the digitized video signal, or may be the screen frame data making up the difference
detected by the XOR operation described above. Providing only the screen frame
data representing the difference between the current screen frame and the preceding
screen frame results in less data being distributed over the network 118.

Additional filtering functionality of the frame differential component 210
that is applicable when the analog video is digitized to reduce the amount of
unnecessary data transfer may also be included, such as applying threshold
comparisons to the most current screen frame data to determine whether to send the
results of the XOR operation or send no new screen frame data. The threshold of
this filtering component may be set as desired. As an example, the filter may look
apply a 7 bit per pixel threshold to determine whether the screen frame data has had
a significant change worth transmitting or only contains sampling noise where an
analog to digital converter is used. When changes in the current screen frame data
are significant as determined by the threshold, then the result of the XOR may be
transmitted. The frame differential component 210 may be implemented in various
ways, including a programmable logic device such as an field programmable gate
array or application specific integrated circuit that is configured to implement the
XOR operations and provide the result to the processing device 220.

The processing device 220 interacts with the frame differential component
210 to access the screen frame data to be provided to a network interface device 226.
The processing device 220 may be implemented in various ways discussed above,
such as but not limited to the PowerPC® 405GPr general purpose reduced
instruction set processor manufactured by IBM® Corp. The processing device 220
employs logic to package the screen frame data for transfer by the network device
226 via a particular protocol, such as TCP/IP.

The screen frame data may be packaged for distribution by the processing
device 220 from a network node established by the processing device 220 through
the network interface 226. As one altemative, the processing device 220 in
association with the network interface 226 may implement logic to behave as a web
server 224 having a particular IP address for the network 118. The web server 224
provides the screen frame data as a resource that can be requested by a remote
computer 120 through the network 118 by accessing the IP address of the web server
224 via a dedicated or generic browser window, such as a web browser like Internet
Explorer by Microsofi®.

The screen frame data may be utilized by the browser window of the remote
computer 120 in various ways. As an example, the browser window may be used to
download the screen frame data in a continuous streaming manner and the screen
frame data may be incorporated for display on the screen 134 by a dedicated

8
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application program of the remote computer 120. As another example, the browser
window of the remote computer 120 may download the screen frame data in a
continuous streaming manner for display of the screen frames on the screen 134
within the browser window itself such as where the browser window is a web
browser. The browser window may implement browser commands of plug-in logic
dedicated for a particular operating system platform such as an Active X® control to
display the screen frames, or alternatively may implement a virtual machine that
runs system independent browser commands such as a JAVA™ applet.

The processing device 220 interacts with SDRAM 222 to perform the
processing operations including receiving the screen frame data and packaging the
data for transfer by the network interface 226. Generally, the processing device 220
or network interface includes a media access control ("MAC"). The MAC obtains
carrier access within a network to transmit the packets of the screen frame data
and/or browser commands for physical layer transfer by the network interface 226.
The network interface 226 may be of various forms such as a dial-up, digital
subscriber line, ISDN, or cable modem or an Ethernet transceiver directly linked to a
data network. The data is transferred from the transceiver of the network interface
226 via the network 118 to the appropriate IP address of the network interface 124
of the remote computer 120.

In addition to transferring the screen data to the remote computer 120 via the
network 118, the network interface 226 also receives data transferred from the
remote computer 120 over the network 118. The network interface 226 receives the
request for screen frame data that occurs once the remote computer's browser has
been directed to the IP address of the web server 224 of the interaction device 110.
An example of a network interface 226 is a "phy" such as model LXT972A
manufactured by Intel® Corp.

Additionally, the network interface 226 may receive data from the remote
computer 120 that is indicative of the user activity occurring on the user interface
devices of the remote computer 120. As discussed above, the end user may interact
with the local computer screen frame being displayed on the screen 134 of the
remote computer 120 by using the mouse and keyboard when the focus of the
remote computer 120 is within the browser window display. The browser
commands receive the user input of the user interface device and generate data
corresponding to the user input relative to the local computer screen frame. The data
is transmitted to the interaction device 110.

The interaction device 110 receives the data indicating the user activity
through the network interface 226 where it is unpackaged from its transmitted state
back to data that can be interpreted by the processing device 220. The processing

9
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device 220 receives the data describing the user activity that took place through the
user interface devices of the remote computer 102. The processing device 220 then
outputs a user interface command to a microcontroller 228 that arbitrates between
the user input received over the network and the local user input received through a
bus connection to an 80C42 compatible keyboard/mouse controller 232 that is
coupled to the local mouse and keyboard. The microcontroller 228 may arbitrate by
giving priority to one of the inputs where both the local and remote user input is
received simultaneously to produce a clock and data output that is sent to the mouse
or keyboard port of the local computer 102. In many instances, it may be
appropriate to give the user input received over the network connection priority over
local user inputs.

The local computer 102 implements the user activities transferred to the
interaction device 110 over the network 118 as if they occurred through the user
interface devices (i.e., mouse 112 and/or keyboard 114) directly coupled to the
interface device 110. The user interface data provided as signals from the mouse or
keyboard ports of the microcontroller 228 to the mouse port 104 or keyboard port
108 of the local computer 102 appear as ordinary mouse and keyboard data and
clock signals.

To establish the USB connectivity discussed above between the interaction
device 110 and the local computer 102, a USB microcontroller 234 may be included.
The USB microcontroller 234 communicates with the processing device 220 to
emulate a USB node for the local computer 102. Thus, a media source of the remote
computer may be accessible by the local computer 102 by the USB microcontroller
234 emulating a USB media device for the local computer 102. Also, as discussed
above, the USB microcontroller 234 may allow the emulation of a keyboard and
mouse for the USB input of the local computer 102 to pass local and/or remote
keyboard and mouse signals to the local computer 102.

FIG. 3 shows logical operations that may be performed by the components of
the interaction device 110 to provide screen frames of the local computer 102 to the
remote computer 120. The operations begin at frame operation 302 where the frame
grabber 206 grabs a screen frame for the digitized video signal. As mentioned
above, the digitized video signal may be produced by an analog to digital converter
or may be taken directly from a digital video output of the local computer 102 if
available.

Once a screen frame has been obtained, the difference between the current
screen frame data and the previous screen frame data is found through the filtering
and/or XOR function as discussed above at comparison operation 304. The

unchanged screen frame data can be discarded since it has already been transferred
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over the network 118 for the previous screen frame. As discussed above, an
alternative to detecting the changes from one screen frame to the next is to always
transfer the entire screen frame data rather than only the changes, but additional
network bandwidth will be utilized by the larger data transfers. Also, as discussed
above, rather than always sending the result of the XOR function, a threshold filter
may be applied first to determine whether the current screen frame data has a
significant change (e.g., greater than 7 bits of variation for a pixel value) to decide to
send no screen frame data when the change is less than the threshold or to send the
result of the XOR between the first and second screen frame data sets when the
change is greater than the threshold.

After the screen frame data that is to be transferred has been obtained, the
screen frame data may be compressed at compression operation 308. The screen
frame data may be compressed through any one of various compression schemes to
further reduce the amount of data to be transferred. The compression scheme may
be programmed into either the frame differential component 210 or the processing
device 220. Alternatively, the screen frame data may be transferred without being
compressed, but additional network bandwidth will be utilized due to larger data
transfers.

Query operation 310 of the web server 224 detects whether screen frames
have been requested by an attempt to access the IP address of the web server 224 for
the network 118. Once screen frame data has been requested, the current screen
frame data that has been obtained and compressed is uploaded from the web server
224 over the network 118 at upload operation 312. The data is directed to the IP
address of the remote computer 120 that addressed the web server 224. Additionally
at upload operation 312, the control information 230 including browser commands
such as a JAVA™ applet or Active X control may be transferred from the web
server 224,

FIG. 4 shows the logical operations performed by the interaction device 110
to provide a user of the remote computer 102 the ability to interact with the local
computer 102. The processing device 220 receives the user input data from the
network 118 at input operation 402. The user input data is generally produced by
the browser commands as a result of the user manipulating the mouse 130 or
keyboard 132 in relation to the screen frame being displayed within the browser. As
discussed above, the browser commands that detect the user input and produce the
user input data may be a plug-in to the browser window or may be an applet that is
distributed to the browser when screen frame data is initially requested.

Upon receiving the user input data from the network 118, the processing
device 220 instructs the microcontroller 228 to provide mouse or keyboard data

11
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signals corresponding to the user input data to the local computer 102 at controller
operation 404. Thus, the processing device 220 formulates an instruction to the
microcontroller 228 to move the mouse pointer, perform a mouse click, or to enter
keyboard entries as appropriate at the local computer 102.

During this time, the interaction device 110 continues to grab screen frames
and transfer them to the remote computer 120. During and after implementing the
mouse and keyboard activity received through the network 118, screen frames are
obtained at frame operation 406 that display the change that has been implemented
due to the user activity at the remote computer 120. For example, if the user activity
is mouse pointer movement, then the succession of captured screen frames show the
movement of the mouse pointer. '

At transfer operation 408, the screen frame data that which shows the user
activity is transferred from the interaction device 110 to the remote computer 120.
The remote computer 120 then updates the screen frame being displayed within the
browser window. As previously discussed, this loop may result in artifacts such as
multiple mouse pointers on the screen frame but as propagation and processing
delays decrease, the immediate and delayed changes to the screen frame converge in
time so that the artifacts are no longer perceivable. Also, the mouse over window
option may be turned off at the remote computer for the browser window displaying
the screen frames.

The process of updating the screen frame, receiving additional user input,
transferring the user input for implementation by the local computer 102, and again
updating the screen frame continues until the remote computer 120 no longer
accesses the interaction device 110. This continuous loop allows the user of the
remote computer 120 to interact with and manage the local computer 102.

Illustrative logical operations performed by the remote computer 120 to

receive and display the screen frames of the local computer 102 are shown in FIG. 5.

The remote computer 120 receives the most current screen frame data from the
network 118 at receive operation 502. The remote computer 120 receives the screen
frame data through the network interface 124 which provides the data to a processor
that implements a dedicated application or browser window for displaying the screen
frame.

The processor implementing the browser window formats the screen frame
data for display within the browser window at format operation 504 by execution of
the browser commands discussed above. Formatting the data involves either
adapting the screen frame data for full screen display at the resolution provided by
the remote computer 120 or for display within a GUI window on the display screen
134 with corresponding scroll bars for the window if necessary. The processor of
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the remote computer 120 then initiates display of the formatted screen frame data by
the browser window at display operation 506.

The browser window implementing the browser commands then monitors
for user activity within the screen frames being displayed by the browser window at
monitor operation 508 whenever the browser window is the active focus of the GUL
When activity is detected, the browser commands cause user activity to be recorded
at capture operation 510. Recording the user activity involves recording the mouse
pointer movement and mouse clicks along with the relative coordinates of the mouse
pointer within the screen frame. For example, if the mouse pointer is positioned at a
particular location on the screen frame and is moving in a particular direction, the
recorded user activity data includes both the location of the pointer relative to the
coordinates defining the screen frame and the movement characteristics such as
speed and direction. Additionally, recording the user activity involves recording the
position of the cursor within the screen frame and any typing that occurs for the
cursor position.

The browser commands then continually upload the user input data to the IP
address of the web server 224 at upload operation 512. As discussed in relation to
FIG. 4, the interaction device 110 receives the user input data and provides mouse
and keyboard signals to the local computer 102 so that the user inputs received at the
remote computer 120 can be implemented by the local computer 102. The updated
screen frames of the local computer 102 are then captured and transferred to the
remote computer 120 for display so that the user can see that the user input has been
implemented.

FIG. 6 shows a perspective view of an external implementation 600 of the
interaction device 110. The external interaction device 600 includes an outer case
602 that provides several ports. A video input connector 604 is included for
connection to a cable that is also connected to the external video connection of the
local computer 102. The video input connector 604 receives the analog video output
from the local computer 102 and passes the signal that is split between the analog to
digital converter 202 and the video buffer 204, The output from the video buffer
204 is provided to a video output connector 606 that is connected to a cable of the
display monitor 116 and enables the display monitor 116 to show the screen frames
produced by the local computer 102.

The external interaction device 600 also includes a mouse input port 610 and
keyboard input port 608 that are connected to the local mouse 112 and local
keyboard 114, respectively. These ports 610, 612 channel signals to the switch 228
which then passes the signals to a mouse output port 614 and keyboard output port
612, respectively. The mouse output port 614 and keyboard output port 612 are
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connected to the mouse port 104 and keyboard port 108, respectively, of the local
computer 102. These input and output ports for the mouse and keyboard may be
PS/2 style ports, standard keyboard ports, standard serial ports, or other connection
types known for a keyboard and mouse.

The external interaction device 600 also includes a network connection 616,
such as a hardwired twisted pair cable for a direct network connection or a jack for
receiving a cable. The network connection 616 links the external interaction device
600 to the network 118 and provides a bi-directional communication path for
sending and receiving data, as discussed above.

Various power sources may be included for the device 600. On-board
batteries and/or a wall adapter may be utilized to provide the DC voltage required by
the circuitry described above. Furthermore, the device 600 may draw power from
various connections made to the local computer 102, such as through the mouse or
keyboard ports.

The external interaction device 600 allows the device 600 to be easily added
to a local computer 102. Because all connections to the local computer 102 are
external, the device 600 can be quickly and easily installed or removed. However, it
should be appreciated that the interaction device 110 may be of various forms,
including internal implementations where the device 110 is located inside the local
computer 102 and one or more of the connections to the local computer 102 are
made internally.

FIG. 7 shows a perspective view of another physical embodiment 700 of the
interaction device 110. This interactive device 700 has a condensed form that
allows a video input connector 708 of the device 700 to be plugged directly into the
video card of the local computer 102 without requiring a cumbersome video cable.
The condensed form reduces the weight that would otherwise tend to unplug the
device 110 fro|m the video port of the local computer 102 when directly connected
without a cable.

The device 700 includes a first printed circuit board 702 that provides a
mounting surface for the logic devices such as the microcontroller 228, processor
220, SDRAM 208, 212, and 222, USB microcontroller 234, universal device
controller 232, converter 202, and frame grabber 206, frame differentiator 210, and
network interface chipset 226. The first printed circuit board 702 may also include a
power jack 712 for connection to an external wall adapter and a USB port 714 for
connection to a USB cable that connects to the USB port of the local computer 102.

To condense the form, a second printed circuit board 704 is suspended above
the first board 702 by spacers 706. The board 704 supports various connectors such

as the video input connector 708, video output connector 710, mouse connector 718,
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keyboard connector 720, and network connector 716. The connectors of the second
printed circuit board 704 are electrically connected to the circuitry of the first printed
circuit board 702 through patch wires (not shown) such as a flex tab circuit.

To further condense the form of the device 700, the mouse connector 718
and keyboard connector 720 may have a sufficient number of conductor pins to
provide both an input connection for the local mouse and keyboard and an output
connection for providing signals to the local computer 102. Thus, the cable(s) that
plugs into the mouse connector includes wires that pass signals from the mouse to
the connector 718 and also includes wires that pass signals from the mouse
connector 718 to the mouse port of the local computer 102. Likewise, the cable(s)
connected to the keyboard connector 720 also provide wires that pass signals
between the keyboard and connector 720 and wires that pass signals between the
connector 720 and the keyboard port of the local computer 102.

Although the present invention has been described in connection with
various illustrative embodiments, those of ordinary skill in the art will understand
that many modifications can be made thereto within the scope of the claims that
follow. Accordingly, it is not intended that the scope of the invention in any way be
limited by the above description, but instead be determined entirely by reference to
the claims that follow.
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What is claimed is:
1. A method for establishing interaction between a local computer and a remote
computer, comprising:
receiving an analog video signal from the local computer;
digitizing the analog video signal to produce a digitized video signal;
grabbing a screen frame from the digitized video signal to produce screen
frame data; and
transmitting the screen frame data to a remote computer for display.

2. The method of claim 1, wherein transmitting the screen frame data to the
remote computer comprises providing a web server with an Internet Protocol address
that the screen frame data is accessed from.

3. The method of claim 1, further comprising compressing the screen frame
data obtained from the digitized video signal prior to transmitting the screen frame
data.

4, The method of claim 1, further comprising comparing a first set of screen

frame data previously transmitted to the remote computer to a second set of screen
frame data and transmitting only the screen frame data taken from the second set of
screen frame that is different than the first set of screen frame data.

5. A method for providing interaction between a local computer and a remote
computer, comprising:
obtaining a digitized video signal having screen frames of the local
computer;
grabbing a frame from the digitized video signal to create screen frame data;
transmitting the screen frame data over a network to a remote computer;
receiving user input over the network from the remote computer in response
to transmitting the screen frame data;
receiving user input from a user device for the local computer; and
arbitrating between the user input from over the network and the user input

from the user device to provide user input to the local computer.

6. The method of claim 5, further comprising compressing the screen frame
data prior to transmission.
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7. The method of claim 5, wherein transmitting the screen frame data comprises
providing a web server with an Internet Protocol address that the screen frame data
is from.

8. The method of claim 5, wherein upon receiving the user input at the local
computer, the method further comprises:

grabbing a new screen frame from the digitized video signal produced by the
local computer that incorporates changes resulting from the user input received from
the remote computer to produce new screen frame data; and

transmitting the new screen frame data to the remote computer.

9. The method of claim 5 , further comprising comparing a first set of screen
frame data previously transmitted to the remote computer to a second set of screen
frame data and transmitting screen frame data from the second set of screen frame
data that is different than the first set of screen frame data.

10.  The method of claim 5, further comprising:
receiving an analog video signal from the local computer; and
digitizing the analog video signal to produce the digitized video signal.

11.  The method of claim 5, wherein arbitrating between the user input from over
the network and the user input from the user device to provide user input to the local
computer comprises providing the user input from over the network to the local
computer when the user input from over the network and the user input from the

user device are received simultaneously.

12. A device for establishing interaction between a local computer and a remote
computer, comprising:

a video input that receives analog video signals of the local computer;

an analog-to-digital converter that digitizes the analog video signals to
produce digitized video signals;

a frame grabber that grabs screen frames from the digitized video signals to
create screen frame data;

a network interface device; and

at least one processing device configured to provide the screen frame data to
the network interface device for distribution across a network, wherein the
processing device establishes an IP address and provides the screen frame data upon
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receiving a request that is directed to the IP address through the network interface
device.

13. The device of claim 12, wherein the at least one processing device is further
configured to compress the screen frame data prior to providing the screen frame
data to the network interface device.

14.  The device of claim 12, further comprising:

a user device output; and

wherein the at least one processing device is further configured to receive a
user device signal through the network interface, and provide the user device signal
to the user device output for transmission to the local computer.

15.  The device of claim 14, further comprising:

a user device input coupled to a user device controller; and

a microcontroller in communication with the user device output, the user
device controller, and the at least one processing device to arbitrate between user
device signals received from the user device input and user device signals received
from the network interface and to provide user device signals through the user

device output.

16.  The device of claim 15, wherein the user device input is connected to a

keyboard and a mouse.

17. The device of claim 12, further comprising a video output that passes the
analog video signals.

18.  The device of claim 12, wherein the device is located externally of the local
computer.

19.  The device of claim 18, further comprising a case housing the video input,
the analog-to-digital converter, the frame grabber, the network interface device, and

the at least one processing device.

20.  The device of claim 12, further comprising a USB coniroller and a USB
output port in communication with a USB port of the local computer, and wherein
the processing device controls the USB controller to emulate a storage device of the
remote computer for use by the local computer.
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21.  The device of claim 12, further comprising a USB controller and a USB
output port in communication with a USB port of the local computer, and wherein
the processing device controls the USB controller to emulate a keyboard and a

mouse.

22.  The device of claim 12, further comprising XOR circuitry for comparing a
first set of screen frame data to a second set of screen frame data to determine a
difference between the first set of screen frame data and the second set, and wherein
the processing device provides only the screen frame data that comprises the
difference to the network interface.

23. A device for establishing interaction between a local computer and a remote
computer, comprising:

a video input that receives video signals of the local computer;

a frame grabber that grabs screen frames related to the video signals to create
screen frame data;

a network interface device;

at least one processing device configured to provide the screen frame data to
the network interface device for distribution across a network and receive user input
data from the network, wherein the processing device establishes an IP address and
provides the screen frame data upon receiving a request that is directed to the IP
address through the network interface device;

a user device input connected to at least one user device;

a user device output in communication with the local computer; and

a controller in communication with the at least one processing device and the
user device input, the controller being configured to arbitrate between user device
input from the network and user input from the at least one user device and provide
user device input through the user device output to the local computer.

24.  The device of claim 23, wherein the video signals of the local computer are
analog, and wherein the device further comprises:

an analog-to-digital converter that digitizes the analog video signals of the
local computer to produce digitized video signals, and wherein the frame grabber
grabs screen frames from the digitized video signals.

25.  The device of claim 23, wherein the at least one processing device is further
configured to compress the screen frame data prior to providing the screen frame
data to the network interface device.
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26.  The device of claim 23, wherein the user device input is connected to a

keyboard and a mouse.

27.  The device of claim 23, wherein the device is located externally of the local

computer.

28.  The device of claim 27, further comprising a case housing the video input,
the analog-to-digital converter, the frame grabber, the network interface device, and
the at least one processing device.

29.  The device of claim 23, further comprising a USB controller and a USB
output port in communication with a USB port of the local computer, and wherein
the processing device controls the USB controller to emulate a storage device of the
remote computer for use by the local computer.

30.  The device of claim 23, further comprising XOR circuitry for comparing a
first set of screen frame data to a second set of screen frame data to determine a
difference between the first set of screen frame data and the second set, and wherein
the processing device provides only the screen frame data that comprises the
difference to the network interface.

31.  The device of claim 12, wherein the video input comprises a video input port
directly interfaced to a video output port providing the video signals of the local

computer.

32.  The device of claim 12, wherein upon the device being operably connected
to receive the video input, the device is located other than within a rack.

33.  The device of claim 12, wherein the video input is connected to a video
output port of the local computer and the network interface device is connected to a
network interface such that the device is in-line between the video output port and
the network interface.

34.  The device of claim 12, wherein upon the device being operably connected

to receive the video input, the device is not permanently affixed where the device is
located such that it is portable.
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35.  The device of claim 23, wherein the video input comprises a video input port
directly interfaced to a video output port providing the video signals of the local
computer.

36.  The device of claim 23, wherein upon the device being operably connected
to receive the video input, the device is located other than within a rack.

37.  The device of claim 23, wherein the video input is connected to a video
output port of the local computer and the network interface device is connected to a
network interface such that the device is in-line between the video output port and
the network interface.

38.  The device of claim 12, wherein upon the device being operably connected
to receive the video input, the device is not permanently affixed where the device is
located such that it is portable.

39. A device for providing interaction with a local computer, comprising:

an input for a local mouse and a local keyboard;

an output for a mouse and keyboard signals being provided to the local
computer;

an input for video from the local computer; and

wherein the video input comprises a video input port directly interfaced to a
video output port providing the video signals of the local computer.

40. A device for providing interaction with a local computer, comprising:

an input for a local mouse and a local keyboard;

an output for a mouse and keyboard signals being proifided to the local
computer;

an input for video from the local computer; and

wherein upon the device being operably connected to receive the video input,
the device is located other than within a rack.

41. A device for providing interaction with a local computer, comprising:
an input for a local mouse and a local keyboard;
an output for a mouse and keyboard signals being provided to the local
computer,

an input for video from the local computer; and
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wherein the video input is connected to a video output port of the local
computer and the network interface device is connected to a network interface such
that the device is in-line between the video output port and the network interface.
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