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A SYSTEM AND METHOD FOR QUANTUM MOBILE
ACCESS VERIFICATION

FIELD OF INVENTION

The present invention relates to a system and method for Quantum Mobile Access
Verification (Q-MAV) that functions in a variety of verification-authentication processes.

BACKGROUND ART

Increased security features are necessary for securing, for example, buildings,
obmputers. and mobile phones. Conventionally, security systems require static key that
requires users to memorize their key or use a random key that is generated by a
Random Number Generator (RNG). However, hacking tools, such as, cloning, brute
force, phishing, and skimming, make the use of a static key that is susceptible to
cracking or theft, which leads to misuse by unauthorized users. Further, the use of a
random key based on RNG, which does not have a truly random output.

In the system of the present invention, an authorized biometric-fingerprint identity is
recorded from a user of a known identity and stored in the encrypted storage and
tampered proof for future reference. The default operation of the device is similar to a
mobile phone with additional security features.

The approach and methodology in the present invention satisfies the need of security
systems such as secure lock door access, secure computer or laptop access and secure
system access verification means using QRNG-MOP which generates true random of

independent-identical keys (i2 keys).

The subject matter claimed herein is not fimited to embodiments that solve any
disadvantages or that operate only in environments such as those described above.
Rather, this background is only provided to illustrate one exemplary technology area

where some embodiments described herein may be practice.
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SUMMARY OF INVENTION

The present invention provides a system (100) for Quantum Mobile Access Verification
(Q-MAV) that generates true random identical keys for encryption and decryption of data
streaming. The system (100) comprises at least one Quantum Random Number
Generator (QRNG) with at least one Multi Output Processor (MOP) (106); at least one
encrypted storage (102); at least one biometric system (101); at least one Encryption
system (107); and at least one display system (104), characterized in that the at least
one QRNG with at least one MOP (106) generates true random identical keys, known as
truly random independent-identical keys or i2 keys, for encryption and decryption of data
streaming wherein first key is used to encrypt hardware identification of Q-MAV and
authority code, and second key is used to decrypt encrypted data that has been sent to

an access system.

Preferably, the said display is part of mobile device and displays second i2 key. The said
i2 keys are used multiple times and are deleted after several attempts for accessing

system.

Further, the said encryption system (107) is One Time Pad (OTP) encryption system
wherein one bit of key is needed for each data to be encrypted and the said decryption
system is decrypted using i2-keys that are changed automatically after every use,
wherein the said keys are dynamic, random, and genuinely issued for each verification.

Another aspect of the present invention is a method (400) for generating true random
identical keys for encryption and decryption of data streaming. Q-MAV system is first
activated (402). Thereafter, at least one secure service and at least one un-secure
service is displayed at display of Q-MAV (404). Users fingerprint is scanned if secure
service is chosen by user (406) and users fingerprint identify is verified by Q-MAV
system (408). Subsequently, log error is displayed and several means is provided to
attempt if verification process is unsuccessful (410) and users account is locked when
number of attempts is exceeded wherein Q-MAV will function as mobile phone device
(412). Hardware identification or Q-MAV and authority code is provided if verification
was verified (414) and hardware identification and authority code is sent to encryption
system (416). Truly random independent-identical keys, i2-keys is generated as PIN
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numbers by QRNG-MOP (418) and hardware identification and authority code is
encrypted using first i2-key (420). Thereafter, encrypted data streaming is sent to access
system being used via transmitter channel means (422); second i2-key is displayed on
display system of Q-MAV system (424) and second i2-key is inserted into access system
used to decrypt encrypted data streaming (426). Subsequently, authorization from
access system is obtain if decryption process is successful or the key is validated (428)
and key is deleted if time frame is exceeded wherein the time frame is determined based

on user’s preference (430).

The present invention consists of features and a combination of parts hereinafter fully
described and illustrated in the accompanying drawings, it being understood that various
changes in the details may be made without departing from the scope of the invention or
sacrificing any of the advantages of the present invention.
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BRIEF DESCRIPTION OF ACCOMPANYING DRAWINGS

To further clarify various aspects of some embodiments of the present invention, a more
particular description of the invention will be rendered by references to specific
embodiments thereof, which are illustrated in the appended drawings. It is appreciated
that these drawings depict only typical embodiments of the invention and are therefore
not to be considered limiting of its scope. The invention will be described and explained
with additional specificity and detail through the accompanying drawings where:

Fig. 1 illustrates internal architecture of Q-MAV system and its components.
Fig. 2 illustrates external architecture of Q-MAV system and its components.
Fig. 3 illustrates communication of Q-MAV system to any secure access system.

Fig. 4 is a flowchart illustrating method for generating true random identical keys for

encryption and decryption of data streaming.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention provides a system and method for Quantum Mobile Access
Verification (Q-MAV) that functions in a variety of verification-authentication processes.
Hereinafter, this specification will describe the present invention according to the
preferred embodiments. it is to be understood that limiting the description to the
preferred embodiments of the invention is merely to facilitate discussion of the present
invention and it is envisioned without departing from the scope of the appended claims.

Reference is first being made to Figs. 1 and 2 respectively. Fig. 1 illustrates internal
architecture of Q-MAV system that is secure mobile communication based on quantum
random number generator (QRNG) with multi output processor (MOP), which can be
functioned for multi purposes of access system verification-authentication means while
Fig. 2 illustrates external architecture of Q-MAV system. As illustrated in Fig. 1 and Fig.
2 respectively, the said Q-MAV system comprises at least one Quantum Random
Number Generator (QRNG) with at least one Multi Output Processor (MOP) (106), at
least one encrypted storage (102) to store authorized users finger print sample for
verification reference, at least one biometric system (101) which represents biometric
scanner to scan users finger print to provide secure service, at least one encryption
system (107) and at least one display system (104) to display pin number. Other
components (103) can be added since only basic minimum components are been
described in internal architecture of Q-MAV system.

The said display system (104) displays secure and unsecure services menu and second
generated identical key while micro-processor system (105) acts as controller for all
components. Quantum random number generator (QRNG) with MOP (106) acts as key
generator which will generate truly random independent-identical keys (i2-keys) for
encryption and decryption of data streaming wherein first key is used to encrypt
hardware identification of Q-MAV and authority code, and second key is used to decrypt
encrypted data that has been sent to access system.

The said encryption system (107) is One Time Pad (OTP) encryption system wherein
one bit of key is needed for each data to be encrypted while decryption system is
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decrypted using i2-keys that are changed automatically after every use as the said keys
are dynamic, random and genuinely issued for verification. Transmitter channel (108)
and antenna (110) acts as an interface to communicate with external access systems as

provided in Q-MAV system.

The said biometric system (101) includes fingerprint scanner and is able to scan
fingerprints. Mobile device display (104) is part of mobile device system wherein it
displays second i2 key; i2 keys are used multiple times and i2 keys are deleted after
several attempts for accessing system. The said encrypted storage (102) is encrypted

using any encryption means and is tamper proof.

Reference is now made to Fig. 3. Fig. 3 illustrates communication of Q-MAV system to
any secure access system. The said Q-MAV system is capable of communicating to
any secure access systems such as secure door lock access, secure computer or laptop
access, and other secure equipment physical access systems means using some kinds
of connections (i.e, wired, wireless, or no connection to communicate with third party or

a head quarter).

The present invention focuses only on communication between Q-MAV with secure
access systems. Communication between access parties to third parties or their
headquarters with its policy requirements is beyond of the scope of the present

invention.

Reference is now made to Fig. 4. Fig. 4 is a flowchart illustrating method for generating
true random identical keys for encryption and decryption of data streaming. As illustrated
in Fig. 4, Q-MAV system is first activated (402). At least one secure service and at least
one un-secure service is displayed at display of Q-MAV (404). User needs to select
secure service and scan user’s fingerprint on biometric system of Q-MAV system (406).
Device will functioned as normal mobile phone if secure service is not selected.

Thereafter, users scanned fingerprint will be verified with stored authorized users data
reference in Q-MAV system (408). Q-MAV will provide and send its hardware ID and
authority code to encryption system if scanned user's fingerprint matches stored
authorized user's data reference (414). QRNG-MOP will be activated to generate two
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identical keys. If verification fails, Q-MAV system display log error (410) and return to
secure services menu until failed attempts have exceeded, then the system will block
users account wherein Q-MAV will functioned as mobile phone device (412).
Subsequently, hardware identification and authority code is sent to encryption system
(416) and QRNG- MOP generates truly random independent-identical keys (418). The
two identical keys generated are truly random of independent-identical keys (i2-keys). It
is generated by QRNG-MOP as PIN numbers which is first identical key and second
identical key. The said first identical key will be used to encrypt Q-MAV's hardware
identification (ID) and authority code using One Time Pad (OTP) encryption method
(420). Thereafter, the encrypted streaming data will be sent to an access system being

used via a transmitter channel (422).

Second identical key will be displayed at display of Q-MAV system, wherein user is
required to decrypt the encrypted streaming data by keying-in the appeared key on the
display of Q-MAYV system to the access system being used (424). Displayed key can be
used several times or for several accesses within time frame, if exceeded, displayed key
will be deleted and Q-MAV will function as mobile phone. This security protocol is used
to avoid misused of the authorization by non-authorized users. Second i2-key is inserted
into access system used to decrypt encrypted data streaming (426). Thereafter,
authorization is obtained from access system if decryption process is successful or when

key is validated (428).

If both keys are matched, an authorized user is able to access system within the time
frame. If the time frame has exceeded, the access system will end the process by
deleting key as time frame is determined based on users preference (430) and the
process will restart at secure services menu. If both keys are not matched, system will
provide log error and return to secure services menu until failed attempts have
exceeded. Thereafter, the system will block the user's account. The numbers of failed

attempts depends on third parties rule or specification.

The system and methodology of the present invention provides for independent-identical
keys (i2-keys) generated by QRNG-MOP wherein the mobile device system transmits
encrypted streaming data which consists of hardware identification and authority code.
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The present invention may be embodied in other specific forms without departing from
its essential characteristics. The described embodiments are to be considered in all
respects only as illustrative and not restrictive. The scope of the invention is, therefore
indicated by the appended claims rather than by the foregoing description. All changes,
which come within the meaning and range of equivalency of the claims, are to be

embraced within their scope.
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CLAIMS

1.

2.

A system (100) for Quantum Mobile Access Verification (Q-MAV) that generates
true random identical keys for encryption and decryption of data streaming,
comprising:

at least one Quantum Random Number Generator (QRNG) with at least

one Multi Output Processor (MOP) (106);

at least one encrypted storage (102);

at least one biometric system (101);

at least one Encryption system (107); and

at least one display system (104),
characterized in that the at least one QRNG with at least one

MOP (106) generates true random identical keys, known as truly
random independent- identical keys or i2 keys for encryption and
decryption of data streaming wherein first key is used to encrypt
hardware identification of Q-MAV and authority code, and second
key is used to decrypt encrypted data that has been sent to

access system.

A system (100) according to Claim 1, wherein biometric system is fingerprint

scanner.
A system (100) according to Claim 1, wherein i2 keys are used muitiple times.

A system (100) according to Claim 1, wherein encrypted data is sent via

transmitter channel.

A system (100) according to Claim 1, wherein display system is part of mobile

device.

A system (100) according to Claim 1, wherein display system displays second i2

key.
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7. A system (100) according to Claim 1, wherein i2 keys are deleted after several

attempts for accessing system.

8. A system (100) according to Claim 1, wherein encrypted storage (102) is

encrypted using any encryption means and is tamper proof.

9. A system (100) according to Claim 1, wherein biometric system (101) is able to

scan fingerprints.

10. A system (100) according to Claim 1, wherein encryption system (107) is One
Time Pad (OTP) encryption system wherein one bit of key is needed for each

data to be encrypted.

11. A system (100) according to Claim 1, wherein decryption system is decrypted
using i2-keys that are changed automatically after every use, the said keys are
dynamic, random, and genuinely issued for each verification.

12. A system (100) according to Claim 1, wherein Q-MAV system has at least a time
frame to maintain the key or without a time frame based on security level of

mobile device.

13. A system (100) as claimed in Claim 1, wherein Q-MAYV system is implemented in
hardware system and device-based access verification.

14. A method (400) for generating true random identical keys for encryption and

decryption of data streaming comprising steps of:
activating Q-MAV system (402);
displaying at least one secure service and at least one un-secure service
at display of Q-MAV (404);
scanning users finger print, if secure service is chosen by user (406);
verifying users fingerprint identify by Q-MAV system (408);
displaying log error and providing means to attempt for several times if
verification process is unsuccessful (410);
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locking users account when number of attempts is exceeded wherein Q-
MAV will function as mobile phone device (412);

providing hardware identification or Q-MAV and authority code, if
verification was verified (414);

sending hardware identification and authority code to encryption system
(416),

generating truly random independent-identical keys, i2-keys as PIN
numbers by QRNG-MOP (418);

encrypting hardware identification and authority code using first i2-key
(420);

sending encrypted data streaming to access system being used via
transmitter channel means (422);

displaying second i2-key on display system of Q-MAV system (424);
inserting second i2-key into access system used to decrypt encrypted
data streaming (426);

obtaining authorization from access system if decryption process is
successful or the key is validated (428); and

deleting key if time frame is exceeded wherein the time frame is
determined based on user’s preference (430).
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