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ANONYMOUS RECOMMENDATION TECHNIQUE 

PRIORAPPLICATIONS 

0001. The present invention is filed as a continuation-in 
part of U.S. patent application Ser. No. 09/944,739, titled 
ANONYMOUS ACOUISITION OF DIGITAL PROD 
UCTS BASED ON SECRETSPLITTING, filed on Aug. 31, 
2001 in behalf of Vora et al., the same inventors as in the 
present application, which prior application is assigned to 
the Hewlett-Packard Company, the same assignee as in the 
present application. 

FIELD OF THE INVENTION 

0002 The present invention relates generally to elec 
tronic commerce Systems and, in particular, to a technique 
for providing anonymous recommendations within Such 
electronic commerce Systems. 

BACKGROUND OF THE INVENTION 

0.003 Electronic commerce is increasingly becoming a 
part of everyday life. In particular, the rapid growth of the 
Internet and World Wide Web has lead to a corresponding 
increase in the ability to acquire goods and Services 
remotely. A generalized example in accordance with current 
techniques is illustrated in FIG. 1. In particular, an entity 
102, Such as an individual or organization, may communi 
cate with a provider 104 via a public network 103. The entity 
102 transmits a variety of information to the provider 104 in 
order to acquire a product being offered by the provider 104. 
The information sent by the entity 102 typically comprises 
an identification of the entity, an identification of the product 
being acquired and, optionally, information regarding the 
price of the product being acquired. In turn, where the 
acquisition is a purchase, the provider 104 may Supply Some 
or all of the information from the entity 102 to a credit 
agency 106. As a result, the provider 104 has specific 
knowledge of the products being purchased by the entity 
102. Likewise, the credit agency 106 has specific knowledge 
that the entity 102 is purchasing products from the provider 
104. 

0004 Based on the knowledge of what products or ser 
vices are being acquired, the provider 104 can often Supply 
one or more recommendations to the entity. That is, if an 
entity purchases, for example, tickets to a classical music 
concert, the provider may be able to recommend other 
classical music concerts or even other products, Such as 
recordings of classical music. AS providers become more 
familiar with additional specific activities performed by 
Specific entities within the electronic commerce System (i.e., 
develop profiles about the entities), they can further refine 
their recommendations So as to provide more targeted or 
relevant recommendations with increased likelihood that the 
Specific entities will follow up on the recommendations. 
While Specific knowledge of a given entity's on-line activi 
ties may be valuable to the provider as a Source of providing 
recommendations, which recommendation may even be 
helpful to or welcomed by Some of the targeted entities, an 
increasing number of consumers object to commercial enter 
prises and other third parties having Specific knowledge of 
their on-line activities. Clearly, a consumer's desire for 
privacy conflicts with the desire of commercial enterprises 
to be able to recommend additional Services and products 
based on past activities by consumers. 
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0005 Therefore, a need exists for techniques that allow 
the formulation of recommendations based on Some degree 
of knowledge about a given entity's on-line activities, but 
that also provides the given entity with a corresponding 
degree of privacy. 

SUMMARY OF THE INVENTION 

0006 8. A commerce system comprises a plurality of 
entities each having an associated entity identity that is 
Stored as a plurality of Secret Shares amongst at least a 
portion of a plurality of shareholders. Each plurality of 
Secret shares comprises a Subset of a finite Set of Secret Share 
values. An apparatus and method for the commerce System 
includes an association, for each entity of the plurality of 
entities, for at least one activity conducted by the entity 
within the commerce system with each of the plurality of 
Secret shares used to Store the entity identity corresponding 
to the entity Such that each Secret share of the finite Set of 
Secret share values has associated therewith a set of activi 
ties from at least a portion of the plurality of entities. A 
receiver for receiving Sets of activities associated with each 
Secret share of a first plurality of Secret Shares used to Store 
a first entity identity corresponding to a first entity is 
included with a generator, coupled to the receiver, for 
generating an estimated activities list, for the first entity, 
comprising an interSection of the Sets of activities. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0007 FIG. 1 is a block diagram illustrating a typical 
arrangement used in electronic commerce in accordance 
with prior art techniques. 
0008 FIG. 2 is a block diagram illustrating an arrange 
ment that may be used for electronic commerce in accor 
dance with the present invention. 
0009 FIG. 3 is a flow chart illustrating a technique in 
accordance with the present invention. 
0010 FIGS. 4-18 illustrate an example of providing an 
estimated activities list in accordance with the present 
invention. 

0011 FIGS. 19-33 illustrate another example of provid 
ing an estimated activities list in accordance with the present 
invention. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

0012. The present invention provides a technique for 
making recommendations to entities in an electronic com 
merce system (based, for example, on the Internet or World 
Wide Web) while simultaneously maintaining activities pro 
files of individual entities in Secret. In the context of the 
present invention, activities encompass Substantially all 
actions in which an entity provides its entity identification to 
a third party including, but not limited to, purchasing a 
digital object or Service, providing information to a third 
party for the purposes, for example, of rating Something in 
a Survey, etc. Furthermore, electronic commerce Systems as 
used herein are not limited to Systems Supporting commer 
cial transactions, but instead encompass all Systems whereby 
an entity at least provides its entity identification to a third 
party for any purpose. 
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0013 The present invention employs secret sharing tech 
niques whereby information regarding particular activities 
by an entity is kept confidential and yet accessible when 
required to generate recommendations for the entity's ben 
efit. An entity engaging in an activity within the electronic 
commerce Systems Supplies data Such as an entity identifi 
cation to an anonymity Service. In turn, the anonymity 
Service splits the entity identification into a plurality of 
Secret shares that are thereafter provided to a corresponding 
plurality of Shareholders. The nature of the Secret Splitting 
proceSS is Such that each shareholder is unable to reproduce 
the Secret corresponding to the Shareholder's share without 
the other shareholders involved in the process. Furthermore, 
the proceSS whereby the Secret Shares are generated should 
be reproducible by the anonymity Service, Such that the 
anonymity Service can generate all the Sets of the plurality 
of Secret Shares ever generated for a particular entity iden 
tification. Information regarding the specific activity (e.g., 
information identifying the specific activity) is associated 
with each Secret share of the plurality of Secret shares used 
to memorialize the entity's identity. ASSuming that there are 
a finite number of secret shares available from which any 
given entity's plurality of Secret Shares may be Selected, over 
time and multiple activities conducted by multiple entities, 
each Secret share will have associated therewith a set of 
activities corresponding to a plurality of entities. 
0.014 When it is desired to generate recommendations for 
a given entity based on that entity's past activities, an 
interSection of the Sets of activities associated with that 
entity's Secret shares is provided as an estimated activities 
list. That is, activities found in each Set of activities asso 
ciated with each Secret share of the given entity's Secret 
shares are included in the estimated activities list, whereas 
activities found in less than all of the sets of activities 
asSociated with the entity's Secret shares are excluded. 
Thereafter, one or more recommendations may be made 
based on the estimated activities list. By associating activi 
ties with a plurality of Secret shares, the present invention 
facilitates anonymous transactions, particularly anonymous 
recommendations. 

0.015 The present invention may be more readily 
described with reference to FIGS. 2-33. Referring now to 
FIG. 2, there is illustrated a block diagram of a system 200 
in accordance with the present invention. In particular, an 
anonymity service 203 is provided as an intermediary 
between entities 202 (e.g., acquirers of Services or digital 
products) and one or more providers 204. In practice, the 
anonymity service 203 and provider 204 can be in commu 
nication with a clearing house and a credit agency in Support 
of commercial transactions, for clarity, the clearing house 
and credit agency are not illustrated in FIG. 2. Although 
direct connections are illustrated between the anonymity 
service 203 and the various other elements of the system 
200, it is understood that these connections may comprise 
paths established through public networkS Such as the Inter 
net or World WideWeb, within private networks or through 
a combination of public and private networkS. 
0016. In the context of the present invention, each of a 
plurality of entities 202 may comprise any individual or 
organization capable of conducting activities within the 
electronic commerce system 200. Such activities may com 
prise virtually any actions in which an entity is willing to 
include its entity identification. For example, Such activities 
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may include, but are not limited to, providing or acquiring 
Something of value to/from a third party, Such as participat 
ing in a Survey, Subscribing to a newsletter or affinity group 
chat room, or acquiring Services or digital products from the 
provider 204. In the context of the present invention, digital 
products comprise anything capable of delivery via a com 
munication network. For example, digital products may 
include downloadable Software or digital data Such as text, 
audio, Video or images. Those having ordinary skill in the art 
will recognize that other types of digital products may be 
used in conjunction with the present invention, and the 
present invention is not limited in this regard. Regardless, 
each activity conducted within the system 200 should be 
Susceptible to unique identification. For example, activities 
may include actions Such as, “purchased video disk of 
“Cinderella”, “downloaded trial version of XYZ Co.'s 
video game software”, “donated money to Planned Parent 
hood”, etc. In Sum, activities in the context of the present 
invention comprise any actions having associated therewith 
an entity identification and that are Susceptible to a unique 
identification. 

0017. In practice, each entity 202 communicates with the 
anonymity Service 203 via a computer implementing a 
network communication program, Such as a browser or the 
like. The provider 204, in turn, may likewise comprise any 
individual or organization that provides Services or digital 
products or that accepts information from entities via a 
communication network. More generally, the provider 204 
may comprise any individual or organization that is the 
intended target of an entity's action(s) and is therefore a 
recipient of that entity's identification. The anonymity Ser 
Vice 203 preferably comprises a computer-implemented 
Service available via a communication network Such as the 
Internet or World Wide Web. As depicted in FIG. 2, the 
anonymity service 203 preferably comprises a processor 210 
and memory 212. For example, the anonymity Service may 
be implemented using one or more network Servers execut 
ing Stored Software routines as known in the art. 
0018. The anonymity service 203 is in communication 
with a plurality of shareholders 207. As described in greater 
detail below, each of the shareholders 207 is provided with 
a Secret share (preferably representative of at least an 
entity's identification) which, by itself, does not enable an 
individual shareholder to reconstruct a Secret, i.e., an entity's 
identity. In a preferred embodiment, the proceSS used to 
generate the Secret Shares is reproducible; that is, for any 
given input, a predictable Set of Secret shares will be 
provided as output. Furthermore, it is preferred that the 
process used to generate the Secret Shares possess the 
property that any Secret Share is equally likely to take on a 
particular value as any other value. For example, if Secret 
shares are expressed as n-bit binary words, there exists a 
finite Set of Secret Share values comprising 2" possible 
values. Thus, the likelihood of any one Secret share value of 
the finite Set of Secret share values being generated is 
preferably equivalent to 

0019. The set of shareholders 207 is preferably static 
relative to the anonymity service 203 and to the number of 
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Secret Share values in the finite Set of Secret share values. 
That is, for a given entity's identification, information 
corresponding to a given Secret share value is always Sent to 
the same shareholder of the set of shareholders 207, which 
Set itself is unchanging from the anonymity Service's per 
Spective. For example, if there are ten possible Secret Shares 
(S1 through So) and ten possible shareholders (H1 through 
Ho), a possible arrangement is to uniquely assign one of the 
ten Secret share values to a corresponding one of the ten 
shareholders. Further, it is preferable to ensure that the first 
shareholder always receives the first Secret share value 
produced, the Second shareholder always receives the Sec 
ond Secret share value produced, and So on. Of course, other 
arrangements are possible. If multiple anonymity Services 
are provided, each could be associated with its own, well 
described and not necessarily Static, plurality of sharehold 
ers, which plurality of shareholders may or may not include 
shareholders that are also associated with other anonymity 
Services. 

0020. In any event, each shareholder is capable of receiv 
ing Secret shares and information regarding activities from 
the anonymity service 203. To this end, each shareholder 
preferably comprises a computer-implemented device 
capable of communicating with the anonymity Service 203. 
Because Secret sharing Schemes are Vulnerable to the extent 
that Separate shareholders could collaborate to ascertain the 
Secret in their possession, it is advantageous to maintain the 
identity of each shareholder in confidence from the other 
shareholders. Furthermore, it is preferred to Select the share 
holderS Such that they have an inherent reason not to 
collaborate with each other. For example, shareholders in 
possession of the Secret shares corresponding to a single 
Secret may comprise competitors in a given industry. Such 
competitors are inherently unlikely or unwilling to share 
information with each other. Additionally, the shareholders 
may comprise a privacy organization that is dedicated to 
advocating privacy in electronic commerce, and therefore 
unlikely to collaborate with other shareholders. Further still, 
the entity 202 may comprise one of the shareholders, or the 
shareholders 207 may be known to the entity 202, such as 
family members or friends or an Internet mailing list con 
Structed around a common interest. 

0021 Referring now to FIG. 3, a method in accordance 
with the present invention is illustrated. In particular, the 
method of FIG. 3 is preferably implemented by the ano 
nymity service 203. As shown, two parallel, independent 
paths are provided. On the left, a path is provided whereby 
activities by Separate entities are added to Sets of activities 
asSociated with Separate Secret shares. On the right, a path is 
provided whereby a Set of recommendations, based on the 
Sets of activities associated with the Separate Secret shares, 
may be generated. 

0022. At block 302, it is continuously determined 
whether a given entity has transmitted its entity identifica 
tion and information regarding one or more activities to the 
anonymity Service. In an embodiment of the present inven 
tion, the entity identification and information regarding the 
one or more activities may comprise part of a Service request 
Sent to the anonymity Service. In this manner, the anonymity 
Service acts as an intermediary between the entity and the 
third party to which the entity's action activity is directed. 
The anonymity Service can be provided as an additional 
Service by an entity's on-line Service provider, Such as an 
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Internet Service Provider (ISP). In one embodiment of the 
present invention, the information provided at block 302 is 
Securely transmitted to the anonymity Service. Security in 
the transmission of Such information may be provided using 
known techniques, Such as encryption or a trusted path. 

0023 The entity identification may comprise any unique 
identifier Such as a public key, credit card number or the like. 
Likewise, the information regarding the one or more activi 
ties may comprise any unique value or description Sufficient 
to distinguish one activity from another. In practice, at least 
with initial implementations, it is expected that Such activ 
ity-describing information will be application dependent. 
For example, if the present invention is limited in its 
application to the realm of activities related to books (e.g., 
on-line purchases, ratings, etc.), the existing System of 
International Standard Book Number (ISBN) codes could be 
used to uniquely identify particular books referenced in a 
given activity. Similar use could be made of Stock keeping 
unit (SKU) codes or similar codes currently provided on 
many products. More generally, various Schemes have been 
proposed, Such as the So-called Consumer Profile Exchange 
Standard (CPEX) and Digital Object Identifiers (DOI) that 
may be applicable acroSS abroad spectrum of activities, and 
may therefore be beneficially applied to the present inven 
tion. 

0024. When an entity has transmitted its entity identifi 
cation and information regarding the one or more activities, 
processing continues at block 304 where a cryptographic or 
other secret splitting technique is used to split the entity 
identification into a plurality of Secret shares. Such Secret 
Splitting techniques are well known in the art. In essence, a 
Secret Splitting technique takes a Secret and divides it up into 
pieces Such that each piece by itself does not allow a holder 
of that piece to reconstruct the Secret. However, a holder in 
possession of all of the pieces is able to reconstruct the 
Secret. 

0025 The present invention requires well-described and 
reproducible Secret Splitting, i.e., a Secret Splitting technique 
that results in reproducible Sets of Secret Share values for a 
given entity identification. A number of cryptographic Secret 
Sharing Schemes use random number generation and, as a 
result, the Secret Share values are generally not reproducible. 
Typically, in Such Schemes, a Seed value is typically used to 
initialize a process that generates a Stream of essentially 
random data, which random data (i.e., the Secret shares) is 
then used to Secure other data. Random number generation 
usually enhances the Secrecy of a Scheme because a well 
defined, predetermined relationship does not exist between 
the Secret Share values and the Secret, and the shares hence 
reveal leSS information about the Secret. As a practical 
matter, however, the present invention cannot be imple 
mented using a Secret Splitting/sharing Scheme that results in 
Secret shares that are different each time for identical inputs. 
Rather, the present invention is preferably implemented 
using a Secret Splitting Scheme that generates one of a finite 
number of possible Sets of Secret shares each time for 
identical inputs. The number of possible Secret share Sets for 
a given entity identification should be Small compared to: (a) 
the average number of times an entity is expected to use the 
Service, and (b) the total number of Sets of Secret shares 
possible (for m n-bit secret shares, this number is 2"). 
Further, depending on usage and number of activities, the 
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Size of the number of possible Secret Share Sets for any given 
entity identity also affects recommendation accuracy. 
0026. Most of the cryptographic secret sharing schemes 
that require random numbers can be easily modified for use 
with the present invention. For example, in one approach, 
random numbers can be generated once, Stored with an 
entity identification by the anonymity Service, and used 
every time the entity identification is received thereafter. In 
another approach, the same random number can be used for 
all entity identities. 
0027. However, both of these approaches reduce the 
Secrecy of the Schemes. The first approach provides more 
privacy to the consumer relative to the shareholders because 
the shareholders have data from only one entity to reverse 
engineer in order to obtain information about the corre 
sponding random number and, through it and a single Secret 
share value, the entity identification. However, because the 
first approach requires Storage of entity identifications by the 
anonymity Service, (not required by the Second approach), it 
provides Severely reduced privacy to the consumer with 
respect to the anonymity Service. 
0028. The second approach provides less privacy to the 
consumer relative to the shareholders because they might be 
able to analyze patterns of the shares corresponding to 
different entity identifications to make educated guesses 
about the Single random number, and from that information 
also determine information about entity identification from 
a single Secret share value. Similar Schemes, with the fixed 
numbers changing every So often, even at random, and being 
Stored against entity identification for later reference, can 
also be used to provide more privacy to the consumer 
relative to the shareholders, though these will still be pri 
vacy-compromised to Some degree with respect to the 
anonymity Service and could decrease recommendation 
accuracy. 

0029. A third approach is for the anonymity service to use 
a function of the entity identification to generate the random 
data for that entity identification So that the random data 
does not have to be stored. The service can thereafter 
construct the random data each time it is needed. Because 
each entity identification is presumably unique, the resulting 
random data will not be the same for all entity identifica 
tions, and the function used can be changed occasionally if 
required. In particular, the function can be randomly chosen 
from a small, finite set of functions. The scheme could be 
made more Secure if the function were a So-called one-way 
function, i.e., a function that is easy to compute but difficult 
to invert. This would make it harder to recover an entity 
identification from a Secret share value. Those having ordi 
nary skill in the art will recognize that other types of 
permutations may be used to generate reproducible shares in 
conjunction with the present invention, and the present 
invention is not limited in this regard. 
0.030. An exemplary secret sharing scheme that uses 
random numbers, and its modification for use with the 
present invention, is now described. AS an example of Secret 
Sharing, assume that a party A wishes to split a Secret S into 
three shares that will be Subsequently given to parties B, C 
and D. In accordance with a preferred embodiment of the 
present invention, further assume that the Secret S is repre 
Sented as a String of bits having length M. First, A generates 
two random bit strings, X and Y, each of length M. (Tech 
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niques for generating random bit Strings are well known in 
the art of cryptography and are therefore not described in 
detail herein.) The secret S is thereafter exclusive-OR'd with 
X and Y to provide a new bit string Z, also of length M: 

0031) Thereafter, A provides Z, X and Y (the secret 
shares) to, for example, B, C and D (the shareholders), 
respectively. Note that none of B, C or D is able to 
reconstruct the Secret S based Solely on their respective 
share (Z, X or Y). To the contrary, the only way to recon 
Struct the Secret is to combine the Secret shares once again: 

0032. The above-described scheme can be modified to 
generate reproducible Secrets instead of random Secrets. 
Instead of random bit strings, X and Y could be outputs of 
well-defined functions of the entity identification. For 
example, X and Y could be squares, cubes, and/or n" powers 
of the entity identification. Because X and Y would no 
longer be random, the Security of the Secret Splitting Scheme 
would be reduced. However, this is a cost of obtaining X and 
Yvalues that are reproducible. To mitigate the impact on the 
security, the function can be changed, e.g., to the m" power, 
after a certain period of time, or it can be a different function 
depending on parameterS Such as the day of the week, or it 
can be a function randomly chosen from a finite Set of 
functions (for example, the function could be one of the 
101-105 powers). The total number of different functions 
used for each entity identification should be Small compared 
to the average number of times each entity identification is 
used in the anonymity Service, and Small compared to the 
total number of Sets of Secret shares possible. The larger the 
number of functions, the more privacy is protected from the 
Secret Shareholders at the possible expense of recommen 
dation accuracy. 

0033 While this is a simple example, it illustrates the 
basic concept and implementation of Secret Splitting modi 
fied for reproducibility. Simple extensions will be evident to 
those having ordinary skill in the art. For example, a larger 
number of shareholders may be employed by Simply gen 
erating additional reproducible bit Strings to combine with 
the Secret. One publication teaching a variety of crypto 
graphic Secret Splitting techniques is "Applied Cryptogra 
phy” by Bruce Schneier (John Marley & Sons, 1996), the 
teachings of which are incorporated herein by this reference. 
Referring back to FIG. 3, the number of secret shares 
provided at block 304 for the entity identification is a matter 
of design choice. However, in a preferred embodiment, the 
number of Secret shares is always the same and the Secret 
Splitting technique is reproducible, though equivalent out 
puts may not always result from equivalent inputs. 

0034 So-called perfect secret splitting schemes are those 
Schemes that result in Secret shares in which any given Secret 
share does not provide any information to an adverse party 
by which the secret may be identified. A number of known 
perfect Secret Sharing Schemes result in at least one random 
Secret. Modifying a perfect Scheme to produce reproducible 
shares as described earlier could make the Scheme non 
perfect. 

0035 Besides cryptographic secret splitting schemes, 
other Schemes which require leSS computation and in which 
individual Secret Shares do provide Some information 
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regarding the Secret may also be used, although are not 
preferred. A simple illustration of a non-cryptographic Secret 
Splitting technique would be to split the Secret up into 
constituent parts and providing those parts as the Secret 
shares directly. For example, if a given entity's identification 
is simply “John Smith', the secret shares could be provided 
as the nine letters in the identification, i.e., “j”, “o”, “h”, “n”, 
“s”, “m”, “i”, “t” and “h”. While no one secret share (letter) 
allows a given shareholder to reconstruct the entire Secret, it 
does provide Some information about the Secret. 
0.036 Regardless, at block 306, the secret shares created 
at block 304 are sent to shareholders along with the infor 
mation regarding the one or more activities. While the Secret 
shares could be sent to the shareholders in encrypted form in 
order to enhance Security, the Secret shares are Sent unen 
crypted in a presently preferred embodiment. Likewise, the 
information regarding the one or more activities may be sent 
in an encrypted form or otherwise Secure manner, but this is 
not preferred. Nevertheless, the information regarding the 
one or more activities is Sent to the shareholders each time 
a Secret Share is produced. 

0037. The length of time required by each shareholder to 
Store a corresponding Secret share is a matter of design 
choice and may be dictated, for example, by legal require 
ments Setting the length of time documentation regarding a 
transaction is to be Stored. Likewise, the duration for which 
the information regarding the one or more activities is kept 
is a matter of design choice. In one embodiment of the 
present invention, the information regarding the one or more 
activities is kept indefinitely. In another embodiment, how 
ever, activities are assigned an expiration date Such that they 
are no longer available after the expiration date. Further Still, 
activities could be continuously inspected to See if no one 
has engaged in a certain activity for a certain period of time, 
in which case the activity is purged. Those having ordinary 
skill in the art will recognize that other Schemes may be 
possible or desirable. Regardless, once a Secret has been 
Split and Sent to the respective shareholders, the anonymity 
Service discards any copies of the Secret. In essence, the 
anonymity Service consumes each Secret and distributes the 
resulting Secret Shares to corresponding shareholders. An 
exception to this, albeit not a preferred one, arises where the 
anonymity Service Stores the random number associated 
with a particular entity identification, as described previ 
ously. 

0038. At block 308, the one or more activities sent to the 
shareholder are associated with the Secret share. In a pre 
ferred embodiment, this is accomplished by each share 
holder maintaining one or more profiles of activities in, for 
example, a computer-readable medium Such as a digital 
memory device or the like. Each shareholder maintains a 
Separate activity list for each Secret share value. An example 
illustrating this is provided with reference to FIGS. 4 and 5. 

0.039 FIG. 4 illustrates an exemplary system in which it 
is assumed that the finite Set of Secret share values comprises 
only ten values (S1 through So). The number of possible 
Secret Share values in this example has been kept low for 
ease of illustration; in practice, this number would be 
Substantially larger. Additionally, it is assumed that there are 
only twenty possible activities (labeled “A” through “T”). 
Again, the number of possible activities in this example has 
been kept low for ease of illustration; in an actual imple 
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mentation, this number would be significantly larger. It is 
further assumed that the identification of each entity (user) 
is split into five Secret shares, which five Secret shares are 
equally likely take on any of the ten possible Secret Share 
values. Note that the secret share values derived for any 
given Secret may result in multiple occurrences of the same 
Secret Share value, e.g., the identification of User 1, when 
Split, results in two instances of the Ss Secret share value. 
Finally, there are five shareholders available to receive, 
according to a predefined distribution Scheme, the five Secret 
shares generated for any given Secret. For example, for each 
Secret Split into the five Secret shares, a first Secret share is 
provided to a first shareholder, a Second Secret Share is 
provided to a Second shareholder and So on. In a preferred 
embodiment, the activities for any given entity are Stored in 
the same profiles to the extent that the Secret Splitting 
Scheme always provides a reproducible output in response to 
the given entity's identity, which output causes the infor 
mation regarding that entity's activities to always be sent to 
the same shareholders for association with the Same Secret 
share values. When the Secret Splitting Scheme does not 
always provide the same output, but provides one of a finite 
Set of outputs, each generated by the use of a different 
function as described earlier, the activities will go to differ 
ent profiles. The example described herein, for ease of 
illustration, corresponds to the Situation where the Secret 
shares generated for a particular entity identity are always 
the same. 

0040. In FIG. 4, eight exemplary users are shown and 
their corresponding Secret shares. The column numbers 1-5 
above the Secret share values correspond to the Shareholders 
to which each Secret share value is sent. That is, the first 
column of Secret share values Sets forth those Secret Share 
values Sent to the first shareholder; the Second column Sets 
forth those Secret Share values Sent to the Second share 
holder, etc. Additionally, each user is assumed to have taken 
part in three activities randomly chosen from the twenty 
possible activities. The limit of three activities was chosen 
for ease of illustration. In practice, the number of possible 
activities engaged in by a given entity could be leSS and, in 
many instances, would likely be more. Note that Some 
activities may considered to be more popular, e.g., activity 
“J”, in that multiple users have engaged in those activities. 
Regardless, profiles associated with each Secret share value 
sent to the first shareholder (Shareholder 1) in this example 
are further illustrated in FIG. 5. Each profile is the result of 
the activities engaged in by users whose identity, when Split 
according to the Secret Splitting Scheme, results in one of the 
secret share values shown in FIG. 5. For example, note that 
the “J” activity is reflected in the each of the S, S and S. 
profiles by virtue of it being included at least in the activities 
of Users 1, 2 and 3. Furthermore, even though an activity is 
included in the activities of multiple users, it is reflected in 
any given profile only once. Exemplary profiles maintained 
by each shareholder in the example based on FIG. 4 are 
shown in each of FIGS. 5-9. 

0041 Referring once again to FIG. 3, the process of 
generating recommendations for a given entity is illustrated 
by the path comprising blocks 310-316. At block 310, the 
Sets of activities (e.g., the profiles) associated with each 
Secret share corresponding to the given entity are obtained. 
For example, referring once again to FIGS. 4 and 5, if it was 
desired to generate recommendations for User 4, the profiles 
asSociated with Secret Shares S, S, S5, S7 and So would be 



US 2003/0046198A1 

obtained. Because each profile includes information regard 
ing not only the activities of User 4, but a number of the 
other users as well, knowledge of any one profile does not 
allow an adverse party to reconstruct User 4's actual activi 
ties list. The process of block 310, in implementation, 
requires that the given entity's identification is first obtained 
and then Split into a corresponding Set of Secret shares. This 
Set of Secret shares is then Sent to the corresponding share 
holders as part of requests to obtain the profiles correspond 
ing to those Secret shares. Once again, this is possible 
assuming that the Secret Splitting Scheme is Statically repro 
ducible. With regard to the current example (FIG. 4), FIGS. 
10-17 illustrate, for each user, the profiles corresponding to 
the Secret Share values generated by the user's identity. 
0.042 At block 312, an estimated activities list corre 
sponding to the given user is generated based on the profiles 
obtained at block 310. To this end, an intersection of the 
multiple profiles from block 310 is calculated. The estimated 
activities list thus comprises only those activities that are 
found in each of the profiles obtained at block 310. In one 
embodiment of the present invention, Such estimated activi 
ties lists may be Stored on a computer-readable medium. 
With regard to the example based on FIG. 4, this is further 
illustrated with regard to FIGS. 10-18. Thus, in the estimated 
activities lists shown in FIG. 18, each activity is seen to 
occur in each profile associated with the given user. For 
example, with respect to User 1 (FIG. 10), the intersection 
of the activities associated with Secret Shares S, S5, S7, Ss 
and So results in an estimated activities list comprising 
activities “D”, “F”, “G”, “J”, “L” and “M”, as shown. 
Similar estimated activities lists for each of the other seven 
users (FIGS. 11-17), as shown in FIG. 18, are calculated in 
the same manner. In order to preserve the anonymity of the 
entities, the estimated activities lists are preferably gener 
ated apart from the corresponding entity identifications. 
0043. The nature of the process used to generate esti 
mated activities lists is Such that activities not actually 
engaged in by a given entity can be added to the estimated 
activities list for that entity. Such “added' activities are 
illustrated in boldfaced and italicized type in the estimated 
activities lists of FIG. 18. For example, activity “J”, appear 
ing in each profile, is frequently added to the estimated 
activities lists of entities that did not actually engage in 
activity “J”. Additionally, activities “D” and “L”, although 
not occurring in every profile, occur with Sufficient fre 
quency that they too are inaccurately added to the estimated 
activities lists of User 5. Such inaccuracies are a cost of 
being able to provide recommendations in an anonymous 
manner. The likelihood of Such additions to the estimated 
activities lists is lowest when each activity is equally likely. 
Each activity is not equally likely in the example shown, 
where activity J is much more likely than other activities. 
0044) The effect of greater uniformity in distribution is 
shown in FIGS. 19-33. Comparison of FIG. 19 with FIG. 4 
reveals that the occurrences of activity “J” for Users 1 and 
4 have been replaced with occurrences of activity “K” and 
“F”, respectively. The profiles resulting from the example 
illustrated in FIG. 19 are illustrated in FIGS. 20-24. Note 
that in the profiles shown in FIGS. 20-24, when compared to 
those in FIGS. 5-9, the activities are closer to being equally 
likely. While the example does not illustrate this, this could 
also slightly compromise entity privacy, which, as alluded to 
above, usually bears an inverse relationship with recommen 
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dation accuracy. Upon collecting the relevant profiles for 
each user, as illustrated in FIGS. 25-32, the intersections of 
the profiles for each user may be calculated leading to the 
estimated activities list shown in FIG. 33. Note that the 
estimated activities lists illustrated in FIG. 33 are slightly 
more accurate than those illustrated in FIG. 18 in that the 
estimated activities for User 6 do not include an otherwise 
inaccurate activity “J”. 

0045 When the secret shares are reproducible but not 
always identical for a given entity identity, the above 
described process must be repeated for each Set of Secret 
shares corresponding to the entity identity. This involves 
more computation and could reduce recommendation accu 
racy, but will improve entity privacy with respect to share 
holders. 

0046 Referring once again to FIG. 3, at block 314, a set 
of recommendations may be generated based on the esti 
mated activities list. In the context of the present invention, 
a recommendation may comprise any information regarding 
goods, Services, opportunities or any other information that 
may spur the recipient of the information on to further 
activities. For example, if the estimated activities list indi 
cates that the corresponding entity has recently applied for 
a mortgage using an on-line broker, a Set of recommenda 
tions may comprise the names of various firms that provide 
homeowner's insurance. Those having ordinary skill in the 
art will recognize that a variety of techniques exist for 
establishing a set of recommendations based on knowledge 
of previous (estimated) activities. Thereafter, at block 316, 
the recommendations are provided to the corresponding 
entity using the entity's identification. Preferably, this is 
accomplished by reconstructing the entity identification 
based on the secret shares for that entity. To this end, the 
anonymity provider retains, for a given entity, the identifi 
cations of the shareholders in possession of Secret Shares 
needed to reconstruct the entity identification. Furthermore, 
the anonymity Service may retain transaction identifications 
that identify the particular shareholders needed relative to a 
given transaction. 
0047 For example, assume an entity purchases goods 
from a provider via the anonymity Service. A technique for 
providing anonymity in Such a transaction is disclosed in 
co-pending U.S. patent application Ser. No. 09/944739 and 
titled ANONYMOUS ACOUISITION OF DIGITAL 
PRODUCTS BASED ON SECRETSPLITTING, the teach 
ings of which application have been previously incorporated 
herein by reference. AS disclosed in that application, entities 
are able to acquire digital products in an anonymous fashion 
using Secret Splitting techniques Such that third parties 
(including providers) are unable to identify specific acqui 
Sitions made by a given entity. Nevertheless, a provider may 
wish to make further recommendations for other products 
based on one or more transactions by a given entity. Using 
the presently-disclosed technique, the anonymity Service can 
construct a set of recommendations and, using the tech 
niques disclosed in the co-pending application, provide the 
recommendations in a manner that preserves entity privacy. 
0048. In the foregoing specification, the invention has 
been described with reference to specific embodiments. 
However, those of ordinary skill in the art will appreciate 
that various modifications and changes can be made without 
departing from the Scope of the present invention as Set forth 
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in the claims below. Accordingly, the Specification and 
figures are to be regarded in an illustrative rather than a 
restrictive Sense, and all Such modifications are intended to 
be included within the scope of present invention. For 
example, Secure multi-party computing could be used in 
place of the anonymity Service. That is, rather than a single 
third party managing anonymous transactions, a distributed 
model may be employed. AS known in the art, Secure 
multi-party computation involves computing a function of 
many variables where many parties each provide one or 
more variables. For example, Secret shares of public keys 
may be used to encrypt and decrypt data without recon 
Structing the public key. As a result, a provider could Send 
a set of recommendations to an entity in an encrypted form 
by letting the shareholders encrypt the recommendation 
using Secure multi-party computation. Thus, in the context 
of the present invention, the shareholders themselves may 
implement functions described above as being implemented 
by the anonymity service (if the shareholders are known to 
each other) using known techniques. 
0049 Benefits, other advantages, and solutions to prob 
lems have been described above with regard to specific 
embodiments. However, the benefits, advantages, Solutions 
to problems, and any element(s) that may cause any benefit, 
advantage, or Solution to occur or become more pronounced 
are not to be construed as a critical, required, or essential 
features or elements of any or all the claims. AS used herein, 
the terms “comprises,”“comprising,” or any other variation 
thereof, are intended to cover a non-exclusive inclusion, 
Such that a process, method, article, or apparatus that com 
prises a list of elements does not include only those elements 
but may include other elements not expressly listed or 
inherent to Such process, method, article, or apparatus. 
What is claimed is: 

1. A computer-readable medium having Stored thereon a 
data Structure comprising: 

information identifying a Secret Share of a finite Set of 
Secret shares, and 

a Secret share profile associated with the Secret share and 
comprising a set of activities associated with the Secret 
share, the Set of activities corresponding to at least one 
activity conducted within a commerce System by at 
least a portion of a plurality of entities within the 
commerce System. 

2. A computer-readable medium having Stored thereon a 
data Structure comprising: 

an estimated activities list corresponding to an entity of a 
plurality of entities within a commerce System and 
comprising common activities that are found within 
each of a plurality of profiles, wherein the plurality of 
profiles uniquely correspond to a plurality of Secret 
shares that collectively define an entity identification of 
the entity, and wherein each of the plurality of profiles 
comprises a Set of activities conducted in the commerce 
System by at least a portion of the plurality of entities. 

3. For a commerce System comprising a plurality of 
entities each having an associated entity identity that is 
Stored as a plurality of Secret Shares amongst at least a 
portion of a plurality of Shareholders, wherein each plurality 
of Secret shares comprises a Subset of a finite Set of Secret 
share values, a method for estimating activities of a first 
entity of the plurality of entities, the method comprising: 

Mar. 6, 2003 

asSociating, for each entity of the plurality of entities, at 
least one activity conducted by the entity within the 
commerce System with each of the plurality of Secret 
shares used to Store the entity identity corresponding to 
the entity Such that each Secret share of the finite Set of 
Secret Share values has associated there with a Set of 
activities from at least a portion of the plurality of 
entities, and 

generating, for the first entity, an estimated activities list 
comprising an interSection of Sets of activities associ 
ated with each Secret share of a first plurality of Secret 
shares used to Store a first entity identity corresponding 
to the first entity. 

4. The method of claim 3, further comprising: generating 
a set of recommendations based on the estimated activities 
list, and providing the Set of recommendations to the first 
entity. 

5. The method of claim 3, wherein associating the at least 
one activity with each of the plurality of secret shares further 
comprises adding the at least one activity to a plurality of 
profiles uniquely corresponding to the first plurality of Secret 
shares, wherein each shareholder of a first portion of the 
plurality of shareholders that stores one of the first plurality 
of Secret shares also maintains one of the plurality of 
profiles. 

6. The method of claim 5, wherein generating the esti 
mated activities list further comprises: 

retrieving, by an anonymity Service provider in commu 
nication with the first entity and each of the first portion 
of the plurality of shareholders, the plurality of profiles 
from the first portion of the plurality of shareholders; 
and 

calculating, by the anonymity Service provider, the inter 
Section by determining common activities that are 
found within each of the plurality of profiles. 

7. The method of claim 3, wherein the at least one activity 
includes purchase of at least one digital product. 

8. An apparatus for use in a commerce System comprising 
a plurality of entities each having an associated entity 
identity that is Stored as a plurality of Secret Shares amongst 
at least a portion of a plurality of Shareholders, wherein each 
plurality of Secret shares comprises a Subset of a finite Set of 
Secret share values, the apparatus comprising: 
means for associating, for each entity of the plurality of 

entities, at least one activity conducted by the entity 
within the commerce System with each of the plurality 
of Secret Shares used to Store the entity identity corre 
sponding to the entity Such that each Secret share of the 
finite Set of Secret share values has associated there with 
a set of activities from at least a portion of the plurality 
of entities, 

means for receiving Sets of activities associated with each 
Secret share of a first plurality of Secret shares used to 
Store a first entity identity corresponding to a first 
entity; and 

means, coupled to the means for receiving, for generating 
an estimated activities list, for the first entity, compris 
ing an interSection of the Sets of activities. 

9. The apparatus of claim 8, further comprising: 
means for generating a Set of recommendations based on 

the estimated activities list; and 
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means, coupled to the means for generating the Set of 
recommendations, for providing the Set of recommen 
dations to the first entity. 

10. The apparatus of claim 8, wherein the means for 
asSociating the at least one activity with each of the plurality 
of Secret Shares further comprises: 

means for adding the at least one activity to a plurality of 
profiles uniquely corresponding to a first plurality of 
Secret shares, wherein each shareholder of a first por 
tion of the plurality of shareholders that stores one of 
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the first plurality of Secret Shares also maintains one of 
the plurality of profiles. 

11. The apparatus of claim 10, wherein the means for 
receiving further operate to receive the plurality of profiles 
from the first portion of the plurality of shareholders, and 
wherein the means for generating the estimated activities list 
further comprises: 
means for calculating the interSection by determining 
common activities that are found within each of the 
plurality of profiles. 

k k k k k 


