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1. 

SYSTEMAND METHODOLOGY PROVIDING 
NAMESPACE AND PROTOCOL 

MANAGEMENT IN AN INDUSTRIAL 
CONTROLLERENVIRONMENT 

TECHNICAL FIELD 

The present invention relates generally to industrial control 
systems, and more particularly to a system and methodology 
to facilitate automated management of network namespaces 
in a networked industrial controller system. 

BACKGROUND OF THE INVENTION 

Industrial controllers are special-purpose computers uti 
lized for controlling industrial processes, manufacturing 
equipment, and other factory automation, Such as data col 
lection or networked systems. In accordance with a control 
program, the industrial controller, having an associated pro 
cessor (or processors), measures one or more process vari 
ables or inputs reflecting the status of a controlled system, and 
changes outputs effecting control of such system. The inputs 
and outputs may be binary, (e.g., on or off), as well as analog 
inputs and outputs assuming a continuous range of values. 
Control programs may be executed in a series of execution 
cycles with batch processing capabilities. 

Measured inputs received from Such systems and the out 
puts transmitted by the systems generally pass through one or 
more input/output (I/O) modules. These I/O modules serve as 
an electrical interface to the controller and may be located 
proximate or remote from the controller including remote 
network interfaces to associated systems. Inputs and outputs 
may be recorded in an I/O table in processor memory, 
wherein input values may be asynchronously read from one 
or more input modules and output values written to the I/O 
table for Subsequent communication to the control system by 
specialized communications circuitry (e.g., back plane inter 
face, communications module). Output modules may inter 
face directly with one or more control elements by receiving 
an output from the I/O table to control a device such as a 
motor, Valve, Solenoid, amplifier, and the like. 

Various control modules of the industrial controller may be 
spatially distributed along a common communication link in 
several racks. Certain I/O modules may thus be located in 
close proximity to a portion of the control equipment, and 
away from the remainder of the controller. Data is communi 
cated with these remote modules over a common communi 
cation link, or network, wherein modules on the network 
communicate via a standard communications protocol. Many 
industrial controllers can communicate via network technolo 
gies such as Ethernet (e.g., IEEE802.3, TCP/IP, UDP, Ether 
Net/IP, and so forth) TCP/IP. EtherNet/IP, ControlNet(R), 
DeviceNetR) or other network protocols (Foundation Field 
bus (H1 and Fast Ethernet) Modbus TCP Profibus) and also 
communicate to higher level computing systems. Industrial 
controllers utilize the aforementioned technologies along 
with other technology to control multiple applications rang 
ing from complex and highly distributed to more traditional 
and repetitious applications. 

At the core of the industrial control system, is a logic 
processor such as a Programmable Logic Controller (PLC) or 
PC-based controller. Programmable Logic Controllers for 
instance, are programmed by Systems designers to operate 
manufacturing process via user-designed logic programs or 
user programs. The user programs are stored in memory and 
generally executed by the PLC in a sequential manner 
although instruction jumping, looping and interrupt routines, 
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2 
for example, are also common. Associated with the user pro 
gram are a plurality of memory elements or variables that 
provide dynamics to PLC operations and programs. These 
variables can be user-defined and can be defined as bits, bytes, 
words, integers, floating point numbers, timers, counters and/ 
or other data types to name but a few examples. 
Modern control systems are increasingly being adapted to 

communicate over Such networks as the Internet and/or other 
public or private networks. As such, managing a plurality of 
control systems and related network devices that communi 
cate over Such networks has become ever more time consum 
ing and complicated given a plurality of various device 
addresses and/or locations in which to communicate. 

SUMMARY OF THE INVENTION 

The following presents a simplified Summary of the inven 
tion in order to provide a basic understanding of some aspects 
of the invention. This summary is not an extensive overview 
of the invention. It is intended to neither identify key or 
critical elements of the invention nor delineate the scope of 
the invention. Its sole purpose is to present some concepts of 
the invention in a simplified form as a prelude to the more 
detailed description that is presented later. 
The present invention relates to a system and methodology 

to provide an automated discovery and generation framework 
for network devices to facilitate namespace/protocol man 
agement within an industrial controller environment. An 
aggregation component is provided within a controller or 
network server that can automatically retrieve or collect Uni 
versal Resource Locator (URL) data (or other address infor 
mation) across a network such as the Internet to determine 
device information for devices contributing to the controller 
environment. This type information can be employed to 
launch further automated events that affect the devices such 
as invoking an automated maintenance and/or upgrade pro 
cedure within the controller environment. In addition, report 
ing, broadcasting and/or polling requests can be sent to/from 
the devices in accordance with predetermined lists, protocols 
and/or an automated discovery or registration procedures in 
order to receive device responses indicative of a location, 
address, service, interface, and/or configuration. 
A discovery component can be employed to provide URL 

information relating to potential network devices that coop 
erate in the control environment before a broadcast/polling 
action is initiated to the devices, if desired. Moreover, auto 
mated and dynamic URL generation procedures can be pro 
vided in accordance with a predetermined convention, 
whereby a subset of remote network devices perform an auto 
mated procedure to generate URLs or network protocols that 
also have an association with one or more other members of 
the Subset. Furthermore, automated procedures for generat 
ing a URL can include dynamic generation techniques based 
upon location/address information of a network device. As 
one example, this can include automatically determining and 
adding location indicia to the URL (e.g., automatically deter 
mining a location or address for a device and changing an 
associated URL Such as changing my-company.com to 
nodel.my-company.com). After addresses have been gener 
ated, namespace information can be accumulated via a plu 
rality of techniques. For example, devices can auto-report or 
register a generated address with the aggregation component, 
auto-report or list the generated address with a discovery 
component Such as a namespace server or Universal Discov 
ery and Description and Integration (UDDI) component, 
wherein the listing is then read by the aggregation component 
to determine the address, and can include Such techniques as 
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Subscribing to a multicast address, wherein network devices 
that utilize the multicast address are informed of other net 
work devices. In addition, polling and/or broadcasting can 
occur within a predetermined range of potential addresses or 
devices that may contribute to a network topology. 

In accordance with one aspect of the present invention, a 
communications component is provided to facilitate remote 
access to the controller, server and/or aggregation compo 
nent. The communications component can include several 
modes for sending/receiving remote URL (or URI) data and/ 
or protocol data Such as polling modes, broadcast modes— 
including one-shot and continuous data broadcasts, and 
request/reply modes whereby URL data is transmitted in 
response to a remote URL request. Communications modali 
ties can include web service/client functionality for Internet 
communications, e-mail functionality for intermittent or one 
time broadcasts, and/or other types of communications such 
as dial-in services for sending/receiving data from the net 
work. One or more XML schemas can be transmitted and 
received by the communications component in order to accu 
mulate URL information and facilitate discovery of network 
devices (according to various protocols) interacting with the 
controller and associated system. The schemas can be 
adapted with standard protocols and interfaces such as 
Simple Object Access Protocol (SOAP), and Web Service 
Description Language (WSDL), wherein the schemas can be 
defined as a URL report and/or a URL request in order to 
communicate the URL data. 

The following description and the annexed drawings set 
forth in detail certain illustrative aspects of the invention. 
These aspects are indicative, however, of but a few of the 
various ways in which the principles of the invention may be 
employed and the present invention is intended to include all 
Such aspects and their equivalents. Other advantages and 
novel features of the invention will become apparent from the 
following detailed description of the invention when consid 
ered in conjunction with the drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a schematic block diagram illustrating an indus 
trial controller and namespace architecture in accordance 
with an aspect of the present invention. 

FIG.2 is a schematic block diagram and associated process 
diagram illustrating address generation and reporting in 
accordance with an aspect of the present invention. 

FIG.3 is a diagram illustrating aggregated URLS launching 
automated action in accordance with an aspect of the present 
invention. 

FIG. 4 is a schematic block diagram illustrating a commu 
nications component in accordance with an aspect of the 
present invention. 

FIG. 5 is a schematic block diagram illustrating a commu 
nications component and schema interaction in accordance 
with an aspect of the present invention. 

FIG. 6 is a diagram illustrating a reporting schema in 
accordance with an aspect of the present invention. 

FIG. 7 is a diagram illustrating a request scheme in accor 
dance with an aspect of the present invention. 

FIG. 8 is a diagram illustrating an update schema in accor 
dance with an aspect of the present invention. 
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4 
FIG. 9 is a block diagram illustrating a web interface and 

protocols in accordance with an aspect of the present inven 
tion. 

DETAILED DESCRIPTION OF THE INVENTION 

The present invention relates to a system and methodology 
facilitating remote namespace and protocol management in 
an industrial control environment. An industrial control sys 
tem is provided that includes an industrial controller (e.g. 
PLC, PC-based controller or equivalent) to communicate 
with a network Such as the Internet. Namespace information 
relating to network locations of associated control devices are 
accumulated by the control system and/or a server interacting 
with the control system (e.g., accumulating device URLS 
associated with an entity). The accumulated namespace data 
can then be employed to manage automated activities such as 
determining a network topology or mapping. Accumulated 
topology information can be utilized to determine a status of 
the collective entity contributing to the network and facilitat 
ing remote management of the entity. Such status can be 
employed to determine current device revision or protocols, 
for example, in order to launch automated procedures such as 
transmitting firmware and electronic information to the 
located devices in the topology or changing communications 
capabilities Such as dynamically selecting from a list of pre 
determined network protocols and adapting communications 
to a different protocol based upon a network command. The 
aggregated namespace/topology information can also be 
employed by Systems to provide users with a convenient list 
of available control devices and/or functions that can be per 
formed on the respective devices. 

In addition to self-discovery and/or automatic namespace 
generation capabilities, the present invention Supports auto 
configuration options based upon selecting a protocol in 
accordance with a TCP/IP packet (or other protocol) infor 
mation. Once configured (e.g., via network command), a 
remote device employs the protocol until power is cycled to 
the device and another TCP/IP packet redefines a default 
protocol. The configured protocols can Support multiple 
industrial Ethernet protocols (e.g., EtherNet/IP. Modbus/ 
TCP. FOUNDATION Fieldbus HSE, TCPIDA, and so forth). 
As an example, a Modbus/TCP protocol can be employed for 
messaging and EtherNet/IP employed to control I/O to the 
same device. 

In addition, a remote device can accept and react to differ 
ent protocol packets concurrently. This can include executing 
multiple protocol stacks (e.g., Modbus/TCP, TCP, EtherNet/ 
IP). As an example, a communications component can route 
an incoming TCP/IP message to Suitable stack based on pack 
et's content. Rather than a one-shot configuration of the 
remote device to a single protocol stack, the present invention 
can determine which protocol stack a message should be 
passed or routed through. This type arrangement mitigates the 
need for a power-cycle to the remote device to select the 
protocol a message should employ. 

Referring initially to FIG. 1, an industrial control and 
namespace management system 10 is illustrated in accor 
dance with an aspect of the present invention. The system 10 
includes an industrial controller 20 (or network server inter 
acting with the system) communicating to one or more 
remote systems 24-28 across a local factory (e.g., Local Area 
Network, router, gateway, and/or Wireless Network) and/or a 
public network 30 such as the Internet. This can also include 
other communications options such as phone connections 
and/or wireless connections. A processor 34 (or processors) 
in the controller 20 executes from an associated memory 
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Subsystem 38 that can include an operating system (e.g., 
Windows, NT, Linux, NET, OS-9, UNIX, VRTX, VxWorks, 
CE.Net, custom-designed). 
A namespace aggregator 40 interacts with a communica 

tions component 44 and the processor 34 to facilitate remote 
namespace management. As an example, remote system at 24 
can reside as an Internet location having an associated Uni 
versal Resource Locator (URL), or other type address. A 
responder 54 can be polled, respond to a broadcast, and/or 
automatically report URL data via the communications com 
ponent 44 in order to provide URL or namespace data to the 
namespace aggregator 40. Other network devices 26, 28 can 
similarly provide such data via responders 56 and 58. As 
namespace data is received from the remote systems 24-28, 
the namespace aggregator 40 stores/collects the data which 
then forms a topology of namespace information for the 
devices interacted therewith. Other processes for retrieving 
namespace information include automated registration and/ 
or discovery aspects that are described in more detail below. 

In another aspect, the namespace aggregator 40 initiates a 
broadcast request to the remote systems 24-28 via the com 
munications component 44. The broadcast request can be sent 
in accordance with a predetermined protocol (e.g., to a pre 
determined address range, wherein if any of the remote sys 
tems 24-28 are adapted to respond, URL information is trans 
mitted as a response to the broadcast via responders 56-58 and 
subsequently collected by the aggregator 40. After URL 
information is collated, thus defining the network topology, 
automated procedures can be invoked in accordance with the 
topology to facilitate namespace management activities. As 
will be described in more detail below, a discovery compo 
nent can also be employed that includes network device infor 
mation retrievable by the namespace aggregator 40. 

In another aspect of the present invention, the remote sys 
tems 24-28 can include generator components 64-68 auto 
matically generate and/or dynamically adjust URL informa 
tion relating thereto. For example, URLs can be automatically 
generated in accordance with an associated MACID address, 
serial/model number, Globally Unique Identifier (GUID) 
which are unique, wherein a respective communications card 
or processor on the remote systems determines the address 
and configures a URL based thereon. Dynamic adjustments 
can include adding location/address information to a pre 
existing URL and/or generating a unique URL based upon the 
location or other criteria. For example a unique base URL 
(e.g. http: my-company) may be stored on the remote sys 
tems 24-28 and/or controller 20. Upon power up or other 
time, the generators 64-68 determine location information 
(e.g., determined from website providing location or name 
data after generating temporary MAC ID-based URL to 
retrieve such information). After the location information is 
determined, the unique base URL is modified to indicate the 
location or other indicia (e.g. http: ohio.my-company, pulp 
plant.servermy-company). In yet another aspect, the genera 
tors 64-68 can be configured to report generated URL data to 
a discovery component that is then employed to retrieve the 
URL information of devices reporting thereto. It is noted that 
although not shown in FIG. 1, the controller 20 (or network 
server) can be similarly adapted with a respective responder 
and generator. 
The communications component 44 can be configured in 

one or more possible communications modalities such as a 
web server/client, e-mail server/client, voice mail server/cli 
ent, wireless server/client and dial-in server/client, for 
example, wherein the modalities can be adapted in one or 
more possible modes Such as polling modes, broadcasting 
modes, and/or request/reply modes in order to retrieve 
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6 
namespace information and/or respond to namespace 
requests. The namespace information can be requested and 
responded to via URL request and reply schemas that are 
described in more detail below. Although not shown in FIG. 1, 
the remote systems 24-28 can have similar communications 
capabilities as the controller 20. It is also noted that the 
controller 20 can communicate to various Input/Output sub 
systems 70 and/or other networks to control portions of a 
distributed manufacturing process (e.g., Analog, Digital, Pro 
grammed and/or Intelligent I/O modules, other program 
mable controllers, communications modules, networks). 

FIGS. 2 and 3 illustrate address generation/reporting sys 
tems and methodologies in accordance with the present 
invention. While, for purposes of simplicity of explanation, 
the methodologies may be shown and described as a series of 
acts, it is to be understood and appreciated that the present 
invention is not limited by the order of acts, as some acts may, 
in accordance with the present invention, occur in different 
orders and/or concurrently with other acts from that shown 
and described herein. For example, those skilled in the art will 
understand and appreciate that a methodology could alterna 
tively be represented as a series of interrelated states or 
events, such as in a state diagram. Moreover, not all illustrated 
acts may be required to implement a methodology in accor 
dance with the present invention. 

Referring now to FIG. 2, an address generation, reporting 
and aggregation system and process 100 is illustrated in 
accordance with an aspect of the present invention. An aggre 
gator 110 includes a communications component 114 to com 
municate with a network, a data store 118 to accumulate URL 
data or address information, and a URL processor 122 to 
generate and/or receive URL requests and reports. The aggre 
gator 110 can employ polling, broadcast, and/or multicast 
techniques to a single address and/or range of addresses at 
130. A network request is illustrated at 134 which can be 
transmitted to a remote device 140 and/or discovery compo 
nent 144 in order to receive a report 148 from the polled, 
broadcast or multicast device 140. In addition, the discovery 
component 144 can be polled to query URL information, 
wherein the information from the device 140 or component 
144 is then collated in the data store 118. The remote device 
140 can generate a URL reporting schema at 150 in order to 
generate the report 148 which can include a data packet 
indicating address or URL information. 

In another aspect of the present invention, the remote 
device can auto-generate and/or auto-report an address in 
accordance with an address generator 154 and one or more 
procedures at 160. As one possible addresses generation tech 
nique, the address generator 154 upon power-up, generates a 
unique address such as GUID at 164 and transmits the address 
to the discovery component 144 and/or to the aggregator 110 
via the report 148. The transmission can be based upon a 
predetermined base address such as to a home/base web site 
or URL. For example, upon power-up, the address generator 
154 can generate a GUID and transmit the GUID to a base 
address my-company.com, for example, wherein the GUID is 
then collected at the data store 108 of the associated site. 

In another aspect at 170, the GUID generated at 164 is 
employed for temporary basis to determine location informa 
tion. This can include polling a remote or local device for an 
address or location specifier, and then applying the address to 
a predetermined base address. For example, in the my-com 
pany.com base address given above, the determined location 
at 170 can be added to the base URL of my-company.com to 
form a unique address. As one example, a GUID is generated, 
a local or remote device is polled to determine location infor 
mation (e.g., GPS information), when the location is deter 
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mined the location is included with the base address to form 
a location-based address at 170 (e.g., adding cleveland-node 
to form cleveland-node/my-company.com). 

In another aspect of the present invention, a registration 
procedure can be performed at 174. This can include again 
employing the GUID generated at 164 as a temporary 
address. The GUID can then be employed to generate the 
report 148. When the report is received by the aggregator 110. 
the aggregator then assigns a new name or network address 
via a registration reply (not shown) sent to the remote device 
140. The address contained in the registration reply is then 
employed in place of the temporary address generated above 
by the remote system 140. 

Turning now to FIG. 3, an automated activity launch sys 
tem and process 200 is illustrated in accordance with an 
aspect of the present invention. The URLs or addresses that 
were aggregated above are illustrated at 210. A launching 
component then directs automated activities at 220 based 
upon the aggregated data. It is to be appreciated that the 
launching component 220 can include one or more software 
elements or functional blocks that direct processing execu 
tion or operations to perform the associated automated activ 
ity. These activities can be launched at predetermined inter 
vals and/or upon a remote system request at 224. The 
automated activities can include determining current revision 
information at 230 (e.g., polling or querying the aggregated 
nodes) from respective node addresses that were aggregated 
at 210. At 240, automated upgrade procedures can be run to 
respective nodes that are not currently at the most recent 
revision as indicated at 230. The upgrade procedures can be 
operated in accordance with an upgrade schema that is 
described in more detail below. At 250, status can be retrieved 
on a periodic basis from the aggregated nodes. This can 
include diagnostic information and/or other data that can be 
included as part of a report schema from the respective aggre 
gated nodes. At 260, automated activities can include docu 
mentation updates, data updates, file updates and/or firmware 
updates and can also be specified by or in the upgrade schema. 

Referring to FIG. 4, a communications component 300 is 
illustrated in accordance with an aspect of the present inven 
tion. A data channel 310 (or data channels) can be configured 
to communicate with remote systems via a communications 
processor 314. As illustrated, the communications processor 
314 can be configured or adapted for a plurality of various 
communications options or combinations thereof Such as a 
web server/client, e-mail server/client, dial-up server/client, 
wireless access server/client, and so forth, wherein respective 
server components can send information to and receive infor 
mation from multiple remote systems. The data channel 310 
can include at least one standard socket (e.g., HTTP) for web 
communications and/or other type Sockets (e.g., Secure 
Socket Layer SSL Socket) to exchange information with 
remote systems. For example, the standard Socket can be an 
HTTP socket, an FTP socket, a TELNET socket, and/or other 
network Socket. 
The communications processor 314 includes a socket 

interface (not shown) that directs/translates industrial con 
troller communication protocols to/from TCP/IP (or other 
protocol) and is instantiated by a stack 320. For example, a 
Socket instance, which may be invoked from a remote 
browser and/or other application, includes information about 
a controller Such as an IP address and port address. The stack 
320 presents a layered communications interface to networks 
Such as the Internet and may interface to one or more drivers 
to communicate with remote systems. One possible driver is 
a point-to-point (PPP) driver (not shown) for communicating 
over a phone line. Another possible driver is an Ethernet 
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8 
driver (not shown) that communicates through a Local Area 
Network (LAN) to remote systems. It is to be appreciated that 
a plurality of other drivers and network interfaces are pos 
sible. It is noted that the stack 320 can include multiple 
protocol stacks that execute concurrently to process multiple 
network protocols. For example, other stacks (not shown) can 
be provided that support such protocols as Modbus/TCP. 
Profibus, ProfiNet, FOUNDATION Fieldbus HSE, IAD and 
EtherNet/IP. The data channel 310 can be adapted to filter the 
various protocols and pass protocols to an associated Stack for 
communications processing of the respective protocol. 
The stack 320 (e.g., TCP/IP stack) may be associated with 

one or more other network layers. A physical layer may be 
provided that defines the physical characteristics such as elec 
trical properties of a network interface. A data-link layer 
defines rules for sending information across a physical con 
nection between systems. The stack 320 may include a net 
work layer, which may include Internet protocol (IP) that 
defines a protocol for opening and maintaining a path on the 
network. A transport layer associated with the stack 320 may 
include Transmission Control Protocol (TCP) that provides a 
higher level of control for moving information between sys 
tems. This may include more Sophisticated error handling, 
prioritization, and security features. A session layer, presen 
tation layer, and application layer may also be optionally 
included that sit above the stack 320. 
A request mode component 330 can be employed to direct 

one or more communications aspects in the communications 
processor 314. This can include providing configuration 
information (e.g., flags, parameters) that determine how the 
communications processor 314 requests from and/or 
responds to remote systems. The configuration information 
can include mode settings Such as a polling mode 334, a 
request/reply mode 336, and/or a broadcast mode 340 which 
are selected based upon user configuration and/or based upon 
an associated event. The polling mode 334 is generally pro 
vided as a one-time request for a block or a contiguous block 
of URL or other type data (e.g., poll predetermined URL 
range). 
The request/reply mode 336 relates to more immediate 

interactions with a controller system. This can include going 
online with a controller or communications module and serv 
ing various web or interface pages or schemas to generate 
URL data from remote systems. As an example, remote sys 
tems may dial-into a server address which serves as an initial 
request for URL data (e.g., request an assigned URL name 
from central server), wherein the reply to the remote request 
is to transmit data relating to the request. As further items are 
selected from the homepage or other areas, data can be served 
in response to the selected items (e.g., drilling down to other 
pages or URLs and serving data in response to the selected 
page/URL). 
The broadcast mode 340 is generally provided as an imme 

diate, out-going transmission to devices operative in the con 
trol system. Such broadcast can include Local Area Network 
broadcasts to cause devices communicating thereon to report 
URL or network address information and/or can include mul 
ticast broadcasts that cause devices associated with a multi 
cast address to report network information. Network data can 
also be transmitted in a one-shot mode 344 Such as an e-mail 
transmission, Voice-mail transmission (e.g., predetermined 
stored message/address or automatically generated URL 
update message relating to request), one-time network broad 
cast or multicast. In another aspect, a continuous mode broad 
cast 350 can be initiated, wherein URL requests are polled, 
broadcast, and/or multicast in accordance with a regular time 
interval (e.g., broadcast URL device address requests every 
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two seconds). As will be described in more detail below in 
relation to FIGS. 6-8, one or more schemas 360 can be 
employed to interface and exchange data with the communi 
cations component 300 in accordance with received URL 
responses and/or request mode 330. 

Referring to FIG. 5, a system 400 illustrates a query com 
ponent 410 and remote communications in accordance with 
an aspect of the present invention. The query component 410 
(can be included in aggregation component) interacts with a 
communications component 430 to transmit URL requests 
and receive URL reports from one or more remote systems 
(not shown). In addition, the query component 410 can con 
figure a request schema 430 having one or more XML ele 
ments (defined by starting and ending tags with </> Symbols), 
arranged in Substantially any order) that relate to one or more 
remote system nodes and associated request type informa 
tion. Although not shown, the XML elements and associated 
tags can also include attribute information if desired, wherein 
an attribute is a name-value pair associated with an element 
start tag (e.g., <request type="Multicast'>, <request 
type="Broadcast'>). 
A path locator 434 can be provided to indicate one or more 

node addresses and/or connection types/devices within the 
schema 430. The communications component 420 employs 
the path information in the schema 430 to retrieve URL or 
other network information from the remote systems via a 
request at 440. It is to be appreciated that a single schema 430 
or request can be broadcast to multiple nodes in performance 
of a query, or individual schemas can be sent to query a single 
node, if desired, wherein one or more remote system reports 
can be received at 444. The remote reports 444 can also be in 
the form of XML schemas having path information describ 
ing where the report 444 originated from and including asso 
ciated network information relating to a respective node. It is 
noted that the responses 444 can include XML data and/or 
combinations of other data such as having an attached binary 
file that follows the response 444. For example, an element in 
the response 444 can specify whether the queried data is 
included in the XML schema or is included as an attachment 
thereto. As an example, coded information Such as an execut 
able may be transmitted in binary. Thus, an element in the 
response schema can indicate that one or more attached bina 
ries follow the reports at 444. It is also noted that the reports 
at 444 can be received in an unsolicited manner, wherein no 
associated previous request 440 was sent to Solicit the unso 
licited report(s) received from remote systems. 

Referring now to FIG. 6, a diagram 500 illustrates a report 
schema in accordance with an aspect of the present invention. 
The report schema 500 includes one or more XML elements 
510 through 530 (defined by starting and ending tags with 
(</> Symbols), arranged in Substantially any order) that relate 
to one or more addresses and provide information to facilitate 
namespace management of a controller system. Although not 
show, the XML elements and associated tags can also include 
attribute information if desired, wherein an attribute is a 
name-value pair associated with an element start tag (e.g., 
<node type"controller'>). 
At 510, a node type element is provided. This can include 

a plurality of types such as PLC, communications card, I/O 
module, and so forth. At 514, a report type element indicates 
whether there is an address being reported from a remote 
device or whether an address or name is being requested for 
the remote device. At 520, a node data element is provided. 
This can include various data types and include Substantially 
any data associated with a remote network node. At 524, 
diagnostic data can be provided that relates to information 
associated with node status. At 530, machine address and/or 
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10 
name information can be provided to indicate an address or 
URL location for a node. Based upon the data received in the 
report schema 500, the aggregation component can then accu 
mulate URL and other data to manage a topology of associ 
ated devices. 

FIG. 7 is a diagram illustrating a request scheme 600 in 
accordance with an aspect of the present invention. The 
request schema 600 can be generated and sent to remote 
systems as a remote network request to acquire network 
device or URL information as described above. The request 
schema 600 can include a request type element at 610. Pos 
sible request types can include a single address in which to 
query, address range for a series of addresses to be polled or 
broadcast to, a polling address, a broadcast address, and a 
multicast address. Elements 620 through 650 specify actual 
addresses and may or may not be included without a corre 
sponding request type specifying that a single address 620, an 
address range 630, a polling address 640, a broadcast address 
644, and a multicast address 650 has been specified. 

Referring to FIG. 8, a diagram 700 illustrates an update 
schema in accordance with an aspect of the present invention. 
This type schema 700 can be employed in accordance with 
automated procedures described above. For example, after 
URL or node address information has been accumulated via 
the report or request schemas above, an automated procedure 
can poll the accumulated addresses, determine current revi 
sion information, and launch upgrade procedures to the node 
Such as sending updated data, documentation, and/or firm 
ware to the node. At 710, an update type element specifies a 
proposed update for a controller or associated module at a 
respective node address. For example, this can include a 
firmware update, embedded document update, controller pro 
gram update, and so forth. At 720, an element specifies 
whether the proposed update specified at 710 is included in 
the XML schema 700 or is included as an attachment to the 
schema. For example, firmware revisions are generally trans 
mitted in binary. Thus, the element 720 can indicate that one 
or more attached binaries follow the XML update schema 
700. In another example, embedded document type updates 
are generally specified in ASCII. Thus, an update data ele 
ment 730 is provided that includes the updated document 
information within the schema 700. It is noted that the schema 
700 can support having actual updated information stored 
therein and Support having one or more attachments (e.g., 
non-XML data transmitted subsequently to the update 
schema), if necessary. 

Referring now to FIG. 9, a system 800 illustrates web 
service interface and protocols in accordance with an aspect 
of the present invention. A plurality of controller services 810 
through 830 interact with a network cloud 840 via an XML 
based protocol 850. The protocol 850 should be an open 
standard defined for use on a public communications systems 
Such as the Internet. In one aspect, a Simple Object Access 
Protocol (SOAP) 850 can be employed as a communications 
protocol for XML Web services. SOAP is an open specifica 
tion that defines an XML format for messages between ser 
vices. The specification can include describing how to repre 
sent program data as XML and how to utilize SOAP to 
perform Remote Procedure Calls. These optional parts of the 
specification are employed to implement Remote Procedure 
Call (RPC)-style applications, wherein a SOAP message con 
taining a callable function, and the parameters to pass to the 
function, is sent from a client such as a control system, and the 
server returns a message with the results of the executed 
function. Most current implementations of SOAP support 
RPC applications since programmers who are familiar to 
COM or CORBA applications understand the RPC style. 
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SOAP also supports document style applications whereby the 
SOAP message is provided as a wrapper around an XML 
document. Document-style SOAP applications are very flex 
ible, wherein a control system XML Web service can take 
advantage of this flexibility to build controller services that 
may be difficult to implement with RPC. 

Other parts of the SOAP specification define what an 
HTTP message that contains a SOAP message may appearas. 
HTTPbinding can be important because HTTP is supported 
by almost all current operating systems. HTTP binding is 
optional, but almost all SOAP implementations support it as 
one possible standardized protocol for SOAP. For this reason, 
there’s a common misconception that SOAP requires HTTP. 
Some implementations support MSMO, MO Series, SMTP, 
or TCP/IP transports, but almost all current XML Web ser 
vices employ HTTP because it is ubiquitous. Since HTTP is 
a core protocol of the Web, most organizations have a network 
infrastructure that supports HTTP Security, monitoring, and 
load-balancing infrastructure for HTTP are also readily avail 
able. It is to be appreciated that commercially available tools 
can be employed to construct SOAP messages directly. This 
can include a SOAP toolkit to create and parse SOAP mes 
sages. These toolkits generally translate function calls from a 
computer language to a SOAP message. For example, a 
Microsoft SOAP Toolkit 2.0 translates COM function calls to 
SOAP and an Apache Toolkit translates JAVA function calls 
to SOAP. 
The controller services 810 through 830 can also employ 

an open interface standard such as a Web Service Description 
Language (WSDL) illustrated at 860 through 868 in order to 
provide interactions with the controller services. In general, a 
WSDL file or interface is an XML document that describes a 
set of SOAP messages and how the messages are exchanged. 
In other words, WSDL 860-868 is to SOAP what Interface 
Description Language (IDL) is to CORBA or COM. Since 
WSDL is in XML format, it is readable and editable but in 
most cases, it is generated and consumed by software. WSDL 
specifies what a request message contains and how the 
response message will be formatted in unambiguous notation 
and is utilized in accordance with the schemas previously 
described. As an example, an I/O service can specify how 
inputs are to be requested from the service and how outputs 
can be sent to the service in the form of a response. In another 
aspect, inputs can be requested from an input service, wherein 
the response is a confirmation that the inputs were received. 
Outputs can be sent to an output service in the form of a 
request, wherein the response from the service is that the 
outputs were received. Other services can include reporting 
and request services to Supply, generate, and/or accumulate 
URL and/or node address information. 
The notation that a WSDL file utilizes to describe message 

formats is based on an XML Schema standard which implies 
it is both programming-language neutral and standards-based 
which makes it suitable for describing XML Web services 
interfaces that are accessible from a wide variety of platforms 
and programming languages. In addition to describing mes 
sage contents, WSDL defines where the service is available 
and what communications protocol is employed to commu 
nicate to the service. This implies that a given WSDL file 
defines Substantially all matters required to write a program to 
work with an XML Web service. As noted above, there are 
several tools available to read a WSDL file and generate code 
to communicate with an XML Web service. For example, 
some of the most capable of these tools are in Microsoft 
Visual Studio(R) .NET. It is noted that further reference to the 
WSDL specification can be found at http://www.w3.org/TR/ 
wisdl, if desired. 
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The system 800 can also include a discovery component 

870, wherein the controller services 810-830 can be pub 
lished and determined. In one aspect, a Universal Discovery 
Description and Integration (UDDI) can be provided at 170 
that serves as a type of logical phone' directory (e.g., “yel 
low pages.”“white pages.”green pages') describing Web Ser 
vices. A UDDI directory entry is an XML file that describes a 
controller system and the services it offers. There are gener 
ally three parts to an entry in the UDDI directory. The “white 
pages' describe the component offering the service: name, 
address, and so forth. The “yellow pages' include industrial 
categories based on standard taxonomies such as the North 
America Industry Classification System and Standard Indus 
trial Classifications. The “green pages' describe the interface 
to the service in enough detail for users to write an application 
to employ the Web service. The manner services are defined 
is through a UDDI document called a Type Model or tModel. 
In may cases, the tModel contains a WSDL file that describes 
a SOAP interface to an XML Web service, but the tModel is 
generally flexible enough to describe almost any kind of 
service. The UDDI directory also includes several options to 
search for the services to build remote applications. For 
example, Searches can be performed for providers of a service 
in a specified geographic location or for an entity of a speci 
fied type. The UDDI directory can then supply information, 
contacts, links, and technical data to enable determinations of 
which services to employ in a control process. As noted 
above, the discovery component 870 can include a DNS 
and/or a namespace server 
What has been described above are preferred aspects of the 

present invention. It is, of course, not possible to describe 
every conceivable combination of components or methodolo 
gies for purposes of describing the present invention, but one 
of ordinary skill in the art will recognize that many further 
combinations and permutations of the present invention are 
possible. Accordingly, the present invention is intended to 
embrace all such alterations, modifications and variations that 
fall within the spirit and scope of the appended claims. 
What is claimed is: 
1. An industrial control system, comprising: 
an aggregator that collects network addresses and 

namespace information from a Subset of industrial con 
trollers and launches an automated activity in accor 
dance with the collected network addresses and 
namespace information, the automated activity includes 
determination of status of the industrial control system; 
and 

a component associated with the Subset of industrial con 
trollers that reports a network address of at least one of 
the Subset of industrial controllers to the aggregator, 
determines a geographic location of the at least one of 
the Subset of industrial controllers, and generates a uni 
versal resource locator (URL) for the at least one of the 
subset of industrial controllers based at least in part on a 
unique base URL stored on the at least one of the subset 
of industrial controllers, the URL further comprises 
information related to the geographic location. 

2. The system of claim 1, the component is at least one of 
a responder or an address generator associated with the at 
least one of the subset of industrial controllers. 

3. The system of claim 1, the component is a discovery 
component operative within a networked industrial control 
system. 

4. The system of claim 3, the discovery component is at 
least one of a domain name service, a namespace server, a 
web site, a controller, a network device, a or a Universal 
Description Discovery and Integration (UDDI) component. 
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5. The system of claim 1, the network addresses are at least 
one of a Universal Resource Locator (URL), Uniform 
Resource Identifier (URI), an Ethernet address, or a TCP/IP 
address. 

6. The system of claim 1, further comprising a request 
mode component that Supports at least one of a polling mode, 
a broadcast mode, or a request/reply mode to retrieve the 
network addresses from the subset of industrial controllers. 

7. The system of claim 6, the broadcast mode further com 
prising a multicast mode to cause the Subset of industrial 
controllers to report the network addresses. 

8. The system of claim 7, the polling mode transmits net 
work request to a predetermined range of network addresses 
to retrieve the network addresses from the subset of industrial 
controllers. 

9. The system of claim 7, the polling mode transmits net 
work request to a predetermined list of Supervisory network 
devices to retrieve the network addresses from the subset of 
industrial controllers. 

10. The system of claim 9, the Supervisory network devices 
including at least one of a gateway, a Local Area Network 
(LAN) server, or a router. 

11. The system of claim 2, the responder reports to at least 
one of a discovery component or the aggregator in order to 
report the network addresses or URL. 

12. The system of claim 11, the responder employs a 
reporting schema to report the network address, the reporting 
schema including at least one of a node type, a report type, 
node data, diagnostic data, or network address information. 

13. The system of claim 12, the node type includes at least 
one of a PLC, a network card, or an I/O module. 

14. The system of claim 12, the report type includes at least 
one of an address to report or a network address request. 

15. The system of claim 12, the node data includes at least 
one of revision information or status information of at least 
one of the subset of industrial controllers. 

16. The system of claim 1, further comprising a request 
schemato retrieve the network addresses, the request schema 
specifying at least one of a request type, a single network 
address, a range of network addresses, a polling address, a 
broadcast address or a multicast address. 

17. The system of claim 1, at least one of the aggregator or 
the component configured as a web service. 

18. The system of claim 17, further comprising at least one 
of a Web Service Description Language (WSDL) interface or 
a Simple Object Access Protocol (SOAP) to interact with the 
web service. 

19. The system of claim 1, further comprising a commu 
nication component to communicate the network addresses, 
the communication component including at least one com 
munications stack to process at least one communications 
protocol. 
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20. The system of claim 19, the at least one protocol includ 

ing at least one of a TCP, TCP/IP. EthernetIP, FOUNDATION 
Fieldbus HSE, Modbus, or IDA protocols. 

21. The system of claim 1, the automated activity further 
comprises determining current revisions and performing 
upgrades, the upgrades including at least one of a firmware 
upgrade, a documentation upgrade, a file upgrade or a data 
upgrade. 

22. The system of claim 21, further comprising an upgrade 
schema to indicate upgrade. 

23. The system of claim 2, the address generator at least 
one of generates a unique address, generates a temporary 
address, or performs a registration procedure with the aggre 
gation component. 

24. The system of claim 23, the address generator reports 
network information to a discovery component. 

25. A method to aggregate namespace data in an industrial 
control system, comprising: 

at least one of a polling, broadcasting or multicasting for 
network addresses of industrial controllers, the network 
addresses specifying a namespace and geographic loca 
tion of a respective industrial controller; 

reporting the network addresses of the industrial control 
lers, the reporting including at least one of 
responding to the at least one of polling, broadcasting, 

and multicasting for network addresses; 
reporting at least one of a permanent address and a 

temporary address; 
reporting a location-based address; or performing a reg 

istration procedure to receive a different network 
address; and 

automatically launching activities to the industrial control 
lers based on the network address. 

26. The method of claim 25 further comprising transmit 
ting at least one of a request or a reply schema to communi 
cate the network addresses. 

27. A system to aggregate namespace data in an industrial 
control system, comprising: 
means for at least one polling, broadcasting or multicasting 

for URL addresses of industrial controllers, the network 
addresses specifying a namespace and geographic loca 
tion of a respective industrial controller; 

means for reporting the URL addresses of the industrial 
controllers, the reporting including at least one of 
means for responding to the polling, broadcasting, and 

multicasting of URL addresses; 
means for reporting at least one of a permanent address 

and a temporary address; 
means for determining a location-based address; or 
means for performing a registration procedure to receive 

a different URL address; and 
means for automatically launching activities to the indus 

trial controllers based on the network address. 

k k k k k 
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