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DIRECT ANONYMOUSATTESTATION 
SCHEME WITHOUTSOURCNG 

CAPABILITY 

RELATED APPLICATIONS 

0001. The present application is related to co-pending 
U.S. patent application Ser. No. 1 1/948,861, filed Nov.30, 
2007, entitled “AN APPARATUS AND METHOD FOR 
ENHANCED REVOCATION OF DIRECT PROOF AND 
DIRECT ANONYMOUS ATTESTATION’ (Attorney 
Docket No. P25967) and co-pending U.S. patent application 
Ser. No. 1 1/778,804 filed Jul. 17, 2007, entitled “AN APPA 
RATUS AND METHOD FOR DIRECT ANONYMOUS 
ATTESTATION FROM BILINEAR MAPS (Attorney. 
Docket No. P25966). 

FIELD 

0002 The subject matter disclosed herein relates gener 
ally to cryptography. 

RELATED ART 

0003 For many modern communication systems, the reli 
ability and security of exchanged information is a significant 
concern. To address this concern, the Trusted Computing 
Platform Alliance (TCPA) developed security solutions for 
platforms. In accordance with a TCPA specification entitled 
“Main Specification Version 1.1b, published on or around 
Feb. 22, 2002, each personal computer (PC) is implemented 
with a trusted hardware device referred to as a Trusted Plat 
form Module (TPM). 
0004. During operation, an outside party (referred to as a 
“verifier) may require authentication of the TPM. This cre 
ates two opposing security concerns. First, the verifier needs 
to be Sure that requested authentication information is really 
coming from a valid TPM. Second, an owner of a PC includ 
ing the TPM wants to maintainas much privacy as possible. In 
particular, the owner of the PC wants to be able to provide 
authentication information to different verifiers without those 
verifiers being able to determine that the authentication infor 
mation is coming from the same TPM. 
0005 Direct Anonymous Attestation (DAA) is a crypto 
graphic protocol which enables remote authentication of a 
trusted platform while preserving the user's privacy. Direct 
Anonymous Attestation (DAA) was adopted by the Trusted 
Computing Group as a method for remote anonymous 
authentication of Trusted Platform Module (TPM). The origi 
nal DAA scheme is based on the strong RSA assumption and 
has long group public key and private keys and large signa 
tures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0006 Embodiments of the present invention are illus 
trated by way of example, and not by way of limitation, in the 
drawings and in which like reference numerals refer to similar 
elements. 
0007 FIG. 1 illustrates a system featuring a platform 
implemented with a trusted hardware device in accordance 
with one embodiment. 
0008 FIG. 2 is a block diagram further illustrating a plat 
form in accordance with one embodiment. 
0009 FIG. 3 further illustrates Trusted Platform Module 
(TPM) of the second platform, in accordance with one 
embodiment. 
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0010 FIG. 4 depicts a process that may be used by an 
issuerto set up agroup of securemembers, in accordance with 
an embodiment. 
0011 FIG. 5 depicts a process whereby a platform inter 
acts with an issuer to join a group, in accordance with an 
embodiment. 
0012 FIG. 6 depicts a process of proving knowledge, in 
accordance with an embodiment. 
0013 FIG. 7 depicts a process in which a platform creates 
a signature, in accordance with an embodiment. 
0014 FIG. 8 depicts a process of splitting computation 
between the TPM and the host for generating a signature, in 
accordance with an embodiment. 
(0015 FIG. 9 depicts a process whereby a verifier can 
Verify a signature from a platform, in accordance with an 
embodiment. 
0016 FIG. 10 depicts a process that can be used by a 
platform to join a group, in accordance with an embodiment. 
0017 FIG. 11 depicts a process that can be used by a 
platform to generate a signature, in accordance with an 
embodiment. 
0018 FIG. 12 depicts a process whereby a verifier can 
Verify a signature from a platform, in accordance with an 
embodiment. 

DETAILED DESCRIPTION 

0019 Reference throughout this specification to “one 
embodiment' or “an embodiment’ means that a particular 
feature, structure, or characteristic described in connection 
with the embodiment is included in at least one embodiment 
of the present invention. Thus, the appearances of the phrase 
“in one embodiment” or “an embodiment in various places 
throughout this specification are not necessarily all referring 
to the same embodiment. Furthermore, the particular fea 
tures, structures, or characteristics may be combined in one or 
more embodiments. 
0020. One embodiment includes a Direct Anonymous 
Attestation (DAA) scheme using elliptic curve cryptography 
(ECC) and bilinear maps. In this embodiment, a trusted plat 
form module (TPM) may maintain privacy of a portion of a 
private membership key from an issuer while joining a group. 
Maintaining privacy of the private membership key of a TPM 
may be useful to prevent activity of the TPM from being 
monitored. In addition, during signature generation, the TPM 
can outsource most of the computation involved in generating 
a signature to a host computer. Outsourcing computation may 
be used to reduce the time to generate a signature. Outsourc 
ing computation may be desirable when the TPM has small 
storage capability and slow computation ability. 
0021. In one embodiment, a revocation check used for a 
platform to join a group is consistent with a revocation check 
to Verify a signature of a platform during a verification. The 
revocation check computations can be performed over the 
same elliptic curve group. This feature may be useful during 
programming because it may reduce the amount of processes 
used. 
0022. Throughout the description and illustration of the 
various embodiments discussed hereinafter, coefficients, 
variables, and other symbols (e.g., “h”) are referred to by the 
same label or name. Therefore, where a symbol appears in 
different parts of an equation as well as different equations or 
functional description, the same symbol is being referenced. 
0023 FIG. 1 illustrates system 100 featuring a platform 
implemented with a trusted hardware device (referred to as 
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“Trusted Platform Module” or “TPM) in accordance with 
one embodiment. A first platform 102 (Verifier) transmits an 
authentication request 106 to a second platform 200 
(“prover) via network 120. In response to request 106, sec 
ond platform 200 may provide the authentication information 
108. In another embodiment, second platform 200 may pro 
vide the authentication information 108 to a verifier other 
than verifier 102. In one embodiment, network 120 forms part 
of a local or wide area network, and/or a conventional net 
work infrastructure, Such as an intranet, the Internet, or other 
like network. 

0024 Issuer 110 may be an entity that establishes that a 
person (or an entity) is a member of a group, and then issues 
a credential to the member. Prover 200 may try to prove 
membership in the group. If prover 200 is a member in the 
group and has a valid credential, the proof may be successful. 
Verifier 102 may try to establish whether prover 200 is a 
member of the group or not. 
0025. In one embodiment, prover 200 can be a processor 
or graphics processor made by a first manufacturer and Veri 
fier 102 may attempt to determine whether prover 200 is 
manufactured by the first manufacturer. Verifier 102 may 
want to determine that prover 200 is hardware as opposed to 
Software simulating hardware. For example, in a case where 
sensitive information (such as copyrighted video) is to be 
transmitted to a processor, verifier 102 may verify that pro 
cessor as opposed to being Software emulating a processor. 
0026 FIG. 2 is a block diagram of platform 200, in accor 
dance with one embodiment. Platform 200 may include a 
processor system bus (front side bus (FSB)) 204 for commu 
nicating information between processor (CPU) 202 and 
chipset 210. TPM220 may be communicatively coupled to 
second platform 200 using a bus. As described herein, the 
term “chipset is used in a manner to collectively describe the 
various devices coupled to CPU 202 to perform desired sys 
tem functionality. Graphics block 218, hard drive devices 
(HDD) 214, and main memory 212 may be coupled to chipset 
210. In one embodiment, chipset 210 is configured to include 
a memory controller and/or an input/output (I/O) controllerto 
communicate with I/O devices 216 (216-1,..., 216-N). In an 
alternate embodiment, chipset 210 is or may be configured to 
incorporate graphics block 218 and operate as a graphics 
memory controller hub (GMCH). In one embodiment, main 
memory 212 may include, but is not limited to, random access 
memory (RAM), dynamic RAM (DRAM), static RAM 
(SRAM), synchronous DRAM (SDRAM), double data rate 
(DDR) SDRAM (DDR-SDRAM), Rambus DRAM 
(RDRAM) or any device capable of supporting high-speed 
buffering of data. Herein, the term “host' and “host com 
puter may refer to portions of platform 200 other than TPM 
220. 

0027 FIG. 3 illustrates a block diagram of Trusted Plat 
form Module (TPM) 220 of second platform 200, in accor 
dance with one embodiment. TPM 220 may be a crypto 
graphic device that is manufactured by issuer 110. In one 
embodiment, TPM220 includes processor unit 222 with on 
chip memory encapsulated within a package. In one embodi 
ment, TPM220 also includes non-volatile memory 224 (e.g., 
flash) to permit storage of cryptographic information 230 
Such as one or more of the following: group public key and 
private membership key. Of course, it is contemplated that 
such information may be stored within external memory 280 
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of platform 200 in lieu of flash memory 224. The crypto 
graphic information may be encrypted, especially if stored 
outside TPM220. 
0028. In one embodiment, TPM220 includes authentica 
tion logic 240 to respond to an authentication request from a 
Verifier platform. In one embodiment, authentication logic 
240 convinces or proves to the verifierplatform that TPM220 
has stored cryptographic information issued by an issuer 
(e.g., a certifying device manufacturer), without revealing the 
cryptographic information or any unique device/platform 
identification information to the verifier. For example, 
authentication logic 240 may transmit information to an 
issuer to request to join a group without revealing the entire 
private key of the prover platform. For example, authentica 
tion logic 240 may transmit information to a verifier to verify 
a signature without revealing the entire private key of the 
prover platform. TPM 220 may utilize processes described 
hereafter to join a group and generate a signature. 
0029 FIG. 4 depicts a process 400 that may be used by an 
issuer to set up a group of secure members. Block 401 may 
include the issuer choosing portions of the public group key. 
G and G may be of prime orderp with generators g and g, 
respectively. Lete: GXG->G be an efficiently computable 
bilinear map function with the following properties: (1) For 
allu in G, and v in G., for all integers a and b, e(u, v)=e(u, 
v)"; (2)e(g1 g2) is not the identity of G.; and (3) there exists 
an efficient algorithm for computing e(u, v) for any u in G 
and V in G. Group G may be of prime orderp with generator 
gs where decisional Diffie-Hellman problem in G is hard. 
Note that the issuer could set G to be the same group as Gor 
G it's 
0030 Block 402 may include the issuer establishing its 
private group key. Block 402 may include the issuer selecting 
random u, u, Y from 1. p-1) and computing higi", 
he g", and wig.'. Values g1, g2, and g3 are elliptic curves. 
The issuer sets (u, u, Y) as its private group key. 
0031 Block 403 may include the issuer setting the public 
group key based on the private group key and portions of the 
public group key. Block 403 may include the issuer setting the 
public group key as (p, g1 g2.g3. GG2, Gs, h. h. W). The 
public group key is used by members in a DAA group. 
0032 FIG. 5 depicts a process whereby a platform (e.g., 
platform 200) that is not a member of a group interacts with an 
issuer (e.g., issuer 110) to join a group, in accordance with an 
embodiment. Block 501 may include the platform determin 
ing and transmitting a commitment of platform's private 
membership exponent to the issuer. Variable f may be a pri 
vate membership exponent. Block 501 may include (1) the 
platform choosing f, y' from O. p-1 randomly; (2) the plat 
form computing B-H(bsn) (H() is a collision resistant 
hash function that maps any length messages to random ele 
ments in Gs); (3) the platform computing K-B, and T=h/ 
h"; and (4) the platform transmitting K and T to the issuer. 
Variables K and T may be a commitment of private member 
ship exponent. 
0033 Block 502 may include the platform proving to the 
issuer knowledge of the private membership exponent and a 
random number Such that an equation known by both plat 
form and issuer is satisfied. Block 502 may involve a zero 
knowledge proof. Block 502 may include the platform prov 
ing to the issuer the knowledge of (fy") such that K-B?, and 
T=h/h". Valuey' may be a random value. 
0034 Block 503 may include the issuer determining 
whether the private membership exponent is in a revocation 
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list. Block 503 may include the issuer computing B-H 
(bsn) and checking for all f in the revocation list whether 
KzB/. If the issuer finds that the platform has been revoked 
(i.e., there exists an fin the revocation list such that K-B/), it 
aborts the protocol. 
0035 Block 504 may include the issuer determining and 
transmitting to the platform information useful for the plat 
form to compute its own private membership key. Block 504 
may involve a blinding process Such that issuer does not know 
the private membership exponent and the platform does not 
reveal the platform's private membership exponent to the 
issuer. Block 504 may include: 

0036 (1) the issuer choosing at randomx,y" in O. p-1: 
(0037 (2) the issuer computing A=(g Th")''': and 
0038 (3) the issuer sending (A, x, y") to the platform. 

Variabley" can be used by the platform to determiney, which 
is part of a private membership key. In this case, the issuer 
knowsy" and the platform knows y' but the platform hides y 
from issuer. 
0039 Block 505 may include the platform computing the 
private membership key. Block 505 may include (1) the plat 
form computing yy'+y" mod p and (2) the platform storing 
(A, X, y, f) as its private membership key. For example, the 
platform may store its private membership key in flash 
memory. The private membership key may be used to sign a 
DAA message. 
0040. The proof of knowledge of (f, y') in block 502 may 
include acts of process 600 of FIG. 6. Block 601 may include 
the issuer choosing a random number and sending the random 
number to the platform. Block 601 may include the issuer 
choosing a random number n O. p-1 and sending n to the 
platform. 
0041 Block 602 may include the platform computing val 
ues used in a signature of knowledge. Block 602 may include 
(1) the platform choosing at random rf and ry in O. p-1 and 
computing R =BA and Rh'h'; (2) the platform com 
puting c-H(p, g1 g2 gs, h. h. W. B. K. T. R, R2, n) (H() 
is a collision resistant hash function that maps any length 
messages to elements in O. p-1); and (3) the platform com 
puting Sf-rf+cfmod p and Syry-cy' mod p. 
0042 Block 603 may include the platform sending a sig 
nature of knowledge to the issuer. Block 603 may include the 
platform sending (c. Sf. Sy) to the issuer. 
0043 Block 604 may include the issuer verifying the sig 
nature of knowledge. Block 604 may include the issuer veri 
fying that (1) Kis an element in G. (2) T is an element in G: 
and (3) Sf. Sy are integers in O. p-1. 
0044 Block 605 may include the issuer determining val 
ues used to Verify another portion of the signature of knowl 
edge. Block 605 may include the issuer computing 

0045 Block 606 may include the issuer verifying another 
portion of the signature of knowledge. Block 606 may include 
the issuer Verifying that c-H(p. g. g. g. h. h. W. B. K. T. 
R1, R2, n). 
0046. In another embodiment, if the platform trusts the 
issuer to know the platform's private key, the following sim 
plified join process may be used. 

0047 l. The issuer chooses at random f. x, y from 0. 
p-1. 
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0.048 2. The issuer computes A=(g''''''')'''. 
0049. 3. The issuer transmits (A, x, y, f) to the platform. 
0050. 4. The platform saves (A, x, y, f) as its private 
membership key. 

For example, the issuer could issue a group public key and 
private key to prover platform during fabrication of the plat 
form. 
0051 FIG. 7 depicts a process 700 in which a platform 
creates a signature, in accordance with an embodiment. In 
response to a message m from a verifier with a basename 
value bsny provided by the verifier, a platform may create a 
signature and transmit the signature to a verifier. Given a 
group public key (p, g1 g2 ga. G. G. G. h. h. W) and the 
platform's private membership key (A, x, y, f), the TPM 
computes the signature in accordance with process 700. 
0052] Block 701 may include the TPM determining a base 
and a pseudonym. Block 701 may include the TPM comput 
ing base B as follows. For a name base option, the TPM 
computes B=H(bsn). For a random base option, the TPM 
chooses a random B from G. The TPM then computes pseud 
onym, K=B. 
0053 Block 702 may include the TPM determining values 
used to determine commitment values of a signature. Block 
702 may include the TPM selecting values a, brandomly from 
O. p-1. 
0054 Block 703 may include the TPM determining com 
mitment values of a signature. Block 703 may include the 
TPM computing commitment values T and T as follows: 
T=A h" and Th".h". 
0055 Block 704 may include the TPM determining first 
values used to calculate portions of the signature. Block 704 
may include the TPM computing values d and e that are used 
to calculate portions of the signature as follows: d=X a mod p 
and ex-b mod p. 
0056 Block 705 may include the TPM determining sec 
ond values used to calculate portions of the signature. Block 
705 may include the TPM randomly picking six integers rx, 
ry, rf, ra, rb, rd, re from 0, p-1. Values rx, ry, rf, ra, rb, rd, re 
may not be released to the verifier. In addition, block 705 may 
include the TPM computing 

0057 (1) R=h".h", 
0058 (2) R=h".h".T., 
0059 (3) R-B", and 
es (4) Re(T. g)'e(h, g)e(h, g)'''.e(h, 
wY'. 

In addition, block 705 may include the TPM determining a 
random integer used in the signature. Block 705 may include 
the TPM choosing a random 80-bit integer nd. 
0061 Block 706 may include the TPM determining a hash 
value used in the signature. Block 706 may include the TPM 
computing (1)H, H(p, g1 g2 gs, hi, h2, W, B, K, T1, T2, R1, 
R. R. Ra) and then (2) c-H(H. nd, m). 
0062 Block 707 may include the TPM determining third 
values used in the signature. Block 707 may include the TPM 
determining: 

0.063 (1) SX-rx-i-cx (mod p), 
0.064 (2) sy-ry+cy (mod p), 
0065 (3) sf.rf-c-f(mod p), 
0.066 (4) sara+ca (mod p), 
0067 (5) sb=rb+c-b (mod p), 
0068 (6) Sd=rd+cid (mod p), and 
0069 (7) se—re--cre (mod p). 

(0070 Block 708 may include the TPM determining a sig 
nature. Block 708 may include the TPM setting the signature 
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O-(B. K.T.T., c, nd, SX, Sy, Sf sa, sb, sa, se). The TPM may 
transmit the signature to a verifier. 
0071. In signature generating process 700 of FIG. 7, the 
TPM performs all computations. FIG. 8 depicts a process of 
splitting computation between the TPM and the host forgen 
erating a signature, in accordance with an embodiment. In 
other words, the TPM outsources most of the computation to 
a host according to process 800. In one embodiment, the host 
is part of platform 200. However, the host could be a non-local 
host provided that the non-local host does not reveal portions 
of the private key to others. 
0072 Block 801 may include the TPM sending part of its 
private membership key (A, X, y) to the platform, while keep 
ing f secret. 
0073 Block 802 may include the TPM determining a base 
B and a pseudonym K. Block 802 may include the TPM 
determining B as follows. For a name base option, the TPM 
computes B=H(bsn). For a random base option, the TPM 
chooses a random B from G. The TPM then computes K-B'. 
0074 Block 803 may include the platform determining 
random values used to determine commitment values of a 
signature. Block 803 may include the platform selecting ran 
domly a,b from O. p-1. 
0075 Block 804 may include the platform determining 
commitment values T and T of a signature. Block 804 may 
include the platform computing T =Ah," and Th".h". 
0076 Block 805 may include the platform determining 
values used to calculate portions of the signature. Block 805 
may include the platform calculating: 

(0077 (1) d=x a mod p and 
(0078 (2) ex-b mod p. 

0079 Block 806 may include the TPM determining values 
used to calculate portions of a signature. Block 806 may 
include the TPM randomly picking rf from O. p-1 and the 
TPM computing: 

0080 (1) Rd-hand 
I0081 (2) R=B/ 

I0082 Block 807 may include the TPM providing values of 
the signature and values used to compute portions of the 
signature to the platform. Block 807 may include the TPM 
transmitting B. K. Rd. R to the platform. 
0083 Block 808 may include the platform determining 
values used to calculate portions of the signature and trans 
mitting a determined value to the TPM. Block 808 may 
include the platform randomly picking six integers rX, ry, ra, 
rb, rd, refrom 0, p-1. In addition, block 808 may include the 
platform computing 

I0084 (1) R=h'h', 
I0085 (2) R=h ".h".T., 
I0086 (3) Re(T. ga).e(Rd, g) e(h, g)"e(h, 
w)', and 

0087 (4) H H(p. g. g. g. h. h., w, B. K.T.T. R. 
R2, Rs. Ra). 

Block 808 may include the platform transmitting H to the 
TPM. 

I0088 Block 809 may include the TPM determining values 
of the signature and transmitting the determined values to the 
platform. Block 809 may include the TPM choosing a random 
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80-bit integer nd. Block 809 may also include the TPM com 
puting 

c=H(H. nd, m) 

and 

and transmitting (c., nd, Sf) to the host. 
I0089 Block 810 may include the host determining values 
of the signature. Block 810 may include the host computing 

0090 (1) SX-rx-i-cx (mod p), 
0.091 (2) sy-ry+cy (mod p), 
0092 (3) sara+ca (mod p), 
(0.093 (4) sb=rb+c-b (mod p), 
0094 (5) Sd=rd+cid (mod p), and 
(0.095 (6) se—re--cre (mod p). 

0096 Block 811 may include the host setting the signature 
for the platform. Block 811 may include the host setting the 
signature O (B. K.T.T., c, nd, SX, Sy, Sf, sa, sb, sd, se). The 
signature may be transmitted to a verifier. 
(0097 FIG. 9 depicts a process whereby a verifier can 
Verify a signature from a platform, in accordance with an 
embodiment. Given a group public key (p, g1 g2 gs. GG2 
Gh, h, w) that is known by a verifier, a message m from the 
Verifier, a basename bsny, and a group signature O (B. K.T. 
T, c, nd, SX, Sy, Sf sa, sb, sa, se), a verifier can verify the 
signature from a prover platform if all of the acts of process 
900 are verified. 
(0098 Block 901 may include the verifier verifying that a 
first portion of the group signature is correct. Block 901 may 
include the verifier (1) verifying that B, Kare elements in G: 
(2) verifying that T.T., are elements in G.; and (3) verifying 
that SX, Sy, Sf sa, sb, sa, se are integers between 0, p-1. 
Although not depicted, if the name base option is used, block 
901 may include the verifier verifying that B=H(bsn). If the 
first portion of the group signature is verified, then block 902 
follows block 901. If any of the first portion of the group 
signature is incorrect, then the verification fails. 
(0099 Block 902 may include the verifier verifying that a 
second portion of the group signature is correct. Block 902 
may include (1) the verifier determining R =h,'h'.T., 
Rh'h'.T., and R-BY-K; (2) the verifier determin ing Re(T. g.)e(h, g) e(h, g)"“e(h,w)(e(g1, 
g)/e(T, w)); and (3) the verifier verifying that c-H(H(p.g. 
92: 93 hi, h2. W, B, K, T1, T2. R. R2, Rs. R4), ind, m). If the 
second portion of the group signature is verified, then block 
903 follows block 902. If any of the second portion of the 
group signature is incorrect, then the Verification fails. 
0100 Block 903 may include the verifier checking 
whether a third portion of the group signature is not in a 
revocation list. Block 904 may include for each fi in the 
revocation list, the verifier checking that KZB'. If none of the 
third portion of the group signature is in a revocation list, then 
verification succeeds. If any of the third portion of the group 
signature is in a revocation list, then Verification fails. 
0101. In one embodiment, the revocation check in block 
503 (FIG. 5) in process 500 for a platform to join a group is 
similar to the revocation check in the verification process of 
block 903 (process 900). Both revocation checks can be per 
formed over the same elliptic curve group G3. 
0102 FIG. 10 depicts a process 1000 that can be used by a 
platform to join a group, in accordance with an embodiment. 
Block 1001 may include the TPM choosing and transmitting 
a commitment of platform's private membership exponent to 
the issuer. Block 1001 may include (1) the platform choosing 
y, f from O. p-1 randomly. (2) the platform computing 
commitment value T-h'h', and (3) the platform transmit 
ting T to the issuer. 
(0103 Block 1002 may include the TPM proving to the 
issuer knowledge of the private membership exponent Such 
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that an equation known by both platform and issuer is satis 
fied. Block 1002 may include the platform proving to the 
issuer the knowledge of (y, f) such that Thh'. 
0104 Block 1003 may include the issuer determining por 
tions of the private membership key and determining values 
that can be used to determine a portion of the private mem 
bership key. Block 1003 may include the (1) issuer choosing 
at random X, f" in O. p-1, (2) the issuer computing 
A=(g Th")', and (3) the issuer sending (A,X, f) to the 
platform. 
0105 Block 1004 may include the TPM establishing the 
private membership key. Block 1004 may include (1) the 
platform computing f=f--f" mod p and (2) the platform stor 
ing (A, X, y, f) as its private membership key. For example, 
platform may store its private membership key in flash 
memory. The private membership key may be used to sign a 
message. 
0106 FIG. 11 depicts a process 1100 that can be used by a 
platform to generate a signature, in accordance with an 
embodiment. Given a group public key (p, g1 g2 gs. GG2 
Gs, h. h. W), a user's private key (A, X, y, f), a message m, a 
basename value bsny provided by the verifier, the platform 
computes the signature in the manner of process 1100. Pro 
cess 1100 involves the TPM outsourcing determination of a 
private membership exponent to the host. 
0107 Block 1101 may include the TPM transmitting part 
of its private membership key to the host, while keeping part 
of the private membership key secret. Block 1101 may 
include the TPM sending part of its private membership key 
(A, X, f) to the host, while keepingy secret. 
01.08 Block 1102 may include the host determining a base 
and a pseudonym. Block 1102 may include the host deter 
mining Bas follows. In a name base option, the host computes 
B-H(bSn). In a random base option, the host chooses a 
random B from G. The host then computes K-B. 
0109 Block 1103 may include the host determining ran 
dom values used to determine portions of a signature. Block 
1103 may include the host selecting randomly a,b from 0. 
p-1. 
0110 Block 1104 may include the host determining com 
mitment values of a signature. Block 1104 may include the 
host computing T =Ah," and Th".h". 
0111 Block 1105 may include the host determining val 
ues used to calculate portions of the signature. Block 1105 
may include the host computing d Xi'a mod p and e-Xb mod 
p. 
0112 Block 1106 may include the TPM determining val 
ues used to calculate portions of the signature. Block 1106 
may include the TPM randomly pickingry from O. p-1 and 
the TPM computing Rd=h' and sending Rd to the host. 
0113 Block 1107 may include the host determining val 
ues used to calculate portions of the signature. Block 1107 
may include the host randomly picking six integers rX, rf, ra, 
rb, rd, refrom O. p-1. Block 1107 may also include the host 
computing (1) R=h'h', (2) R-h'-h.T., (3) 
R-B", and (4) Re(T. g.) '' eCRd, g.)e(h, ga)'".e(h, 
w)". Block 1107 may include the host computing 

H-H(p, g1 g2, g3, hi, ha, W, B, K, T1, T2, R1, R2, R3, 
R) and transmitting H to the TPM. 

0114 Block 1108 may include the TPM determining val 
ues of the signature and the TPM transmitting values of the 
signature to the host. Block 1108 may include: 

0115 (1) TPM choosing a random 80-bit integer nd, 
0116 (2) TPM computing c=H(H. nd, m), 
0117 (3) TPM computing sy=ry+cy (mod p), and 

TPM transmitting (c., nd, sy) to the host. 
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0118 Block 1109 may include the host determining por 
tions of the signature. Block 1109 may include the TPM 
computing 

0119 (1) SX-rx-i-cx (mod p), 
0120 (2) sf-rf+c"f (mod p), 
0121 (3) sara+ca (mod p), 
0.122 (4) sb=rb+c-b (mod p), 
0123 (5) Sd=rd+cid (mod p), and 
0.124 (6) se—re--cre (mod p). 

0.125 Block 1110 may include the host determining a 
signature. Block 1110 may include the host setting the signa 
ture O (B, K, T, T, c, nd, SX, Sy, Sf, sa, sb, sa, se). The 
signature can be transmitted to a verifier. 
0.126 By contrast, in process 800, the TPM may perform 
three exponentiations whereas in process 1100, the TPM may 
perform a single exponentiation. Accordingly, process 1100 
may complete faster than process 800. However, there could 
be privacy concern with process 1100 because the host learns 
the private membership exponent and the host may be able to 
trace all the signatures created by the TPM and compromise 
the privacy of the TPM. 
(O127 U.S. patent application Ser. No. 1 1/948,861 filed 
Nov. 30, 2007, entitled “AN APPARATUS AND METHOD 
FOR ENHANCED REVOCATION OF DIRECT PROOF 
AND DIRECT ANONYMOUSATTESTATION, describes 
at its FIG. 10 and accompanying text a manner whereby a 
prover platform may respond to a received challenge request 
from a verifier. The process described with regard to that FIG. 
10 can be modified in a manner described hereinto permit the 
host, as opposed to the TPM, to respond to the received 
challenge request from a verifier. This may be possible 
because the host has knowledge of value f, the private mem 
bership exponent. Outsourcing the response to challenge to a 
host may increase speed of the response if the host has greater 
processing capabilities than those of the TPM. 
0128. Given a group public key (p.g., gags. GG2. Gah, 
h. W), a message m, a basename bsny, and a group signature 
O-(B. K.T.T., c, nd, SX, Sy, Sf sa, sb, sa, se), a verifier can 
verify the signature using process 1200 of FIG. 12. 
I0129 Block 1201 may include the verifier verifying that a 
first portion of the group signature is correct. Block 1201 may 
include the verifier verifying that B, Kare elements in G: 
verifies whether T, T are elements in G; and verifies 
whether SX. Sy, Sf sa, sb, sd, and se are integers between 0. 
p-1. If any of the first portion of the group signature is 
incorrect, then the verification fails. 
0.130. If the name base option is used, block 1201 may 
include the verifier checking that B-H(bsn). 
I0131 Block 1202 may include the verifier verifying that a 
second portion of the group signature is correct. Block 1202 
may include (1) the verifier determining R =h,'h'.T., 
R=h,'h'.T., and R=BK; (2) the verifier determin 
ing R e(T. g.) 'e(h, g)'e(h, g.) 'e(h,w)*(e(g, 
g)/e(T, w)); and (3) the Verifier verifying that c-H(H(p.g. 
g2 gs, hi, h2, W, B, K, T1, T2, R1, R2, Rs. R4), nd, m). If any 
of the second portion of the group signature is incorrect, then 
the verification fails. 

I0132) Block 1203 may include the verifier checking 
whether a third portion of the group signature is not in a 
revocation list. Block 1203 may include for each fi in the 
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revocation list, the verifier checks that KaB'. If any of the 
third portion of the group signature is in a revocation list, then 
verification fails. 
0.133 Embodiments of the present invention may be pro 
vided, for example, as a computer program product which 
may include one or more machine-readable media having 
stored thereon machine-executable instructions that, when 
executed by one or more machines Such as a computer, net 
work of computers, or other electronic devices, may result in 
the one or more machines carrying out operations in accor 
dance with embodiments of the present invention. A machine 
readable medium may include, but is not limited to, floppy 
diskettes, optical disks, CD-ROMs (Compact Disc-Read 
Only Memories), and magneto-optical disks, ROMs (Read 
Only Memories), RAMs (Random Access Memories), 
EPROMs (Erasable Programmable Read Only Memories), 
EEPROMs (Electrically Erasable Programmable Read Only 
Memories), magnetic or optical cards, flash memory, or other 
type of media/machine-readable medium Suitable for storing 
machine-executable instructions. 
0134. The drawings and the forgoing description gave 
examples of the present invention. Although depicted as a 
number of disparate functional items, those skilled in the art 
will appreciate that one or more of such elements may well be 
combined into single functional elements. Alternatively, cer 
tain elements may be split into multiple functional elements. 
Elements from one embodiment may be added to another 
embodiment. For example, orders of processes described 
herein may be changed and are not limited to the manner 
described herein. Moreover, the actions of any flow diagram 
need not be implemented in the order shown; nor do all of the 
acts necessarily need to be performed. Also, those acts that are 
not dependent on otheracts may be performed in parallel with 
the other acts. The scope of the present invention, however, is 
by no means limited by these specific examples. Numerous 
variations, whether explicitly given in the specification or not, 
Such as differences in structure, dimension, and use of mate 
rial, are possible. The scope of the invention is at least as 
broad as given by the following claims. 
What is claimed is: 
1. A method comprising: 
generating a portion of a signature at a first computer; 
the first computer requesting a second computer to gener 

ate a second portion of the signature while maintaining 
privacy of the portion of the private membership key: 
and 

generating the second portion of the signature at the second 
computer. 

2. The method of claim 1, wherein the portion of the private 
membership key comprises a private membership exponent. 

3. The method of claim 1, wherein the generating a portion 
of a signature at a first computer comprises: 

determining a base and a pseudonym at the first computer. 
4. The method of claim 3, wherein the determining a base 

and a pseudonym at the first computer comprises: 
the first computer determining B-H(bsn) and 
the first computer determining K=B, wherein bsny com 

prises a basename value and f comprises the private 
membership exponent. 

5. The method of claim 1, wherein the generating a portion 
of a signature at a first computer comprises the first computer 
determining: 
c=H(H. nd, m) and Sf-rf+cfmod p, wherein Hare deter 
mined by the second computer. 
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6. The method of claim 1, wherein the generating the 
second portion of the signature at the second computer com 
prises: 

determining random values used to determine commitment 
values of the signature; and 

determining commitment values of the signature. 
7. The method of claim 6, wherein 
determining random values used to determine commitment 

values of the signature comprises the second computer 
Selecting values a, brandomly from 0, p-1 and 

determining commitment values of the signature com 
prises the second computer determining T-Ah and 
Th".h". 

8. The method of claim 1, wherein the generating the 
second portion of the signature at the second computer com 
prises: 

the second computer determining: 
(1) d=X a mod p; 
(2) e=x-b mod p; 
the second computer randomly picking six integers rX, ry, 

ra, rb, rd, re from O. p-1: 
the second computer determining: 
(1) R=h-h; 
(2) R=h".h".T.; 
(3) Re(T. g)'e(Rd, g)e(h, g)'.e(h, w)"; and 
(tyle. g1 g2 gs, h. h. W. B. K, T1, T2, R1, R2, Rs. 

41 

9. The method of claim 1, wherein the generating the 
second portion of the signature at the second computer com 
prises the second computer determining: 

(1) SX rX+c X (mod p), 
(2) Syry+cy (mod p), 
(3) Sara+ca (mod p), 
(4) sb-rb+c-b (mod p), 
(5) sa=rd+cid (mod p), and 
(6) se—re--cre (mod p). 
10. The method of claim 1, wherein the generating the 

second portion of the signature at the second computer com 
prises the second computer setting the signature as: O (B, K, 
T.T., c. nd, SX, Sy, Sf sa, sb, sa, se), wherein B, K, c, nd, and 
Sfare transmitted by the first computer to the second com 
puter. 

11. The method of claim 1, wherein the first computer 
requesting a second computer to generate a second portion of 
the signature while maintaining privacy of the portion of the 
private membership key comprises: 

the first computer transmitting (A, X, y) to the second 
computer, while keeping f secret. 

12. The method of claim 1, wherein the first computer 
comprises a trusted platform module and the second com 
puter comprises a host computer communicatively coupled to 
the first computer. 

13. A method comprising: 
requesting admission to a group while maintaining privacy 

of a first portion of a private membership key. 
14. The method of claim 13, wherein the first portion 

comprises a private membership exponent. 
15. The method of claim 14, wherein the private member 

ship exponent is selected at random from 0, p-1, where p is 
a prime order of a bilinear group associated with the group. 

16. The method of claim 13, wherein the requesting admis 
sion comprises: 

transmitting a commitment of the first portion. 
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17. The method of claim 13, further comprising: 
receiving a second portion of the private membership key: 
receiving a value; 
determining a third portion of the private membership key 

from the value; and 
storing the first, second, and third portions of the private 
membership key. 

18. The method of claim 13, wherein the private member 
ship key comprises A, X, y, f. 

19. The method of claim 13, further comprising: 
determining whether a first computer is capable of joining 

the group; and 
determining whether a signature from the first computer is 

valid, wherein the determining whether a first computer 
is capable of joining a group and determining whether a 
signature from a first computer is valid both comprise 
performing a revocation check over the same elliptic 
curve group. 

20. A method comprising: 
generating a signature at a first computer; 
transmitting the signature to a second computer while 

maintaining privacy of a first portion of a private key of 
the first computer; and 

Verifying the signature. 
21. The method of claim 20, wherein the private key com 

prises (A, X, y, f) and wherein the first portion comprises the 
value A. 

22. The method of claim 20, wherein the verifying com 
prises: 

receiving a signature comprising (B. K.T.T., c, nd, SX, Sy, 
sf, sa, sb, sd, se); 

Verifying that B, Kare elements in a first bilinear group; 
Verifying that T, T- are elements in a second bilinear 

group; 
Verifying that SX, Sy, Sf, sa, sb, sd, se are integers between 

O. p-1: 
determining Rh'h'.T.; 
determining Rh'h'.T.; 
determining R-B-K: 
determining R e(T. g.)*e(h, g-)e(h, g.)"“e(h, 
w)“(e(g, g)/e(T, w)); 

Verifying that c-H(H(p. g. g. g. h. h. W. B. K, T1, T2, 
R, R2, Rs. Ra), nd, m); and 

for each fi in the revocation list, checking that KzB". 
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23. An article of manufacture including a machine readable 
medium having instructions stored thereon, which when 
executed cause a machine to: 

generate a portion of a signature at a first computer, and 
request a second computer to generate a second portion of 

the signature while maintaining privacy of a portion of 
the private membership key. 

24. The article of manufacture of claim 23, wherein the 
portion of the private membership key comprises a private 
membership exponent. 

25. The article of manufacture of claim 23, wherein the first 
computer comprises a trusted platform module and the sec 
ond computer comprises a host computer communicatively 
coupled to the first computer. 

26. A system comprising: 
a prover platform coupled to the network, wherein the 

prover platform comprises a Trusted Platform Module 
(TPM) and a host computer, wherein: 

the TPM is to generate a portion of a signature and 
the TPM is to request the host computer to generate a 

second portion of the signature while maintaining pri 
vacy of a portion of the private membership key; and 

a verifier coupled to a network, wherein the verifier is to 
Verify the signature. 

27. The system of claim 26, wherein the portion of the 
private membership key comprises a private membership 
exponent. 

28. The system of claim 26, wherein the TPM is to request 
admission to a group while maintaining privacy of a private 
membership exponent. 

29. The system of claim 26, wherein the verifier is to verify 
the signature from the prover platform while the prover plat 
form maintains privacy of a second portion of the private 
membership key. 

30. The system of claim 26, further comprising an issuer, 
wherein: 

the issuer is to determine whether the prover platform is 
capable of joining a group and 

the verifier is to determine whether the signature from the 
prover platform is valid, wherein to determine whether 
the prover platform is capable of joining a group and to 
determine whether a signature from the prover platform 
is valid both comprise performance of a revocation 
check over the same elliptic curve group. 
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