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METHOD AND APPARATUS FOR
LOW-POWER, LONG-RANGE
NETWORKING

CLAIM OF PRIORITY

[0001] This patent application makes reference to, claims
priority to and claims benefit from U.S. Provisional Patent
Application Ser. No. 61/404,541 filed on Oct. 6, 2010.
[0002] The above stated application is hereby incorpo-
rated herein by reference in its entirety.

INCORPORATION BY REFERENCE

[0003] This patent application also makes reference to:
[0004] U.S. Provisional Patent Application Ser. No.
61/464,376 filed on Mar. 2, 2011.

[0005] Each of the above stated applications is hereby
incorporated herein by reference in its entirety.

FIELD OF THE INVENTION

[0006] Certain embodiments of the invention relate to
networking. More specifically, certain embodiments of the
invention relate to a method and apparatus for low-power,
long-range networking.

BACKGROUND OF THE INVENTION

[0007] Existing wireless networks consume too much
power and/or are too-limited in terms of range. Further
limitations and disadvantages of conventional and tradi-
tional approaches will become apparent to one of skill in the
art, through comparison of such systems with some aspects
of the present invention as set forth in the remainder of the
present application with reference to the drawings.

BRIEF SUMMARY OF THE INVENTION

[0008] A system and/or method is provided for low-power,
long-range networking, substantially as illustrated by and/or
described in connection with at least one of the figures, as set
forth more completely in the claims.

[0009] These and other advantages, aspects and novel
features of the present invention, as well as details of an
illustrated embodiment thereof, will be more fully under-
stood from the following description and drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG. 1 depicts an exemplary wireless communica-
tion network.
[0011] FIG. 2 depicts an exemplary low-power, long-

range network endpoint.

[0012] FIG. 3A depicts a plurality of access windows of a
network for which access is time-division multiplexed.
[0013] FIG. 3B depicts a window of time which is time-
division multiplexed into a plurality of timeslots.

[0014] FIG. 3C depicts a window of time which is time-
division multiplexed into a plurality of timeslots.

[0015] FIG. 4 illustrates an exemplary packet structure
utilized for a low-power, long range wireless network.
[0016] FIG. 5 is a flowchart comprising exemplary steps
performed by an endpoint in a low-power, long-range net-
work.

[0017] FIG. 6 is a flowchart comprising exemplary steps
for synchronization of a low-power, long-range network
endpoint.
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[0018] FIG. 7 is a flowchart comprising exemplary steps
for synchronization of a low-power, long-range network
endpoint.

DETAILED DESCRIPTION OF THE
INVENTION

[0019] As utilized herein the terms “circuits” and “cir-
cuitry” refer to physical electronic components (i.e. hard-
ware) and any software and/or firmware (“code”) which may
configure the hardware, be executed by the hardware, and or
otherwise be associated with the hardware. As utilized
herein, “and/or” means any one or more of the items in the
list joined by “and/or”. For example, “x and/or y”” means any
element of the three-element set {(x), (¥), (X, y)}. Similarly,
“X, y, and/or Z” means any element of the seven-element set
1x), ®), @), %, ¥), X, 2), (¥, 2), (X, ¥, 2)}. As utilized herein,
the terms “block™ and “module” refer to functions than can
be implemented in hardware, software, firmware, or any
combination of one or more thereof. As utilized herein, the
term “exemplary” means serving as a non-limiting example,
instance, or illustration. As utilized herein, the term “e.g.,”
introduces a list of one or more non-limiting examples,
instances, or illustrations.

[0020] FIG. 1 depicts an exemplary wireless communica-
tion network. Shown is a cell 108 associated with a base
station 102. Within the cell are controllers 106,-106; and
endpoints 104,-104,,,.

[0021] The base station 102 may comprise circuitry for
communicating wirelessly, and managing overall synchro-
nization and access to the wireless network within the cell
108. The base station 102 may transmit and receive wireless
signals in accordance with any one or more protocols. Such
protocols may include, for example, protocols defined in the
ISO 18000-7 standard, and/or protocols described in the
above-incorporated U.S. Provisional Patent Application No.
61/464,376 filed on Mar. 2, 2011. In an embodiment of the
invention, the base station 102 may communicate with the
controllers 106,-106 utilizing a first one or more protocols,
and communicate with the endpoints 104,-104,, utilizing a
second one or more protocols. An exemplary base station is
described below with respect to FIG. 2.

[0022] Each of the controllers 106,-106; may comprise
circuitry for communicating wirelessly with one or more
endpoints that are within the coverage area of the controller
(i.e., “in-range endpoints”). In FIG. 1, endpoints 104,-104,,
are within the coverage area 110, of the controller 106,
endpoints 1045-104., are within the coverage area 110, of the
controller 106,, and endpoints 104,.,-104,, are within the
coverage area 110, of controller 106;. Each of the control-
lers 106,-106, may communicate with in-range endpoints in
accordance with any one or more protocols. Such protocols
may include, for example, protocols defined in the ISO
18000-7 standard, and/or protocols described in the above-
incorporated U.S. Provisional Patent Application No.
61/464,376 filed on Mar. 2, 2011. An exemplary controller
106 is described below with respect to FIG. 2.

[0023] Each of the endpoints 104,-104,, may comprise
circuitry for communicating wirelessly. Each of the control-
lers 106,-106, may communicate with in-range endpoints in
accordance with any one or more protocols. Such protocols
may include, for example, protocols defined in the ISO
18000-7 standard, and/or protocols described in the above-
incorporated U.S. Provisional Patent Application No.
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61/464,376 filed on Mar. 2, 2011. An exemplary endpoint
104 is described below with respect to FIG. 2.

[0024] Inanembodiment of the invention, access to one or
more channels in the airspace within the cell 108 may be
time-division multiplexed into a plurality of windows. In an
exemplary windowing scheme, there may be three windows
which cyclically repeat. A first of the windows may be
utilized for endpoints to transmit connectionless beacons
which may be received by the base station 102, the control-
lers 106,-106, and/or other endpoints. A second window
may be utilized for endpoints to transmit connectionless
alarm signals which may be received by the base station 102.
A third window may be an open-access window in which
bidirectional communications between the base station 102
and the controllers 106,-106,, bidirectional communications
between the controllers 106,-106, and the endpoints 104, -
104,,, and/or bidirectional communications among end-
points 104,-104,, may take place. Additional details of such
an exemplary windowing scheme are described below with
respect to FIGS. 3A-3C.

[0025] Beacons transmitted by the endpoints 104,-104,,
during assigned timeslots may be utilized by the base station
102 and/or the controllers 106,-106; to detect and/or verity
the presence and/or status of the devices 104,-104,,. Alarm
signals transmitted by the endpoints during an alarm win-
dow may alert network administrators that the endpoint
which transmitted an alarm signal has detected a condition
that needs to be addressed.

[0026] During an open access window, bidirectional com-
munications between the endpoints 104,-104,, and control-
lers 106,-106, and/or the base station 102 may configure the
endpoints 104,-104,, (which may include resynchronizing
the endpoints 104,-104,, to a network clock), upload data
from the endpoints 104,-104,,, and/or download data to the
endpoints 104,-104,,. Similarly, in some instances, bidirec-
tional communications among two or more of the endpoints
104,-104,, may take place during an open-access window.
Such communication among endpoints may be utilized for
synchronizing the local clocks of the endpoints 104,-104,,
and/or transferring data among the endpoints 104,-104,,.
[0027] The beacon signals and alarm signals may be
transmitted utilizing different protocols than those utilized
for signals communicated as part of bidirectional commu-
nications during the open-access window(s). Accordingly,
packets transmitted during the open-access window may be,
e.g., formatted differently, encoded differently, transmitted
on different frequencies, and/or transmitted utilizing differ-
ent modulation than the beacon signals and alarm signals
transmitted during other windows.

[0028] FIG. 2 depicts an exemplary low-power, long-
range network endpoint. Shown in FIG. 2 are an exemplary
base station 102 and an exemplary endpoint 104, which may
correspond to any of the devices 104,-104,, of FIG. 1. The
exemplary base station 102 comprises a clock 202, CPU
204, a memory 206, a radio 207, and an antenna 210. The
exemplary controller 106 comprises a clock 224, CPU 224,
a memory 226, a radio 227, and an antenna 230. The
exemplary endpoint 104 comprises a clock 204, CPU 214, a
memory 216, a radio 217, an antenna 220, and one or more
sensors 221. In an exemplary embodiment of the invention,
the base station 102 may be relatively more complex than
the controller 106 which, in turn, may be relatively more-
complex than the endpoint 104. Accordingly, the base sta-
tion 102 may comprise more-expensive components than the
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controller 106 which, in turn, may comprise more-expensive
components than the endpoint 104.

[0029] The clock 202 may comprise an oscillator which
generates a periodic signal and/or may comprise a date/time
clock. The clock 202 may provide a reference for synchro-
nous circuitry of the base station 102. The clock 202 may
provide the network clock for a network controlled by the
base station 102.

[0030] The clock 212 may comprise an oscillator which
generates a periodic signal and/or may comprise a date/time
clock. The clock 212 may be a local clock that provides a
time reference for synchronous circuitry of the device 104.
In instances that the device 104 is resource-constrained, the
clock 212 may be less complex than the clock 202. Conse-
quently, the clock 212 may be relatively inaccurate/less-
stable compared to the clock 202 (e.g., may exhibit rela-
tively significant drift over relatively short periods of time).
Accordingly, the local clock 212 may occasionally need to
be resynchronized to the network clock 202.

[0031] The clock 222 may comprise an oscillator which
generates a periodic signal and/or may comprise a date/time
clock. The clock 222 may be a local clock that provides a
time reference for synchronous circuitry of the device 106.
In an exemplary embodiment of the invention, the clock 222
may be relatively less accurate/stable than the clock 202 but
more accurate/stable than the clock 212.

[0032] The CPU 204 may comprise circuitry operable to
control operation of the base station 102. The CPU 204 may,
for example, execute an operating system and/or other
programs. The CPU 204 may generate one or more control
signals for controlling the operation of the base station 102.
The CPU 204 may, for example, control a mode of operation
of the base station 102.

[0033] The CPU 214 may comprise circuitry operable to
control operation of the second device 104. In some
instances, the CPU 214 may be substantially similar to the
CPU 204. In instances that the device 104 is resource-
constrained, the CPU 204 may be less-complex (e.g., com-
prise fewer gates, utilize less power, utilize less memory,
etc.) than the CPU 214. In one embodiment, for example, the
CPU 204 may comprise a RISC or ARM processor, and the
CPU 214 may comprise a state-machine having a relatively
small number of states (e.g., four states).

[0034] The CPU 224 may comprise circuitry operable to
control operation of the controller 106. In some instances,
the CPU 224 may be substantially similar to the CPU 204.
In those or other instances, the CPU 224 may be less-
complex than the CPU 204 but more complex than the CPU
214.

[0035] The radio 207 may comprise a processor 208 and
an analog front-end (AFE) 209. The processor 208 may
comprise circuitry operable to interface with the AFE 209 to
receive and transmit data, and to process received and
to-be-transmitted data. For transmission, the processor 208
may be operable to receive data from the CPU 204 and/or
memory 206, packetize and/or otherwise process the data to
prepare it for transmission in accordance with one or more
wireless protocols, and output the data to the AFE 209 for
transmission. For reception, the processor 208 may be
operable to receive data via the AFE 209, process the
received data and output received data to the memory 206
and/or the CPU 204. Exemplary protocols which may be
supported by the radio 207 include the ISO 18000-7 stan-
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dard, and protocols described in the above-incorporated U.S.
Provisional Patent Application No. 61/464,376 filed on Mar.
2,2011.

[0036] The radio 217 may comprise a processor 218 and
an analog front-end (AFE) 219. The processor 218 may
comprise circuitry operable to interface with the AFE 219 to
receive and transmit data, and to process received and
to-be-transmitted data. In some instances, the processor 218
may be substantially similar to the processor 208. In
instances that the device 104 is resource-constrained, the
processor 218 may be less-complex (e.g., comprise fewer
gates, utilize less power, utilize less memory, etc.) than the
processor 208. In one embodiment, for example, the pro-
cessor 208 may be operable to implement more complex
signal processing algorithms than the processor 218.
[0037] The radio 227 may comprise a processor 228 and
an analog front-end (AFE) 229. The processor 228 may
comprise circuitry operable to interface with the AFE 229 to
receive and transmit data, and to process received and
to-be-transmitted data. In some instances, the processor 228
may be substantially similar to the processor 208. In those
or other instances the processor 228 may be less-complex
than the processor 208 but more-complex than the processor
218.

[0038] The analog front-end (AFE) 209 may comprise
circuitry suitable for processing received and/or to-be-trans-
mitted data in the analog domain. For transmission, the AFE
209 may receive digital data from the processor 208, process
the data to generate corresponding RF signals, and output
the RF signals to the antenna 210. For reception, the AFE
209 may receive RF signals from the antenna 210, process
the RF signals to generate corresponding digital data, and
output the digital data to the processor 208.

[0039] The AFE 219 may comprise circuitry suitable for
processing received and/or to-be-transmitted data in the
analog domain. In some instances, the AFE 219 may be
substantially similar to the AFE 209. In instances that the
device 104 is resource-constrained, the AFE 219 may be
less-complex (e.g., comprise fewer gates, utilize less power,
utilize less memory, etc.) than the AFE 209. In one embodi-
ment, for example, the AFE 209 may comprise a more-
sensitive receiver, and a more powerful transmitter than the
AFE 219.

[0040] The AFE 229 may comprise circuitry suitable for
processing received and/or to-be-transmitted data in the
analog domain. In some instances, the AFE 229 may be
substantially similar to the AFE 209. In those or other
instances the AFE 229 may be less-complex than the AFE
209 but more-complex than the AFE 219.

[0041] Circuitry of the memory 206 may comprise one or
more memory cells and may be operable to store data to the
memory cell(s) and read data from the memory cell(s). The
one or more memory cell may comprise one or more volatile
memory cells and/or one or more non-volatile memory cells.
[0042] Circuitry of the memory 216 may comprise one or
more memory cells and may be operable to read data from
the memory cell(s) and/or store data to the memory cell(s).
In some instances, the memory 216 may be substantially
similar to the memory 206. In instances that the device 104
is resource-constrained, the memory 216 may be less-com-
plex (e.g., comprise fewer gates, utilize less power, etc.) than
the memory 206.

[0043] Circuitry of the memory 226 may comprise one or
more memory cells and may be operable to read data from
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the memory cell(s) and/or store data to the memory cell(s).
In some instances, the memory 226 may be substantially
similar to the memory 206. In those or other instances the
memory 226 may be less-complex than the memory 206 but
more-complex than the memory 216.

[0044] Each of the antennas 210, 220, and 230 may be
operable to transmit and receive electromagnetic signals in
one or more frequency bands. In an embodiment of the
invention, the antennas 210 and 220 may be operable to
transmit and receive signals in the ISM frequency band
centered at 433.92 MHz.

[0045] The sensor(s) 221 may comprise one or more of: an
acoustic sensor operable to sense, e.g., amplitude, phase,
polarization, spectrum and/or wave velocity of acoustic
waves; a chemical operable to sense, e.g., the presence of
any one or more elements and/or compounds in solid, gas,
and/or liquid form; an electrical sensor operable to detect,
e.g., amplitude, phase, polarization, and/or spectrum of a
current and/or voltage, conductivity, and/or permittivity; a
magnetic sensor operable to, e.g., detect flux, permeability,
amplitude, phase, and/or polarization of a magnetic field; a
mechanical sensor operable to detect, e.g., position, accel-
eration, force, stress, pressure, strain, mass, density,
moment, torque, shape, roughness, orientation, and/or stiff-
ness; an optical sensor operable to detect, e.g., amplitude,
phase, polarization, and/or spectrum of an optical wave,
wave velocity, refractive index, emissivity, reflectivity, and/
or absorption; and/or a thermal sensor operable to detect,
e.g., temperature, flux, specific heat, and/or thermal conduc-
tivity. The sensor(s) 221 may, for example, generate an
interrupt to the CPU 214 when an alarm condition is present.
[0046] In operation, prior to a device 104 joining the
network managed by the base station 102, the device 104
may listen for network parameters from the base station 102.
Such parameters may, for example, be transmitted onto a
predetermined control channel by the base station 102.
Additionally or alternatively, an administrator of the device
104 may, for example, manually program parameters into
the device 104 and/or download parameters to the device
104 (e.g., via a wired connection to the base station 102,
and/or the Internet and/or a LAN). The parameters config-
ured in the device 104 may include one or more parameters
for synchronizing the clock 212 to the clock 202. The
parameters configured in the device 104 may include one or
more parameters which identify a timeslot to which the
device 104 has been assigned. The device 104 may then
proceed to normal operation.

[0047] In an exemplary embodiment of the invention,
normal operation may comprise the device 104 occasionally
and/or periodically receiving signals transmitted from the
base station 102 and/or one or more other devices 104,
occasionally and/or periodically listening to transmissions
between other devices and utilizing those transmissions to
adjust its clock 212, transmitting connectionless beacon
signals during the timeslot assigned to the device 104, and
participating in connection-oriented communications during
an open-access time window. Normal operation may also
comprise monitoring, via the sensor(s) 221 for an alarm
condition. When an alarm condition is present, the device
104 may enter an alarm-mode of operation. An alarm-mode
of operation may comprise, for example, determining a
timeslot of an alarm window during which an alarm signal
may be transmitted, and then transmitting the alarm signal
during that timeslot.



US 2017/0033861 Al

[0048] FIG. 3A depicts a plurality of access windows of a
network for which access is time-division multiplexed. In
FIG. 3A, access to the medium is time-division multiplexed
into three repeating windows 302, 304, and 306. Shown are
I+1 instances 300 of the windows 302, 304, and 306, where
1 is an integer. The windows 302, 304, and 306 may be
separated by idle time having duration 8, where d may be
configurable and/or implementation-specific. For illustra-
tion, it is assumed that there are D endpoints 104 which
communicate over the time-division multiplexed medium,
where D is an integer.

[0049] Each instance of window 302 may be time-division
multiplexed into a plurality of timeslots 322. Any particular
timeslot 322 is represented herein as where 1 is the instance
of the window 302, n is the index of the timeslot within the
window instance i, 1zizl, 1zn=N, and n, N, i, and I are
integers. The index n wrap to 1 after reaching N, and the
index i1 wraps to 1 after reaching I.

[0050] One or more timeslots 322, ,-322,, may be
assigned to each of one or more endpoints 104,-104,. In an
embodiment of the invention, each device 104, (where j is an
integer between 1 and J, inclusive) is assigned to one
timeslot 322, . If the number of devices, J, is greater than N
(the number of timeslots 322 that fit into a single instance of
the window 302), then it may take multiple instances of the
window 302 for a particular endpoint’s assigned timeslot to
occur. That is, I=ceiling(J/N), where “ceiling( )” denotes
rounding up to the next integer. To illustrate, if N=10, and
J=12, then 1=2, and the sequence of windows may be as
follows: a first instance of window 302 corresponding to
timeslots 322, ,-322,,,, a window 304, a window 306, a
second instance of window 302 corresponding to timeslots
322, ,-322,,,, a window 304, a window 306, a first instance
of window 302 corresponding to timeslots 322, -322,,,
and so on.

[0051] Each instance of window 304 may be time-division
multiplexed into timeslots 332,-332,,, where M is an inte-
ger. In an embodiment of the invention, the endpoints
104,-104,,, the controllers 106,-106, and the base station
102 may be prohibited from transmitting during the window
304 unless they are experiencing an alarm condition or have
experienced an alarm condition during a pertinent time
period, where the pertinent time period may be configurable
and/or implementation-specific.

[0052] In an embodiment of the invention, each of the
timeslots 332,-332,, may not be reserved for any particular
endpoint 104 but may be available for use by any endpoint
104 that is currently experiencing an alarm condition. An
endpoint 104 which has experienced an alarm condition
during the pertinent time period may determine which of the
timeslots 332,-332,, of the window 304 to utilize for trans-
mitting an alarm signal based on which of the timeslots
322, ,-322,,, the endpoint 104 has been assigned, and on a
hash function. In this regard, use of the hash function may
enable J endpoints to share M timeslots, even where M is
less than J. That is, use of a hash function may take
advantage of the fact that, statistically speaking, only a
certain percentage of the J endpoints will detect an alarm
condition at any given time. Therefore, J endpoints can
effectively share M timeslots while the risk that there will be
more than M devices detecting an alarm condition during
any given time period can be kept below a desired threshold,
which may be configurable and/or implementation-specific.
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[0053] FIG. 3B depicts a window of time which is time-
division multiplexed into a plurality of timeslots. Shown in
FIG. 3B is an instance, i, of the window 302 described with
respect to FIG. 3A. The window 302 is time-division mul-
tiplexed into slots 322, -322,;,. In an embodiment of the
invention, each timeslot 322 comprises idle time D on either
side of a packet time A. Thus, in such an embodiment, each
timeslot 322, , is of duration A+2D. In an embodiment of the
invention, the value of one or more of A and D, and/or the
unit of measurement of A and/or D may be configurable
and/or implementation-specific. Time instants, referenced to
the network clock 202, and corresponding to boundaries
between timeslots, are labeled as time instants 324 ,-324,, .
In FIG. 3B, a packet 320 of a beacon signal is transmitted
during each of the timeslots 324, ,-322,,,. In an exemplary
embodiment of the invention, a beacon signal may be only
one packet in length.

[0054] FIG. 3C depicts a window of time which is time-
division multiplexed into a plurality of timeslots. Shown in
FIG. 3C is an instance of the window 304 described with
respect to FIG. 3A. The window 304 is time-division mul-
tiplexed into slots 332,-332,, In an embodiment of the
invention, each timeslot 332, where m is an integer between
1 and M, inclusive, comprises idle time D on either side of
a packet time A. Thus, in such an embodiment, each timeslot
332, is of duration A+2D. In an embodiment of the inven-
tion, each timeslot 322, ;, comprises idle time D on either
side of a packet time A. Thus, in such an embodiment, each
timeslot 322, , is of duration A+2D. In an embodiment of the
invention, the value of one or more of A and D, and/or the
unit of measurement of A and/or D may be configurable
and/or implementation-specific. Time instants, referenced to
the network clock 202, and corresponding to boundaries
between timeslots, are labeled as time instants 334,-334, ;.
In FIG. 3C, a packet 330 of an alarm signal is transmitted
during each of the timeslots 332,-332,,. In an exemplary
embodiment of the invention, a beacon signal may be only
one packet in length.

[0055] FIG. 4 illustrates an exemplary packet structure
utilized for a low-power, long range wireless network. The
structure of the packet 400 depicted in FIG. 4 may be
utilized for beacon packets 320 and/or for adjusting the local
clock 212 of one or more endpoints 104. The packet 400
comprises a fore chirp 452, a data portion 454, and a post
chirp 456. The data portion 454 may, in turn, comprise a
device ID field 460, a duration field 462, a shift magnitude
field, a shift period field, and a payload 468.

[0056] Each of the fore chirp 452 and the post chirp 456
may comprise a sequence of two or more bits with high
autocorrelation properties which may be used as a reference
for measuring duration. The fore chirp 452 may be different
than the post chirp 456 such that an endpoint can distinguish
between the two.

[0057] The device ID field 460 may comprise a number
and/or string that is/are uniquely associated with the end-
point 104 that generated the packet 400.

[0058] The duration field 462 may comprise a numeric
value corresponding to the amount of time since the last time
point at which the endpoint identified by the device 1D field
460 had been assigned a timeslot 322, ;. The unit of mea-
surement of the duration field 462 can may be configurable
and/or implementation specific.

[0059] The shift magnitude field 464 may comprise a
numeric value indicating the magnitude of one or more
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adjustments of the clock 212 of the endpoint which gener-
ated the packet 400. In an embodiment of the invention, the
shift magnitude field 464 may indicate the magnitude of a
most-recent adjustment and/or an average value of a plural-
ity of adjustments of the clock 212. In an embodiment of the
invention, the shift magnitude field 464 may be a signed
number. The unit of measurement of the shift magnitude
field 464 may be configurable and/or implementation-spe-
cific.

[0060] The shift period field 466 may comprise a numeric
value indicating a number of instances of the window 302
between successive adjustments of the clock 212 of the
endpoint which generated the packet 400. In an embodiment
of the invention, the shift period field 466 may indicate the
number of window instances between the last two clock
adjustment and/or an average number of windows between
adjustments over multiple adjustments. The unit of mea-
surement of the shift period field 466 may be configurable
and/or implementation-specific.

[0061] The payload 468 may comprise device, applica-
tion, and/or implementation specific data.

[0062] FIG. 5 is a flowchart comprising exemplary steps
performed by an endpoint in a low-power, long-range net-
work.

[0063] In step 502, an endpoint 104 desires to join the
network cell 108 managed by the base station 102.

[0064] Instep 504, the endpoint 104 may receive and/or be
programmed with the necessary parameters. These param-
eter may include, for example: clock synchronization infor-
mation; the number of timeslots, N, that fit into a window
302; the number, I, of devices 104 in the cell; the number,
1, of iterations of window 302 that are needed to accommo-
date the J devices in the cell 108; a hash function utilized for
selecting which of the timeslots 332 during which to trans-
mit an alarm signal; the packet duration A; the idle time D;
the idle time, d, between windows; and/or the duration, y, of
the open-access window 306.

[0065] In step 506, the endpoint 104 may adjust its clock
212 to synchronize to the network clock 202.

[0066] In step 508, the endpoint 104 may enter a non-
alarm mode of operation. While in the non-alarm mode (i.e.,
while an alarm condition is not present), the endpoint 104
may transmit beacon packets only during its assigned
timeslot 322, ,, the endpoint 104 may periodically and/or
occasionally adjust its clock to maintain synchronization
with network timing, and/or may communicate with a con-
troller 106 and/or other endpoint 104 during the open-access
window 306. Upon the endpoint 104 detecting an alarm
condition, the exemplary steps may advance to step 510.
[0067] In step 510, the endpoint 104 may determine which
of the timeslots of window 304 to utilize for transmitting an
alarm signal. The determination may be made by inputting
an identifier (e.g., the indices n and i) of the endpoint’s
assigned timeslot 322, ; to a hash algorithm.

[0068] In step 512, the endpoint 104 may transmit the
alarm signal during the determined timeslot of window 304.
[0069] FIG. 6 is a flowchart comprising exemplary steps
for synchronization of a low-power, long-range network
endpoint. In step 604, after start step 602, during an instance
of the open-access window 306, the base station 102 and/or
the controllers 106,-106; may transmit (e.g., broadcast)
synchronization for the endpoints 104,-104,, to utilize in
synchronizing their local clocks 212 to the clock 202. In step
606, during an instance of the window 302, endpoint 104,,
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may listen during one or more timeslots 322 to which it is
not assigned. That is, it may receive beacons transmitted by
one or more of the endpoints 104,-104,,. In step 608, the
endpoint may adjust its clock 212 based on the beacons
received from the other endpoints. After step 608, the steps
may return to step 604.

[0070] FIG. 7 is a flowchart comprising exemplary steps
for synchronization of a low-power, long-range network
endpoint. In step 704, after start step 702, endpoint 104, may
listen to a channel of the network cell 108 during a time
interval beginning at T, .~D and ending at time instant
T, 4D, where D is the idle time between the end of a first
packet (e.g., packet 320, in FIG. 3B) and a timeslot bound-
ary (e.g., timeslot boundary 324, ,, of FIG. 3B), D is also the
idle time between the timeslot boundary and the beginning
of a second packet (e.g., packet 320, , in FIG. 3B), and T,
is a value of the local clock 212 of device 104, that is
supposed to correspond to the timeslot boundary (That is, if
clock 212 is accurately synchronized to the clock 202, then
T, aligns with the timeslot boundary). The endpoint 104,
may do this for one or more values of T, ..

[0071] In step 706, the endpoint may characterize the
signals received during the one or more time intervals. In
step 708, the endpoint 104, may adjust its clock based on the
result of the characterization in step 706.

[0072] In an exemplary embodiment, the characterization
may comprise determining a ratio of (i) post-chirp bits,
bytes, or symbols received during the one or more time
intervals to (ii) fore-chirp bits, bytes, or symbols received
during the one or more time intervals. In such an embodi-
ment, the ratio may be greater than a threshold value (e.g.,
‘1’) because, for example, T, is not aligned with the
timeslot boundary, but occurs before the timeslot boundary.
In such an embodiment, the ratio may be less than a
threshold value (e.g., ‘1°) because, for example, T, is not
aligned with the timeslot boundary, but occurs after the
timeslot boundary. The threshold value may be configurable
and/or implementation specific. Configurability of the
threshold may enable compensating for system biases and/or
non-idealities. The clock may, for example, be adjusted in a
first direction (e.g., a positive direction) if the ratio is greater
than the threshold, adjusted in a second direction (e.g., a
negative direction) if the ration is less than the threshold, and
may not be adjusted if the ratio is equal to the threshold.
[0073] Inanother exemplary embodiment of the invention,
the characterization may comprise comparing how many
post-chirp bits, bytes, or symbols were received during the
one or more time intervals and (ii) how many fore-chirp bits,
bytes, or symbols were received during the one or more time
intervals. The clock may, for example, be adjusted in a first
direction (e.g., a positive direction) if the more post-chirp
bits, bytes, or symbols than fore-chirp bits, bytes, or symbols
were received during the one or more time intervals, be
adjusted in a second direction (e.g., a negative direction) if
the less post-chirp bits, bytes, or symbols than fore-chirp
bits, bytes, or symbols were received during the one or more
time intervals, and may not be adjusted if the same (or
approximately the same) number of post-chirp bits, bytes, or
symbols and fore-chirp bits, bytes, or symbols were received
during the one or more time intervals.

[0074] In an exemplary embodiment of the invention, a
communication system (e.g., an endpoint 104) may com-
prise one or more circuits operable to transmit and receive
data wirelessly. The communication system may be assigned
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(e.g., via download, via manual programming, and/or via
wireless signal(s) from a base station) a first timeslot (e.g.,
timeslot 332, ) during which transmission can occur when
an alarm condition is not present. The one or more circuits
may be operable to detect the presence of an alarm condi-
tion. In response to the detection of the alarm condition, the
one or more circuits may be operable to determine a second
timeslot (e.g., timeslot 332,,) based on the first timeslot and
based on a hash function. The one or more circuits may be
operable to transmit an alarm signal during the second
timeslot.

[0075] In an exemplary embodiment of the invention, a
communication system (e.g., an endpoint 104) may com-
prise one or more circuits operable to transmit and receive
over a medium to which access is time-division multiplexed
into a plurality of repeating windows (e.g., windows 302,
304, and 306). A first window (e.g., window 302) of the
plurality of repeating windows may be time-division mul-
tiplexed into a plurality of timeslots (e.g., timeslots 322, -
322, ;). Asecond window (e.g., window 304) of the plurality
of repeating windows may be time-division multiplexed into
a plurality of timeslots (e.g., timeslots 332,-332,,). The
assigned first timeslot may be one of the plurality of
timeslots of the first window. The second timeslot may be
one of the plurality of timeslots of the second window. The
second timeslot may occur in the first instance of the second
window to occur after the detection of the alarm condition.
The first timeslot may not occur in every instance of the first
window. A third window (e.g., window 306) of the plurality
of windows may not be time-division multiplexed into a
plurality of timeslots. The first timeslot may be reserved for
transmissions of a first type (e.g., beacon packets) and the
third window is utilized for transmissions of one or more
second types (e.g., endpoint configuration data, data uploads
from an endpoint, data downloads to an endpoint). The one
or more circuits may comprise one or more acoustic, chemi-
cal, electrical, magnetic, mechanical, optical, and/or thermal
sensors for performing the detection of the alarm condition.

[0076] In an exemplary embodiment of the invention, a
communication system (e.g., an endpoint 104) may com-
prise a clock (e.g., clock 212) and may be operable to
transmit and receive data via a wireless network (e.g., the
network 108). The communication system may communi-
cate over a medium to which access is time-division mul-
tiplexed into a plurality of timeslots (e.g., timeslots 332, ;-
332,,,). The o communication system may be operable to
receive signals during one or more time intervals (e.g., a
time interval from T, .~D to T, +D). The communication
system may be operable to characterize the signals received
during the one or more time intervals. The communication
system may be operable to adjust the clock based the
characterization. The characterization may comprise deter-
mining a ratio of (i) end-of-timeslot bits, bytes, or symbols
(i.e., bits, bytes, or symbols, such as, for example, the post
chirp 456, that are transmitted at or near the end of a timeslot
such as, for example, a timeslot 322) received during the one
or more time intervals to (ii) beginning-of-timeslot bits,
bytes, or symbols (i.e., bits, bytes, or symbols, such as, for
example, the post chirp 456, that are transmitted at or near
the beginning of a timeslot such as, for example, a timeslot
322) received during the one or more time intervals.

[0077] Access to the wireless network may be time-
division multiplexed into a plurality of repeating windows.
The one or more time intervals may occur during a first
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window of the plurality of repeating windows. The signals
received during the one or more time intervals may have
been transmitted by other endpoints (e.g., other ones of the
endpoints 104,-104,,) in the wireless network. The com-
munication system may be operable to transmit an alarm
signal during a second window of the plurality of repeating
windows. The communication system may comprise a clock
and may be operable to synchronize the clock (e.g., clock
212) to a network clock (e.g., clock 202) during a third
window of the plurality of repeating windows.

[0078] Other embodiments of the invention may provide a
non-transitory computer readable medium and/or storage
medium, and/or a non-transitory machine readable medium
and/or storage medium, having stored thereon, a machine
code and/or a computer program having at least one code
section executable by a machine and/or a computer, thereby
causing the machine and/or computer to perform the steps as
described herein for low-power, long-range networking.

[0079] Accordingly, the present invention may be realized
in hardware, software, or a combination of hardware and
software. The present invention may be realized in a cen-
tralized fashion in at least one computing system, or in a
distributed fashion where different elements are spread
across several interconnected computing systems. Any kind
of computing system or other apparatus adapted for carrying
out the methods described herein is suited. A typical com-
bination of hardware and software may be a general-purpose
computing system with a program or other code that, when
being loaded and executed, controls the computing system
such that it carries out the methods described herein.
Another typical implementation may comprise an applica-
tion specific integrated circuit or chip.

[0080] The present invention may also be embedded in a
computer program product, which comprises all the features
enabling the implementation of the methods described
herein, and which when loaded in a computer system is able
to carry out these methods. Computer program in the present
context means any expression, in any language, code or
notation, of a set of instructions intended to cause a system
having an information processing capability to perform a
particular function either directly or after either or both of
the following: a) conversion to another language, code or
notation; b) reproduction in a different material form.

[0081] While the present invention has been described
with reference to certain embodiments, it will be understood
by those skilled in the art that various changes may be made
and equivalents may be substituted without departing from
the scope of the present invention. In addition, many modi-
fications may be made to adapt a particular situation or
material to the teachings of the present invention without
departing from its scope. Therefore, it is intended that the
present invention not be limited to the particular embodi-
ment disclosed, but that the present invention will include all
embodiments falling within the scope of the appended
claims.

What is claimed is:

1. A communication system comprising:

one or more circuits operable to transmit and receive data
wirelessly, said one or more circuits being operable to:

receive assignment of a first timeslot for transmission
when an alarm condition is not present;

detect the presence of said alarm condition;
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in response to said detection of said alarm condition,

determine a second timeslot based on said first timeslot

and a hash function; and

transmit an alarm signal during said second timeslot.

2. The communication system of claim 1, wherein:

said one or more circuits transmit and receive over a

medium to which access is time-division multiplexed

into a plurality of repeating windows;

a first window of said plurality of repeating windows is

time-division multiplexed into a plurality of timeslots;

a second window of said plurality of repeating windows

is time-division multiplexed into a plurality of

timeslots;

said assigned first timeslot is one of said plurality of

timeslots of said first window; and

said second timeslot is one of said plurality of timeslots of

said second window.

3. The communication system of claim 2, wherein said
second timeslot occurs in the first instance of said second
window to occur after said detection of said alarm condition.

4. The communication system of claim 2, wherein said
first timeslot does not occur in every instance of said first
window.

5. The communication system of claim 2, wherein a third
window of said plurality of windows is not time-division
multiplexed into a plurality of timeslots.

6. The communication system of claim 5, wherein said
first timeslot is reserved for transmissions of a first type and
said third window is utilized for transmissions of one or
more second types.

7. The communication system of claim 1, wherein said
one or more circuits comprise one or more acoustic, chemi-
cal, electrical, magnetic, mechanical, optical, and/or thermal
sensors for said detection of said alarm condition.

8. A method comprising:

performing by one or more circuits operable to transmit

and receive data wirelessly:

receiving assignment of a first timeslot during for
transmission when an alarm condition is not present;

detecting the presence of said alarm condition;

in response to said detection of said alarm condition,
determining a second timeslot based on said first
timeslot and a hash function; and

transmitting an alarm signal during said second
timeslot.

9. The method of claim 8, comprising:

performing by said one or more circuits:

transmitting and receiving over a medium to which access

is time-division multiplexed into a plurality of repeat-

ing windows, wherein:

a first window of said plurality of repeating windows is
time-division multiplexed into a plurality of
timeslots;

a second window of said plurality of repeating win-
dows is time-division multiplexed into a plurality of
timeslots;

said assigned first timeslot is one of said plurality of
timeslots of said first window; and

said second timeslot is one of said plurality of timeslots
of said second window.

10. The method of claim 9, wherein said second timeslot
occurs in the first instance of said second window to occur
after said detection of said alarm condition.
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11. The method of claim 9, wherein said first timeslot does
not occur in every instance of said first window.

12. The method of claim 2, wherein a third window of
said plurality of windows is not time-division multiplexed
into a plurality of timeslots.

13. The method of claim 5, wherein said first timeslot is
reserved for transmissions of a first type and said third
window is utilized for transmissions of one or more second
types.

14. The method of claim 1, wherein said one or more
circuits comprise one or more acoustic, chemical, electrical,
magnetic, mechanical, optical, and/or thermal sensors for
said detection of said alarm condition.

15. A communication system comprising:

one or more circuits comprising a clock, said one or more

circuits being operable to:

transmit and receive data via a wireless network;

communicate over a medium to which access is time-
division multiplexed into a plurality of timeslots;

receive signals during one or more time intervals;

characterize said signals received during said one or
more time intervals; and

adjust said clock based on said characterization of said
signals received during said one or more time inter-
vals.

16. The communication system of claim 15, wherein:

said characterization comprises determining a ratio of (i)

end-of-timeslot bits, bytes, and/or symbols received
during the one or more time intervals to (ii) beginning-
of-timeslot bits, bytes, and/or symbols received during
the one or more time intervals;

said one or more circuits are operable to adjust said clock

by a positive amount when said ratio is greater than a
threshold; and

said one or more circuits are operable to adjust said clock

by a negative amount when said ratio is less than a
threshold.

17. The communication system of claim 15, wherein:

said characterization comprises comparing (i) how many

end-of-timeslot bits, bytes, and/or symbols were
received during the one or more time intervals to (ii)
how many beginning-of-timeslot bits, bytes, and/or
symbols were received during the one or more time
intervals.

18. The communication system of claim 1, wherein:

access to said wireless network is time-division multi-

plexed into a plurality of repeating windows;
said one or more time intervals occur during a first
window of said plurality of repeating windows; and

said signals received during said one or more time inter-
vals were transmitted by other endpoints in said wire-
less network.

19. The communication system of claim 4, wherein said
one or more circuits are operable to transmit an alarm signal
during a second window of said plurality of repeating
windows.

20. The communication system of claim 4, wherein said
one or more circuits are operable to synchronize said clock
to a network clock during a third window of said plurality of
repeating windows.



