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DESCRIPTION
TECHNICAL FIELD

[0001] The invention concerns in general the technical field of NFC communication. Especially 
the invention concerns arrangement of common application in the secure element in order to 
enable NFC operation with multiple service providers.

BACKGROUND OF THE INVENTION

[0002] NFC is an acronym for Near Field Communication. NFC enables a communication 
between two objects, for instance between a mobile terminal and a base station that has been 
equipped with an integrated or an ad hoc antenna. NFC's specificity is that the communication 
is established over a distance of a few centimeters, or even with the two objects touching. This 
is the main difference with other wireless technologies such as Bluetooth and Wi-Fi that allow 
communication over a much larger distance.

[0003] Generally speaking NFC system comprises a terminal device or a tag, a base station, 
which many times is so called NFC reader for reading (and also writing is some cases) 
information from the terminal capable to NFC communication and/or NFC tag, and lot of back
end systems in order to provide information to be delivered, but also managing and controlling 
the data to be transferred as well as establishing secure paths for utilizing the NFC technique. 
It should also be mentioned that NFC communication is not limited to a pair of two devices, but 
merely the devices can talk with multiple other devices over NFC technology.

[0004] The application areas of NFC technology are diversified. NFC technology as such 
would serve in a very good way such areas in which contactless operation increases the speed 
of service, for example. Such areas of application are contactless tokens, ticketing and 
payments as well as pairing different devices for one reason or another.

[0005] As can already be seen from the application areas of the NFC technology one of the 
most important aspects is to arrange security for each of the steps in NFC system. The general 
risks in NFC, as in other wireless communication also, are eavesdropping, data corruption, 
data modification, data insertion and man-in-the-middle-attack, for example.

[0006] Fig. 1 illustrates a simplified diagram of an NFC system. Firstly, there are one or more 
service providers 100-|-100n, who are offering a NFC service. Some examples of the service 

providers 100-|-100n can be shops, transport authorities and cinemas. The service providers 

arrange so called back-end functionalities for NFC services, such as charging, validity, content 
related issues for example. Additionally, the service providers offer necessary applications for 
both user terminals 110 of end-users and/or points-of-sales 120 having the NFC readers 121 
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in place. According to some embodiment the NFC system also comprises so called trusted 
service manager (TSM) 130 between the service providers 100-|_n and the user terminals 110 

of the end-users. The role of TSM 130 is important due to the fact that usually service 
providers want to offer the NFC service independently on the telecom operator needed for 
establishing several communication channels between the parties of the NFC system. The 
TSM 130 interconnects the telecom operators and service providers. Additionally, the TSM 130 
guarantees security and confidentiality between service provides and network operators 
among other tasks. Moreover, TSM 130 enables that each party in the NFC system can 
concentrate to essential issues from their perspective. For example, the service providers have 
one-stop shop for establishing the NFC service if they have the service itself in place when 
using TSMs' 130 services. There is no need to spend time and money for e.g. security related 
issues since TSM 130 takes care of those. Naturally, if a service provider 100-|-100n is willing 

to arrange everything mentioned above among other necessary tasks in order to establish a 
NFC service, one can do that without any cooperation with a TSM 130. Even if Fig. 1 illustrates 
only one TSM 130, there are typically multiple TSMs 130 operating parallel in the markets.

[0007] However, the above described system causes challenges especially from end-user's 
point of view. In order to use NFC services from different service operators the user needs to 
download a corresponding application 112-,.^ into the user terminal. Thus, it means that an 

end-user may have dozens of applications 112-,-112^ from different service providers only for 

NFC purposes. Additionally, such a situation needs also some configuration of a SIM 
(Subscriber Identity Module) card (or UICC; Universal Integrated Circuit Card) managed by the 
telecom operator since at least some parts of the application and/or data need to be stored to 
a secure element such as SIM card in order to arrange secure environment for NFC service. 
Typically, the space in a secure element is allocated to service providers by creating 
supplementary security domain according to Global Platform standards. Such parts of the 
service and/or data is referred with 114-|-114n in Fig. 1. Naturally, the utilization of the secure 

element owned by the telecom operator requires arrangements of contractual issues between 
the telecom operator and the service provider(s) 100-|-1 00n and/or TSM 130.

[0008] When the user wants to use NFC service when e.g. being in a point-of-sale, the user 
needs to select an application 112-|-112n in order to activate the NFC service in the user 

terminal and additionally the user needs to find the data (e.g. a ticket or coupon) to be used by 
means of the application. After those actions the user is ready to take his or her user terminal 
to the vicinity of the NFC reader in order to accomplish the NFC service. The activation of the 
service in the NFC reader 121 may initialize some data exchange between the systems and 
devices in the point-of-sale 120 and the backend systems of service providers 100-|-1 00n.
[0009] Furthermore, the arrangement of secure communication channels between the parties 
of the NFC system is also a topic due to the application areas of NFC technology. Firstly, the 
service providers 100-|-1 00n and TSM 130 needs to communicate in a secure way in order to 

enabling the creation of user-specific data by the service providers 100-|-1 00n and transfer of it 

the user terminal of the end-user through TSM 130. The service providers 100-|-1 00n and TSM 
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130 arrange the communication by establishing a heavily secured communication channel 140 
based on encryption keys for each of the service providers 100-|-100n, which are exchanged 

e.g. manually so that the established communication channel really is secure. The 
communication channel 150 from TSM 130 to a user terminal 110 of the end user is secured 
by the telecom operator as the wireless transmission comprises its own encryption algorithms, 
which can be trusted. Typically, so called Global Platform Secure Channel Protocols like SCP02 
and SCP80 are used.

[0010] Additionally, the service providers 100-|-1 00n need to communicate with devices and 

systems in the point-of-sale 120 in order to deliver the necessary data to and from the NFC 
readers 121 residing in the point-of-sale 120. For that purpose a secure communication 
channel 160 can also be established. For example, so call Hypertext Transfer Protocol Secure 
(HTTPS) can be utilized. Lastly, the communication channel 170 between the NFC reader 121 
and the user terminal 110 is secured with some encryption method which can be arranged by 
TSM 130 by creating and delivering necessary encryption keys to both the NFC reader 121 
and to the user terminal 110 to be used in the mutual communication. Another aspect is that 
there are several encryption keys involved in NFC ecosystem. Key exchange 
ceremonies/procedures between ecosystem players like. SP, TSM, MNO are taken care of with 
well-known and trusted technologies and processes.

[0011] Some examples of solutions within the NFC area are introduced in the following 
documents:
Document US 2009/065571 discloses a solution for executing financial transactions wirelessly. 
In the solution transaction cards interfaces with a mobile host device and the wireless financial 
transactions are executed independently of the mobile host device. An antenna of the 
transaction card is selectively switched between an activate state and an inactive stare in 
response to an event.

[0012] Document "Mobile NFC technical guidelines v. 2.0" by ETSI discloses the fundamental 
principles of the NFC technology within mobile communications environment. The document 
introduces the protocols and communication between different entities belonging to a mobile 
NFC system, but also some security related topics.

[0013] Document US 2011/312270 discloses a solution for adding NFC capability to a mobile 
device. The solution is based on an adapter, which provides a first interface to a smart card 
and a second interface to the mobile device thus enabling the NFC operability in the mobile 
device.

[0014] Document WO 2007/068993 relates to contactless transactions of a smart card over 
radio frequency identification interface. More specifically, the solution in the document enables 
third parties, such as credit card companies, to implement branding in a way wherein all the 
branding elements can be installed to the device afterwards and shown in response to triggers 
specified by the third party.
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[0015] Document WO 2009/156880 discloses a solution for accessing application in a secure 
mobile environment. The application is issued by a service provider and the mobile device 
comprising a secure element is configured to manage the application through a service 
manager. An interface is arranged between the service manager and the application which 
interface is configured to translate application access requests between the entities. The 
solution is applicable with NFC applications.

[0016] As can be seen from the above the NFC system requires lot of arrangement in order to 
bringing the NFC service into the market. Moreover and especially, the described system from 
end-user point of view is heavy and the NFC service is challenging to use. Additionally, the 
current system does not speed up the use of the service in the point-of-sale, which, in turn, 
may reduce end-users' willingness to adopt the NFC technology as a whole. If there are 
several service provider specific applications, which in practice are doing very similar tasks, it 
increases the work load and costs relating to testing, certification and life cycle management of 
these applications, for instance.

SUMMARY OF THE INVENTION

[0017] An objective of the invention is to present a method, a NFC equipped user terminal and 
a system for mitigating the challenges in the adaptation of NFC technology. Another objective 
of the invention is that the method, the user terminal and the system introduce a novel 
approach to accomplish a NFC operation in such a manner that the management of the NFC 
operation related data and the use of the data during the NFC operation can be simplified.

[0018] The objectives of the invention are achieved by arranging a common application and a 
database in a secure element of a user terminal. The common application and the database 
are configured to be utilized by different service providers of NFC services. Furthermore, by 
arranging a communication between the secure element of the user terminal and an external 
party, such as a NFC reader, in such a manner that the external party may call data stored in 
the database through the common application, the objects of the invention can be reached.

[0019] Some aspects of the invention relate to a method for performing a NFC (Near Field 
Communication) operation by a NFC equipped user terminal communicating with a NFC 
reader. The method comprises a step of inquiring data from database by receiving a data 
request message, in a common application residing in a secure element of the NFC equipped 
user terminal, from the NFC reader, the data request message comprising identification 
information on at least a service provider of the NFC reader and identification information for 
data to be retrieved from a database residing in the secure element of the NFC equipped user 
terminal, and delivering a response message comprising data requested, data being retrieved 
by the common application from the database on a basis of the identification information on the 
service provider of the NFC reader and identification information for data to be retrieved from 
the database residing in the secure element of the user terminal. The inquiry of data can be 
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initiated in response to an authentication of the common application residing in the secure 
element of the NFC equipped user terminal, the authentication comprising steps of receiving, 
in the common application residing in the secure element of the user terminal, an 
authentication request message comprising identification information on the service provider of 
the NFC reader, and delivering a response message to the authentication request message, 
the response message being at least partly modified by means of the authentication 
information retrieved by the common application, on the basis of the identification information 
on the service provider of the NFC reader, from the database residing in the secure element of 
the user terminal. Furthermore, according to some aspects of the invention the inquiry of the 
data or the authentication of the user terminal is initiated from a receipt of a request, from the 
NFC reader, for activation a common application residing in a secure element of the user 
terminal in response to detecting the NFC equipped user terminal in the vicinity of the NFC 
reader, the vicinity being below of an activation distance of the NFC operation. The response 
message to the authentication request message may be at least party modified by means of at 
least one of the following: an encryption method, at least one encryption key. Additionally, the 
method may further comprise a step of encrypting the data request message from the NFC 
reader and the delivered response message by means of the encryption method and the 
encryption key.

[0020] Some further aspects of the invention relate to a NFC (Near Field Communication) 
equipped user terminal for performing a NFC (Near Field Communication) operation, whre the 
NFC equipped user terminal comprises a secure element. Furthermore, the secure element 
comprises at least a common application to communicate with multiple NFC readers of multiple 
service providers, the common application is configured to deliver instructions in response to 
the communication with a NFC reader in order to control a database in the secure element. 
The database is configured to store information on at least some of the multiple service 
providers, the information being retrievable by the common application on a basis of 
identification information of the service provider of the NFC reader. The user terminal is 
configured to interact with the secure element in response to a communication from the NFC 
reader. The NFC equipped user terminal may be configured to encrypt the communication with 
the NFC reader by means of the information stored in the database. Further, according to 
some aspects of the invention the secure element is one of the following: UICC card, SIM card.

[0021] Still some further aspects of the invention relate to a system for performing a NFC 
operation. The system may comprise one or more NFC readers of multiple service providers, a 
NFC equipped user terminal, which comprises at least a common application to communicate 
with one or more NFC readers of the service providers, the common application is configured 
to deliver instructions in response to a communication with a NFC reader in order to control a 
database in the secure element, and the database is configured to store information on at least 
some of the multiple service providers, the information being retrievable by the common 
application. Furthermore, in the system an identification information on the service provider of 
the NFC reader is configured to be delivered to the common application by the NFC reader in 
order to retrieve the service provider specific information from the database. According to 
some aspects of the invention the NFC reader of a service provider residing in the system is 
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configured to initiate communication with the NFC equipped user terminal in response to
detecting the NFC equipped user terminal in the vicinity of the NFC reader, the vicinity being
below of an activation distance of the NFC operation.

[0022] A method according to the invention is characterized by the steps recited in the 
characterizing part of the independent claim directed to a method.

[0023] A NFC equipped user terminal according to the invention is characterized by the 
features recited in the characterizing part of the independent claim directed to a NFC equipped 
user terminal.

[0024] A system according to the invention is characterized by the features recited in the 
characterizing part of the independent claim directed to a system.

[0025] Some advantageous embodiments of the invention are disclosed in the dependent 
claims.

[0026] The exemplary embodiments of the invention presented in this patent application are 
not to be interpreted to pose limitations to the applicability of the appended claims. The verb 
"to comprise" is used in this patent application as an open limitation that does not exclude the 
existence of also un-recited features. The features recited in depending claims are mutually 
freely combinable unless otherwise explicitly stated.

[0027] The novel features which are considered as characteristic of the invention are set forth 
in particular in the appended claims. The invention itself, however, both as to its construction 
and its method of operation, together with additional objects and advantages thereof, will be 
best understood from the following description of specific embodiments when read in 
connection with the accompanying drawings.

BRIEF DESCRIPTION OF DRAWINGS

[0028]

Fig. 1
illustrates a simplified diagram of an NFC system,

fig. 2
illustrates a user terminal according to an embodiment of the invention,

fig- 3
illustrates some examples of a data structure according to the invention,

figs. 4a and 4b
illustrate an example to deliver data to the data structures, and

fig- 5
illustrates a embodiment of the method according to the invention.
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DETAILED DESCRIPTION OF THE INVENTION AND ITS ADVANTAGEOUS EMBODIMENTS

[0029] Fig. 2 illustrates a user terminal in which a novel data structure is established in the 
secure element 113 of the user terminal 110, such as SIM (or UICC), according to an 
embodiment of the invention. The user of the user terminal may have downloaded and 
installed applications 112-,-112^ of the service providers 100-|-1 00n into the memory of the 

user terminal 110, which executes the applications 112-,-112^ by means of the user terminal 

110, such as at least one processor and one or more memory elements for storing the portions 
of computer program code for the applications 112-|-112n. The SIM card 113 is an 

indispensable element in any user terminal 110 utilizing a mobile communication network. The 
SIM card 113 according to the invention is modified in such a manner that it may provide 
common secure related services to the applications 112-|-112n of the service providers 100-|- 

100|\]· Additionally, the SIM card 113, as a secure element for NFC operations, according to the 

invention may provide detection of any communication from NFC reader side requesting 
authentication and/or data residing in the SIM card 113 according to the invention and may be 
configured to respond to such a request with the necessary information and data. The SIM 
card 113 is provided with a common application 201, which is configured to replace all service 
provider 100-|-1 00n specific applications in the SIM card 113. The common application 201 can 

be created by the telecom operator, or any supplier for them, and it provides the common 
authentication related operations in order to communicate with other entities, such as service 
provider specific applications 112-|-112n, NFC readers 121 and/or TSM 130 in a secure 

manner. Additionally, the common application 201 comprises procedures in order to store, 
check and retrieve data from a database 202 implemented in the SIM card 113 according to 
the invention. The database is a common element for the service providers 112-|-112n for 

storing, checking and retrieving data in order to implement secure communication channel 
between the different entities as well as accomplish any NFC service related operations. 
Furthermore, the user terminal may comprise, according to some embodiment of the invention, 
a public application 203 external to the secure element, which public application is configured 
to co-operate and communicate with the common application residing and executed in the 
secure element. Alternatively, the public application 203 may function as a type of proxy 
element for the common application 201. The public application 203 may be part of the 
common application 201, but performing the operations defined in portions of computer 
program code when executed by a processing unit in a public area of the user terminal so that 
it can directly communicate with any external device, for example. According to an embodiment 
of the invention the portions of computer program code of the public application 203 is stored 
to a memory of the user terminal 110, the portions of the computer program code are 
configured to be executed by a processing unit of the user terminal 110. Additionally, an 
interface between the public application 203 and the common application 201 is implemented 
enabling a communication between the applications with each other. The public application 
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203 is especially needed in so called peer-to-peer applications with any external device, such
as another user terminal 110 since 'unknown' external devices cannot directly access to the
secure element residing in the user terminal 110, as is the case with the NFC reader 121 of a
service provider for example.

[0030] Generally speaking both the secure element and especially the common application 
201 and the public application 203, when communicating with any external element, such as 
an NFC reader 121 or another user terminal 110 may utilize the hardware and computer 
program components of the user terminal 110 in question. Typically, for NFC purposes a so 
called NFC controller is implemented to execute operations between e.g. the secure element 
of the user terminal comprising NFC related functions and the hardware and computer 
programs of the user terminal 110. As a result an NFC equipped user terminal is available for 
NFC related operations, as is the case with the current invention.

[0031] Fig. 3a and 3b illustrate an example of the data structures for different contexts 
implemented in the database 202 of the SIM card according to the invention. The data 
structure according to the example illustrated in Fig. 3a discloses a common table into which 
security related data can be stored from one or more service providers 10O-j-1 00n- The data 

structure according to this embodiment comprises a service provider ID in order to distinguish 
different service providers 100-|-100n in the table and to retrieve correct data from the data 

structure when requested. The data structure also comprises authentication and encryption 
related information such as which crypto method is to be used with a specific service provider 
100-1-1 00n as well as an encryption key if any. In this example, both of the service providers 

100-1-1 00n SP X and SP Y use so called Data Encryption Standard (DES) method for 

encryption which is based on a symmetric key algorithm. The data structure comprises the 
symmetric key in order to utilize the DES method when needed. It is clear that the security 
method can be any other than the DES, such as another symmetric key based method like 
Advanced Encryption Standard (AES) or the security method can be based on a utilization of 
asymmetric-key cryptography if applicable, for example. The data structure further more 
comprises additional data, such as user interface data in this example. This is such data, which 
shall be used and/or utilized in the user interface if needed. For example, the data disclosed in 
the column may be shown for the user when such a NFC service is used. In this example the 
user interface data consists of the name of the service provider, Universal Resource Locator 
(URL) and Phone number, but it can also be anything else. As already said, the data structure 
for security related data is configured to be utilized by every service provider in order to get rid 
of separate applications with necessary data in the SIM card 113 thus minimizing the memory 
usage in the SIM card 113 and in the user terminal 110. The SIM card 113 can contain as 
many entries as necessary with the limitation of the memory capacity in the SIM card 113. 
Additionally, further advantage is achieved by improving the overall computing performance of 
terminal with lower amount of dedicated service provider applications. According to some 
further embodiment of the invention the data can be encrypted by the SIM card 113 with the 
encryption algorithms used in the SIM card 113 and stored to the memory of the user terminal 
110 if needed. According to the invention the data structure is known by the service providers
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100-1-1 OOn and/or TSM 130 in order to enable the preparation of the necessary data by the

service providers 100-|-1 OOn and/or TSM 130. The data stored in the data structure according

to Fig. 3a is primarily configured to be utilized in authentication and encryption of the data
channel and/or data between the parties, such as the user terminal 110 and NFC reader 121
for example.

[0032] The data structure shown as an example in Fig. 3b is, in turn, configured to store data 
relating to the NFC operation itself. More precisely, the data structure is again built up as a 
service provider 100-|-1 00n basis (SP ID). Furthermore, the data structure comprises the data 

itself to be used in NFC operation (in column 'Data'). For example, the data for the first service 
provider SP X comprises the data itself, which is classified as expressing the Customer ID (i.e. 
Loyalty ID). Additionally, some extra information is stored to the data structure, such as Name 
of the user, loyalty ID number as well as expiration date for the loyalty program. Similarly, for 
the service provider SP Y the data structure contains data '11100', which is classified as a ticket 
for an 'Event 234'. The User Interface Data comprises some additional data to be shown to the 
user when the ticket is used by means of communication with NFC reader 121. Again, the data 
structure shown in Fig. 3b is an example of the necessary data to be stored in order to 
implement NFC services. The number of data entries may be the same as the number of data 
entries disclosed in Fig. 3a or different. According to some embodiment of the invention the 
data structure shown in Fig. 3a comprises common data to be used in each of the data entries 
in data structure 3b for a certain service provider 100-|-1 00n- In other words, a service provider 

100-1-1 00n may have several entries in the data structure according to Fig. 3b i.e. multiple valid 

tickets to a cinema. However, when the user uses the tickets, the same data entry from the 
data structure of Fig. 3a is retrieved in order to establish a secure channel with the NFC reader 
in the point-of-sale 120.

[0033] Next, it is discussed, by referring to Fig. 4a, about some aspects of the invention for 
delivering the data as described in context of Figs. 3a and 3b into the data structures. In order 
to establish a new data entry into the database of the secure element residing in the user 
terminal 110, when e.g. a user has ordered a NFC service from a service provider 100-|-1 00n, 
the service provider 100-|-1 00n, by means of computing unit with necessary communication 

means, delivers an initiation message 401 to TSM 130 with information on the user (e.g. 
Mobile Station International Subscriber Directory Number; MSISDN) and an identification code 
of the service provider 100-|-1 00n- The TSM 130 forwards the initiation message 403 of the 

data entry, with necessary modifications if any, to the common application 201 residing in the 
SIM card 113 of the user terminal 110 with the information on at least the service provide 100-|- 100n requesting the creation of the data entry. The common application 201 is configured to 

analyze the initiation message and interpret the instructions in the message. As a result, the 
common application 201 is configured to order the establishment of a new database entry for 
the service provider 100-|-1 00n in question with a database entry creation message 405. The 

message contains at least the identification information (ID) on the service provider 100-|-1 00n 
requesting the entry. Alternatively or in addition, the common application is configured to 
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inquire from the database, if there already exists an entry for the service provider 100-|-1 00n 
with the ID delivered. The same can already be done by the TSM when checking the data of 
the previous requests delivered from the service provider 100-|-100n· Furthermore, TSM 130 is 

configured to, in response to the receipt of the initiation message 401 from the service provider 
100-1-1 00n, extract and/or create security related data according to the contracts between the 

service provider 100-|-1 00n in question and TSM 130. According to an embodiment of the 

invention at least a key for encryption purposes is created as well as method for encryption is 
decided. The mentioned information is delivered to the common application 201 in message 
407. The common application instructs the database 202 to store at least the encryption key 
and the method for encryption to the database 202. According to some embodiment of the 
invention the TSM 130 finally acknowledges 411 the service provider 100-|-100n on the 

accomplished task. The acknowledgement message 411 can be delivered in response to when 
either of messages 403 or 407 is delivered, or alternatively the common application 201 may 
give an acknowledgement message to TSM 130 (not illustrated in Fig. 4a), which triggers the 
delivery of the message 411. Alternatively or in addition, the service provider 100-|-100n may 

receive a message informing that it was not possible to create and deliver the requested 
information to the database. In response to this, the service provider 100-|-1 00n may e.g. 

delete all information created for the user and/or re-create the information and/or requesting 
from the user necessary information, such as correct MSISDN number, in order to establish 
the data entry to the database 202.

[0034] As a new data entry is established to the database 202 it is necessary to deliver data to 
be used in NFC operation, such as in ticketing, to the database 202. Fig. 4b illustrates this. The 
service provider 100-|-100n prepares data 413 to be delivered to the database 202. The 

preparation of data 413 can be initiated from the request to the service provider 100-|-1 00n 
delivered by the user to initiate the creation of a data entry as depicted in Fig. 4a. Alternatively, 
the preparation of data 413 can be initiated after receiving the acknowledgment message 411 
from the TSM 130 that the creation of the data entry in the database 202 is accomplished, for 
example. In response to the accomplishment of the preparation of the data 413 the prepared 
data is delivered 415 from the service provider 100-|-1 00n to the TSM 130. The TSM may just 

forward the data according to its procedures or store or modify at least part of the data if 
needed. Moreover, the TSM is configured to establish a communication channel to the user 
terminal 110 and to the common application 201 and to deliver 417 the prepared data over- 
the-air (OTA) channel to the common application 201. The common application 201 is 
configured to check the received data and instruct to store the data 419, with necessary 
modifications if any, to the database 202 under the data entry for the service provider IOO-1- 100n in question. As can be concluded from the above, the message delivered originally from 

the service provider 100-|-1 00n contains an identification of the service provider 100-|-1 00n in 

question, which information is carried to at least the common application 201 so that the 
common application 201 can store the prepared data under a correct service provider IOO-1- 100n entry in the database 202. Again, the TSM 130 is configured to deliver an 

acknowledgement message to the service provider 100-|-100n- The acknowledgement 
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message 421 can be delivered in response to when message 417 is delivered, or alternatively 
the common application 201 may give an acknowledgement message to TSM 130 (not 
illustrated in Fig. 4b), which triggers the delivery of the message 421. Again, the service 
provider 100-|-1 00n may receive a notification message that the procedure, as shown in Fig. 

4b, could not be accomplished and necessary measures are configured to be initiated in such 
a case.

[0035] Fig. 5 illustrates the use case of the invention according to an embodiment of the 
invention. The illustration covers a situation that a user is using the NFC service related data 
stored in the database 202 in a point-of-sale 120. The user takes his/her user terminal to the 
vicinity of the NFC reader 121 in order to initiate the procedure. The NFC reader 121, as a 
master device, is configured to deliver an initiation message 501 to request the common 
application 201 residing in the secure element i.e. SIM card 113 in this case in order to initiate 
NFC operation. In the next step, the NFC reader 121 is configured to initiate a mutual 
authentication 503 by delivering authentication request 503 comprising identification 
information on at least the service provider 100-|-100n (SP ID) of the NFC reader 121 in the 

point-of-sale. Alternatively or in addition, the initiation message, in which the common 
application 201 is called, may comprise the identification information of the service provider 
100-1-1 00n of the NFC reader 121. The common application 201, once received the 

identification information of the service provider 100-|-1 00n, is configured to retrieve, on the 

basis of the identification information on the service provider 100-|-100n, the requested 

authentication information from the database 202. The data i.e. the authentication information 
to be retrieved from the database 202 comprises at least the keys to be used for authentication 
and/or encryption in the communication between the NFC reader 121 and the common 
application 201 residing in the secure element of the user terminal 110. The requested data is 
retrieved 506 from the database 202. The secure element is configured, by means of the 
common application, to prepare a response message to the authentication request message. 
The response message is at least partly modified by means of the authentication information 
retrieved by the common application, on the basis of the identification information on the 
service provider of the NFC reader, from the database residing in the secure element of the 
user terminal. According to an embodiment of the invention the response message is thus 
encrypted according to the encryption method as stored in the database. The encryption may 
utilize the encryption key from a database, if such is found from there. In step 507, the 
common application delivers the response message 507 to the NFC reader in order to 
accomplish the authentication and/or encryption related tasks. The NFC reader is configured to 
recognize that the response message is modified according to pre-agreed method for the 
service provider in question and the authentication can be accepted. According to some 
embodiment of the invention a pre-agreed content is modified by means of the authentication 
data stored in the database and the NFC reader is configured to decrypt the content and 
compare it to a corresponding data stored in the NFC reader. If they match, the NFC operation 
can be continued. On a contrary, if no authentication information is found or the authentication 
method used does not match with the service provider in question, the NFC reader can abort 
the NFC operation. As a summary, the applications i.e. the common application and the 
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application in the reader are configured to authenticate each other by utilizing the identification
information of the service provider in question according to at least some embodiment of the
invention. The method steps for authentication may vary according to the authentication
method in use. Some methods may only comprise unidirectional communication (e.g. there is a
need that the NFC reader recognizes the common application 201 but not vice versa).

[0036] In the next step, according to the aspect of the invention, the NFC reader 121 is 
configured to deliver a message 509 requesting data stored in the database 202. The 
message 509 comprises at least an ID for the service provider 100-|-1 00n- According to some 

embodiment of the invention the message 509 also comprises a data ID to be retrieved from 
the database 202 by means of instructions from the common application 201. This is especially 
important if the data structure comprises multiple data entries for a service provider 10O-j-1 00n- 
The message 509 may be encrypted if the encryption is applied in the communication. In 
response to receipt of the request message 509 the common application 201 is configured to 
retrieve the data 511, on the basis of the ID of the service provider 100-|-100n and/or data ID, 

from the database 202. The requested data is retrieved 512 from the database 202. Finally, 
the common application 201 is configured to deliver the retrieved data from the database 202 
to the NFC reader 121 with a data message 513. The data message 513, again, is either 
encrypted or non-encrypted depending if encryption is applied in the communication.

[0037] For clarity reasons the Fig. 5 does not illustrate an acknowledgement message to the 
initiation message 501 for calling the common application 201 residing in the secure element. 
However, it is clear that an acknowledgement message can be given by e.g. the common 
application 201 that it is ready to take any further requests from the NFC reader 121. 
Additionally, some embodiments of the invention may comprise, in response to the message 
513, that the NFC reader 121 still delivers some information to the common application and/or 
to the database. For example, according to some embodiments it is necessary to update the 
data in the database to close the NFC operation (e.g. to mark the ticket invalid when used).

[0038] In some use cases it may happen that a user initiates an NFC operation without any 
knowledge if he or she can use the NFC in a point-of-sale. This can happen e.g. in a shop, 
when the cashier asks for a loyalty card. In a method according to the invention no data can be 
found from the database 202. According to some embodiment of the invention it can be 
arranged that if no data specific to the service provider is found, the database can return some 
basic information on the user in order to initiate a creation of a data record, such as a loyalty 
card. The basic information of the user can be delivered to the NFC reader, which in turn is 
configured to call the back-end system of the service provider for creating a data record for the 
user. The service provider delivers, according to pre-agreed practices the data to the TSM, 
which in turn creates and delivers such a data record (e.g. a loyalty card) to the database of 
the secure element according to practices shown in Fig. 4a and 4b. Thus, the user of the NFC 
system may get value-adding service.

[0039] According to some embodiment of the invention the common application 201 is 
configured, by means of computer implemented methods, to detect the validity information of a 



DK/EP 2624612 T3

data entry in the database 202. If it is detected that some data is not valid anymore, the 
common application can be configured to delete the invalid information e.g. periodically from 
the database. According to some embodiment of the invention the common application may 
request acceptance for the deletion from the user by e.g. showing a warning message on the 
screen of the user device 110 and requesting acceptance by means of I/O means of the user 
terminal 110.

[0040] As said the database 202 may contain some additional data i.e. user interface data. For 
example, if a user is going to movies and using his/her pre-stored ticket information through 
NFC system as described in context of Fig. 5, the common application may initiated some 
procedures according to instructions stored in the User Interface Data of the data entry. For 
example, in response to the use of the ticket, the common application may download on its 
own, or triggered by the NFC reader 121, additional information from an URL stored in the 
User Interface Data. It can be e.g. some background information relating to the movie so that 
the user can receive additional information more or less automatically before the movie starts. 
Similar implementations can be developed on the basis of the service in question.

[0041] In the description it is generally discussed the functionality of the secure element 
residing in the user terminal 110. The common application is configured to perform procedural 
steps as described. The common application 201 comprises portions of computer program 
stored in a memory element of the secure element, which are executed in a processing unit, 
such as in one or more processors, implemented in the secure element i.e. a SIM card 113 in 
this case. Both the common application and the database are preferably implemented in a so 
called closed area of the secure element. In other words, only some trusted parties, such as a 
telecom operator, have access to the closed area in order to implement there all and/or any of 
the elements and procedures relating to the invention described herein. However, in order to 
implement the communication with any external party to the secure element, such as TSM 130 
and/or NFC reader 121, it is possible to utilize typical elements of a user terminal, such as a 
mobile phone. Such elements are antennas and modems, for example. Naturally, the internal 
communication between the secure element and the hardware and/or software executed by 
the hardware of the user terminal 110 may require new interfaces and/or modifications to 
existing interfaces between the mentioned elements.

[0042] Even if it is generally referred to service providers 100-|-1 00n and TSM 130 in the 

description herein, it means the technical elements and units under supervision of the 
mentioned parties. Such technical elements and units may comprise computers and servers 
configured to communicate with each other and with any external entities by means of wired 
and wireless modems implemented and/or coupled to the technical elements and units.

[0043] The secure element as referred in the description may primarily be a SIM (or UICC) 
card 113 as described. However, it is possible that the secure element is implemented to the 
user device without any external smart card by e.g. as a software module comprising portions 
of computer program, which when executed by a processing unit, may perform similar 
functions and operations as a smart card as a secure element. The characteristics of the 
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secure element are that it is only accessible only by some pre-agreed parties, such as a 
telecom operator, in order to establish the required security level for NFC operations.

[0044] The NFC operation referred here can be any functionality between the NFC reader and 
a NFC equipped user terminal. The NFC operation comprises communication between the 
mentioned parties as described in this context. The NFC operation, in general, may relate to a 
wide range of application areas, as discussed in the background part of the description.

[0045] Some advantageous embodiments according to the invention were described above. 
The invention is not limited to the embodiments described. The inventive idea can be applied in 
numerous ways within the scope defined by the claims attached hereto.
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PATENTKRAV

1. Fremgangsmåde at gennemføre en NFC, nærfeltkommunikation, operation med en 

NFC udstyret brugerterminal (110), som kommunikerer med en NFC læser (121), hvor 

fremgangsmåden omfatter et trin med at forespørge data fra database (202) ved

- modtagelse af en dataanmodningsmeddelelse i en fælles applikation (201), som 

er beliggende i et sikkert element i den NFC udstyrede brugerterminal (100), fra 

NFC læseren (121), idet den fælles applikation (201) er konfigureret til at tilveje

bringe authentikationsrelaterede operationer med henblik på at kommunikere med 

én eller flere eksterne enheder, hvor dataanmodningsmeddelelsen omfatter identi

fikationsinformation om i det mindste én tjenesteudbyder for NFC læseren (121) og 

identifikationsinformation for data, som skal genfindes fra en database (202) 

beliggende i det sikre element i den NFC udstyrede brugerterminal (110), hvor data

basen lagrer information om i det mindste nogle af adskillige tjenesteudbydere, som 

tilbyder NFC tjenester, og

- levering af en svarmeddelelse, som omfatter anmodede data, data som fremfindes 

af den fælles applikation fra databasen på basis af identifikationsinformationen om 

tjenesteudbyderen i NFC læseren (121) og identifikationsinformation for data, som 

skal fremfindes fra databasen (202), som er beliggende i det sikre element i bruger

terminalen (110).

2. Fremgangsmåde ifølge krav 1, hvor forespørgslen efter data initieres som svar på en 

authentikation af den fælles applikation, som er beliggende i det sikre element i den 

NFC udstyrede brugerterminal (110), hvilken authentikation omfatter følgende trin

- modtagelse, i den fælles applikation (201), som er beliggende i det sikre element 

i brugerterminalen (110), afen authentikationsanmodningsmeddelelse, som omfat

ter identifikationsinformation fortjenesteudbyderen for NFC læseren (121), og

- levering af en svarmeddelelse på authentikationsanmodningsmeddelelsen, hvil

ken svarmeddelelse er i det mindste delvis modificeret ved hjælp af authentikations- 

informationen genfundet af den fælles applikation (201), på basis af identifika

tionsinformationen for tjenesteudbyderen for NFC læseren (121), fra databasen 

(202), som er beliggende i det sikre element i brugerterminalen (110).

1
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3. Fremgangsmåde ifølge krav 1 eller 2, hvor forespørgslen efter data eller authentika- 

tionen af brugerterminalen (110) initieres fra en modtagelse af en anmodning, fra NFC 

læseren (121), for aktivering af en fælles applikation (201), som er beliggende i et sikkert 

element i brugerterminalen (110), som svar på detektering af den NFC udstyrede 

brugerterminal (110) i nærheden af NFC læseren (121), idet nærheden er under en 

aktiveringsafstand for NFC funktionen.

4. Fremgangsmåde ifølge krav 2, hvor svarmeddelelsen på authentikationsanmodnings- 

meddelelsen er i det mindste delvis modificeret ved hjælp af i det mindste én af følgende: 

en krypteringsfremgangsmåde, i det mindste én krypteringsnøgle.

5. Fremgangsmåde ifølge krav 1, hvor fremgangsmåden yderligere omfatter et trin med 

kryptering af dataanmodningsmeddelelsen fra NFC læseren (121) og den leverede svar

meddelelse ved hjælp af krypteringsfremgangsmåden og krypteringsnøglen.

6. NFC, nærfeltkommunikation, udstyret brugerterminal (110) til udførelse af en NFC 

funktion, hvilken NFC udstyret brugerterminal (110) er konfigureret til at udøve en frem

gangsmåde ifølge krav 1.

7. NFC udstyret brugerterminal ifølge krav 6, hvor den NFC udstyrede brugerterminal 

(110) er konfigureret til at kryptere kommunikationen med NFC læseren (121) ved hjælp 

af den information, som er lagret i databasen (202).

8. NFC udstyret brugerterminal (110) ifølge ethvert af de foregående krav, hvor det sikre 

element er ét af følgende: UICC kort, SIM kort.

9. System til udførelse af en NFC funktion, hvor systemet omfatter

- NFC læsere (121) fra adskillige tjenesteudbydere

- en NFC udstyret brugerterminal (110), som er konfigureret til at udøve en frem

gangsmåde ifølge krav 1, og i systemet

- en identifikationsinformation fortjenesteudbyderen foren NFC læser (121) er kon

figureret til at blive leveret til den fælles applikation af NFC læseren (121), med 

henblik på at fremfinde den tjenesteudbyderspecifikke information fra databasen 

(202).

2
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10. System ifølge krav 9, kendetegnet ved, at NFC læseren (121) for en tjeneste

udbyder er konfigureret til at initiere kommunikation med den NFC udstyrede bruger

terminal (110) som reaktion på detektion af den NFC udstyrede brugerterminal (110) i 

nærheden af NFC læseren (121), idet nærheden er underen aktiveringsafstand for NFC 

5 funktionen.

3
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