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The invention relates to a method for managing authorizations on an arrangement having multiple computer systems, wherein a
first computer system (105) produces a first data packet, which is used to identify a user, and produces a second data packet,
which indicates an authorization of the user, the second data packet being produced on the basis of the first data packet. The two
data packets are provided with a signature and transmitted to a user computer system (101). A function on an application system
(100), which is different from the user computer system (101), is enabled after the following steps are performed: receipt of the first
and second data packets from the user computer system (101), a check to determine whether the user computer system (101) is
authorized to use the first data packet, a check to determine whether the first and second data packets are provided with a valid
signature, a check to determine whether the first and second data packets are associated, and a check to determine whether a
piece of authorization information contained in the second data packet authorizes enabling of the function on the application
system (100).
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Abstract

The invention relates to a method for managing authorizations
on an arrangement having multiple computing systems, wherein a
first data packet, which is used to identify a user, and a
second data packet, which indicates an authorization of the
user, are generated by a first computing system (105), the
second data packet being generated in dependency of the first
data packet. The two data packets are provided with a
signature and transmitted to a user computing system (101). A
function on an application system (100), which is different
from the user computing system (101), is enabled after the
following steps are performed: receipt of the first and second
data packet‘from the user computing system (101), verification
whether the user computing system (101) is authorized to use
the first data packet, verification whether the first and
second data packet are provided with a valid signature,
verification whether the'first and second data packet are
associated, and verification whether an authorization
information contained in the second data packet authorizes

enabling of the function on the application system (100).
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Description

Method for managing authorizations in an arrangement having

multiple computing systems

The invention relates to a method for managing authorizations

in an arrangement having multiple computing systems.

Various methods and systems which permit authorization of a
permission with different authentication means are known from
the prior art. Mobile devices may be used to replace
conventional keys, ID cards or payment cards. However, since
mest cof the mobile devices are per se not to be considered as
being secure, common systems rely on an online verification on
corresponding servers or a secure execution element installed
in the mobile terminal, which is often called a secure
element. However, most mobile devices available today do not
have a secure element, and, if this element is provided,
access management is very complex and access is least of all
not possible for external developers, respectively. Systems
that require an online verification are not possible or are
only possible to a limited extent in many applications, since
these applications depend on a stable data connection which

cannot be ensured all the time.

DE 10 2009 027 682 Al discloses such a method for secure
authentication by means of a so-called hardware token, which
is an additional portable device. This approach comes with the

disadvantage that an additional device must be carried along.

EP 2 768 199 Al discloses a method that enables granting and

forwarding of permissions by means of a telecommunication
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terminal and a secure element. The disadvantage lies with the

prerequisite of a Secure Element.

The object underlying the invention is to create a comfortable
authorization mechanism for granting authorizations for
operators and users, respectively, for executing applications

on an application system, which does not require a special

‘hardware, in particular a secure element, and which can

dispense with an online verification, without neglecting the

desired flexibility and security.

This object is achieved by a method according to claim 1.

Advantageous embodiments are indicated in the sub-claims.

The application system consists of one or multiple components
and fulfils at least three tasks. A first task lies with the
generation of data packets, the so-called tokens, which permit
authentication of a user as well as the allocation of
permissions. A second task lies with the provision of the
actual functions, which are to be accessed by a user. A third
task 1s the verification whether the user has the required
permission therefor. The first task is assumed by a token
computing system. In an advantageous embodiment, the third
task can be assumed by an independent kiosk computing system
located in the application system, the kiosk computing system

used for communication with the user, inter alia.

In this respect, the kiosk computing system forms a distinct
logical unit having a distinct assigned computing unit. The
user communicates with the application system via the kiosk

computing system using one or multiple user computing systems
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logically assigned to this user, which also each comprise a
computing unit.

The authorization mechanism is based on creation, storage,
distribution and further processing of electronically signed
permissions in the form of data packets and tokens,
respectively, in certain. temporal sequences using the three
above-mentioned components token computing system, kiosk

computing system and user computing system.

In addition, corresponding infrastructures of the
interconnected computing units are described, which result
from temporary connections for the exchange of the tokens

amongst one another, the so-called token infrastructure.

An important aspect of the invention lies with the subdivision
of the authorization mechanism into at least two or multiple

electronic or electronically signed data packets, which depend
on one another but are created independently from one another.

These packets are defined as follows:

a. First data packet, also called recognition data packet or
authentication token, for the identification of a user,
possibly by means of or complementary by a user computing
system, who wants to receive a permission for execution of an

application at the application system;

b. Second data packet, also called permission data packet or
permission token, for the authorization of the user for the

execution of applications at the application system.

An authentication token is an electronically signed data set

having a unique ID and a digital public key which is
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assignable to the user computing system, this key being
created and signed by an authentication computing unit of the
token computing system. With this token and with an associated
private key stored on the user computing system, the
authentication of a user computing system and its assigned

user can be performed with the aid of cryptographic methods.

-Furthermore, the token is designed in such a way that various

properties can be stored with it, e.g. the validity period.

A permission token is a data set signed by a permission
computing unit of the token computing system, the data set
chardcterized by being assigned to an authentication token and
used to assign permissions for a limited or unlimited period
of time. A permission token can always only be used in
connection with an authentication token. Preferably, each
permission token is assigned to one application and one
service, this service describing a product, a service or an
action which is triggered or enabled by the grant of the
permission. When the permission token with the “access”
application and “open door no.l” service is used, for example,
the door opener of door 1 is actuated. In addition, a

permission token may contain application-specific data.

Further aspects to be mentioned are a predetermined temporal
sequence in the generation of the electronic data packets, the
signing thereof and the storage thereof within the token
infrastructure consisting of the token computing system, the
kiosk computing system and the user computing system as well
as a divisibility of the permission mechanism into per se
closed functional units and allocation of these functional
units to one or multiple computing units within the system as

a whole.
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In the context of the invention, the term “permission”

includes:

a) the possibility of performing a certain function provided

by the application system for the user; or

b) the possibility of performing certain functions for the
user which are provided by a system that is connected to the

application system; or

c) an acoustic, optical, haptic information or any
combination of these presentation forms generated by the
application system, at the application system or on a system
that is connected to the application system. In this case,
consequently a permission is not used to execute an
application or the like, but the fact that the permission has
been granted is displayed. This is advantageous in particular
if a person or an image recognition system are to react to

this fact.

The permission takes the Boolean value “true” and “valid” or
“false” and “invalid”, respectively. The Boolean value “true”
can additionally be limited in terms of time, location and/or
additional suitable application specific criteria by
additionally indicating a time period, a time, geo
coordinates, namely a location, or application-specific

criteria or an any combination thereof.

Within the different possible embodiments of the token
infrastructure, a method for creating at least one

authentication token as well as at least one permission token



10

15

20

25

30

CA 02974861 2017-07-25
P2015,0114 CA N July 21, 2017
Translation of PCT/EP2016/051980

-6 -

is created, wherein these tokens are used for (a) the
unambiguous and secure recognition - “authentication” - of the
user computing systems, and (b) for the granting of various

permissions.

The authenticity of the connected user computing system and
the user thereof can be determined using the authentication

token by means of cryptographic methods.

The permission token represents a permission and can be
assigned to exactly one user due to its dependence on exactly
one authentication token. The validity of the permission token
can be determined by cryptographic methods. The issuing of an
authentication token and a permission token can only be
effected by the token computing system, wherein the issuing

can be initiated by various trustworthy entities.

The various verifications done before enabling a function and
described in claim 1 under d) can be performed in the
specified order or an altered order. Thus, it is also possible
that the verification to determine whether the authentication
token and the permission token are associated is performed

prior to a signature verification.

In an advantageous embodiment of the invention, a pre-

selection of the data packets to be transmitted to the kiosk
computing system is effected. This reduces the data volume to
be transmitted, which results in significant speed advantages

depending on the data transmission technology used.

Due to the preselection, only data packets that could

potentially “fit” are transmitted to the kiosk computing
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system, e.g. depending on a device category. To that end, the
kiosk computer system communicates the type of device to the
user computing system. For example, an electronic door lock
within reach of a smartphone informs the smartphone that “I am
a door lock”. In this case, the smartphone would only transmit
permission tokens to the door look that are potentially

suitable for use with a door lock.

In another wvariant, the preselection is effected by an
application of e.g. a smartphone, which selects suitable
tokens then. “Open door” implicates that only door-related
permission tokens are to be transmitted to the kiosk computing

system.

The invention will hereinafter be described by means of

figures. The figures show in:

Figure 1 the structure of an overall system, in which the

method according to the invention is performed, and

Figure 2 a block circuit diagram for the flow of the method

according to the invention.

First, an exemplary general structure of the overall system is
described by means of Figure 1, in which the method according
to the invention is performed. The system as a whole can have
various architectures. In this exemplary embodiment, it is

composed of the following components:

- a token computing system 105, one of the main components of

the application system;
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- at least one kiosk computing system 104, which is assigned
to the application system 100 as a distinct logical unit
and whose physical communication unit is represented by

the user computing systems 101; and

- at least one user computing system 101, which is assigned
to a user, having a communication unit. A user may have
one main device and multiple secondary devices, which can
be selectively treated equally or differently in the scope

of the described authorization mechanism.

The token computing system 105 is a plurality of processing
routines performing their functions in the form of functional
units together on one or on multiple physical computing units.
At least the following functional units can be distinguished,
which at least temporarily establish a data connection amongst

one another:

- one unit for managing and storing data and authentication
token assigned to the users of the application system;

this is the authentication computing unit 102

- at least one unit for managing and storing the
authorizations of users of the application system and
permission token; this is the permission computing unit

103.

The kiosk computing system 104 is a communication unit of the
application system 100 having distinct assigned computing
units. The kiosk computing system comprises at least one
physical interface for communication with a user computing

system 101, in particular wireless communication technologies
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such as RFID/NFC, Bluetooth LE or WiFi and optical
communication technologies, e.g. using QR codes, can be
considered. The kiosk computing system 104 may comprise an
interface to the token computing system 105, via which a data

connection can exist at least temporarily.

The user computer system 101 is a plurality of processing
routines performing their function on a system with
communication unit, the system is assigned to the user. It
comprises at least one physical interface for communication
with the kiosk computing system 104, in particular RFID/NFC,
Bluetooth LE, WiFi and possibly a display for representation
of QR codes. The user computing system 101 also comprises an
interface to the token computing system 105, via which at
least temporarily a data connection must be established. It is
advantageous when the user computing system 101 is a mobile
device. Suitable mobile devices are a smartphone, a tablet, a

smartwatch or even a proprietary device, for example.

The three components of the overall system, the token
computing system 105, the kiosk computing system 104 and the
user computing system 101 together form the token

infrastructure.

Each user computing system assigned to the application system
has exactly one authentication token at any time, but has

stored any number of permission tokens.

In an exemplary basic configuration, the method includes the

following steps and is illustrated in Figure 2.
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Step 1: Storage of data assigned to a user in the token
computing system 105;
Step 2: Issuing of at least one authentication token and

storage on at least one unit of the application system 100 and

storage on at least one unit of the user computing system 101;

Step 3: Issuing of at least one permission token and storage
on at least one unit of the application system 100 and storage

on at least one unit of the user computing system 101;

Step 4: Transmission of an authentication token and at least
one permission token via a physical interface from the user

computing system 101 to the kiosk computing system 104;

Step 5: Verifying the authentication token at the kiosk

computing system 104;

Step 6: Verifying the permission token at the kiosk computing

system 104;

Step 7: Optionally forwarding the tokens to the token
computing system 105 as well as verifying the tokens at the

token computing system 105.

Subsequently: Execution of the application according to the

permission on the application system.

Based upon this method, various embodiments and advantageous
embodiments are possible, which are summarized in the

following.
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1) In one embodiment of the described permission mechanism,
the data stored on an authentication computing unit 102 of the
token computing system 105 include information about the
identity of a user. Due to this information, one or multiple

user computing system 101 can be assigned to a user.

2) In another embodiment, the data stored on the
authentication computing unit 102 do not include any
information about the identity of a user. In this‘case, the
permission mechanism is available to the user only temporarily
and exclusively by assignment of one single user computing

system 101.

3) In a variant of the embodiment described in 1), exactly
one user computing system 101 is defined as a main user
computing system. Due to applications-specific criteria, the
Boolean value “true” of a permission can now be restricted to

the use with the main user computing system 101.

4) In one embodiment, the token computing system 105 is
subdivided at least into one authentication computing unit 102
and one or multiple permission computing units 103. In one
embodiment, these units are allocated to multiple physical
computing units. The assignment of user computing systems 101
is based upon data that is stored in the authentication
computing unit 102. The assignment of user computing systems
101 and permission computing units 103 is done by the exchange
of assignment data packets, so-called tickets, between the
units of the token computing system 105 as well as between the

token computing system 105 and the user computing system 101.
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As used herein, the term “ticket” is considered to be a
digital ticket, which is used as a distributed authentication
service. Incidentally, the ticket consists of a random number,
which provides high security by a relatively short wvalidity,
and is used to establish the connection to stored structural
information of users, e.g. user accounts, on the used servers
of the computer system. However, the algorithm can also be

replaced by a standard Kerberos service or the like.

5) In one embodiment, the kiosk computing system 104 includes
a mechanism for the setting of relevant permissions. Due to
this setting, the permission tokens to be transmitted from the
user computing system 101 to the kiosk computing system 104

can be restricted when the used physical interface for
communication supports this. The setting of the relevant
permissions is effected statically or dynamically depending on
the application and, in the latter case, can change at any

time due to time, location and/or other application specific
criteria. In this way, a pre-selection of the tokens to be

transmitted can take place.

6) In one embodiment, the user computing system 101 includes

another mechanism for selection of the permissions relevant
for transmission. Due to this setting, the permission tokens
to be transmitted from the user computing system 101 to the
kiésk computing system 104 can be restricted. The setting of
the relevant permissions is effected due to a user context,
which is composed of time, location and/or other application

relevant criteria.

7) In a further embodiment, the user computing system 101

includes an interface for interaction with a user, which
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permits the user to determine relevant permissions. Due to
this setting, the permission tokens to be transmitted from the
user computing system 101 to the kiosk computing system 104

can be restricted.

8) Embodiments of the invention may include any combinations

of the embodiments described under 5), 6) and 7).

9) In one embodiment of the invention, the Boolean value
“true” of a permission can be restricted to the following
verification by the token computing system 105 due to
application-specific criteria. Im this case, authentication
tokens and permission tokens must be forwarded from the kiosk
computing system 104 to the token computing system 105 for

verification purposes.

10) According to embodiments of the invention, the Boolean
value “true” of a permission can be made dependent on an
additional determination of the identity of the user due to
application-specific criteria. To that end, at least one
interface is provided at the kiosk computing system 104 and/or
at the user computing system 101, which is suitable to
determine the identity of a user. In addition, the method is
extended by a step of identification of the user. The
determination of the identity can be effected prior to or
after transmission of the tokens from the user computing

system 101 to the kiosk computing system 104.

11) In one embodiment, the validity period of authentication
tokens is restricted independently from permissions tokens by
specification of a time period stored in the authentication

token. Now, authentication tokens are created at regular
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intervals and again stored at the token computing system 105
and at the user computing system 101. The existing
authentication tokens are being replaced. Due to the
dependency from permission tokens with in each case exactly
one authentication token, all assigned permission tokens are
re~created in the further course and stored again on the token
computing system 105 and the user computing system 101. The
existing permission tokens are being replaced in the ﬁser
computing system 101 and become invalid in the token computing

system 105.

12) 1In one embodiment, the revocation of previously granted
permissions is made possible. To that end, the corresponding
permission tokens are marked as invalid or cancelled at the
token computing system 105. In the further course, the
corresponding permission tokens are cancelled by the user
computing systems 101. The revocation of a permission can be
initiated by different trustworthy entities, but can only be

effected by the token computing system.

13) For a more effective detection of the invalid permission
tokens described under 12) during verification on kiosk
computing systems 104, the basic structure and the method of
the invention are extended in one embodiment as follows.
Permission tokens are extended by one array for storing the
creation date. The kiosk computing system 104 is extended by a
mechanism for evaluation and storage of the creation date of
permission tokens. The token computing system 105 is extended
by a mechanism which re-issues all permission tokens and in
doing so particularly updates all creation dates upon granting
of a new permission or revocation of an existing permission.

The verification of permission tokens with a creation date
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prior to the creation data stored in the kiosk computing
system delivers as result the Boolean value “false”, while the
creation date stored in the kiosk computing system 104 is
updated with the creation date stored in the permission token,
if the verification of the permission token delivers the

Boolean value “true”.

14) In one embodiment of the permission mechanism, the method
and the underlying structure, respectively, are extended in
such a way that any steps of the method can be stored for the
purpose of later traceability. To that end, the token
computing system 105 is extended by a functional unit for

storing processes, a so-called process storage.

15) A variant of the embodiment described under 14) allows the
additional storage of application-relevant information in the
process storage. These information can be used, inter alia,

for the implementation of extended functionality in the

context of the application system.

Exemplary embodiments

In an exemplary specific realization, a special software
program is installed on the user computing system 101, the
software program accomplishing communication between the

system components and allowing interactions with the user.

Furthermore, the user computing system 101 is connected to the
internet. Now, the user must enter his or her registration
information for registration, in particular a password and a
username. The collected data will now be transmitted to the

token computing system 105 via a secure connection, this
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system registering the user and binding the identity of the
user to a second factor in a second step, in particular by
sending a confirmation code to an address defined by the user.
If the user has been registered already, the user can log-in
by indication of his or her password and username as well as
the confirmation of his or her identity via the second factor.
After successfully logging in to the token computing system
105, further authorization is effected on various entities of

the token computing system 105 via a ticket.

Furthermore, a cryptographic key pair is created by the user
computing system 101 for issuing an authentication token,
wherein the private key is stored at the user computing system
101 and the public key is used by the authentication computing
unit 102 together with the ticket in order to generate an
authentication token. This authentication token is signed with
the certificate assigned to the private key of the
authentication computing unit 102 and stored in a database as
well as on the user computing system 101. As used herein, a
certificate relates to a digital certificate, which is also
called a public key certificate. Such a certificate is a
structured data set that is used to relate a public key of an
asymmetric cryptographic system to an identity or an
institution. The certificate may be present in the X.509

standard or another standard, for example.

Now, once the user has been successfully logged in and an
authentication token has been stored on the user computing
system 101, a permission token can be issued by the permission
computing unit 103 which can be requested from the token
computing system 105 by a trustworthy entity of the
application system, if required. To that end, the ID of the
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assigned authentication token is stored in the permission
token and signed by the permission computing unit 103 to
create an unambiguous and invariable link between the tokens.
This permission token is again stored on the user computing
system 101 and can then be used together with the
authentication token in accordance with the application for

granting permissions.

According to another embodiment, a special software
application must be installed on the user computing system
101, and must be connected to the internet. The user may log-
in “anonymously” without registration. The token computing
system 105 creatés an anonymous account and issues a
corresponding authentication token. Typically, an anonymous
account is only provided with a restricted functionality and,
in particular, the account can be deleted after fulfilling the
purpose. On the other hand, there is an option to assign the

anonymous account to a user by a later registration.

Thus, the embodiments of the invention are particularly
advantageous since also even local decisions about the
authenticity of a user and the assigned permissions can be
taken due to the certificate-based confidentiality structure.
Furthermore, a particular advantage is that the tokens need
not be categorized as being trustworthy, which is why
transmission in a network or even via physical media is less

critical.

Each user computing system 101 is assigned exactly one
authentication token, but any number of permission tokens. One
permission token is valid only in conjunction with an assigned

authentication token. Each non-anonymous user can be assigned
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multiple user computing systems 101. Thus, multiple permission
tokens may exist for one and the same permission, these tokens

to be valid with different authentication tokens.

According to another embodiment, the user can define one of
his or her user computing systems 101 to be the main device.
The applicability of permission tokens can be restricted to a
main user computing system via corresponding attributes in the

authentication token and in the permission token.

The tokens stored in the user computing system 101 can now be
used on a kiosk computing system 104 to achieve certain
permissions in accordance with an application. To that end,
the user has to locate the user computing system 101 into
read-range of a physical interface of the kiosk computing
system 104 in order to trigger an authentication protocol. The
range depends on the communication technology used. In
inductive coupling such as RFID/NFC or optical recognition of
e.g. QR codes, the range is less than in radio transmission
such as WiFi or Bluetooth LE. A challenge response message is
exchanged in addition to the authentication token and one or
multiple permission tokens, to prove possession of the private
key that fits to the public key of the authentication token.
To that end, the kiosk computing system 104 usually sends a
random number to the user computing system 101. The user
computing system creates a signature of the random number
using the private key, which is send back to the kiosk
computing system 104 and verified there. In the case that the
physical interface does not support a bidirectional
connection, the current timestamp of the user computing system
101 is used as the challenge, which is accepted by the kiosk

computing system 104 within an adjustable tolerance. In this
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way, it is determined that the user computer system 101 has
permission to use the first data packet, i.e. the
authentication token. Thus, a catch of the authentication
token by an attacker is uncritical, since a successful use of
the authentication token by a non-authorized computing system

is excluded.

Now, originality of the permission token can be verified using
the root certificate and authenticity can be verified along
with the relation to the authentication token. This method can
also be used when the kiosk computing system 104 does not have
a connection to the token computing system 105, providing the
possibility that an application is directly executed on the

kiosk computing system 104, e.g. a door opener.

According to another embodiment of the invention, permission
IDs can be read selectively by the user computing system 101
by selection of an application ID and one or multiple service
IDs. To that end, corresponding IDs are fixedly set on the
kiosk computing system 104. In another variant, these. IDs can
be set dynamically by the token computing system 105. In the
further course, theses IDs are transmitted to the user
computing system 101 via the physical interface in a suitable
manner and compared to the IDs stored in the permission tokens
there. After all, only permission tokens that correspond to
the selection criteria are transmitted to the kiosk computing

system 104.

According to another embodiment, the tokens read by the kiosk
computing system 104 are transmitted to the token computing
system 105 in order to verify validity of the tokens there.

The tokens are verified in the authentication computing unit
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102 and in the permission computing unit 103 in accordance
with the versions of the tokens stored there. Therefore, it 1is
possible to reject tokens the validity of which had previously
been revoked. Verification at the token computing system 105
can be compelled via a corresponding attribute in the
permission token, which allows realization of applications
with higher security requirements. After successful
verification of the tokens, the corresponding permission is

granted in the token computing system 105.

The validity of a permission token can be composed of a
defined time period and an attribute in the form of a counter
defined in the token, which is set and manipulated,
respectively, depending on the application. E.g., a token can
be restricted with respect to the number of usages. However,
the attribute can also describe the value of the permission,
with this value typically being consumed when used, depending

on the application.

According to another embodiment, the permission tokens stored
on the user computer system 101 are graphically displayed.
They can be sorted and filtered in accordancé with the
context, in particular location and time. As a result, view
and selection of the required permission tokens, particularly
when exchanging tokens via a unidirectional physical

interface, is made easier for the user.

According to an extended embodiment, the method for managing
permissions is extended by a functionality which allows
assigning monetary values to various processes and thus
enabling a clearing function. To that end, permission tokens

are marked for potential use in clearing-relevant processes
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via a corresponding attribute. Such processes particularly
include the creation date, use or lapse of permission tokens.
In the further course, the token computing system 105 provides
the possibility of assigning monetary values to clearing-

relevant processes mapped in the process storage.

In a first variant, the issue of a permission token is
effected after additional approval by a clearing system, e.g.
a payment processing system, which can be part of the
application system 100, be in connection with the application

system 100 or be part of the kiosk.

In a second variant, the approval by the clearing system is
effected at a later time, i.e. at a point in time after the
issue of the permission token at the token computing system
105. For example, approval is requested by a user computer
system and possibly transmitted to the kiosk computing system
104, or it is effected at the time of the verification of the
permission token after transmission by the user computing
system 101 to the kiosk computing system 104. In the latter
case, the kiosk computing system 104 would release the
functions only after receiving approval by the clearing

system.

Thus, due to the data form the process storage, clearing can
be effected via a payment method defined by the user, in
particular via a credit card, a bank account or an
application-specific current account. In this case, clearing
can be effected immediately or collectively at times defined
beforehand, e.g. monthly, depending on the requirements of the

application and the payment method used.
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According to one embodiment, each authentication token has a

relatively short validity period, which can be set to one
week, for example, for improving security. In order to update
and extend validity, the authentication token must be changed
at regular intervals. To that end, it is necessary to set a
deadline for the exchange of the authentication token, in
which the old authentication token must be renewed via the
authentication computing unit 102. To that end, the user
computing system 101 has to authenticate itself at the token
computing system 105 with a challenge response method and,
subsequently transmit the public key of a new cryptographic
key pair to the token computing system 104 in order to update
the authentication token. A new authentication token is
generated, signed and sent back to the user computing system
101 then. The old token is marked as invalid. In the further
course, all permission tokens bound to the old authentication
token, must be replaced by new permission tokens bound to the
new authentication token. It is also possible to set shorter

validity periods, e.g. less than 3 days or less than 1 day.

Thus, the embodiments of the invention are particularly
advantageous since higher security can be ensured by the
exchange of the authentication token and the associated key
palir. Replaced tokens are marked as invalid after the update.
As a result, misuse can be detected and application-dependent
measures can be taken, e.g. the concerned user account can be

blocked.

Thus, these embodiments of the invention are particularly
advantageous since the short life of the authentication token
results in a short life of the assigned permission tokens.

This is especially true when a permission token is revoked
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early and both the kiosk computing system 104 and the user
computing system 101 at least temporarily do not have a data

connection to the token computing system 105.

According to another embodiment, a creation date is added to
the permission token, whereby a detection of revoked
permission tokens at the kiosk computing system 104 without
data connection to the token computing system 105 is enabled
even more effectively. To that end, the token computing system
105 must update all valid permission tokens assigned to the
same service to a new uniform creation date when issuing or
revoking a permission. The kiosk computing system 104 includes
a field for storing the latest creation date, which is updated
with every reading process of a valid permission token. The
kiosk computing system 104 categorizes all permission tokens
that have a creation date before the stored value as being

invalid.

According to a further developed embodiment, the verification
of the validity of a permission token is coupled to an
additional authentication step by the user. To that end, a
biometrical feature, in particular a fingerprint, or a
personal identification number is used as a key to
additionally confirm the identity of the user. Depending on
the embodiment and the security level, verification of the
entered key is done either at the user computing system 101 or
at the kiosk computing system 104 or at the tokén computing

system 105.
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Claims

1. A method for managing authorizations on an arrangement having multiple

computing systems, wherein

.a) a first data packet, which comprises a unique identifier for identifying the first data

packet and which is used to identify a user, is generated by a first computing system
(105), the first data packet being provided with a signature by the first computing
system (105),

b) separate from the first data packet at least a second data packet is generated by the
first computing system, wherein the second data packet indicates an authorization and
the unique identifier of the first data packet is stored in the at least one second data
packet and the at least one second data packet is provided with a signature from a

permission computing unit of the first computing system,

¢) the first and the at least one second data packet are each transmitted to a user
computing system (101), wherein each user computing system is assigned only one

first data packet and any number of the at least one second data packets,

d) a function on an application system (100), which is different from the user
computing system (101), is enabled after the following steps are performed:
receipt of the first and the at least one second data packet from the user
computing system (101),
verification whether the user computing system (101) is authorized to use the
first data packet,
verification whether the signature of the first data packet and the signature of

the at least one second data packet each are valid,

CA 2974861 2019-10-17
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verification whether the first and the at least one second data packet are
associated,

verification whether an authorization information contained in the at least one
second data packet authorizes enabling of the function on the application

system (100).

2. The method according to claim 1,
characterized in that the user computing system (101) is a mobile data processing

device.

3. The method according to claim 1,
characterized in that the enabling in step d) is performed independently of a
connection to the first computing system, by means of which the first and the at least

one second data packet were generated.

4. The method according to one of claims 1 to 3,
characterized in that the enabling in step d) is performed by a kiosk computing system

(104), which forms an independent computing unit of the application system (100).

5. The method according to claim 1, wherein a preselection of the data packets to

be transmitted is effected in the user computer system (101).

6. The method according to claim 4 and 5,
characterized in that the preselection is based upon data which are transmitted from the

kiosk computing system (104) to the user computing system (101).

7. The method according to claim 5,

characterized in that the preselection is effected based upon user settings.

CA 2974861 2019-10-17
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8. The method according to claim 5,
characterized in that the preselection is effected based upon a time or location

information,.

9. The method according to claim 1,
characterized in that a verification of the validity of the first and the at least one second

data packet is performed based upon time or monetary value specifications.

10.  The method according to claim 1,
characterized in that the validity of the first and and the at least one second data packet

is bound to a main device defined by a user.

11.  The method according to claim 1,
characterized in that the validity of the first and the at least one second data packet is

bound to a predetermined time period.

12.  The method according to claim 1,
characterized in that the validity of the at least one second data packet is bound to at

least one value, which is defined depending on the application.

13.  The method according to claim 1,
characterized in that the enabling of a functionality due to the at least one second data
packet includes a clearing of performed processes, wherein the enabling of a

functionality requires an additional approval by a clearing system.

14.  The method according to claim 1,
characterized in that the validity period of the first data packet is shorter than one
week, and a corresponding regular exchange of the first and the at least one second

data packet is performed.

CA 2974861 2019-10-17
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15.  The method according to claim 1 and 4,
characterized in that a creation date is contained in the second data packets and used to
classify older second data packets on a kiosk computing system, which does not have a

connection to the first computing system, to be invalid.

16. The method according to claim 1, wherein the validity verification of the data
packets is bound to an additional authentication step by the user via a biometrical

attribute and/or by entering a PIN code or password.

17. The method according to claim 1,
characterized in that the user needs to authenticate himself via a 2-factor system for

initially issuing a first data packet.

18.  The method according to one of claims 1 to 17,

characterized in that the first data packet is created for anonymous use.

19.  An arrangement having multiple computing systems, which is configured to

perform the method according to one of claims 1 to 18.

CA 2974861 2019-10-17
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