Office de la Propriete Canadian CA 2858047 A1 2015/02/01

Intellectuell Intellectual P t
du Canada office on 2 858 047
(ij,:"ng[%?rri“esgaena i ﬁ;’:jsgtf;‘éyaﬁ; i (12 DEMANDE DE BREVET CANADIEN
CANADIAN PATENT APPLICATION
(13) A1
(22) Date de depot/Filing Date: 2014/0//30 (51) Cl.Int./Int.Cl. HO4W 4/24 (2009.01),

G06Q 20/32 (2012.01), HO4B 5/02 (2006.01)
HO4W 88/02 (2009.01)

(71) Demandeur/Applicant:
BLACKBERRY LIMITED, CA

(72) Inventeurs/Inventors:
BUCKLEY, MICHAEL EOIN, US;
ALI, SHIROOK, US

(74) Agent: RIDOUT & MAYBEE LLP

(41) Mise a la disp. pub./Open to Public Insp.: 2015/02/01
(30) Priorité/Priority: 2013/08/01 (US13/957,123)

(54) Titre : PROCEDE ET APPAREIL POUR CONTRER L'ECOUTE CLANDESTINE DANS LES APPLICATIONS DE
COMMUNICATION EN CHAMP PROCHE VULNERABLES
(54) Title: METHOD AND APPARATUS FOR ANTI-EAVESDROPPING IN VULNERABLE NFC APPLICATIONS

200

H2{Alice, Eve}

B A AR R L2 2 L L gt Rl b T2 T W S

H3{Alice,Eve}

L oGm0 S o m sy s e o S R SRS SR
MR RIERS LD

..........
.....

SRR A )

H4{Alice Eve)

A R
2% - - SR — - Esasdl By

(57) Abrege/Abstract:

A system and method may dynamically (a) adjust signal characteristics of individual portions of a Near Field Communication
("NFC") transmission, and/or (b) change NFC wireless communication channels. A transmitting device may transmit to a receliving
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setting of a signal characteristic, such as transmit at a different power level, phase, frequency, or other characteristic than other
channels. As a result, eavesdropping may be Inhibited.
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ABSTRACT OF THE DISCL.OSURE

A system and method may dynamically (a) adjust signal characteristics of
individual portions of a Near Field Communication (“NFC”) transmission, and/or
(b) change NFC wireless communication channels. A transmitting device may
transmit to a receiving device via multiple NFC channels. For instance, a
transmitting device may have multiple spatially-separated antennas and/or
transmitters, and a transmission required to complete a financial transaction (or
other wireless communication) with a receiving device may have several portions.
Each transmission portion may be sequentially and/or individually transmaitted
from the transmitting device to the receiving device using a different antenna
and/or transmitter, Ze., a different communication channel. Each channel may use
(1) a different antenna and/or transmitter located on the transmitting device, and/or
(2) a different level or setting of a signal characteristic, such as transmit at a
different power level, phase, frequency, or other characteristic than other channels.

As a result, eavesdropping may be inhibited.
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METHOD AND APPARATUS FOR ANTI-EAVESDROPPING IN
VUNERABLE NFC APPLICATIONS

FIELD

[0001] The present embodiments relate generally to Near Field
Communication (“NFC”). More particularly, the present embodiments relate to

inhibiting, hindering, and/or preventing eavesdropping on NFC applications.

BACKGROUND
[0002]  Near Field Communication (“*NFC”) is a short-range wireless

communication technology that 1s being developed for interactive use in consumer
electronics, mobile devices, etc. One NFC application 1s the eWallet®, where
electronic payments may be completed via a mobile device operating 1n
conjunction with a merchant computing device using NFC techniques. In other
words, NFC-enabled mobile devices may replace credit cards, payment or debit
cards, and/or electronic key cards.

[0003]  General examples of NFC techniques include peer-to-peer data transfer,
such as users bumping or touching two NFC-enabled phones together to exchange
money, and wireless credit card payments using NFC. Specific exemplary NFC
devices and techniques are disclosed, for example, by U.S. Pub. No.
2013/0017780; U.S. Patent No. 8,126, 806; U.S. Pub. No. 2010/0311326; U.S.
Pub. No. 2012/0322372; U.S. Pub. No. 2013/0132282; and U.S. Pub. No.
2013/0162594, which are all incorporated by reference in their entireties herein.
[0004] However, conventional NFC devices and techniques may have various
drawbacks, such as security, transmitter and receiver alignment, connectivity,
eavesdropping, and/or other communication-related issues. The present

embodiments may, /Ze7 a/7a, overcome these and other deficiencies.

BRIEF SUMMARY

[0005]  The present embodiments disclose an apparatus and method that may
dynamically adjust or change the characteristics of individual portions of a NFC
transmission and/or NFC wireless communication channels. A transmission may

be transmitted from a transmitting device to a receiving device via a number of
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NFC channels. For instance, a transmitting device may include multiple antennas
and/or transmitters, and a transmission required to complete a financial-related
transaction or other data exchange with a receiving device may be split into
multiple portions. Each portion of the entire transmission may be sequentially
and/or individually transmitted from the transmitting device to the receiving
device over a different wireless communication channel. Each channel may use a
different antenna (and/or transmitter) located on the transmitting device, and/or
transmit at a ditterent level or setting of a signal characteristic, such as at a
ditferent power level, amplitude, frequency, phase, etc. Once all of the portions of
the entire transmission have been transmitted from the transmitting device to the
receiving device, the financial-related transaction or other data exchange may be
completed. By continuously changing which antenna (and/or transmitter) is
transmitting, and/or the characteristics of the individual transmission portions
being transmitted, the capability of an eavesdropper to lock into the phase and/or
magnitude of the transmission may be reduced. As a result, the ability to decode a
sniffed signal may be inhibited. The antenna (and/or transmitter) and the level or
setting of the signal characteristic associated with a transmission portion may be
randomly determined or pre-determined.

[0006]  In one aspect, a mobile device or other wireless communication device
capable of facilitating a financial-related transaction or other data exchange using
- close range communication, such as NFC, may be provided. Multiple antennas
and/or transmitters may be mounted on the mobile device. A transmission of a
plurality of transmission portions from the mobile device to a receiving device via
the multiple antennas and/or transmitters may complete a financial-related
transaction or other data exchange. Individual transmission portions may be
sequentially and/or individually (such as simultaneously) transmitted (1) from
different antennas and/or transmitters from among the multiple antennas and/or
transmitters, respectively, and/or (2) with different levels/settings of one or more
signal characteristic (such as different power level, amplitude, frequency, phase,
length of transmission, length of transmission time, and/or other wireless signal

characteristics), to facilitate completing the financial-related transaction or other
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data exchange in a secure manner. Each of the plurality of transmission portions
may be a segment of a complete transmission or message.

[0007]  In another aspect, a mobile device or other wireless communication
device capable of facilitating a financial-related transaction or other data exchange
using close range communication, such as NFC, may be provided. A plurality of
spatially-separated antennas (and/or transmitters) may be mounted on the mobile
device. A transmission of a complete message or wireless communication from
the mobile device to a receiving device that executes the financial-related
transaction or other data exchange may be performed in parts or portions by
random alteration or operation of individual antennas (and/or transmitters) from
among the plurality of spatially-separated antennas (and/or transmitters) mounted
on the mobile device. The individual antennas (and/or transmitters) may be
activated 1n turn such that a spatial movement among the individual antennas
(and/or transmitters) transmitting is simulated and secure transmission of the
complete message or wireless communication is enhanced. Each portion of the
complete message that is transmitted from a different one of the plurality of
spatially-separated apart antennas (and/or transmitters) may be transmitted at a
different value or setting of a signal characteristic than the adjacent-in-time
(previous and/or subsequent) portion(s) of the complete message. The intended
receiver may not see any difference, or any substantial difference, in the received
signals due to the random variations in the signals since it is very close to the
transmitting device. However, a malicious receiver may see non-trivial
differences in the signals if it is sufficiently far away from the transmitting device.
[0008]  In another aspect, a method of dynamically changing the individual
NFC channels, and/or characteristics thereof, associated with a complete NFC
transmission between wireless communication devices may be provided. The
method may include: (a) generating a transmission that consists of several portions
(each of which may vary as discussed herein), and/or dividing a NFC transmission
into a number of transmission portions, at a transmitting device; (b) transmitting
an 1itial transmission portion from the transmitting device: (1) from a first

antenna and/or transmitter that is mounted on the transmitting device, and/or (2) at
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a tirst level or setting of a signal characteristic; and/or (¢) transmitting a second
transmission portion from the transmitting device: (3) from a second antenna
and/or transmitter that 1s mounted on the transmitting device, the second antenna
and/or transmitter being spatially-separated from the first antenna and/or
transmitter, and (4) at a second level or setting of the signal characteristic, the
second level or setting being different than the first level or setting. As a result,
eavesdropping on the NFC transmission may be inhibited.

[0009] Advantages will become more apparent to those skilled in the art from
the following description of the preferred embodiments which have been shown
and described by way of illustration. As will be realized, the present embodiments
are capable of other and different embodiments, and their details are capable of
modification 1n various respects. Accordingly, the drawings and description are to

be regarded as illustrative in nature and not as restrictive.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010]  There are shown in the drawings arrangements which are presently
discussed, it being understood, however, that the present embodiments are not
limited to the precise arrangements and instrumentalities shown, wherein:

[0011] Figure 1 illustrates an exemplary eavesdropping attack on a NFC
transmission:

[0012] Figure 2 1llustrates an exemplary technique of hindering eavesdropping
attacks of the present embodiments using multiple antennas and/or transmitters:
[0013] Figure 3 depicts an exemplary technique of hindering eavesdropping
attacks of the present embodiments using different levels of a signal characteristic
among ditferent communication channels, such as using multiple power levels;
[0014] Figure 4 illustrates an exemplary transmission broken up into
transmission portions or segments having different signal characteristic

levels/settings;

[0015] Figure 5 illustrates an exemplary mobile device with multiple antennas

and/or transmitters;
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[0016] Figure 6 illustrates an exemplary method of dynamically changing the
characteristics of individual NFC channels between computing devices;

[0017] Figure 7 illustrates an exemplary method of dynamically (a) adjusting
the characteristics of individual portions of an entire NFC transmission, and/or (b)
changing NFC communication channels to facilitate secure NFC between wireless
communication devices; and

[0018] Figure 8 illustrates another exemplary method of dynamically (a)
adjusting the characteristics of individual portions of an entire NFC transmission,
and/or (b) changing NFC communication channels to facilitate secure NFC

between wireless communication devices.

DETAILED DESCRIPTION

[0019]  The present embodiments relate to hindering or preventing
eavesdropping attacks on NFC transmissions. A transmitting device may be NFC-
enabled and include a plurality of antennas and/or transmitters. A transmission to
be transmitted from the transmitting device to a receiving device may have several
segments. Each segment may be individually and/or sequentially transmitted from
the transmitting device to the receiving device using (1) a different antenna and/or
transmitter located on the transmitting device; and/or (2) a different level or setting
of a signal characteristic that 1s different than (i) adjacent-in-time or sequential
transmission segments, and/or (ii) transmission segments simultaneously
transmitted via other communication channels that are located spatially apart. As
a result, the security of the transmission may be enhanced. The complete
transmission may facilitate financial-related transactions, data exchanges (such as

video, text, or audio data transfers or downloads), electronic messages (.., text or

email), and/or other wireless communications between devices.

[0020]  In general, the present embodiments propose using multiple antennas
and/or transmitters which each may be activated in multiple ways. Each
configuration of these antennas and/or transmitters may be un-noticeable to the

desired receiver, but may cause a significant change in the signal received by any
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attacker, and thus prohibiting reception of the complete signal/transmission and
potentially prohibiting phase and/or timing lock.

[0021]  In one aspect, the present embodiments may relate to conducting or
facilitating financial transactions via NFC and peer devices, as opposed to
traditional credit card transactions. However, such financial transactions are
subject to eavesdroppers that may be located nearby and intercepting financial
information associated with a user of a mobile device. To alleviate these
concerns, the present embodiments may provide a method and system that
complete a financial transaction or other wireless communication using NFC via
signals that are transmitted over separate antennas/transmitters and at different
power levels (or other signal characteristics). By sending the transmission that
completes the tinancial transaction over multiple randomly selected
antennas/transmitters and at different power levels (or other signal characteristics),
an eavesdropper may have ditficulty with time and/or phase synchronization while
attempting to intercept. The antennas/transmitters may be ceramic-based or made
from other material.

[0022]  In one embodiment, the transmitting device may be a mobile device of
a purchaser that may be NFC-enabled and include a plurality of antennas and/or
transmitters. A financial-related transmission or message to be transmitted from
the mobile device to a receiving device, such as a computing device of a merchant
or a mobile device of another individual, may be broken up into a number of
segments or portions. Each portion may be sequentially and/or individually
transmitted from the transmitting device to the receiving device (1) from a
ditferent antenna and/or transmitter located on the transmitting device; and/or (2)
at a ditferent level, setting, or value of a signal characteristic than adjacent-in-time
(previous and/or subsequent) transmission portions or transmission portions
transmitted simultaneously, but on physically separated communication channels
located spatially apart. As a result, the security of the financial transaction that is
executed by the receiving device upon receipt of all of the transmission portions

may be enhanced.
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L CONDITIONS IMPACTING EAVESDROPPING

[0023]  In general, security is an issue of concern in wireless communications.
The short distances involved in NFC communications may not protect against
eavesdropping because NFC is a wireless interface.

[0024] Eavesdropping may be when an attacker (“Eve™) wants to listen to the
wireless conversation between a first or transmitting party (“Alice™) and a second
or recetving party (“Bob”) by sniffing part of the wireless signal shared between
Alice and Bob. In general, with the attacker Eve using a well-designed antenna
and receiver, she may be able to receive (sniff) signals: (a) within less than a meter
in a passive mode, and/or (b) within a few meters in an active mode.

[0025] A number of conditions may impact successful eavesdropping. For
instance, factors that may influence Eve’s eavesdropping attempt may include: (a)
characteristics of the attacker’s antenna and receiver; (b) the quality of the
attacker’s RF (radio frequency) signal detector; (¢) location (for good reception);
(d) the power emitted by the NFC device (Alice); and/or (e) the attacker’s channel
characteristics, denoted herein by H(Alice, Eve).

[0026] Figure 1 illustrates an exemplary eavesdropping attack on a NFC
transmission 100. A transmitting device (Alice) 102 may be 1n wireless
communication with a receiving device (Bob) 104 over a channel 106 H(Alice,
Bob). The distance 108 between Alice 102 and Bob 104 may be <5 cm. An
eavesdropper (Eve) 110 may have an antenna and/or receiver and be at a second
distance 112 from Alice 102 and/or Bob 104. The second distance 112 may be
greater than the distance 108 between Alice 102 and Bob 104. The eavesdropper
may try to sniff the wireless communication between Alice 102 and Bob 104 over
communication channel 114 H(Alice, Eve). The factors listed above may
influence whether or not the eavesdropping is successful, such as the power

emitted by Alice 102 and/or the attacker Eve’s 110 channel characteristics.

II. ANTI-EAVESDROPPING TECHNIQUES

[0027]  The present embodiments include methods and systems related to anti-
eavesdropping techniques. The goal may be that at some time attacker Eve will be

forced in a null reception and therefore cannot listen to all transmissions between
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Alice and Bob. This may be done by: (a) changing the characteristic of the
channel between Alice and Eve, H(Alice, Eve); (b) changing the receive power
levels and/or other receive signal characteristics as received by Eve; and/or (c)
changing the capability to lock into the phase and/or the magnitude needed to
decode the sniffed received signal. Eve may miss out on successfully intercepting
all, or one or more specific, transmission portions from Alice and Bob, and thus
may not be able to re-create or decipher the entire or portions of the transmission
between Alice and Bob.

[0028] A communication between Alice and Bob may be completed through a
number of spatially-spaced antennas and/or transmitters instead of via a single
fixed antenna and/or transmitter with continuous power. Alice’s signal may be
split between the chosen antennas and/or transmitters. The power levels (or other
settings or levels of signal characteristics) may be randomized within the set or a
subset of the chosen antenna(s) and/or transmitter(s). The transmission from Alice
may be pertormed by alteration of the antennas and/or transmitters being
activated, thus simulating a spatial movement.

[0029]  In an exemplary transaction, Alice’s antennas’ and/or transmitters’
activation may be: (a) sequentially, Z ¢., one at a time using all antennas and/or
transmitters (or all antenna/transmitter pairs); (b) sequentially, but using a subset
of the antennas and/or transmitters (or subset of the antenna/transmitter pairs);
and/or (c) sequential using all of the antennas and/or transmitters. Sequential
using all of the antennas and/or transmitters may include transmitting on all
available antennas and/or transmitters (or antenna/transmitter pairs) at once (e. £,
transmitting on 10 antennas/transmitter pairs at once), but continuously or
periodically changing the power (or other signal characteristic level or setting) that
cach antenna is transmitting at. The choice of the antenna and/or transmitter to be
active may be determined by: (1) a random generator algorithm, thus the next
active antenna and/or transmitter may be decided randomly; (2) a fixed sequence

that may be known or pre-determined; and/or (3) by other algorithm.



CA 02858047 2014-07-30

A. Sequentially Transmitting via Individual Communication
Channels

(0030} Noted above, the present embodiment may transmit portions of an
entire transmission over individual communication channels (e, g, each portion
being communicated using separate antennas and/or transmitters physically
located apart on the transmitting device). In one embodiment, the separate
transmission portions may be transmitted sequentially in time, 7¢., one at time.
[0031] Figure 2 illustrates an exemplary technique of hindering eavesdropping
attacks using multiple antennas 200. A transmitting device (Alice) 202 may be in
wireless communication with a receiving device (Bob) 204 over a number of
channels 208 H(Alice, Bob). Each of the channels 208 may be associated with an
individual antenna (and/or transmitter) 206 mounted spatially apart on the
transmitting device 202. An eavesdropper (Eve) 212 may have an antenna and/or
receiver. The eavesdropper may try to sniff the wireless communication between
Alice 202 and Bob 204 over communication channels 214 H(Alice, Eve). Each
communication channel 214 between Alice 202 and Eve 212 may correspond to
individual antenna/channel pairs and/or channels 208 between Alice 202 and Bob
204. By dynamically changing the level or settings of one or more signal
characteristics of the signals being transmitting from individual antennas (and/or
transmitters) 206 spatially mounted apart on the transmitting device (Alice) 202,

the eavesdropping capabilities of Eve 212 may be inhibited.

[0032]  For the exemplary embodiment in which the power level of different
transmission portions are dynamically altered, regardless of the antenna(s) (and/or
transmitter(s)) that Alice choses to transmit with, the active or transmitting
channel between Alice and Bob (denoted as H(Alice, Bob)) may be mainly or
approximately constant. However, the strength of the channels/power levels
between Alice and Eve may depend upon the location of the active antenna. For
instance, eig{H1(Alice,Eve)} > eig{H3(Alice,Eve)} > eig{H2(Alice,Eve)} >
eig{H4(Alice,Eve)} — where eig 1s the Eigen value of the corresponding channel

H. Thus, an eavesdropper may see a dynamically changing signal being
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transmitted over a number of communication channels, which may inhibit
eavesdropping ability.

B. Simultaneously Transmitting via Individual Communication

Channels

[0033] Noted above, the present embodiment may transmit portions of an
entire transmission over individual communication channels that are physically
located apart. In one embodiment, all of, or subset of, the separate transmission
portions may be transmitted stmultaneously or all at once. Transmitting on
multiple communication channels at the same time may also hinder eavesdropping
attacks.
[0034] Referring to Figure 2, the transmitting device (Alice) 202 may be in
wireless communication with a receiving device (Bob) 204 over a number of
channels 208 H(Alice, Bob). Alice 202 may transmit separate portions of a
transmission across each channel 208, but simultaneously. For instance, Alice
may transmit all or a subset of transmission portions at the same time. By
periodically and/or dynamically changing the level or settings of one or more
signal characteristics of the signals being simultaneously transmitted from
individual antennas (and/or transmitters) spatially mounted apart on the
transmitting device (Alice) 202, the eavesdropping capabilities of Eve 212 may be
inhibited.

C. Inhibiting Constellation Mapping
[0035] The present embodiments may inhibit an eavesdropper’s ability to
successfully map a constellation of data or bits. For instance, Figure 3 depicts an
exemplary technique of hindering eavesdropping attacks ot the present
embodiments using multiple power levels 300.
[0036] Depicted are exemplary effects of Alice 302 transmitting NFC
transmissions 304 at irregular power levels upon Eve 306. In the example shown,
a base station’s (Alice) 302 antennas are alternatively activated. Even if Eve 306
could synchronization with the signal 304, since the power various randomly, she

1s uncertain whether to map 310 the received symbol 308 to “0000” or “00117

312. The example illustrated includes data transmitted using quadrature amplitude

10
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modulation (QAM). Transmission portions transmitted using other modulation
techniques, and from different communication channels and/or with different
signal characteristic levels or settings may also inhibit the ability of Eve to
eavesdrop.

[0037]  The impact of varying per antenna transmissions from Alice: (1) may
have no noticeable impact upon communication between Alice and Bob; and/or
(2) inhibit Eve’s ability to (a) perform: (i) time synchronization lock with Alice’s
signal; (i1) phase synchronization lock with Alice’s signal; and/or (111) stable
channel estimation; and/or (b) receive sutficient power of all portions of the
signal.

D. Exemplary Antennas and/or Transmitters

[0038]  Preferably, the plurality of spatially-spaced antennas and/or transmitters
are spaced about a mobile device and made from a ceramic. Ceramic-based NFC
antennas and/or transmitters may allow for small physical antenna size and
flexible placement options necessary to support multiple antennas and/or
transmitters in mobile devices. However, other spacing and/or materials, such as
metal, may be used. It should be noted that the term “mobile device” herein may
include smart phones, cell phones, NFC-enabled devices, user equipment (“UEs™),
computing devices, computers, laptops, tablets, netbooks, notebooks, personal
digital assistants (PDAs), hand-held devices, and/or other wireless communication
devices.

[0039] In one embodiment, NFC tags may be those developed by Toda Kogyo
Corp. The tags may be very small and lightweight, and attachable in narrow
spaces. The NFC tags may have multidirectional communication capabilities.

The tags may include a ferrite antenna and/or transmitter, a loop antenna and a
ferrite plate, and/or other configurations. The NFC tags may be 5 x 3 mm 1n size.
Additional or alternate materials or sizes may be used.

[0040] The NFC tags, antennas, and/or transmitters may operate at 13.56 MHz
and/or other frequencies. For instance, the NFC tags, antennas, and/or transmitters

may operate at lower or higher frequencies. Any radio frequency (RF) signal may

be used, such as radio frequencies of about 3 kHz to 300 GHz, including 800
11
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MHz, 900 MHz, 1900 MHz, 2.4 GHz, 3.6 GHz, 4.9/5.0 GHz, 30 GHz, and 60-70
GHz bands. Other NFC tags, antennas and/or transmitters may be used.

E. Exemplary Dynamically Adjusted Signal Characteristics

[0041] Figure 4 illustrates an exemplary transmission or entire message 400
broken up into transmission portions or segments having different signal
characteristics. A transmission 400 may include several transmission portions
402, 404, 406, 408, 410, and 412. Each transmission portion 402, 404, 406, 408,
410, and 412 may be transmitted having different characteristics than (a) adjacent-
in-time transmitted portions; (b) portions transmitted from adjacent-in-space
communication channels; (¢) all of the other transmission portions; and/or (d)
some of the other transmission portions.
[0042] For instance, if the sequential order of transmission time-wise 1S
transmission portion 402, then transmission portion 404, then transmission portion
406, etc., then transmission portion 404 may have a different level or setting of a
signal characteristic that 1s different than the level or setting of the signal
characteristic of either transmission portion 402 or transmission portion 406, or
both.
[0043] If all or some of the transmission portions are transmitted
simultaneously, those transmitted at the same time may have different levels or
settings of a signal characteristic. For instance, if a mobile device has six antenna
and/or transmitters, each transmission portion 402, 404, 406, 408, 410, and 412
may be transmitted at the same time but at a different level or setting of one or
more signal characteristics. It the transmission 1s long enough, each transmission
portion 402, 404, 406, 408, 410, and 412 may be varied with respect to the level or

setting of the one or more signal characteristics during transmission.
- [0044] Each transmission portion 402, 404, 406, 408, 410, and 412 may or
may not be transmitted from a different antenna and/or transmitter pair. For
1nstance, if a mobile device has six or more antennas and/or transmitters, each
transmission portion may be transmitted at the same time. However, if the mobile

device has only four antennas and/or transmitters, only the first four transmission

12
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portions 402, 404, 406, 408 may be transmitted at once, while the remaining two
transmission portions 410, 412 may be transmitted subsequently.

[0045]  Each portion of the transmission that is transmitted from the individual
antennas and/or transmitters may have a ditferent level, amount, value, or setting
of a signal characteristic that 1s difterent from all or some of the other portions of
the transmission. The signal characteristics that may change may include ditfering
power level, amplitude, frequency, phase, transmission length or data packet size,
transmission time or other time-related parameter, or other signal or wavelength
characteristic. For instance, varying power level and/or phase of sequentially
transmitted transmission portions may inhibit eavesdropping attempts.

[0046]  Other signal characteristics or changes to the transmission portions may
be used, such as changing data-related parameters or setting. For instance,
changes from transmission portion to transmission portion may include changes in
data modulation, data packet length, encryption technique, length or time of
transmission, data type, coding, or other transmission-related changes. As one
example, varying modulation or transmission types may be used, such as
frequency division multiple access (FDMA), orthogonal frequency division
multiple access (OFDM), code division multiple access (CDMA), and/or time
division multiple access (TDMA) techniques.

[0047] It should be noted that changing certain signal characteristics may not
have a noticeable impact on the intended recipient’s receiver’s ability to properly
receive the transmission portions, while changing other signal characteristics may
require the transmitting device and receiving device to have a pre-determined
sequence of signal characteristics levels or settings. For instance, changing power
levels or phases of transmitted portions may not adversely impact reception by the
intended recipient. On the other hand, changing frequency or using frequency
hopping techniques may require a pre-determined sequence of frequencies to be

agreed upon by the transmitting device and the receiving device.

I11. EXEMPLARY MOBILE DEVICES

[0048] In one aspect, a mobile device or other wireless communication device

capable of facilitating or enabling a financial-related transaction or other data

13
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exchange using NFC may be provided. Multiple antennas and/or transmitters may
be mounted on the mobile device. A transmission of a plurality of transmission
portions from the mobile device to a receiving device via the multiple antennas
and/or transmitters may complete a financial-related transaction or other data.
exchange. Separate transmission portions may be sequentially and/or individually
transmitted (1) from different antennas and/or transmitters from among the
multiple antennas and/or transmitters, respectively, and/or (2) having a different
level or setting of one or more signal characteristics (such as different power level,
amplitude, frequency, phase, transmission time or length, and/or other wireless
signal characteristic), to facilitate completing the financial transaction 1n a secure
manner. Each of the plurality of transmission portions may be a segment of a
complete transmission or message. In addition to financial-related transactions,
other types of transactions or data exchanges may be securely performed upon
receipt of the entire transmission or message, such as data or file transfers or
downloads (including photo, audio, or text exchanges), electronic messages (email
ot text), and/or other wireless communications and messages.

[0049]  Figure 5 illustrates an exemplary mobile device 500 capable of
transmitting NFC-related and/or other close range communication transmissions.
The mobile device 500 may include a processor 502, a memory 504, a speaker
and/or microphone 5006, a power supply 508, a LTE (Long Term Evolution)

wireless radio frequency transmitter and/or receiver 510, a WiF1 wireless radio

frequency transmitter and/or receiver 512, and multiple spatially-separated
antennas and/or transmitters 514, 516, 518, 520, and 522. The multiple spatially-
separated antennas and/or transmitters 514, 516, 518, 520, and 522 may be NFC-
enabled. The mobile device 500 may include additional or fewer NFC-enabled
spatially-separated antennas and/or transmitters. The mobile device 500 may
include additional, different, or fewer components.

[0050]  As shown in Figure 5, the plurality of NFC-enabled spatially-separated
paced antennas and/or transmitters 514, 516, 518, 520, and 522 may be mounted
on the mobile device 500. A transmission of a complete message from the mobile

device 500 to a receiving device may be performed in parts or portions by random
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alteration or operation of individual NFC-enabled antennas and/or transmitters
514, 516, 518, 520, and 522 from among the plurality of NFC-enabled spatially-
separated antennas and/or transmitters 514, 516, 518, 520, and 522, respectively,
mounted on the mobile device 500. The individual NFC-enabled antennas and/or
transmitters 514, 516, 518, 520, and 522 may be activated in turn (/ e, individually
and/or sequentially, or one at time) such that a spatial movement among the
individual NFC-enabled antennas and/or transmitters 514, 516, 518, 520, and 522
transmitting 1s simulated and secure transmission of the complete signal 1s
enhanced. Each portion of the transmission that is transmitted from a different one
of the plurality of NFC-enabled spatially-separated paced antennas and/or
transmitters 514, 516, 518, 520, and 522 may be transmitted at a different level or
value of a signal characteristic than the one or more adjacent-in-time (previous
and/or subsequent) portions of the transmission.

[0051] In the case of a transmission from a purchaser mobile device and a
merchant computing device via a number of NFC channels, once all of the
portions of the entire transmission have been transmitted from the purchaser
mobile device to the merchant computing device, the financial transaction between
the purchaser and the merchant may be completed (such as in return for
purchasing a product, monies from a financial account of the purchaser may be
electronically transferred to the merchant). Continuously changing which

antenna/transmitter 1s transmitting, and/or continuously changing at which power

level or other signal characteristic that the signal is being transmitted at, may
reduce or continuously change the capability of an eavesdropping to lock into the
phase and/or magnitude of the signal and inhibit the ability to decode the sniffed
signal. Which antenna/transmitter and what power level (or other signal
characteristic setting) is associated with a signal/message portion may be
randomly determined or otherwise altered.

[0052]  In another embodiment, the mobile device 500 may be configured to or
capable of dynamically changing the individual NFC channels, and/or
characteristics thereof, associated with a complete NFC transmission. The mobile

device 500 may include a plurality of NFC-enabled transmitting means; means for
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dividing a complete transmission required to execute a financial-related
transmission or other data exchange into transmission portions; means for
randomly assigning each sequential transmission portion to one of the NFC-
enabled transmitting means that 1s different than the NFC-enabled transmitting
means that an adjacent-in-time (either preceding or subsequent, or both) or
adjacent-in-space (adjacent communication channel) transmission portion was
assigned to; and means for randomly selecting a value or setting of a signal
characteristic of each transmission portion that is different than the value or setting
of the signal characteristic of the adjacent-in-time (either preceding or subsequent,
or both) or adjacent-in-space transmission portion. Each of the plurality of NFC-
enabled transmitting means may include an antenna and/or transmitter, such as the
NFC-enabled antennas and/or transmitters 514, 516, 518, 520, and 522 shown 1n
Figure 5. Each individual transmission portion may be sequentially and/or
simultaneously transmitted from the randomly assigned difterent NFC-enabled
transmitting means and/or at the randomly assigned different values or settings of
the signal characteristic to inhibit eavesdropping. The “means for dividing...”,
“means for randomly assigning...”, and/or “means for randomly selecting...”
discussed above may include a processor 502 programmed to perform the
respective functionality and/or computer instructions stored on a non-transitory
memory unit 504 that relate to instructing the processor 502 to perform the
respective functionality.

IV. EXEMPLARY METHODS

[0053]  The present embodiments provide a method of dynamically changing
the individual close range communication, such as NFC, channels, and/or
characteristics thereot, associated with a complete close range communication
transmission between wireless communication devices. The method may include
(a) generating a close range communication transmission having a number of
transmission portions and/or dividing a close range communication transmission
1Into a number of transmission portions at a transmitting device; (b) transmitting an
initial transmission portion from the transmitting device (1) from a first antenna

and/or transmitter that 1S mounted on the transmitting device, and/or (2) at a first
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level or setting of a signal characteristic; and/or (¢) transmitting a second
transmission portion from the transmitting device (3) from a second antenna
and/or transmitter that is mounted on the transmitting device, the second antenna
and/or transmitter being spatially-separated trom the first antenna and/or
transmitter, and (4) at a second level or setting of the signal characteristic, the
second level or setting being different than the first level or setting.

[0054]  The method may further include transmitting each subsequent
transmission portion from the transmitting device from a next antenna and/or
transmitter that 1S mounted on the transmitting device and that is different than the
antenna and/or transmitter used to transmit the directly preceding transmission
portion that was transmitted from the transmitting device. The method may
further include transmitting each subsequent transmission portion from the
transmitting device at a level or setting of the signal characteristic that is different
from that of the directly preceding transmission portion. The signal characteristic
that 1s varied from transmission portion to transmission portion may be power
level, phase, or other signal characteristic discussed herein. The first and second
transmission portions may be transmitted simultaneously or sequentially.

[0055]  Figure 6 illustrates an exemplary method of dynamically changing the
characteristics of individual NFC channels between computing devices (such as
between a purchaser mobile device and a merchant computing device) 600. The
method 600 may include providing a plurality of NFC-enabled antennas and/or
transmitters on the purchaser mobile device 602, generating a transmission having
several transmission portions 604, such as dividing a complete transmission
required to execute a financial transmission into transmission portions, randomly
assigning each sequential transmission portion to a different antenna (and/or
transmitter) than the antenna (and/or transmitter) that the preceding, subsequent, or
adjacent transmission portion was assigned to 606; randomly selecting a different
signal or wavetform characteristic setting of the transmission portion that 1s
different than the setting of the signal or waveform characteristic of the preceding,
subsequent, or adjacent transmission portion (amplitude or power level, phase,

frequency, transmission time or length, etc.) 608; and transmitting the
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transmission portions sequentially and/or stmultaneously from different antennas
(and/or transmitters) and at different signal characteristic settings 610 to inhibit
eavesdropping. The method may turther include, at the receiving device, such as
merchant computing device, reconfiguring the complete transmission from the
multiple transmission portions received 612 and/or then complete a data exchange,
download, or other operation. The method may include additional, fewer, or
alternate actions.

[0056] Figure 7 illustrates an exemplary method of dynamically adjusting the
characteristics of individual portions of an entire NFC transmission and/or
changing NFC communication channels to facilitate secure NFC between wireless
communication devices 700. The method 700 may include (a) providing a
plurality of NFC-enabled antennas and/or transmitters on the purchaser mobile
device 702; (b) breaking a NFC financial-related transmission or other data
exchange message into a number of portions 704; (¢) transmitting an initial portion
of the transmission (1) from a first antenna/transmitter of a mobile device, and/or
(i1) at one or more first signal characteristic (amplitude, power level, frequency,
data length, transmission portion length or time, modulation technique, network
protocol, encryption technique, etc.) 706 signal(s); (d) randomly altering or
changing the antenna/transmitter that a next portion of the transmission 1s
transmitted from (as compared to the previous portion) 708; (e) randomly altering
or changing one or more signal characteristic settings at which the next portion of
the transmission is transmitted (as compared to the previous portion) 710; (f)
transmitting the next portion from the randomly selected antenna/transmitter
and/or at the randomly selected signal characteristic setting(s) 712; and/or (g)
repeating steps (d), (), and (f) 714 until the entire transmission is completed, and
at which time the transmission may be reconfigured or translated at a receiving
device 716. As a result, each sequentially and/or individually transmitted portion
may be transmitted from a different antenna/transmitter and/or at a different signal
characteristic setting than the adjacent (7 ¢, preceding and/or subsequent)
portion(s). Thus, the financial transaction or other data exchange may be

facilitated between a mobile device and merchant or other party’s wireless
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communication device, and eavesdropping of the financial transaction or other
data exchange may be prevented, hindered, or inhibited. The method may include
additional, tewer, or alternate actions.

[0057]  Figure 8 illustrates another exemplary method of dynamically adjusting
the characteristics ot individual portions of an entire NFC transmission and/or
changing NFC communication channels to facilitate secure NFC between wireless
communication devices 800. The method may include transmitting a first portion
of a financial-related transmission from a purchaser mobile device to a merchant
computing or wireless communication device (a) from a first antenna/transmitter
on the purchaser mobile device, and/or (b) at a fir.st level or setting of a signal
characteristic (power level, magnitude, frequency, data length, period of time of
transmission/transmission portion length, encryption technique, modulation
technique, etc.) 8302. The method may include transmitting a second portion of the
financial-related transmission (¢) from a second antenna/transmitter on the
purchaser mobile device, and/or (d) at a second level or setting of the signal
characteristic, the second antenna/transmitter being different from the first
antenna/transmitter and/or the second level or setting of the signal characteristic
may be ditterent from the first level or setting of the signal characteristic 804. The
method may include transmitting a next (7 ¢, third, fourth, fifth, etc.) portion of the
financial-related transmission (¢) from a next antenna/transmitter on the purchaser
mobile device, and/or (f) at a next level or setting of the signal characteristic, the
next antenna/transmitter being different from the previous antenna/transmitter and
the next level or setting of the signal characteristic may be different from the
previous level or setting of the signal characteristic 808. The method may
continue transmitting next portions of the financial-related transmission as in step
306 until the entire transmission has been transmitted. After the complete
transmission 1s received, the merchant device may complete a financial transaction
and/or otherwise use the data received 1n the transmission 810. The next

antenna/transmitter and/or next level or setting of the signal characteristic (from

which and at which, respectively, the next portion is to be transmitted) may be
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randomly determined or pre-determined. The method may include additional,
fewer, or alternate actions.

[0058]  In yet another embodiment, the method may include transmitting a
financial-related or other transmission in a number of portions. Each portion of
the complete transmission that 1s sequentially and/or individually transmitted may
be transmitted (1) from a different antenna that is different than the antenna that an
adjacent-in-time (previous and/or subsequent) and/or adjacent-in-space (7 e,
signals simultaneously transmitted using spatially adjacent NFC communication
channels) transmitted portion 1s transmitted from, and/or (2) at or having a
different signal characteristic setting that 1s different than the signal characteristic
setting that the adjacent-in-time or adjacent in-space transmitted portion is
transmitted at or having (e. ¢, at a ditferent power level, phase, frequency, etc.).
[0059]  Additionally or alternatively, the method may include receiving a
financial-related or other transmission in a number of portions at a wireless
communication device (such as at a mobile device or a merchant computing
device). Each portion of the complete transmission that is sequentially and/or
individually received may be received (1) from a different antenna that is different
from the antenna that an adjacent-in-time (previous and/or subsequent) and/or
adjacent-in-space received portion is received from, and/or (2) at or having a
ditfterent signal characteristic setting than the signal characteristic setting that the
adjacent-in-time and/or adjacent-in-space transmitted portion is transmitted at or
having. As a result, eavesdropping may be inhibited, and once the entire
transmission 1S received, a wireless communication between devices may be

securely completed, such as a communication involving financial information, or
video, audio, emalil, text, and/or other types of data exchanges. Also, alignment of

NFC antennas and/or transmitters with receivers on a receiving device may be
casier than with single NFC antenna devices.

[0060]  Although the above embodiments may discuss using the present
embodiments with NFC, other close range wireless communication techniques and
technologies may be used. For instance, other communication techniques using

magnetic fields may be employed. The “range” of the wireless communication
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may be dependent upon the application in use and/or the type of magnetic field
used to exchange data.

[0061] While the preferred embodiments of the invention have been described,
1t should be understood that the invention 1s not so limited and modifications may
be made without departing from the invention. The scope of the invention is
defined by the appended claims, and all devices that come within the meaning of
the claims, either literally or by equivalence, are intended to be embraced therein.
[0062] It is therefore intended that the foregoing detailed description be
regarded as illustrative rather than limiting, and that it be understood that it is the
following claims, including all equivalents, that are intended to define the spirit

and scope of this invention.
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WHAT IS CLAIMED IS:

1.

A mobile device capable of facilitating a financial transaction or other data
exchange using close range communication, the mobile device comprising:
multiple antennas and/or transmitters mounted on the mobile device,
wherein a transmission of a plurality of signals from the mobile device to a
receving device via the multiple antennas and/or transmitters completes
the financial transaction or other data exchange, wherein individual signals
from among the plurality of signals are transmitted (1) from different
antennas and/or transmitters from among the multiple antennas and/or
transmitters, and (2) at a different level or setting of a signal characteristic,
respectively, to tacilitate completing the financial transaction or other data

exchange 1n a secure manner.

The mobile device of claim 1, wherein the different level or setting of the
signal characteristic at which the plurality of signals are transmitted is
different power level, and the close range communication is Near Field

Communication (“NFC™).

The mobile device of claim 1, wherein the different level or setting of the
signal characteristic at which the plurality of signals are transmitted is

different phase.

The mobile device of claim 1, wherein the different level or setting of the
signal characteristic at which the plurality of signals are transmitted is a

ditferent timing-related parameter.

The mobile device of claim 1, wherein the different level or setting of the
signal characteristic at which the plurality of signals are transmitted is a

ditferent frequency.
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The mobile device of claim 1, wherein the different level or setting of the
signal characteristic at which the plurality of signals are transmitted is a

different data-related parameter.

The mobile device of claim 1, wherein the plurality of signals are

transmitted from ditferent antennas and/or transmitters one at a time.

The mobile device of claim 1, wherein the plurality of signals are

transmitted from different antennas and/or transmitters simultaneously.

A mobile device capable of facilitating a financial transaction or other data
exchange using close range communication, the mobile device comprising:

a plurality of spatially-separated antennas and/or transmitters mounted
on the mobile device, wherein a transmission of a complete transmission from
the mobile device to a receiving device that completes the financial transaction
or other data exchange 1s performed 1n parts by random operation of individual
antennas and/or transmitters from among the plurality of spatially-separated
antennas and/or transmitters mounted on the mobile device that are activated
in turn such that a spatial movement among the individual antennas and/or
transmuitters transmitting 1S stmulated and secure transmission of the complete

transmission 1s enhanced.

The mobile device of claim 9, wherein each portion of the transmission that
is transmitted from one of the plurality of spatially-separated antennas
and/or transmitters 1S transmitted at a different power level than at least one

adjacent-in-time portion of the transmission.

The mobile device of claim 9, wherein each portion of the transmission that
1S transmitted from one of the plurality of spatially-separated antennas
and/or transmitters changes from an adjacent portion of the transmission in

at least one signal characteristic setting or level.
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The mobile device of claim 11, wherein the at least one signal
characteristic setting or level is power level, and the close range

communication is Near Field Communication (“NFC™).

The mobile device of claim 11, wherein the at least one signal

characteristic setting or level is phase.

A method of Near Field Communication (NFC), the method comprising;

(a) generating a NFC transmission having a number of transmission
portions at a transmitting device;

(b) transmitting an initial transmission portion from the transmitting
device (1) from a first antenna and/or transmitter that is mounted on the
transmitting device, and (2) at a first level or setting of a signal
characteristic;

(c) transmitting a second transmission portion from the transmitting
device (3) from a second antenna and/or transmitter that is mounted on the
transmitting device, the second antenna and/or transmitter being spatially-
separated from the first antenna and/or transmitter, and (4) at a second level
or setting of the signal characteristic, the second level or setting of the
signal characteristic being different than the first level or setting of the

signal characteristic, such that eavesdropping on the NFC transmission is

inhibited.

The method of claim 14, the method further comprising:

transmitting each subsequent transmission portion from the
transmitting device from a next antenna and/or transmitter that is mounted
on the transmitting device and that is different than the antenna and/or
transmitter used to transmit the directly preceding transmission portion that
was transmitted from the transmitting device, wherein the next antenna

and/or transmitter is randomly determined.
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The method of claim 15, the method further comprising:
transmitting each subsequent transmission portion from the
transmitting device at a level or setting of the signal characteristic that 1s

different from that of the directly preceding transmission portion.

The method of claim 14, wherein the signal characteristic that is changed

from transmission portion to transmission portion is power level.

The method of claim 14, wherein the signal characteristic that is changed

from transmission portion to transmission portion 1s phase.

The method of claim 14, wherein the first and second transmission portions

are transmitted from different antennas and/or transmitters simultaneously.
The method of claim 14, wherein the first and second transmission portions

are transmitted from ditferent antennas and/or transmitter sequentially 1n

time.

25



108

\

Distance <5
cm

CA 02858047 2014-07-30

100

102

110

:;/ | 7 NG, BSARPE <~~\‘ _' Allte nna /
’% H{Alice,Bob) N

Distance < 10m L> Receiar:

.:.:gw;i: :

112



CA 02858047 2014-07-30

200

202

214

| H1(AliceEve) /

206 : - ’% H2(Alice,Eve)

L L1 X2 Y00

o h""‘MQQ‘Q-.gl

H(Alice,Bob)

et hann MO .- - Peat ..

S . : H4(A11CE3,EV8)




CA 02858047 2014-07-30

304

NFC

(Magnetic Field)
A

Vindeman,

MO UoTT VUL WOUWVL ARG JNC NvEN RN QW WA g

308 310 312



CA 02858047 2014-07-30

400

Transmission
Portion 402

Transmission
Portion 404

Transmission
Portion 406

Transmission
Portion 408

Transmission
Portion 410

Transmission
Portion 412

FIGURE 4




CA 02858047 2014-07-30

500

¥

LTE Wireless TX/RX 510

WiFi Wiretess TX/RX
512

Power
Supply 508

NFC Antenna/TX 514

S
NFC Antenna/TX 516

<>

Processor
—) NFC Antenna/TX 518
502
<4—p NFC Antenna/TX 520
<€4—P NFC Antenna/TX 522
Speaker/ Memory 504

Microphone 506

FIGURE 5




CA 02858047 2014-07-30

600

Providing Plurality of
NFC Antennas/TXs 602

¥

Generate NFC
Transmission Having
Several Portions 604

¥

Randomiy Assign
Transmission Portions 1o
Different NFC
Antennas/TXs 606

v

Randomly Selecting
Different Signal
Characteristic Setting for
Transmission Portions

608

v

Sequentially or
Simultaneously
Transmitting the
Transmission Portions
610

v

Reconfigure Complete
Transmission from
Transmission Portions
612

FIGURE 6



CA 02858047 2014-07-30

Provide Multiple NFC
Antennas/TXs 702

v

Split NFC Transmission
into Portions 704

v

Transmit Initial Portion
from 15 Antenna/TX
and/or at 1% Signal

Characteristic Setting
706

v

Change NFC
Antenna/T X Next Portion
IS to be Transmitted With

708

700

—

v

Change Signal
Characteristic Setting

Next Portion is {o be
Transmitted At 710

v

Transmit Next Portion
From Next Antenna/TX
and/or at Next Signal

Characteristic Setting
712

v

Reconfigure
Transmission at
Receiving Device 716

b

Repeat Steps 708,
710, 712 Until all
Transmission
Portions have been
Transmitted from
Different
Antenna/T X and/or
at Different Signal
Characteristic
Setting than that of
Preceding or

Adjacent
Transmission
Portion 714

FIGURE 7




CA 02858047 2014-07-30

800

Transmit 1% Portion from

1% Antenna/TX and/or at

1% Signal Characteristic
Setting 802

v

Transmit 2" Portion from

2" Antenna/TX and/or at

2" Signal Characteristic
Setting 804

v

Transmit Next Portion |
from Different or Next Q‘ ________ Repeat Step 806 Until Al
Antenna/TX and/or at Transmission Por’u_ons
Different or Next Signal Have Been Transmitted
Characteristic Setting | '1> 808
306
Reconfigure

Transmission at
Receiving Device and/or
Use Data Received in
Transmission 810




200

202

L e 214
 Aliea H1(Alice Eve) /
.

- Antenna 212

. | HUA{AliceEve)
?‘?. 21818 -

204



	Page 1 - abstract
	Page 2 - abstract
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - claims
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - abstract drawing

