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olEje} A7) Al2®l 8% dolEle Bl ECQIE(time point)e EFY SlE{¥ (time interval)S ¥

A7) AA s @A o] Fof,
A7) AA g g dlolg Zzbe] AjZe] W (Shapley value) S AF&E3stE wHA; 2

TV e AEY WRE e v A i) AlaE ARE Adesks dAE

iy
==
i)
o
o
rir

ROP &4 %] W,

AT 4

27] ROP &7 T4 RdE gAdste 9 AEE 5 dHolEus ol 8ste F3HE=



[0001]

A5l Joj A,

ne
k!
i
N
—
o
2
ofo
[«0
2
£
o
N
2
oy
jin}
2
o
i
e
rlet
[«0
2
fr
i
)
i
fin)
b
i
[«0
2
rr

Algorithm 1: Data preprocessing algorithm for system
information.
Input: X}, € Rsamplesxfeatures
Xyiil € Rsamplesx features
Output: Xsys Info € Rresamplesxfeatures
N1 « samples;
N2 « features;

while N1 # 0 do
Xnpe (N1, Instruction Retired) .
IPC1 & Xnpe (N1, UnHalted Core Cycles)*
Xhpe (N1, Instruction Retired) )
IPC2 « Xppe(N1, UnHalted Reference Cycles)’

Xhpea < merge IPC1, IPC2, and thc(Nln others);
N1« N1-1;

end

while N2 # 0 do

Xuritz — zscore(X,;;( :, N2));

N2« N2-1;

end

Xppcr € Rresamplesxfeatures  resample Xppeq to 1ms;
X,rilr € Rresamplesxfeatures resample X, to 1ms;
thcz « interpolate thcR with zero value;

XurilN < interpolate X, ;;1g with nearest value;
Xsysfnfo  merge thcZ’ XutilNs
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2 o= Al2~El A B (system information)E ©]-83F] ROP ¥ 2 (Return-Oriented Programming attack)<
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Performance Counter, HPC) dHlo]Ele} A ~®l 8% (system utilization) Blo]El7} == & Q. &, B
ol = HPC dlolEe] HZAAHEH 5oz Qs A% As FH317] ¢ HPC dHole el HiEo] T2 A~
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(% 1]

Index HPC data Explanation
1 Instruction Retired Number of instructions at retirement
2 UnHalted Core Cycles Core clock cycles
3 UnHalted Reference Cycles Reference clock cycles

4 BR_MISP_RETIRED.NEAR_TAKEN Number of near branch instructions retired that were mispredicted and taken

5 L2 LINES_OUT.NON SILENT Number of lines evicted by L2 cache
(] FRONTEND_RETIRED.L2_MISS Number of L2 cache true misses
v LONGEST_LAT CACHE.MISS Number of the last-level cache misses

3% += HPC dlo]E+= Instruction Retired, UnHalted Core Cycles, UnHalted Reference Cycles,
BR_MISP_RETIRED.NEAR_TAKEN, L2_LINES_OUT.NON_SILENT, FRONTEND_RETIRED.L2_MISS, =2
LONGEST_LAT_CACHE.MISS & #ol% shvts Egstar, ol gk A% A2 1 1o 7]A=o] Urt.

HPCE CPU9] PMU(Performance Monitoring Unit)ol ¥+ E4 529 #x28 F3(special-purpose
register set)S owmlgttt. olglgl #HAA~E HIFE o] As oWE JRE AT vk o R HPCE
A& CPUA ol 3 7He] nAE 7heH 4 /e Z=a Jhed 7 & ATt 2w, HI I8
AXELS B2 st=do] A% oHIEES AFdtt. st Z2AA A5ES Hrlstkry] fd8, e, 2d-5
3} (model-specific) HPCsE Faf, 3t=9o] A%

[x% 2]
Index System utilization Explanation
1 CPU user time Process time spent in user mode
2 CPU system time Process time spent in kernel mode
3 Read count Number of read operations performed by a process
4 Write count Number of write operations performed by a process
5 Read byte Number of bytes read
6 Write byte Number of bytes written
T Other count Number of I/O operations performed (other than read and write operations)
8 Other byte Number of bytes transformed (other than read and write operations)
9 Page fault Number of page faults
10 Peak Wset Peak non-swapped physical memory used by a process
11 Wset Non-swapped physical memory used by a process
12 Peak paged pool Peak paged pool usage by a process
13 Paged pool The current paged pool usage by a process
14 Peak non-paged pool Peak non-paged pool usage by a process
15 Non-paged pool Current non-paged pool usage by a process
16 Page file Total amount of virtual memory used by a process
17 Peak page file Pealk total amount of virtual memory used by a process
18 uss Memory size (unique to a process)
19 Memory map number Number of memory maps per process
20 Memory map amount Total amount of memory maps per process
21 Memory percent Process memory utilization as a percentage
22 Joluntary context switch Number of voluntary context switches by a process
23 Thread user time Time spent by threads in user mode
24 Thread system time Time spent by threads in kernel mode

FREE A=Y 8% do]E = (PU user time, CPU system time, Read count, Write count, Read byte,
Write byte, Other count, Other byte, Page fault, Peak Wset, Wset, Peak paged pool, Paged pool, Peak
non-paged pool, Non—paged pool, Page file, Peak page file, USS, Memory map number, Memory map amount,

Memory percent, Voluntary context switch, Thread user time, % Thread system time % Zo]% 3IUE
skalar, o]l sk AAlst A2 ® 20 Z|AEH o] A},

HPC HIEIE O o AUHS gH02 FAAE $EY REL SRR WO Aol AF #EL T
Mg g AEYES RS 448 5 ok, oA, (PUS BEel e SEel mE 4A Zzaw o
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Fol AF7t oF 7t M=% AT 5 slvk. A=H %}% rl oleli= ] g F71, oA s F71=2
TRAA L] ZRA AL P T %‘% A& = vk =, HPC dlolE ot Al=® &8 deolE= v g
AER F71AAd, ms)E 7HE 5 slek. AAjelel] ek, HPC rﬂ ofeli= All AEFES 7H F Sda, Al=E
48 dolHE A2 HEFES 7}*‘ ol olw, Al MEFET A2 AELELS FdaAAY ol F 9l
o S, 2Fe AAY FAE FAs TUT AIFES 2 WPC dlolE g Axy FEE deolEE A4
g = 9.

ool M, SEo] dlolofol el HPC HeolEsh AW dolofol el Axg HEE Heold
oGk, HPC BlolEE HPCsE Bl 545 sh=do] 4% oMES] ud Aue ojua
v BEE dolEE wRAsZe] off 2

29 e P A DA
ZEAzT} ol F9 A2Y Basd tehic, dan), Asg FEE dolei (PU o g, wxe, tjxad,
=93 S5l g 4uE LI,

=
R EIRE L EA S

=18 Fxd, B ame 4 1 fod 84AE, Al~El AHH o]&(system information utilization), H°o]E
A2 2] (data preprocessing), 2H7FsA (explainability), 2 o]4 7] (anomaly detection)® TAETF. A
2E AR o] goA, F /e EEo] HPC HolH e} A|AH F8E dolHE AMEHe),

A28 FR olg. A, ANets A AF2 RP g4 dEd e gk Al2E JRE S

dolg Az . ulolg HAAME {8, #3E HPC dlojele} A2~ &8% dlojg = IPC(instructions per
cycle) X 7-2350](Z-Score) 9} & ongl= dWo]E (meaningful data)® WEH F= v}, T3, o] Ims
vt} A2 BIZFH(zero interpolation) @/ HTH HIZFH(nearest interpolation)o 2, Ho|HE A=
W (upsampling)® & Avk. JHEDF EES HPC dlolH e A= &% dolE Apolo] B9 XEIE(time
point)®t B}l AW (time interval)& viA 3k, shte] dloly Aoz W3 ¢ k.

A7, B aye AFAF RE(dA, LSIN-VAE)Q] o= g AurtsAS Aedr] g MZy
W (Shapley values)& o] &gttt A& WRE A7) A8l AoH+= BF g (value function) = FEE
PCA(probabilistic Principal Component Analysis)®] A74 LHF=E AT, &8¢ =g WF AXt
s, WF 4= F¥8k(marginalization)E o]&3ke] ka3 @l WFE 4o diste], B @i,
H 7FE2 AF(Monte Carlo approximation)E ©]&3te] Al&e] WFE ALt A& WRe oF Ao

3k 7} AlaE AHol Vs YERY, AFA T ZA(AAW, LSTM-VAE)o| o] &5 Al=E AW 74
Hrstelr] Hste] 71kl 7|zt wE A3 A 5AE A9 F Yk F
Yetdl= g sl Ao SATE Addste] gy s2E A 5 k. o]ef o],
St Alasl(Ee 2Y)2 34 834 AeS FAEIHA HH od=s Bt

M By & rm mlo a2

ol #A. ol ‘%Xl"ﬂ*i, & oAM=, EXE=skE WA o7k LSN-VAES Zﬂc’“ﬂq TAESE WA e
=
=]

ojgtell A=, Al~E JH o]&(System information utilization)ol] thall Bt} FAlstA A gict.

ROP &7 Fedxl 542, o4 259 Wyvhs 2zt 7Hl(gadgets)o] AlS o] &st=  Flo]Z=(payloa

doll dotk. A2aE oA, Holz=ol Aee ROP T4 et HHo] B ES vt olys dAE T 3}
=, T2 Ag Zoto] F W (call instructions)S 28l W (return instructions)d & o] Fx &
== Aol

Al2H] AR o] (System information utilization)

ole1dk wAo] wel, B I ROP F43 FwdAdo] 9= HPC dlolE(F 1 Fx) ¥t ofye} AlaH &8
Z dolH (X 2 FX)E ZUHHIG, Actstes Al&He F e 2ES X3t Al B2, doli ol
B (library) & &3, Al28 &85 dolgE vy Al F712(AAd, v Ins vit}h) MEH o), EH
E oA, HPC HolEE ZAH3= T, A% FUHZHE AE HE(poeformance monitoring interrupt)Z
ol g3t} A2 RES, =% Ad o] H.(Windows kernel drive)® Ea, 2.9x10° o] CS-PMIZ, HPC
dolelE MEH ST, CS-PMIE B 2429 HPC HolE 7} v T2 A xd o8 Qd=E S O 4
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AT
Hlol&] A (Data preprocessing)

Zeag A gk Aad JRE FHsta, " AR Ares dAedy. dags 12 Heoly dAgE
AR dagFolnt. IPCE AASH] flste], HPC HolH=HH o F 7px] F7o] #ol3& o&staL, IPClL %
IPC2E Atet. tdgom, ZuAlR AlXE 8o Wsts Y] ffste], AAE 8% dolHdl
el Z-=31015 A8 & vk, B9, B AEE Bl EQIES wiHAIZIZ] f18ke], Imse] BRS) IEE ]
A SAE HIPC dolgel AlxF S8= dHolHE dA=dT & . dHELeR AT AEA (missing
values)= 4o B 7S S Bibd 5 vk, IPC Hlo|HE Hitslr] fjste] Az HibHo] o] g%l
Alzd FE dolHE HisH] ffste]l HA wWibo] o] &d 4 Slvk. vk, o] deRiert A}ﬁﬂ
© Bl AldE = AL ofyr, AAjdel] we Foldt wibye] AHgd sk Qv

[&are]

il

1]

Algorithm 1: Data preprocessing algorithm for system
information.

Input: thc € Rsamplesxfeatures

Xyl € Rsamplesxfeatures
Output: Xsys!nfo € Rresamp[esxfeatures
N1 « samples;
N2 « features;

while N1 # 0 do
Xnpe (N1, Instruction Retired)

IPC1 Xnpc (N1, UnHalted Core Cycles);
IPC2 ffﬁf Faiatiad Wefrence Gy’
Xnpea < merge IPC1, IPC2, and Xpp (N1, others);
N1« N1-1;
end
while N2 # 0 do
Xutitz < zscore(Xy;( ., N2));
N2« N2-1;
end

thcR € Rresamplesx features resample thcA to 1ms:
X,tilr € Rresamplesx features resample X1z to 1ms;
Xhpez « interpolate Xp,.p with zero value;

Xyuriln « interpolate X,,;g with nearest value;

Xsysfnfo — merge thcZ’ XutilNs

3 7154 (Explainability)

Avstr] 98 AEE UFRE &8s, AEE
& ol = F 3=, 3527 PCA(probabilistic PCA)S] A+
A LHE o& JP_E’H XJJELE} T3, AEE WRE asdow Aitsly] HEiA, WR d4E dasksle

F¥3} 7]"H(Naoya Takeishi. Shapley Values of reconstruction errors of pca for explaining anomaly
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detection. In 2019 international conference on data mining workshops (icdmw), pages 793-798. IEEE,
2019.)5 o8 = vk, W, EAEY] ABEAS R AdEes SEH JMER 2AFE Zde AR daE
oj-gate] AEe] WFE A = vk, 3070 AlA®) AR g AlEE Wil o5 Vx=E AT
Aljbel= A28 dS Aess Aoyl HsliA, B sHezHEH 110709 ol AlS o] &3t} PCAY
2 82 AAE & vk, ROP 34 Ao =2RE 9 110 /9] oy Alo] MEe] WFHE AXsl7]

do. 2H 7hEE v 1,0000.2 AARET. doly Ao AlEY 2 54 Wg A= WR7F BUFEY
ROP & 2o gk 30718 A28 AHe] 7|oes & 20 EAEo] i},

AW, NAYE ded mdel LSIM-VAES] As e =E ZFol7] s 54 Ae(feature selection)S 43
g 4 Qdrh. 54 Adgdale 7 A28 AR doly Jhed 34 g@Ad %2 VoL E A E HolHE A9
st 4= 9t} FEEH PCAE B3 7 Alawl AR doly 7tedl 34 ©x|of] dubEe rjonE zh=XA] A&
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MFE AdAT. B3, QB WRA @ ALe BH AR 2AE B FA5 Ha, olF AY Held
md9 gEow 4o BT F Ut

oY "=, A WA dolE Atolel SYA wddo]l EAE w] = A4 dlolHel wla] nHA wlolH
7 FEetA @5 dl, &Stk Al ROP w4 HolHE wHs] olg® 40N, ¥4 des FEATIVI
<8, o= BEl sk el F el tiE Abd ARE aqehH B £AE WA o4 BA

1

)

Boabgo] A= LSTM-VAES o] &3k, LSIM-VAEE 3D A AA(HMEEXEY d5$ Alo]=2xEAE)E 98 o

g Ji3
A 2zl o] &3, AlFA ol#lE= MSE(Mean Squared Error)@ A4 4= ddh. =& ol 230, 9F
tlo]8 7} LSIM-VAES] oJa] 2 AT AEA 252 AS etk HA dAIRS d5317] 91814, PRC(Precision-
Recall Curve)& o]&3te], AUE9l AHE ~Fo](precision and recall scores) AFo]e] zpol7} HAshE+=

7P e 2501E o] Astofe] AR AT 4 vk, B sk spAHelM = A dlelHwE o&st

i
ol
N
Ho
:cg
>
—
<2
-
=
=
2
oX,
2
)
il
o

A Ad dolHe 955 JAA e #HAleA 52 Fl B T2 diste] EUEEE delHE Al
|8 4 9, ¥4 A9 dHolge ZE gins SAAA T4 #Ale AXE WEAZZS] THAAE F3)
A= g gAA g waloM F2 Fo EX Zad RP 34L& F3sta o2 RUEHFoRN FES
T ATk

S .
A Az=" HRE gyo=z v AAE Hyd EEQA LSIM-AVEE Al H#d golBy g9
stateless LSTM REdS 83t 3= glom  AREH JE|nlo] A= adam, SF5 & (learning rate)e

d= &
0.0001, 43} st4== tanh7} &2 4 vt

% 3¢ A2Y Ans "o wdel 37 fud tie Age Anke wAw,
% 3% Fxshw, 4 Ao 2dxe wUHYE A29 Ang, Asee "oy mde 33 v 249
o4 A4E e, B2 Az A5e od d9L rop FA0 AT A .

A

v 2 el d AAde wE RP TA B4 2 A S dAWeEr] 9 seEelth. ofsteA =,
S AW F&EEE W&ol #e TAAR] VAE A g
2

T 9o, Hox ZZ M A (processor)
/2= W2 (memory) S ESE AT PC(Personal
Computer), A® (server), =E PC, #A %

9

Ar Bedon pan By 2

$, Az® Aurl $PEHSI0). AxE Aui BpC tole et AsE SEE dolEE Egarh A

Aut el TRaRe AGshs BFol, RP T FAHE 84 U/EE 44 B4 oM, FHE 5

k. AAlele] nheh, A28 g USB MR gRe 2o A% FAZRH 9 Aol nE o 54

AAY, el FAHe} FFY R AgHe] e FE At

Azgl Anel d@ AR Aol FHECKSI0). AT FAL HC HolEsh Axy BEE dolg Aol

el ¥QE W/EE B9l AHUS AAAYE B4 ERY 5 Atk E@, A e daalF 1o o

& dold W B4 LI F= ok

AAE A28 grel ate], shgel ol g8 54 Aele] FARTHSIN). HEuHE EHL A B A

g BRE 2 ue gAA AR AxY AuE eugc, Aol meh, S130 BAE AFHE A% b
AAY, B/Ee e g Asg Aud e Axe 51

st o] A%, mY A Axg ot A
=)
=
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[0059]

[0060]

[0061]

[0062]

[0063]

[0064]
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A E Al2E AR FoA Ae8E Ax® HAWE g% dolEZ o]&3le] AW Zdl (oA, LSTM-AVE) S
gHAIAOZH ) ROP 24 BX 2dS A 4= Juh(S140). g HAd A=, A dlo]El(ROP FZ o] =3
B2 & SN FHE Al2d AR)TS o] g&sle] shrE 4= Q).

o2, ROP $4% "Ass @7 o 39 5 Ark(S150). Hrh pAAeR, 2] ZRIY(EA L2
Aol Feh S Ayshs mFdl AXY ArZt #Y9E F 9lvh. FRHE ALY ARe A8E 54 g$
Shs AlaEl QRS oud 4 v sE ALE AR HiF dAe] sge] Fsa, A ALE
AEE ROP &4 ©A B dHFgoRN, RP 45 BT + Ao

ool Adrde A= st=so] 7 8k, AZESC A 24, H/EE SEdo] 74 84 B AZES]

of 7 a&e FFor FdEE F Avk. dF 5o, ArdEelA AdWE A W 74 adhe, dF 5o,
z2MA, ZEEY, ALU(Arithmetic Logic Unit), TXE 4% Z=ZAA (Digital Signal Processor), whe]=
Z7FE, FPA(Field Programmable array), PLU(Programmable Logic Unit), WO R ZAA = WHH
(instruction)& At THE F Ue thE ojuwg x|} o], gt o] HE AFH E= 5 53
AFEHE ol &3t FdE F Ak, A XPZ]* -9 A A (Operation System, 05) % 7] £ AA AolA

FE = S o) AZE] & AAS FAY G At EF, AY FA = AZEo A
wete], diolgE A2, A%, 2%, Ay 2 *ﬁ‘é% F& At o3 AgE fstd, M7 FA= sTE A
|5 = Ao AWE AT AT, AT Ve HBokdA e AAs 7Rl A=, A" AAVF B e A

1=}
2] 84 (Processing Element) H/FE 54 39 A 845 X3 F IS & F Uk, dE 59, A
AA e 55 e L2AA Ee= s Z2AA E st 2 ATh. 3, WHEH EZAA
(Parallel Processor)®} 22, W& A2 4 (Processing Configuration)®= 7}&38}ct.

AT EYAE FHFEH ZZ 23 (Computer Program), ZE=(Code), W # (Instruction), T+ o5 F 3y o]A9]
23S XL F don, dite uE FANES Ay FHE FASNAY FHASER e Ao
(Collectively) ﬂal FAE WHE 5 Jdrp. AZEYo] W/EE dolEi, Ay FAd oste] A EAY A
= AFstr] Ysted, o™ F89 71A, 74 24 (Component), =8% A, 7MAF

oA mE Ax, e A$EHE A5 3(Signal Wave)o] drHo =,

]
#e A%

Hom FAMEnbod)E + Ak, AZEdIE MENAZ AAE DFE A< Aol L oln
4 %

= 944
Babel o g AFEAY AgdE 5 Jrl. AZEYo] @ dolHE s} oY AFE = sts 7|E v
Aol A= 4 ok
AAdo] wE wHe ok AFEH IS Bae] £y ¢ e TRad 9y JduE 7AYo AFH 3@
5 7bs Al 71EE 4 vk A7) HFE #5 b viAle Z2a9 g, doly v, dHoly X T
gEoR T sl 3 4 vk, A7) uiAle] 7EEE 20 P AAGdE fste] 5E3 A4
Ha AR ABAY HFE AZEYY FAANA FAH AME 7hsd AY F= k. HAFE A5 )
= = Z23

9 g3 9@ 2] HolZel & 7] wiA (Magnetic Media), CD-
ROM, DVDF & 371= wiA(Optical Media), E&E|ZE tlx==(Floptical Disk)¢} e A= wiA
(Magneto-optical Media), &(ROM), = (RAM), ZA] Wrg T3 ¢ Tzax WIS At 33t
58] A% st=do] X7t xR, 203 WE o] o= Hupdeld o3 whEolx %
of mrnk ofyg} QIE 2 H F& AMEEA HFE ofsiA Add e 1F Ao
718 stedlo] FA = Arde] &S TS| 98] St o] AXEd o] RERA

glom, 7 om nhRzbd o],

Iy

It
i
o
o
T
4 ox X

w2 Ede] mAlE AAds Faus AWEflon ol dAHSl Al ket i e okl 4
A2E 7H A ol RE tgd Md B #ed B AA7 Thestte HE oldd Aol dF 5,
A ZleEe] ARE W e SME FREAY, R/EE ARE A2E, 7E, AA, 3R 59 74
QaSo] MuE WY T2 e A3 £E 2FHAY, 2 A4 24 B 752 a5 gHgAY
g et A4 ?‘;FJJ} %}H% ATk wEbA, e A Ve BRI WMelE HFE e53

do
o
N
e
_Bi

>
>,
o
2
o
)

_Lz
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i)

_11_



ZIHSd 10-2024-0168076

Explainability

« Instruction Retired = =
-]

5 » UnHalted Core Cy 2 28 E
> & | Reconstruetion errors | 5 8 The Shapley Values g
) * UnHalted Reference Cyeles 5 3 =
= A E » =

§ + BR MISP_RETIRED NEAR TAKEN £ » g% L
2 « L2 LINES_OUT.NON SILENT A g § '& E
= « FRONTED RETIRED.L2 MISS E . =

* LONGEST_LAT CACHE MISS

Only for training ]

. CPUusrtime: o Papedpodl R A, - - SR e

M+ CPUsysiomtime + Peak rion paged pool

« Non paged pool

= Page file

&

= USS

Kemel layer

Anomal

estimation

2
-
LSTM

decoder

+ Peik paged pool

k1
g
[\
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0.8

c

=

t

3

2 0.6 1

| .

e

c

o

o

0.4

0.2 1 B

0.0 o R PR phn TE mer et P T Lo ¢
FZ2VnNAUEELErMNULUFTo LA uL 2 oadds s
CHUN S oS o YES o EESSESESSEEZ 8800
J{E%ﬂﬂgﬂ——nnﬂgnngﬂzgmggmmhggﬁ
AT - TR, - VDT hs=YD oo
U","|%N@w-cm LR399 "0ddynEGEZ-Ra & ﬁg_
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k1
N2
(VA
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k)
IPCLE — 1

vy i‘ :

P s

e i

Read count —

PC2 — EHH Hﬂm@mﬂ:f

PN T s

Read byte — %10

BR_MISP_RETIRED.NEAR TAKEN —
Write byte —

] W ———

10°

E“ﬁ!’kf " — %; mmrtzr‘jr\,%_r_qnjﬂl JWM#:‘:Q

10000 FF]

L2_LINES_OUT.NON_SILENT — ilmﬂt

m“'—'m‘ﬁ‘:’{]’mwiﬁﬂ"ﬁ “‘ 3

0 ! L

5| - 0.95 :b ﬁiﬂ Juw

0 0 = 08
5

Other byte —
{
0.5
i

FRONTEND_RETIRED.L2_MISS —

i %qu

i1

1
<‘(:<

Peak paged pool —

0

LOGEST_LAT_CACHE.MISS —

Paged pool —

Anomaly score 0 -
L 0 200 1800
me [ms]

1
g
HN

Start

s

5000 .
20 o
[ mr sl
0 L
0 900 1800 0 900
Time [ms] Time [ms]
(b) (¢)

REES

—~—S110

A e

-~ 5120

rx
=2

—~—S130

1
f>

-~ S140

ROP &4 EX|

L~ 5150

End
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