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FEMTO ACCESS SECURITY GATEWAY DISCOVERY IN WIRELESS
COMMUNICATIONS

PRIORITY CLAIM AND RELATED APPLICATION

[oooi] This patent document claims benefit of U.S. Provisional Application No.

61/227,028 entitled "FEMTO ACCESS SECURITY GATEWAY DISCOVERY" and

filed on July 20, 2009, the entire disclosure of which is incorporated by reference as

part of the specification of this document.

BACKGROUND

[0002] This document relates to wireless communications and systems.

[0003] In various wireless communication networks, the wireless coverage could be

divided into many small geographic areas called cells. Depending on the size and

capacity, a cell could be categorized as macro cell, micro cell or pico cell. An access

network equipment, i.e. Base Station, is usually installed in each cell to serve the

access terminals or mobile stations located in the radio coverage region of the base

station through wireless connection.

[0004] Wireless communication systems can include a network of one or more base

stations to communicate with one or more wireless devices such as a mobile device,

cell phone, wireless air card, mobile station (MS), user equipment (UE), access

terminal (AT), or subscriber station (SS). Each base station can emit radio signals

that carry data such as voice data and other data content to wireless devices. A base

stations can be referred to as an access point (AP) or access network (AN) or can be

included as part of an access network. A wireless communication system can include

one or more access networks to control one or more base stations.

[0005] Radio coverage of the base stations can be limited under certain

circumstances. For example, indoor areas and certain areas between tall buildings

may not have good radio coverage by the base stations. An extension base station can

be implemented to extend the coverage of the base stations and such an extension

base station is often referred to as a femtocell base station (FBS). A femto base

station (FBS) or Femto Access Point (FAP) is used to provide radio coverage for a

femto cell by wirelessly transmitting radio signals to mobile stations or subscriber

stations located in the femto cell based on a wireless air link standard, such as



WiMAX specification. The FAP can adopt the home or offices' wired broadband

connection, like ADSL or cable modem or on-premise fiber link, as backhaul to

connect to the wireless core network. When a mobile station enters a femto cell

coverage, the mobile station could switch its connection from macro cell to FAP and

continues its wireless service connectivity.

SUMMARY

[0006] Techniques and systems for discovering a security gateway for attaching a

wireless access point in a wireless communication system are provided.

[0007] In one aspect, a method for discovering a security gateway for attaching a

wireless access point in a wireless communication system is provided to

includeconnecting a wireless access point to a communication network to obtain an IP

address of a security server that is configured to assist the wireless access point to

discover security gateways in the system; using the obtained IP address to establish a

communication between the wireless access point and the security server; operating

the security server to obtain information of the wireless access point and to select a

security gateway from security gateways in the system, based on the information of

the wireless access point; operating the wireless access point to obtain an IP address

of the selected security gateway from the security server; and using the obtained IP

address of the selected security gateway to establish a communication between the

wireless access point and the security gateway and to attach the wireless point to the

system via the security gateway.

[0008] In another aspect, a wireless communication system is provided to include a

radio access service network (ASN) that includes security gateways to which one or

more wireless access points can be attached; and a security server that is connected to

the ASN and configured to assist a wireless access point to discover one of the

security gateways to attach. Each security gateway includes a mechanism operable to

authenticate the security server to a wireless access point before authenticating the

wireless access point. The security server includes a mechanism to select one of the

security gateways based on information from the wireless access point and to send an

IP address of the selected security gateway to the wireless access point for



establishing a communication between the wireless access point and the selected

security gateway.

[0009] These and other aspects and various implementations are described in

greater detail in the drawing, the description and the claims.

BRIEF DESCRIPTION OF DRAWINGS

[ooio] FIG. 1 shows an example of a wireless communication system with femto

base stations.

[ooii] FIG. 2 shows an example of a radio station architecture for a wireless

communication device or a base station in FIG. 1.

[0012] FIGS. 3 and 4 show an example of a WiMAX implementation of the system

in FIG. 1 that obtains the IP address of the SeGw via the pre-configured FQDN, URL

or public IP address of the Security Server.

[0013] FIGS. 5 and 6 show an example of a WiMAX implementation of the system

in FIG. 1 that obtains the IP address of the SeGw via the pre-configured FQDN, URL

or public IP address of a femto DHCP Server. .



DETAILED DESCRIPTION

[0014] FIG. 1 shows an example of a wireless communication system with femto

base stations. A wireless communication system can be a wireless network and

includes one or more base stations 105 such as a macrocell base station, microcell, or

picocell base stations. One or more femtocell base stations 120 can be provided as

femto-cell wireless access points (WFAPs) to extend the wireless service provided by

base stations 105. Base stations 105 and femtocell base stations 120 can provide

wireless service to wireless devices such as mobile stations 110 (MSs). The system

can include one or more core network components 125 to provide wireless services

via the base stations 105 and 120. Various wireless communication technologies can

be implemented in FIG. 1, such as Code division Multiple Access (CDMA) such as

CDMA2000 Ix, High Rate Packet Data (HRPD), evolved HRPD (eHRPD), Universal

Mobile Telecommunications System (UMTS), Universal Terrestrial Radio Access

Network (UTRAN), Evolved UTRAN (E-UTRAN), Long-Term Evolution (LTE),

and Worldwide Interoperability for Microwave Access (WiMAX) based on an IEEE

802.16 standard.

[0015] FIG. 2 shows an example of a radio station architecture for a wireless

communication device 110 or a base station 105 or 120 in FIG. 1. A radio station 205

in this example includes processor electronics 210 such as a microprocessor that

implements methods such as one or more of the wireless communication techniques

presented in this document. The radio station 205 includes transceiver electronics

215 to send and/or receive wireless signals over one or more communication

interfaces such as an antenna 220. The radio station 205 can include other

communication interfaces for transmitting and receiving signaling and data. The radio

station 205 can include one or more memories configured to store information such as

data and/or instructions.

[0016] The wireless communication device 110 is also known as a wireless

subscriber stations or mobile stations(MS) and is capable of wirelessly

communicating with the base station 105 or the WFAP 120 and may be implemented

as a mobile or fixed device which may be relocated within the system. Examples of a

stationary wireless device may include desktop computers and computer servers.



Examples of a mobile wireless device may include mobile wireless phones, Personal

Digital Assistants (PDAs), and mobile computers. A base station 105 in the system

is a radio transceiver that is conceptually at a center of a cell and wirelessly

communicates with a M S in the cell via downlink radio signals. Each BS may be

designed to have directional antennas and to produce two or more directional beams

to further divide each cell into different sections. Base station controllers (BSCs) are

provided in the system to control the BSs. Each BSC is connected to a group of two

or more two or more designated BSs and controls the connected BSs.

[0017] In wireless communication systems, a wireless femto access point (WFAP)

120 is directly attached to the wired or wireless broadband network infrastructure

125, e.g. DSL, Cable Modem etc. In various implementations, the wired or wireless

broadband network infrastructure may not belong to the same operator for managing

the femto network service provider (NSP). Under such circumstances, it is desirable

to provide a mechanism for the WFAP to obtain the IP address of the Security

Gateway (SeGw) which safe-guards the WFAP access to the corresponding femto-

gateway and the backend network of the temto NSP. Often times, the specific

location of the WFAP access may not be determined in advance and the deployment

could be at any location, e.g., nationwide or international. It is therefore important

for a WFAP to obtain the IP address of the SeGw from any deployment location. For

example, the WFAP can obtain the IP address of the SeGw via the pre-configured

Fully Qualified Domain Name (FQDN), URL or public IP address of the SeGw. The

following examples use a special security server for the femto ASN and a Dynamic

Host Configuration Protocol (DHCP) server to obtain the IP address of the SeGw.

[0018] FIG. 3 shows an example of a WiMAX implementation of the system in

FIG. 1 that obtains the IP address of the SeGw via the pre-configured FQDN, URL or

public IP address of the Security Server. In this example, the system includes one or

more macro radio access service networks (ASNs) 310, a Connectivity Serving

Network (CSN) 320 with an AAA module 322 for authentication, authorization and

accounting functions and a home agent module 324 for user registration functions for

WiMAX communications, and one or more femto radio access service networks



(Femto ASNs) 330. A femto network service provider (NSP) module 340 is provided

to manage or control the femto ASN 330 and th.

[0019] The ASN 310 includes one or more base stations (BSs) 312 or base

transceiver stations (BSTs) that are spatially distributed in a service area to provide

the radio access and an ASN-Gateway (GW) 314 to control the BS 312 and to

manage the communications of the ASN 310 with the CSN 320 and the femto ASN

330. The femto ASN 330 includes one or more WFAPs 332, one or more security

gateways (SeGWs) 334 that safeguards the WFAP access by the WFAP 332, and a

femto gateway (Femto-GW) 336 that manages communications of the femto ASN

330 with ASN 310 and the CSN 320.

[0020] In FIG. 3, the femto NSP 340 is provided to manage the femto ASN 330 and

is responsible for the operation, authentication and management of the WFAP 332.

The femto NSP 340 includes a femto-AAA module 342 to perform the authentication

and accounting of the WFAP 332, and a security server 344 for handling the initial

process of checking the identity of the WFAP 332 and directing the WFAP 332 to a

proper SeGW 334 within the femto ASN 330. The security server 344 supports the

initial bootstrap of the WFAP 332 to the network and thus is also referred to as a

bootstrap server. A WFAP management server is also provided to operation and

maintenance (O&M) features of the WFAP based on a standard such as Simple

Network Management Protocol (SNMP), TR069 or DOCSIS. In some

implementations, this WFAP management server can be part of the femto NSP 340.

[0021] In FIG. 3, the Reference Point R3 includes the set of Control Plane protocols

and Bearer Plane protocols to support AAA functions and also to transfer of user data

between the Femto ASN 330 and the CSN 320. The AAA 322 is responsible for

subscriber authentication and accounting operations. The Reference Point R4

includes the set of Control Plane protocols and Bearer Plane protocols

originating/terminating in various functions entities of an ASN that coordinates M S

mobility between different ASNs and Fe-GW as well as between Fe-GWs. The Fe-

GW 336 may also be connected to Macro ASN-GW 314 through R4. The Reference

Point R6-F includes the set of Control Plane and Bearer Plane for communication

between the WFAP 332 and the Fe-GW 336. The control and bearer plane traffic



over the Reference Point R6-F is sent through an IPsec 9 tunnel between the WFAP

and the Se-GW. The Reference Point R3-F includes the set of Control Plane

protocols based on the protocols for R3 in the macro WiMAX network, to support the

authorization, authentication and accounting of the WFAP 332 between Femto ASN

330 26 and Femto NSP 340. R3-F can also include management plane protocols

between the Management server and WFAP. The Reference Point Rx includes the set

of the initial bootstrapping protocol between the WFAP and the bootstrap server.

[0022] FIG. 4 shows an example of the operational flow for discovery of the SeGw

334 via the security server or bootstrap server 344.

[0023] At Step 1, the WFAP 332 is booted up.

[0024] At Step 2, the WFAP 332 obtains the (outer) IP address from the backhaul

network (e.g.: DSL, Cable) via DHCP server. If the WFAP 332 does not have a pre-

provisioned FQDN of the bootstrap server 344, the IP address of this bootstrap server

344 may be provided as a DHCP option.

[0025] If the WFAP 332 is pre-provisioned with the FQDN of the bootstrap server

344, the WFAP sends out a domain name server (DNS) query for the IP address of

the bootstrap server 344 as shown by Step 3 .

[0026] At Step 4, once the IP address of the bootstrap server 344 is determined by

the WFAP 332 in either Step 2 or Step3, the WFAP 332 establishes secure connection

with the bootstrap server using, e.g., HTTPS based on pre-provisioned credentials

such as a digital certificate for the bootstrap server 344 to authenticate the server 344.

The WFAP 332 does not provide its certificate to the server 344. Only the bootstrap

server 344 is authenticated.

[0027] At Step 5, the WFAP 332 connects to the bootstrap server 344 and requests

and downloads initial configuration information, e.g., the IP address of the Se-Gw

334, from the bootstrap server 344. The WFAP 332 provides its IP address and may

also provide other location information (e.g. GPS info) so that the appropriate Se-GW

334 can be selected for the WFAP 332 by the bootstrap server 344. The WFAP 332

obtains the IP address of the Se-GW 334 from the bootstrap server 344. In addition,

the WFAP 332 can obtain the FQDN of the management server.



[0028] At Step 6, the WFAP 332 and Se-GW 334 authenticate each other, and

establish the VPN tunnel. The Se-GW 334 communicates with the Femto-AAA 342

via the Femto-GW 314 for the authorization of the WFAP 332. The inner IP address

is also assigned to the WFAP 332 by the Se-GW 334

[0029] At Step 7, the WFAP 332 and theFemto AAA 342 communicate to perform

the WFAP authentication. The WFAP 332 does a DNS query to obtain the IP address

of the management server from the FQDN of the management server at Step 5 .

[0030] At Step 8, the WFAP 332 connects to the management server. The WFAP

332 sends its local information to the management server such as the IP address of the

WFAP 332, its location information and others. The WFAP 332 downloads from the

management server configuration information of the WFAP 332.

[0031] At Step 9, the WFAP 332 and the femto GW 336 establish their

communication R6-F via the Se-Gw 334.

[0032] In the above process, the WFAP 332 may authenticate the Security Server

344 to prevent malicious spoofing, e.g. via server certificate of the Security Server.

If Fully Qualified Domain Name (FQDN) is pre-configured in the WFAP 332, the

WFAP 332 performs the DNS query to obtain the public IP address or the URL of the

Security Server 344 prior to authenticating the Security Server 344, if required. If the

deployment of the WFAP is nation-wide and international, it is likely the security

server 344 is deployed based on the Server Farm based architecture and the closest

Security Server 344 is approached by the WFAP 332 to obtain the IP address or the

URL of the SeGw 334. When the Security Server 344 communicates with the WFAP

332 via HTTPS or HTTP, the format of the initial configuration parameters including

the IP address or URL of the SeGw can be standardized, e.g., in the form of

SOAP/XML.

[0033] In the process in FIG. 4 , the WFAP 332 opens a HTTPS session to the

bootstrap server 344. The bootstrap server certificate is presented during the

authentication without using the WFAP certificate. Hence, the WFAP 332

authenticates the bootstrap server 334. This session is used by the WFAP 332 to

inform the bootstrap server 344 of its IP address and location information and retrieve

the Se-GW IP address and the FQDN of the management server.



[0034] Alternatively, a system can be provided to allow the WFAP 332 to obtain

the IP address or the URL of the SeGw via the pre-configured FQDN or public IP

address of the DHCP Server. FIGS. 5 and 6 show an example.

[0035] FIG. 5 shows an example of a WiMAX implementation of the system in

FIG. 1 that obtains the IP address of the SeGw via the pre-configured FQDN, URL or

public IP address of a femto DHCP Server 510. In this example, if FQDN is pre-

configured in the WFAP, the WFAP will perform the DNS query to obtain the public

IP address of the femto DHCP Server 510. If it i s nation-wide and international

deployment, it is likely the femto DHCP server 510 is deployed based on the Server

Farm based architecture and the closest femto DHCP Server 510 is approached by the

WFAP to obtain the IP address of the SeGw. The standard based secured mechanism

that DHCP protocol has been supported can also be applied in FIG. 5 . Since the

DHCP protocol is well publicly standardized in a well-known format, this design

does not require any additional format within the DHCP configuration file to support

this capability. Only the specific parameters for the initial configurations need to be

specified.

[0036] FIG. 6 shows a control flow of the system interactions for the WFAP to

obtain the IP address of the SeGw via the DHCP Server access.

[0037] The disclosed and other embodiments and the functional operations

described in this document can be implemented in digital electronic circuitry, or in

computer software, firmware, or hardware, including the structures disclosed in this

document and their structural equivalents, or in combinations of one or more of them.

The disclosed and other embodiments can be implemented as one or more computer

program products, i.e., one or more modules of computer program instructions

encoded on a computer readable medium for execution by, or to control the operation

of, data processing apparatus. The computer readable medium can be a machine-

readable storage device, a machine-readable storage substrate, a memory device, a

composition of matter effecting a machine -readable propagated signal, or a

combination of one or more them. The term "data processing apparatus" encompasses

all apparatus, devices, and machines for processing data, including by way of

example a programmable processor, a computer, or multiple processors or computers.



The apparatus can include, in addition to hardware, code that creates an execution

environment for the computer program in question, e.g., code that constitutes

processor firmware, a protocol stack, a database management system, an operating

system, or a combination of one or more of them. A propagated signal is an

artificially generated signal, e.g., a machine-generated electrical, optical, or

electromagnetic signal, that is generated to encode information for transmission to

suitable receiver apparatus.

[0038] A computer program (also known as a program, software, software

application, script, or code) can be written in any form of programming language,

including compiled or interpreted languages, and it can be deployed in any form,

including as a stand alone program or as a module, component, subroutine, or other

unit suitable for use in a computing environment. A computer program does not

necessarily correspond to a file in a file system. A program can be stored in a portion

of a file that holds other programs or data (e.g., one or more scripts stored in a

markup language document), in a single file dedicated to the program in question, or

in multiple coordinated files (e.g., files that store one or more modules, sub programs,

or portions of code). A computer program can be deployed to be executed on one

computer or on multiple computers that are located at one site or distributed across

multiple sites and interconnected by a communication network.

[0039] The processes and logic flows described in this document can be performed

by one or more programmable processors executing one or more computer programs

to perform functions by operating on input data and generating output. The processes

and logic flows can also be performed by, and apparatus can also be implemented as,

special purpose logic circuitry, e.g., an FPGA (field programmable gate array) or an

ASIC (application specific integrated circuit).

[0040] Processors suitable for the execution of a computer program include, by way

of example, both general and special purpose microprocessors, and any one or more

processors of any kind of digital computer. Generally, a processor will receive

instructions and data from a read only memory or a random access memory or both.

The essential elements of a computer are a processor for performing instructions and

one or more memory devices for storing instructions and data. Generally, a computer



will also include, or be operatively coupled to receive data from or transfer data to, or

both, one or more mass storage devices for storing data, e.g., magnetic, magneto

optical disks, or optical disks. However, a computer need not have such devices.

Computer readable media suitable for storing computer program instructions and data

include all forms of non volatile memory, media and memory devices, including by

way of example semiconductor memory devices, e.g., EPROM, EEPROM, and flash

memory devices; magnetic disks, e.g., internal hard disks or removable disks;

magneto optical disks; and CD ROM and DVD-ROM disks. The processor and the

memory can be supplemented by, or incorporated in, special purpose logic circuitry.

[0041] While this document contains many specifics, these should not be construed

as limitations on the scope of an invention that is claimed or of what may be claimed,

but rather as descriptions of features specific to particular embodiments. Certain

features that are described in this document in the context of separate embodiments

can also be implemented in combination in a single embodiment. Conversely, various

features that are described in the context of a single embodiment can also be

implemented in multiple embodiments separately or in any suitable sub-combination.

Moreover, although features may be described above as acting in certain

combinations and even initially claimed as such, one or more features from a claimed

combination can in some cases be excised from the combination, and the claimed

combination may be directed to a sub-combination or a variation of a sub-

combination. Similarly, while operations are depicted in the drawings in a particular

order, this should not be understood as requiring that such operations be performed in

the particular order shown or in sequential order, or that all illustrated operations be

performed, to achieve desirable results.

[0042] Only a few examples and implementations are disclosed. Variations,

modifications, and enhancements to the described examples and implementations and

other implementations can be made based on what is disclosed.



CLAIMS

What is claimed is:

1. A method for discovering a security gateway for attaching a wireless access point

in a wireless communication system, comprising:

connecting a wireless access point to a communication network to obtain an IP

address of a security server that is configured to assist the wireless access point to discover

security gateways in the system;

using the obtained IP address to establish a communication between the wireless

access point and the security server;

operating the security server to obtain information of the wireless access point and to

select a security gateway from security gateways in the system, based on the information of

the wireless access point;

operating the wireless access point to obtain an IP address of the selected security

gateway from the security server; and

using the obtained IP address of the selected security gateway to establish a

communication between the wireless access point and the security gateway and to attach the

wireless point to the system via the security gateway.

2 . The method as in claim 1, comprising:

after connecting the wireless access point to the communication network, performing

a domain name search from a domain name server to obtain a domain name of the security

server; and

based on the obtained domain name of the security server; operating the wireless

access point to authenticate the security server prior to operating the security server to select

the security gateway from security gateways in the system.

3 . The method as in claim 2, comprising:

after establishing the communication between the wireless access point and the



security gateway; operating the security gateway to authenticate the wireless access point

before attaching the wireless point to the system via the security gateway.

4 . The method as in claim 1, comprising:

after connecting the wireless access point to the communication network, using pre-

provisioned information in the wireless access point to obtain a domain name of the security

server without conducting a domain name search; and

based on the obtained domain name of the security server; operating the wireless

access point to authenticate the security server prior to operating the security server to select

the security gateway from security gateways in the system.

5 . The method as in claim 4, comprising:

after connecting the wireless access point to the communication network, using pre-

provisioned information in the wireless access point to obtain a domain name of the security

server without conducting a domain name search; and

based on the obtained domain name of the security server; operating the wireless

access point to authenticate the security server prior to operating the security server to select

the security gateway from security gateways in the system.

6 . A wireless communication system, comprising:

a radio access service network (ASN) that includes security gateways to which one or

more wireless access points can be attached; and

a security server that is connected to the ASN and configured to assist a wireless

access point to discover one of the security gateways to attach,

wherein each security gateway includes a mechanism operable to authenticate the

security server to a wireless access point before authenticating the wireless access point;

wherein the security server includes a mechanism to select one of the security

gateways based on information from the wireless access point and to send an IP address of

the selected security gateway to the wireless access point for establishing a communication

between the wireless access point and the selected security gateway.



7 . The system as in claim 6, comprising:

a mechanism that performs a domain name search from a domain name server to

obtain a domain name of the security server prior to selecting one of the security gateways.

8. A method for discovering a security gateway for attaching a wireless access point

in a wireless communication system based on WiMAX, comprising:

operating a wireless femto access point to obtain an IP address of a bootstrap server

that is configured to assist the wireless femto access point to discover security gateways in

the system;

using the obtained IP address to establish a communication between the wireless

femto access point and the bootstrap server;

operating the bootstrap server to obtain information of the wireless femto access point

and to select a security gateway from security gateways in the system, based on the

information of the wireless femto access point;

operating the wireless femto access point to obtain an IP address of the selected

security gateway from the bootstrap server; and

using the obtained IP address of the selected security gateway to establish a

communication between the wireless access point and the security gateway and to attach the

wireless point to the system via the security gateway.

9 . The method as in claim 8, comprising:

performing a domain name search from a domain name server to obtain a domain

name of the bootstrap server; and

based on the obtained domain name of the bootstrap server; operating the wireless

femto access point to authenticate the bootstrap server prior to operating the bootstrap server

to select the security gateway from security gateways in the system.

10. The method as in claim 9, comprising:

after establishing the communication between the wireless femto access point and the

security gateway; operating the security gateway to authenticate the wireless femto access

point before attaching the wireless point to the system via the security gateway.



11. The method as in claim 8, comprising:

using pre-provisioned information in the wireless femto access point to obtain a

domain name of the bootstrap server without conducting a domain name search; and

based on the obtained domain name of the bootstrap server; operating the wireless

femto access point to authenticate the bootstrap server prior to operating the bootstrap server

to select the security gateway from security gateways in the system.

12. The method as in claim 11, comprising:

using pre-provisioned information in the wireless femto access point to obtain a

domain name of the bootstrap server without conducting a domain name search; and

based on the obtained domain name of the bootstrap server; operating the wireless

femto access point to authenticate the bootstrap server prior to operating the bootstrap server

to select the security gateway from security gateways in the system.
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