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ABSTRACT

A method for tracking an entity is disclosed. In one embodi
ment, a plurality of messages conveying an identification of
an entity are received using a wireless identification compo
nent. A geographic location of the wireless identification
component is determined by a position determining compo
nent wherein the geographic location describes a respective
geographic location of the wireless identification component
when each of the plurality of messages is received. A geo
graphic position of the entity is determined based upon a
known spatial relationship between the position determining
component and the wireless identification component.
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0010 FIG. 5 is a flowchart of a method for tracking an
entity in accordance with at least one embodiment.
0011 FIG. 6 is a block diagram of an example computer
system on which various embodiments can be implemented.
0012 FIG. 7 is a diagram of an example site in accordance
with an embodiment.

0013 FIG. 8 shows an example sensor unit in accordance
with an embodiment.

(0014 FIG. 9 is a block diagram of an example GNSS
receiver used in accordance with various embodiments.

0015 FIG. 10 shows detection of a tracked entity in accor
dance with various embodiments.

0016 FIG. 11 is a flowchart of a method for tracking an
entity in accordance with various embodiments.
0017 FIG. 12A shows an example map generated in
accordance with various embodiments.

0018 FIG. 12B shows an example map generated in
accordance with various embodiments.

0019 FIG. 13 shows an example pipeline, in accordance
with an embodiment.

0020 FIG. 14 shows an example map generated in accor
dance with various embodiments.

entitled MULTI-MODALENTITY TRACKING AND DIS

DESCRIPTION OF EMBODIMENTS

PLAY.” by Bernd Schoner et al., with a filing date of Nov. 2,
2012, and assigned to the assignee of the present application.
The content of U.S. Provisional Patent Application Ser. No.
61/722,057 is incorporated by reference herein in its entirety.

0021 Reference will now be made in detail to various
embodiments, examples of which are illustrated in the
accompanying drawings. While the Subject matter will be
described in conjunction with these embodiments, it will be
understood that they are not intended to limit the subject
matter to these embodiments. On the contrary, the subject

BACKGROUND

0004 Presently, entities such as people and assets (ma
chines, tools, materials, objects, etc.) are not often tracked on
a construction sites. However, in some limited senses, Global

Navigation Satellite System (GNSS) location sensing tech
nologies (e.g., GNSS receivers) may be used to track some
assets while other controls such as a Radio Frequency Iden
tification (RFID) tag may be used in conjunction with an entry
control access to track entry or exit of a person and/or asset
through a control point, such as a gate. Conventionally, how
ever, if tracking of people and/or assets occurs at all, only a
single location sensing technology Such as GPS, Wi-Fi, or
RFID appears to be used in isolation for tracking the tracked
entity.
BRIEF DESCRIPTION OF THE DRAWINGS

0005. The accompanying drawings, which are incorpo
rated in and form a part of this application, illustrate embodi
ments of the Subject matter, and together with the description
of embodiments, serve to explain the principles of the
embodiments of the subject matter. Unless noted, the draw
ings referred to in this brief description of drawings should be
understood as not being drawn to Scale.
0006 FIG. 1 is a diagram of an example multi-modal
construction site entity tracking system, in accordance with
an embodiment.

0007 FIG. 2 is a diagram of a site implementing multi
modal entity tracking in accordance with an embodiment.
0008 FIG. 3 is a block diagram of an example safety and
evacuation system for monitoring the location of tracked
entities in accordance with one embodiment.

0009 FIG. 4 is a flowchart of a method for tracking an
entity in accordance with at least one embodiment.

matter described herein is intended to cover alternatives,

modifications and equivalents, which may be included within
the spirit and scope as defined by the appended claims. In
Some embodiments, all or portions of the electronic comput
ing devices, units, and components described herein are
implemented in hardware, a combination of hardware and
firmware, a combination of hardware and computer-execut
able instructions, or the like. Furthermore, in the following
description, numerous specific details are set forth in order to
provide a thorough understanding of the Subject matter. How
ever, Some embodiments may be practiced without these spe
cific details. In other instances, well-known methods, proce
dures, objects, and circuits have not been described in detail
as not to unnecessarily obscure aspects of the Subject matter.
NOTATION AND NOMENCLATURE

0022. Unless specifically stated otherwise as apparent
from the following discussions, it is appreciated that through
out the present Description of Embodiments, discussions uti
lizing terms such as “receiving.” “determining.” “using.”
“selectively modulating.” “coupling.” “selectively generat
ing,” “identifying.” “displaying,” or the like, often (but not
always) refer to the actions and processes of a computer
system or similar electronic computing device such as, but not
limited to, a display unit and/or a lifting device sensor unit or
component thereof. The electronic computing device
manipulates and transforms data represented as physical
(electronic) quantities within the electronic computing
device's processors, registers, and/or memories into other
data similarly represented as physical quantities within the
electronic computing device's memories, registers and/or
other such information storage, processing, transmission,
or/or display components of the electronic computing device
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or other electronic computing device(s). For the purpose of
the present discussion, the term “free flow location sensing
refers to the sensing of assets without the active participation
of an individual, such as by using an RFID reader and/or
GNSS sensor that sense the location without a person taking
active participation in the process. Additionally, the term
“sensing for secure access' refers to of a person or asset at a
secure check point that grants access only if proper creden
tials are presented. For the purpose of the following discus
sion, the term “reverse RFID' refers to a system that is based
upon mobile RFID readers interactive with stationary RFID
tags and uses relevant information stored on the RFID tags to
determine the location of a tracked entity. The term “forward
RFID' refers to a system that is based on RFID tags placed on
mobile tracked entities.
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Vice information, physical description, photograph, serial
number or other identifying information, current tracked
location, authorized locations, and history log of locations,
among other characteristics. Additionally, one or more modes
of location sensing technology may be associated with a
person or asset Such that when a report is received from a
mode of location sensing technology that is assigned to a
person or asset, a database entry for the person or asset can be
accessed, updated, and reported out if there is some violation
of a rule noted by the system.
0025 FIG. 1 is a diagram of an example multi-modal
construction site entity tracking system 100, in accordance
with an embodiment. It is noted that the components of sys
tem 100 shown in FIG. 1 may be implemented on a single
device, multiple devices, or in a cloud computing environ
ment in accordance with various embodiments. As described

Overview of Discussion

0023 The following discussion will begin with a descrip
tion of an example multi-modal entity tracking system in
accordance with at least one embodiment. Discussion contin

ues with a description of example applications enabled by a
multi-modal entity tracking system in accordance with vari
ous embodiments follows. Then, a discussion of an example
implementation of an example implementation of a multi
modal entity tracking system in accordance with various
embodiments follows. Discussion then turns to a discussion

of an example computer system environment upon which
embodiments of a multi-modal entity tracking system can be
implemented. Finally, discussion of methods, systems, and
devices, for tracking an entity, in accordance with various
embodiments, will follow.

Example Multi-Modal Entity Tracking System
0024. Herein, multi-modal tracking of tracked entities
(people and assets) is described where at least two types of
location sensing technology are employed for locating and
tracking entities such as people and/or assets on a construc
tion site as part of a multi-modal construction site entity
tracking system (“System'). An overview of this system is
depicted by the multi-modal tracking and display infrastruc
ture (e.g., system 100) shown in FIG. 1. All of the features
illustrated in FIG.1 may not be present in every embodiment
of the system, and some embodiments may include additional
or alternative features other than those illustrated. Other loca

tion sensing technologies, which utilize only a single mode,
may also be used in conjunction with multi-modal location
sensing technologies in Some embodiments. That is to say,
although the system employs multi-modal location sensing
and tracking of Some people and/or assets may also track
Some people and/or assets using only a single mode of loca
tion sensing technology. One or more entity tracking data
bases are included within or accessed by the system and
include various characteristics that are associated with a per
Son or asset. For example, a person may have one or more
characteristics Such as a name, employer, employee number,
type of trade, qualification level within a trade (e.g., appren
tice, journeyman, master, or the like), certification status,
immigration status, security clearance level, biometric(s),
physical description, photograph, assigned Supervisor, emer
gency contact info, current tracked location, authorized loca
tions, and history log of locations, among other characteris
tics. An asset may have one or more characteristics such as
asset type, when acquired, history of use, delivery time, Ser

in FIG. 1, the system 100 tracks a tracked entity (e.g., tracked
entity 101, tracked entity 2 (e.g., tracked entity 102 of FIG.1),
tracked entity N (e.g., 103 of FIG. 1)) via one or more entity
identifiers 105 carried by or affixed to, or otherwise in close
proximity to the tracked entity 101. An entity identifier 105
reports to either a tracking data receiver 110 or transceiver
141 of the multi-modal entity tracker 140. For example, pas
sive entity trackers (RFID tags) may be readby a tracking data
receiver 110 which then conveys a report about the tracked
entity 101 to multi-modal entity tracker 140.
Entity Identifier(s)
0026. A tracked entity 101 may be identified by a multi
mode identification 108 (e.g., a card or small device that
includes a plurality of wireless communication capabilities
such as several RFIDs that operate respectively on several
different frequencies and/or an active RFID reader for corre
sponding with RFID tags at known locations on a construc
tion site). Such a card/device may include standoffs to sepa
rate passive RFIDs from the body of a person to prevent
interference. By corresponding with several tags at known
locations an active RFID reader used as an entity tracker (e.g.,
multi-mode ID 108 of FIG. 1) can use trilateration (by time of
flight, signal strength measurement, and/or phase measure
ment) to ascertain its location in three dimensions relative to
the known locations of the corresponded RFID tags. A multi
mode ID 108 has many modes of operation which, when
registered with the system and to the person, can be accessed
and readby various tracking data receivers 110 such as portals
that are associated with the system 100 (e.g., one RFID read
when entering an entry control portal which controls overall
access to the construction site in general, another different
type of RFID for tracking by passive portals within a building
on the construction site, and an RFID reader for correspond
ing with RFID tags located at fixed known location). It is
noted that entity identifiers 105 can implement one or more
location sensing technologies in a single device, or use mul
tiple devices in various embodiments.
(0027 Entity associated ID tags 109 are additional RFID
tags associated with a tracked entity 101, and with respect to
a person, for example, may be affixed to safety equipment
Such as a fall harness, reflective vest, hard hat, ear protection,
eye protection, safety shoes, tool(s) or the like. Similarly, the
person may carry a dedicated GNSS location sensing tech
nology or electronic device (e.g., Smart phone) running a
GNSS location sensing application; either or both of which
report sensed location information to the system when in
adequate view of GNSS signals. Active devices such as a
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dedicated GNSS tracking device 106 and a GNSS Enabled
Device 107 running a tracking application may report directly
to multi-modal entity tracker 140 or report through a wired or
wireless communication with a tracking data receiver 110
(e.g., a WIFI router). In at least one embodiment, the data
stored on entity identifiers 105 is encoded according to a
security algorithm. In one embodiment, a multi-mode iden
tification 108 utilizes, for example, a secure RFID medium
and an unsecure RFID medium in the same package. The
secure RFID medium is used for secure access to areas which

use security sensing technologies to restrict access while the
unsecure RFID medium is used for tracking tracked entity
101 in unsecure areas. It is further noted that RFID tags used
as entity associated tags 109, or some other aspect of an entity
identifier 105, can be embedded in a suitable form factor for

workers in particular environments in accordance with vari
ous embodiments. For example, an RFID tag may be embed
ded in clothing articles such as badges, lanyards, hard hats,
arm pouches, shoulder pads, etc. in accordance with various
embodiments.

Tracking Data Receiver(s)
0028. Some types of tracking data receivers 110 include
one or more reader technologies for interacting with one or
more location sensing technologies that may be carried by or
affixed to an entity such as tracked entity 101. These reader
technologies can interrogate these location sensing technolo
gies (i.e., read one or more RFID tags) and/or be interrogated
by the location sensing technology (such as if an RFID reader
is coupled with an asset). Tracking data receivers 110 may be
in the form of entry control portals 112 and passive tracking
portals 113. Fixed location tracking data receivers 110 in the
form of entry control portals 112 may be disposed at locations
which are choke points and which may also include physi
cally obstructive traffic control devices (e.g., turnstiles or
lockable doors/gates). Fixed location tracking control portals
113 may simply be readers located at points where people and
assets are required to freely pass through (e.g., doorways,
stairwells, hallways) as they proceed from one area of a
site/building into another. These portals interact with the
location sensing technology carried by or affixed to an entity
such as tracked entity 101 and report the interactions through
a transceiver to a central data collection, management, and
control portion of the system which is shown in FIG. 1 as
multi-modal entity tracker 140. These portals, as well as
collection point (s) 111 and passive tracking portal (s) 113,
may also utilize other sensing technologies including, but not
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tracked entity 101 at an emergency assembly point or other
location. For example, the mobile reader 115 can be a hand
held device such as a barcode scanner, magnetic stripe reader,
or RFID reader that is used at an entry, exit, and/or emergency
assembly collection point of a site.
0029. In one example, various access controls are utilized
with portals. For example an entry control portal 112 for a site
may wirelessly read a person's ID, take an image of the
person, and also require input of biometric information (e.g.,
a fingerprint scan) to permit initial access to the site through
a turnstile. For the purpose of the following discussion, the
term "secure access location sensing technology” refers to a
sensing technology in which a tracked entity 101 actively
interacts with the system to positively identify the tracked
entity 101. For example, Swiping a magnetic identification
card, entering a passcode, or providing biometric information
comprise non-limiting examples of secure access location
sensing technology used in accordance with various embodi
ments. Passive tracking portals 113 may then track the person
throughout other portions of the site. Upon exit from the site,
similar protocols as required for entry may be required to
positively ensure identification of the person as the depart the
site.

Multi-Modal Entity Tracker
0030 The multi-modal entity tracker 140 may include one
or more transceivers 141 for communication with one or more

tracking data receivers 110, which may operate on differing
types of communication that can be wireline or wireless (e.g.,
wired/wireless communication(s) 114). Thus, a tracked entity
101 that includes multiple modes of entity identifiers 105 may
be tracked based on a plurality of the modes that get reported
to the multi-modal entity tracker 140. Based on a particular
location of a tracking data receiver 110, which is located at a
known or knowable location, a location determiner 142 asso

ciates a location with a report received from a tracking data
receiver 110. The known or knowable location may be a
latitude/longitude (and possibly elevation), may be refer
enced to a local coordinate system, and/or may be associated
with regions or locations on a site map and/or building infor
mation as several non-limiting examples. A known location is
determined in advance or at time of installation of a tracking
data receiver 110, while a knowable location is one that may
be determined after installation, such as via trilateration from

other known locations (e.g., with trilateration from signals of
other portions of system 100 that are located in known loca
tions) or via GNSS signals received by the tracking data

limited to cameras, infra-red cameras, 3-D scanners, motion

receiver 110. The determined location associated with a

sensors, door open/closed sensors, optical sensors, biometric
sensors, etc. For the sake of the present discussion, the term
“free-flow location sensing is directed to a sensing technol
ogy in which tracked entities (101,102,103, etc.)are detected
without the necessity of any interaction or intervention by the
tracked entity (101, 102, 103, etc.). Non-fixed tracking data
receivers include dedicated GNSS tracking devices 106 and/
or GNSS enabled devices 107 (e.g., a smartphone) that run a
tracking application which is enabled to operate and report
location information to the system 100 at least when within a
geofence associated with the construction site. Other types of
tracking data receivers 110 include collection points which
may be located or set up at emergency assembly collection
points, which may or may not be a fixed location, and wired

tracked entity 101 can be stored within a location storage 143
(e.g., memory, disk storage, or the like) for later access and/or
in conjunction with an entry in an entity tracking database/
system 144 which may be linked with or integrated with an
enterprise resource planning system, human resources man
agement system and/or other database/system. Rules associ
ated with a tracked entity 101 for which a report is received
can then be applied (e.g., send a report if this entity is in a
location that it is restricted from being in). A report generator
146 can access the location storage 143 and the entity tracking
databases 144 to automatically generate reports 151 and/or
generate user-specified reports 152 upon user interaction with
a user-interface 147that is provided by the multi-modalentity
tracker 140. The report generator 146 may also populate or
update a dashboard 156 or other monitoring display or
graphical representation 155 with a graphical image used or

or wireless communications such as WIFI routers. In some

embodiment, a mobile reader 115 can be used to identify a
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accessed by a person Such as a site manager, foreman, or
security guard, among others. The report generator 146 may
also push notifications 154 such as email message, pages,
faxes, and/or text messages to pre-selected devices. Reports
(e.g., automated reports 151 and user requested/generated
reports 152) and notifications 154 may be based on control/
logic rules that are configured via the user interface 147.
Based on the control logic/rules, the device controller 148
may control operation of one or more devices in response to
a location reported regarding a tracked entity 101. For
example, positive feedback (i.e., green light, pleasant tone,
door/gate/turnstile being unlocked/remaining unlocked,
image/video recording initiated, biometric device being
enabled) may be initiated by the device controller 148
through control of a controlled device (e.g., colored light,
annunciator, lock, gate control, turnstile control, biometric
identification device, camera, microphone) as an authorized
entity (e.g., tracked entity 101) traverses a portal while nega
tive feedback (e.g., red light, warning klaxon, door/gate/turn
stile being locked/not unlocked, image/video recording initi
ated, biometric device being enabled) may be initiated by the
device controller 148 through control of a controlled device
when an unauthorized entity traverses or attempts to traverse
a portal.
0031. It is appreciated that all or portions of the multi
modal entity tracker 140 may be resident on a site or in a
building being monitored or located remotely from a site or
building being monitored.
User Data Outputs
0032 User data outputs 150 from the multi-modal entity
tracker 140 include automated reports 151, notifications 154,
user requested/generated reports 152, 2-D and 3-D tracking
models 153 that show current and/or historical tracked loca

tion information and may filter by any of a variety of charac
teristics such as a certain location on the construction site,

certain trade, certain time period, etc. Other outputs can
include information used to drive a dashboard 156 or a dis

play on an electronic device (e.g., graphical representation(s)
155). In one embodiment, the data output to external data
sources 130 can be filtered by multi-modal entity tracker 140
to, for example, only display the location of a single tracked
entity 101 such as a person or piece of equipment. Other
filtering applied by multi-modal entity tracker 140 can result
in only a particular area of interest being displayed, or a
particular class of tracked entities 101 (e.g., only people,
tools, diagnostic equipment, etc.) being displayed. In another
embodiment, the locations of tracked entities 101 are moni

tored to facilitate finding the tracked entities for later use. For
example, the location at which a particular material is stored
can be recorded and monitored using system 100. A worker
who needs to use that material can be directed to the location
at which it is located so that the worker does not have to lose

time searching for the material. In another example, a user
may need a particular tool and can be directed to where the
tool is located so that time is not lost locating the equipment
needed for a particular task.
External DataSources

0033. The multi-modal entity tracker 140 may communi
cate with provide information to and receive information
from one or more external data sources and/or applications
130, such as, but not limited to, a Building Information Model

Feb. 6, 2014

(BIM) 131, a construction site model 132, an as built con
struction site model, a project management application (e.g.,
for access to material lists, worker Schedules, and the like)
133, two-dimensional and three-dimensional maps or aerial
images 134, and computer assisted drafting models and/or
programs 135. For example, a map, or BIM 131, construction
site model 132 (e.g., an as built construction site model), or
CAD diagram 135 of a site or building may be populated with
tracked entity (e.g., tracked entity 101) locations. Project
management information, Such as a schedule of construction
events, may be used to automatically apply restrictions based
on trade skill to certain regions of a site or building.
Controlled Devices

0034 Controlled devices may include, but are not limited
to, devices such as remotely controllable locks, cameras,
microphones, localized feedback devices (lights, annuncia
tors), microphones, controllable turnstiles, controllable
gates, controllable biometric identification devices (finger
print Scanners, facial recognition Scanners, Voice recognition
scanners), and the like.
0035 FIG. 2 is a diagram of an example site 200 in accor
dance with an embodiment. In FIG. 2, site 200 comprises a
perimeter 201 with a plurality of sensors (e.g., 205A, 205B,
205C, 205D, 205E, and 205F) disposed at various locations
of perimeter 201. In accordance with one or more embodi
ments, sensors 205A, 205B, 205C, 205D, 205E, and 205F are

configured to detect a tracked entity 101 using any of the
technologies described above with reference to FIG. 1 includ
ing, but not limited to, ultra high-frequency (UHF) radio
frequency identification (RFID), high-frequency (HF) RFID,
near field communication (NFC), magnetic stripe, low-fre
quency (LF) RFID, barcode, quick response (QR) code, and
GNSS position determination systems. In one embodiment, a
long-range RFID medium is used to facilitate multi-modal
entity tracker 140 in determining the location of a person in
three dimensions. For the purpose of illustration, sensor 205D
is located at a designated collection point for tracked entities
in the case of an emergency Such as a fire, earthquake, chemi
cal spill, etc. in which it is desired to evacuate people and
other assets at a location to account for all tracked entities.

0036) Also shown in FIG. 2, is a building 210 which ulti
lizes a plurality of sensors (e.g., 221A, 221B, 221C, 221D,
221E, and 221F) for entity tracking within building 210. It is
noted that sensors 221A, 221B, 221C, 221D, 221E, and 221F

can implement the same sensing technologies described
above with reference to sensors 205A, 205B, 205C, 205D,

205E, and 205F. In one embodiment, tracking system 100 can
implement one type of sensing technology outdoors such as
around the perimeter 201 of site 200 (e.g., sensors 205A,
205B, 205C, 205D, 205E, and 205F), and use another type of
sensing technology (e.g., RFID) indoors such as sensors
221A, 221B, 221C, 221D, 221E, and 221F. In building 210
are a door 211, a security entrance 212, a stairwell 213, a
doorway 214, and a loading dock entrance 215. In accordance
with an embodiment, sensor 221A is disposed at door 211.
For the purpose of illustration only, it is assumed that door
211 is not a secured entrance. In one embodiment, sensor

221A may comprise a passive tracking portal as there is no
need for secured access into building 210 via door 211. How
ever, sensor 221B comprises an entry control portal 112
which is configured to identify a particular person using
secure access location sensing technology, as described

above, and allow access into room 216. In FIG. 2, sensor
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221C is disposed proximate to stairwell 213 to monitor
tracked entities 101 such as people or other assets which are
going up/down stairs within building 210. It is noted that
additional sensors (not shown) may be disposed at the other
end of stairwell 213, as well to provide better monitoring
within building 210. Furthermore, in one or more embodi
ments, sensors can be disposed within elevators or other
lifting devices to monitor and report the location of tracked
entities 101. Sensor 221D is disposed in the room 216 to
monitor tracked entities 101 Such as people and other assets.
Sensor 221E is disposed at doorway 214 to monitor tracked
entities 101 which are moving between room 216 and room
217. Sensor 221F is disposed at loading dock entrance 215 to
monitor the movement of tracked entities 101 into/out of

room 217 via loading dock entrance 215. It is noted that the
number and placement of sensors 205A, 205B, 205C, 205D,
205E, and 205F as well as sensors 221A, 221B, 221C, 221D,

221E, and 221 F is for the purpose of illustration only, and that
fewer or greater numbers of these sensors may be used in
accordance with various embodiments. In one embodiment,

sensors 221A, 221C, 221D, 221E, and 221F are passive track
ing portals which can monitor the free flow of tracked entities
101 within building 210 without the necessity of user inter
vention. It is noted that while the above description describes
monitoring the location of tracked entities within a defined
perimeter 201 (e.g., within site 200), various embodiments
are not limited to entity monitoring within a given site alone.
For example, vehicles equipped with a multi-mode identifi
cation 108 can use RFID tags and readers to facilitate moni
toring the location of the vehicle within a given site, and can
use a GNSS receiver to facilitate monitoring the location of
the vehicle outside the given site.
0037. In the embodiment of FIG. 2, sensors 205A, 205B,
205C, 205D, 205E, and 205F as well as sensors 221A, 221B,

221C, 221D, 221E, and 221F are communicatively coupled
with tracking data receiver 110. In one embodiment, when a
tracked entity 101 is detected by one of the sensors shown in
FIG. 2, that event is time stamped (e.g., by the sensor itself, or
by tracking data receiver 110). This data is sent to multi
modal entity tracker 140 and facilitates tracking the move
ment of a tracked entity 101, including the direction of move
ment, based upon the Succession of time stamps from the
various sensors which detected and monitored a tracked

entity 101.
Example Applications Enabled by a Multi-Modal
Entity Tracking System
Safety and Evacuation
0038 Conventionally, in the case of an emergency or
evacuation situation, the locations of personnel on a construc
tion site are unknown. Furthermore, there is no means to

know who is inside a building and whether a particular person
has left the building.
0039. In one embodiment, the system 100 tracks which
floor and which section of a large building a person (e.g.,
tracked entity 101) is on by virtue of portals (e.g., entry
control portals 112) at into/out of each floor or reader gated
section of a building and active location technologies carried
by the person (e.g., dedicated GNSS tracking device 106
and/or GNSS enable device running a tracking Application
107). As an example, referring to FIG. 2, tracking data
receiver 110 can receive reports from sensors 205A, 205B,
205C, 205D, 205E, and 205F which describe when a tracked
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entity 101 has crossed perimeter 201 as well as providing the
current location at which that tracked entity 101 is located at
site 200. Similarly, sensors 221A, 221B, 221C, 221D, 221E,
and 221F can provide this information to tracking data
receiver 110 when a tracked entity 101 enters building 210.
0040. The system 100 receives information from tracking
data receivers 110 and/or GNSS devices (e.g., dedicated
GNSS tracking devices 105A and/or GNSS enabled devices
running tracking applications 107) and keeps track of when
each person (e.g., tracked entity 101) enters or leaves a floor
or controlled section (e.g., rooms 216 and 217 of FIG. 2) of a
building (e.g., 210 of FIG. 2) or construction site (e.g., 200 of
FIG. 2). In an emergency when a building (e.g., 210 of FIG.2)
or portion of a construction site (e.g., 200 of FIG. 2) needs to
be evacuated, the tracking data receivers 110 and/or GNSS
location sensing technology track the exit of people (e.g.,
tracked entity 101) from each floor, region, or portal con
trolled section of the building/construction site (e.g., building
210 and site 200 respectively) and report to the system 100 so
that a responsible person (e.g., a guard) can tell if a building
(e.g., 210 of FIG. 2) or evacuated area (e.g., room 216 of FIG.
2) is empty, and if not who is still in the building/area under
evacuation and where they are located (e.g., where they were
last reported as being). In this manner a guard or other respon
sible person Such as a site foreman can watch an electronic
display which counts down people who as they are exiting
from the building (e.g., 210 of FIG. 2) and quickly be pro
vided with an exception list in an emergency which indicates
any persons still inside of a building (e.g., 210 of FIG. 2) and
where they are located. Thus, each tracked entity 101 can be
quickly accounted for and, if they have not yet evacuated the
building 210 or site 200, can be more easily located for
evacuation or rescue.

0041 Additionally, in some embodiments, the system 100
comprises one or more collection points 111 (e.g., sensor
205D of FIG. 2) which are readers typically located outside of
a building and at which persons collect at following an evacu
ation or other announced emergency. Collection point 111
readers may include a backup source of power and/or com
munication to ensure robust functioning in an emergency
situation which may take down a primary Source of power
and/or communication. Readers at a collection point 111 read
the entity identification of a person (e.g., tracked entity 101)
as the person checks in at the collection point 111. In this
fashion the collection point 111 can produce an electronic
evacuation listing (e.g., 370 of FIG. 3) (which may be dis
played, printed, or electronically accessed/delivered) of
people who have checked in at a particular collection point
111. This evacuation listing 370 replaces and is much faster
than the conventional method of yelling out names and manu
ally checking persons off of a list. Collection points 111 are
also communicatively coupled as part of the system 100 and
report information collected (e.g., via tracking data receiver
110, or directly to multi-modal entity tracker 140) so that a
master list of collected people (e.g., evacuation listing 370)
can be created as entity identifications of the people are wire
lessly read at the collection points 111. In one embodiment,
evacuation listing 370 comprises a master list of checked in
persons from all collection points 111 at a construction site
(e.g., 200 of FIG. 2) can be displayed, printed, or electroni
cally accessed/delivered (e.g., Such as a notification 154 to a
manager, foreman, or emergency response unit). The speed of
creating such an evacuation list 370 of collected persons also
allows for exceptions (e.g., unaccounted for persons at a
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collection point) to be noted, reported, and dealt with more
swiftly. In one embodiment, evacuation listing 370 further
comprises an exception report 371 listing people or other
tracked entities which have not yet checked into a collection
point 111.
0042 Among other situations, system 100 is useful in
emergencies which require positive accounting of persons.
Some non-limiting examples include fires or earthquakes
which require evacuation of a building, and tornadoes which
require gathering of all persons in a designated shelter. In one
embodiment, a collection point 111 (e.g., sensor 205D of
FIG. 2) may be placed at the entry of a tornado shelter. In
some embodiments, the system 100 operates in a safety mode
when manually triggered by a responsible entity (i.e., a guard,
foreman, or manager), or maybe automatically engaged in the
safety mode in response to an emergency indication Such as
the pulling of a fire alarm on the construction site, occurrence
of a power outage, receipt of a tornado warning, sensing of an
earthquake, or the like. In the safety mode, the system 100
may automatically begin generating exception reports 371
(e.g., listing people who have not left the building and/or
collected at a collection point 111) at pre-defined time inter
vals and then pushing Such reports to designated location
and/or entities. An exception report 371, in one embodiment,
lists people whose whereabouts are unconfirmed (e.g., were
known to have entered a site/building) but who have not been
affirmatively noted as having left the site/building and/or who
have not affirmatively checked in at a collection point 111. In
Some embodiment, even if portals (e.g., passive tracking por
tals 113) do not track that a person has left building 210 and/or
site 200, the person may be noted by the system 100 to have
exited the building 210 if they: a) checkinata collection point
111; and/or b) have their location tracked by another mode of
location sensing technology Such as by a dedicated GNSS
tracking device 105A and/or a GNSS tracking application
107 on an electronic device that is carried with or associated

with the person (e.g., tracked entity 101) and which reports to
the system 100. In such a safety system there may be a priority
of reports, and the highest priority may be associated with the
person being checked in at a collection point 111. Thus, even
if no passive tracking portal 113 (e.g., sensor 221F of FIG. 2)
or location tracking device/application (e.g., 105A or 107
respectively) reported the person as having left a building, or
an entity identifier 105 such as a dedicated GNSS device
105A was dropped by the person and continues to report their
location as in the building 210 or at some other location of site
200, checking in at a collection point 111 will take priority
with respect to affirmative tracking of the person's location.
0043. For safety purposes, each time a person's ID is
tracked, tags associated with safety equipment or tools asso
ciated with the person can also be scanned. This can deter
mine if a person does not have a particular piece of safety
equipment such as a hard hat, where such safety equipment is
required.
Restricted Areas

0044. In a relatively open construction project, Such as
prior to partitions and doors being installed, monitoring the
access of restricted areas is all but impossible with conven
tional technologies.
0045. The system 100 described herein, makes it possible
to monitor access to restricted areas to include arrival, pres
ence, and departure of monitored various tracked entities 101
Such as people and assets (machines, tools, materials,

Feb. 6, 2014

objects). In the most general sense, restricted areas on a
construction site are typically areas that are designated for
access only by persons of a particular trade or level of train
ing. Trades are skill sets possessed by one or more workers
Such as being a plumber, electrician, Steel worker, framer,
dry-wall worker, ceiling tile installer, concrete worker, heat
ing ventilation and air conditioning installer, etc. Conflicts
can occur when two trades are trying to accomplish work in
an area simultaneously. For example, both electricians and
plumbers may need access to the same portions of a structure
to install wiring and pipes respectively. If both are trying to do
their work in the same space at the same time they will get in
the way of one another, work less efficiently, slow the sched
ule, and possibly anger one another. Moreover, sometimes it
is required to perform skilled labor in a particular sequence to
gain maximum efficiency. For instance, if ceiling tile were
installed before wiring was placed in the ceiling, the tile
would have to be removed by electricians, thus slowing the
electricians and possibly damaging the tile. Similar conflicts
may occur with various combinations of skilled trades and
work sequencing. By restricting access of a trade to a desig
nated area, Such conflicts can be minimized or eliminated.

However, simply saying that Such restrictions exist does noth
ing to effectively track whether they are being abided by and
does nothing to enforce the restrictions. Further, the restric
tions may change frequently during the course of a project as
work is completed and may become very specific to even
include experience level restrictions within a trade (e.g., an
apprentice electrician may not have access to a certain area
where a particular electrical system needs to be installed,
while a journeyman or master electrician will have Such
access). Such restrictions based on skill level within a trade or
the particular type of trade required to perform an item of
work may be based on building code regulations, union rules,
contractual conditions, and the like. It is appreciated that
access can also be restricted for other reasons than for these

business process type reasons. For example, access can be
restricted to promote safety. For example, if a fall hazard
existed in an area, access could be limited only to iron work
ers. Likewise, access may be restricted based on security
clearance of workers. For example, an electrician may require
a certain level of security clearance to workina particular part
of a building being built for a government client.
0046. The system 100 described herein allows a site man
ager or other entity to easily set and alter restrictions applied
to particular floors or Zones within floors. The restrictions can
then be communicated to the workers. After this, the tracking
of access control is then completely automated and hands off
from the perspective of the site manager or other entity. That
is, no one needs to be stationed or walking around to check on
access. Instead, entry to, presence in, and departure from Such
restriction controlled areas is automatically tracked as per
Sons and assets pass through entry control points 112 which
include readers for detecting tracked entities 101. As
described, the control points may be placed at choke points,
Such as doors, entry control portals 112 may limit passage to
a single person at a time (e.g., a turnstile), may control direc
tion of passage (e.g., turnstile), may limit access (Such as by
only unlocking a door once after a person's ID is read and/or
biometrics are verified), and/or may allow persons and assets
to freely flow through (e.g., passive tracking portals 113)
while simply reading one or more trackable tags and/or iden
tifications associated with the person or asset (e.g., multi
mode ID 108 or entity associated tag 109).
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0047 Referring again to FIG. 2, any one of, or all of
sensors 221A, 221B, 221C, 221D, 221E, and 221F can be

configured as an entry control portal 112 to track and/or
control the entry of workers into particular areas at particular
times. Information read at the one or more control points by
readers is centrally recorded, such as in a database (e.g., entity
tracking database 144) and is available for future play back,
for example so that a site manager or foreman can show where
people have or have not been within a building being con
structed. In conjunction with building information manage
ment BIM 131 software, the locations of tracked persons and
assets can be displayed in real time and/or in replay on an
electronic 2D or 3D representation of the building (e.g., 2-D
and/or 3-D tracking models 153). Similarly, if a person or
asset is noted by the system 100 as having entered an unau
thorized area for that person or asset (e.g., a plumber in an
electricians space, or parts for plumbing being delivered to a
space where electrical work is being conducted) the system
100 can generate an exception report (e.g., automated report
151 or notification 154) which can be accessed by an autho
rized entity or automatically reported out to one or more
designated entities (e.g., site manager, general contractor,
Sub-contractor). This allows almost instant notification and
intervention, if required, to remedy a violation of a restricted
area. In the event of an incident, collected information that

has been stored can be played back for review. In accordance
with at least one embodiment, BIM model (s) 131, construc
tion site model (s) 132, 2-D and 3-D maps/images 134, and
CAD model (s) 135 are used to generate 3-D representations
of objects, spaces, and people on site 200 of FIG. 2. In at least
one embodiment, different classes of tracked entities, objects,
and spaces are color coded to convey characteristics of those
tracked entities, objects, and spaces to a user of system 100.
Supervision and Control
0048. Currently General Contractors have no means to
Verify whether a particular Subcontractor is deploying
resources on the job as contractually obligated.
0049. For example, the report generator 146 of the multi
mode entity tracker 140 can generate a morning report (e.g.,
automated report 151) based on a comparison of tracked
entities 101 present on the site at the beginning of the day as
compared to the tracked entities 101 scheduled (such as in
project management data 133 of FIG. 1) to be on a site at the
beginning of the day. If, for example, 20 electricians are
Supposed to be on site at 8 A.M. to begin work, the general
contractor can easily tell from Such a report if some are
missing if the tracked entities 101 show only 14 electricians.
This can assist the general contractor in intervening early to
calla Sub-contractor and resolve a scheduling problem before
much work time is lost.

0050. In a similar manner a general contractor can run a
report (e.g., a user requested/generated report 152) which
describes how many people of a given trade were on site
during a day, week, month, etc. and the number of hours that
each of these persons of a given trade was on site. This can be
then manually or automatically compared with reports or
timesheets provided by a sub-contractor in order to note dis
crepancies such as over or underbilling, or not performing to
contracted levels.

0051 Equipment, tools, building materials and other
objects entering an area of a site (e.g., a floor of a building) can
be automatically tracked by the system 100 so that it can be
positively determined if necessary equipment, tools, and
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materials for a particular trade are in an area at a coordinated
time when the persons with the skilled trade need such equip
ment, tools, and building materials foranassigned task. Addi
tionally, a piece of equipment can be associated with a par
ticular worker and it can be determined whether the worker

and piece of equipment are co-located at a given time based
upon, for example, tracking data report(s) 160 indicating that
the worker and piece of equipment are essentially located at
the same place. Thus, a notification 154 can be generated if
the worker (e.g., tracked entity 101 of FIG. 1) and the piece of
equipment (e.g., tracked entity 102 of FIG. 1) are not cur
rently located at the same place. Additionally, as described
above, system 100 can be used to determine the direction of
travel of tracked entities such as within building 210 or at site
200 of FIG. 2. Thus, in one embodiment, if a worker (e.g.,
tracked entity 101 of FIG. 1) is detected moving in one direc
tion, and an associated piece of equipment (e.g., tracked
entity 102 of FIG. 1) is detected moving in a different direc
tion, it may indicate that the piece of equipment is being
stolen or misused. Thus, multi-modal entity tracker 140 can
generate a notification 154 to alert a supervisor of this dis
crepancy. In another embodiment, system 100 can determine
whether a worker is wearing required safety equipment in
order to enter a dangerous area or perform a particular task.
For example, by monitoring whether the worker (e.g., tracked
entity 101 of FIG. 1) is wearing a safety harness (e.g., tracked
entity 102 of FIG. 1), multi-modal entity tracker 140 can
determine if the worker is entering a restricted area, or per
forming a particular task, with the necessary safety equip
ment. In one embodiment, entity identifiers 105 can also
determine whether a worker has possibly been injured by
incorporating, for example, a fall-detection sensor or a no
movement sensor in the worker's equipment.
0.052 A Supervisor can be notified if a person enters an
area that they have not had proper safety training to work
within, and/or if the person does not have the proper safety
equipment to be in a particular area. Similarly, a Supervisor
can be apprised if a worker enters a site but there is no
immigration paperwork on file for the person. Additionally, a
Supervisor may use a dashboard type display (e.g., dashboard
165) or visualization of the site (e.g., 2-D and/or 3-D tracking
model 153), or report request in order to quickly locate the
whereabouts of a particular person on a site. Similarly, if an
asset is reported as stolen or missing, a Supervisor may use a
dashboard type display (e.g., dashboard 165) or visualization
of the site (e.g., 2-D and/or 3-D tracking model 153), or report
request in order to quickly locate the whereabouts of a par
ticular asset on a site or to determine how/when the asset left
the site.

Project Management
0053 Currently General Contractors do not have any
means to monitor the personnel deployed on a job and use the
data for project management and coordination between tasks
and Sub-contractors.

0054 Using system 100, graphical play back of historical
data (e.g., graphical representations 155) on a display device
can allow for dispute resolution and analysis of workflow, as
the tracked information in a building and on a construction
site can provide almost complete picture of people and mate
rial flow in time and space with respect to a construction site.
This allows analysis of work flow and work performance for
timeline and efficiency purposes. It also allows comparison of
an actual deployment of personnel and assets with a schedule/
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plan to determine whether and by how much they actual work
and scheduled/planned work agree or differ. This can assista
project manager in determining the extent to which a project
is on Schedule/plan or behind and in determining how to
rearrange a project schedule if work has slipped or gotten
ahead of schedule.

0055 Similarly, if a project is scheduled to have a certain
number of man-hours for a trade, the hours spent on-site by
particular trade can be tracked and accumulated and com
pared, using system 100, to scheduled burn rates of such
hours to determine if a project is ahead or behind scheduled
labor use.

0056. A general contractor can use system 100 to share
this information with one or more Subcontractors by pushing
out selected tracked entity data and/or by selectively allowing
access to tracked entity data.
0057. A general contractor can use a comparison of bid
information with automatically tracked information related to
skilled trades to determine if a sub-contractor over or under

bid the amount of time it would take to perform a portion of
work.

Personnel and Productivity Metrics
0058 Currently General Contractors do not have any
means to record the personnel deployed on a job and use the
data retroactively for data mining and to improve processes
and productivity.
0059. In accordance with one embodiment, the report gen
erator 146 of the multi-mode entity tracker 140 can generate
a morning report (e.g., automated report 151) based on a
comparison of tracked entities 101 present on the site at the
beginning of the day as compared to the tracked entities 101
scheduled (such as in project management data 133 of FIG.1)
to be on a site at the beginning of the day. If for example 20
electricians are Supposed to be on site at 8 A.M. to begin work,
the general contractor can easily tell from Such a report if
Some are missing if the tracked entities shows 20 plumbers
and Zero electricians. This can assist the general contractor in
intervening early to call a Sub-contractor and resolve a sched
uling problem before much work time is lost. Similarly,
tracked entity data can be utilized to automate time cards for
tracked persons, as a complete record of on-site time of a
tracked entity 101 is maintained.
0060 Tracked entity information may be filtered by vari
ous categories (such as asset type or trade skill) and displayed
on a 2D or 3D representation (e.g., 153) of a site and/or played
back over time (a fourth dimension) to assist in visualization
of work flow and productivity. This can facilitate evaluating
work performance, as a comparison can be made of the time
recorded for performing a task with Some other metric Such as
a projected time for performing the task based upon past
experience. As a result, it can be determined whether a task
took more time than was anticipated and, if so, why the task
took longer than expected.
0061. In accordance with one or more embodiments, an
entity identifier 105 is used to convey other data than just the
identity of a tracked asset. For example, a tool or other piece
of equipment can be configured to generate usage metrics
which can be conveyed via entity identifier 105. For example,
if a WIFI router is used as a passive tracking portal 113,
additional data can be conveyed to tracking data receiver 110
Such as the amount of time a tool has been operated, the
operating parameters of that tool during a given time period,
or self-diagnostic information which can be used to deter
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mine if the tool requires maintenance. Thus, multi-modal
entity tracker 140 can generate a report (e.g., automated
report 151 and/or user requested/generated report 152 which
conveys the usage time of an asset, the work performance of
that asset, etc. This information can be used to determine

whether equipment is being properly used, maintained, or if
the equipment is wearing out. For example, if it takes longer
than anticipated to drilla hole using a drill (e.g., tracked entity
102) it may indicate that the drill bit is worn out, or that the
motor of the drill is failing.
Example of Implementation of the Multi-Modal
Entity Tracking System
0062. The following discussion describes various aspects
of the multi-modal tracking and display infrastructure (e.g.,
system 100) in accordance with at least one embodiment. It is
noted that the following discussion is not intended to imply
that the features described below are mutually interdepen
dent, but rather can be implemented separately and/or con
currently, or in conjunction with one another.
0063. In one embodiment, when a new worker arrives at a
site (e.g., site 200 of FIG. 2, that worker will first participate
in a registration/commissioning process. As an example, the
worker's picture is taken and is entered into a database Such as
entity tracking database 144. Relevant personal data of the
worker is either pulled up from a previously stored data
record, or is entered on the spot. The worker is then given a
unique RFID card (e.g., entity identifier 105). The RFID card
comprises a unique electronic code. This code is also printed
on entity identifier 105 in human readable form and, option
ally, in other auto-identification technologies Such as bar
codes, 2-D/3-D barcodes, near field communication technol

ogy, GNSS position determination technology, etc. The
electronic information on entity identifier 105 may also com
prise multiple RFID codes such as encrypted codes, low
frequency RFID codes, high-frequency-based RFID codes,
ultra-high frequency based codes, quick response codes,
magnetic Swipe codes, etc.
0064. Similarly, assets such as tools, materials, or other
equipment can be associated with their own entity identifier
105 at various points in the supply chain. For example, mate
rials can be tagged at the point of manufacture, at a distribu
tion facility, or upon receipt at site 200. Capital equipment
and tools likewise can be tagged at the manufacturer's site, at
the contractor's site, or at site 200. Fixed readers and/or

handheld readers can be used for tag commissioning. Once
personnel and equipment is assigned a unique ID in system
100, specific equipment can be associated with specific per
Sonnel. For example, a particular worker may have a set of
personal safety equipment issued such as a hard hat and a
safety vest which are associated with that worker in multi
modal entity tracker 140. It is noted that the personal safety
equipment, as well as other equipment assigned to a worker,
may have the auto-identification technology embedded
within in a suitable form factor.

0065. Also during the registration process, the worker can
enable an application on their Smartphone, or other device,
(e.g., 107 of FIG. 1) that is capable of sensing the location of
the Smartphone and transmit that information to multi-modal
entity tracker 140 as a background process. In accordance
with at least one embodiment, the background process is
restricted to function only withina defined area such as within
perimeter 201 of FIG. 2 unless configured to operate in a
wider area.
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0066 Once the worker has completed the registration pro
cess, he is granted access to site 200 by scanning identity
identifier 105 at an entrance to site 200 such as at a turnstile or

other barrier. Alternatively, the workers can freely enter site
200 and along range RFID reader monitors the flow of people
onto site 200 and can generate an alertifaperson tries to enter
the site who is not properly registered. In another embodi
ment, security personnel can scan entity identifiers 105 using,
for example, a handheld scanner such as mobile reader 115
and also verifying the workers’ identities as well. Entity iden
tifiers 105 do not need to be visible during the scanning, but
can be hidden in clothing or other accessories. Upon scan
ning, the security personnel can see an image of the worker on
a handheld screen and can verify that the scanned entity
identifier 105 is in fact associated with that worker.

0067. During the workday, the individual worker can
access multiple different spaces. Each space has readers (e.g.,
passive tracking portals 113) places at its entrances and
throughout the space as needed to provide better coverage of
the space. As a worker passes through the spaces, reader
antennas scan the entity identifiers 105 of the worker and pass
the information on to entity tracking database 144. As a result,
a correct record of the current location of the worker is main

tained by multi-modal entity tracker 140. Because RFID sen
sors are installed at choke points such as entrances, they can
monitor the flow of people and other assets as they move
around site 200 without requiring explicit scanning by users.
The use of multiple sensors throughout site 200 permit infer
ring the movement of workers and assets throughout the site
and permit monitoring the location of all assets and personnel
at a site at all times. Furthermore, in both free-flowing and
secure access sensing situations, the co-location and
co-movement of assets and people can be inferred. As an
example, assets and people sensed at the same time in the
same location can be assumed to be co-located or co-moving.
Furthermore, as specific workers can be associated with spe
cific pieces of equipment, multi-modal entity tracker 140 can
determine whether un-authorized personnel are carrying
equipment assigned to another worker.
0068 Alerts (e.g., notification 154) can be generated when
a particular combination of assets and personnel is deter
mined to be in a particular location or Zone within a site. For
example, certain workers may not be allowed to enter certain
work areas of site 200, or to use certain types of equipment.
Alternatively, a particular piece of equipment may not be
allowed to be used in a particular area of site 200. In another
example, a certain type of material is not suitable for use with
a particular piece of equipment. By monitoring the location of
personnel, material, and other assets, multi-modal entity
tracker 140 can determine if restricted conditions are being
violated and generate notification (s) 154 to allow preventa
tive action to be taken.

0069. In accordance with one embodiment, entity identi
fiers 105 can include a wired data connection to another

processor that is part of the tagged asset. For example, the
entity associated tag (e.g., 109) on an expensive hand power
tool may be connected to the tool main micro-processor. As
the tool is being used, the main processor stores information
about the usage of the tool, its maintenance work, possible
failures, and general diagnostics in the RFID memory of the
entity identifier 105. As the entity identifier is being sensed by
a reader at site 200, this information is uploaded through the
RFID interface. From the data, it can be inferred how much

time the tool was used, when it was last serviced, if it requires
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maintenance, if it has a flaw creating a safety hazard, etc.
Some assets may be tagged with other sensor tags to provide
additional information about the state and/or usage of the
asset. For example, a tag (e.g., entity identifier 105) on a hand
tool may include a motion sensor, which determines if the tool
is being handled at any one moment. Upon passing a reader
disposed at site 200, the recent log of motion events is up
loaded through the RFID interface. From the data, it can be
inferred how much time the tool was used since the last RFID

read. Thus higher level information can be inferred from the
raw sensing data which includes, but is not limited to: usage
of a toolby a person; usage of materials by a worker, usage of
a particular material with a particular tool or piece of equip
ment; amount of time spent on the site by a single worker or
population of workers; materials used on a site by type of
material, product codes, Suppliers, and other characteristics;
time spent by personnel and equipment to accomplish a par
ticular task.

0070 Furthermore, the job performance of a contractor or
worker can be compared with another worker/contractor, or
against Some other metric. For example, in a high-rise con
struction process most floors are very similar in layout and
build out. From the sensor data sent to multi-modal entity
tracker 140 it can be inferred how long contractor A needed to
build out floor X versus how long it took contractor B to build
out floor Y. It can furthermore be determined how many and
what kind of workers and equipment the respective contrac
tors deployed. Given these statistics, the general contractors
can select the better performer going forward and can issue
recommendations to Subcontractors as to how to go about a
particular job.
(0071. When a worker enters areas where the workers
mobile device (e.g., 107 of FIG.1) has a clear view of the sky,
the GNSS tracking application on his/her mobile device pro
vides the location information to multi-modal entity tracker
140 which creates a record of the work locations at specific
times while within the pre-defined perimeter 201, or within a
pre-determined geo-fence within site 200. It is possible to
also associate GNSS tracking devices (e.g., 106 of FIG. 1)
with assets and enable a similar functionality.
0072. In the case of an emergency that requires the evacu
ation of a building or a portion of site 200, the worker will
leave the area as quickly as possible and check in at a pre
designated collection point where his/her entity identifier 105
is scanned or automatically detected. While the evacuation is
in process, the security Supervisor can check how many work
ers are left in the evacuation Zone and follow their progress, in
real-time or near real-time, as the workers progress to exits
and/or the collection point.
0073. When a worker or asset enters the field of view of an
RFID reader, the reader can generate a signal to a co-located
camera to take a picture of the worker or asset, or a short
sequence of frames to create a record of the action taken
which can be stored by multi-modal entity tracker 140. Since
the footage is associated with a particular tag which was read,
the library of footage can easily be browsed and mined for the
complete actions of a particular worker, Sub-contractor, or
trade, or of a particular asset.
0074 Based on the recorded location information col
lected and stored by multi-modalentity tracker 140, a number
of reports on individual workers can be generated including,
but not limited to: work time spent in a particular area by a
particular sub-contractor or worker, or by trade, or by senior
ity of a worker; access violations by a worker who is only

US 2014/0035726 A1

granted access to specific spaces; comparison of declared and
actual work time; identification of congestion in specific
areas of a site (e.g., indoors and outdoors); correlation of the
location and movement of people and the location and move
ment of materials and other assets; identification of ineffi

ciencies in the building process due to Sub-optimal personnel
management or material management, etc.
0075 System 100 can be used to create a coverage map of
an individual performing specific tasks in a specific location
of a site or building. For example, an inspector is required to
inspect work product on all floors of a building as well as in
multiple distinct areas on the outside of the building. Using
system 100, a supervisor can verify that the inspector did
indeed visit all required areas along with the time when the
inspection was performed. Likewise, system 100 can confirm
that a particular piece of equipment was used to perform the
inspection.
0076 FIG. 4 is a flowchart of a method 400 for tracking an
entity in accordance with at least one embodiment. In opera
tion 410 of FIG. 4, a tracking infrastructure comprising at
least one data receiver is used to detect a tracked entity 101
comprising a first asset class using a first sensing technology
and a second sensing technology.
0077. In operation 420 of FIG. 4, a tracking data report is
generated by the at least one tracking data receiver conveying
a location of the tracked entity 101.
0078. In operation 430 of FIG. 4, the tracking data report
is received by a multi-modal entity tracker configured to store
the tracking data report and to receive and store a second
tracking data report of a second tracked entity (e.g., 102, 103.
etc.) comprising a second asset class which is conveyed via
the tracking infrastructure.
007.9 FIG.5 is a flowchart of a method 500 of a method for
tacking an entity in accordance with at least one embodiment.
In operation 510 of FIG. 5, a first reader implementing a first
location sensing technology is used to determine an identity
and a location of a tracked entity 101.
0080. In operation 520 of FIG. 5, a second reader imple
menting a second location sensing technology is used to
determine an identity and a location of the tracked entity 101.
I0081. In operation 530 of FIG. 5, a tracking data report is
generated by a tracking data receiver communicatively
coupled with the first reader and the second reader, the track
ing data report conveying the identity and location of the
tracked entity 101.
0082 In operation 540 of FIG. 5, the tracking data report
is received by a multi-modal entity tracker communicatively
coupled with the tracking data receiver, the multi-modal
entity tracker configured to store the tracking data report.
Example Computer System Environment
I0083. With reference now to FIG. 6, all orportions of some
embodiments described herein are composed of computer
readable and computer-executable instructions that reside,
for example, in computer-usable/computer-readable storage
media of a computer system. That is, FIG. 6 illustrates one
example of a type of computer (computer system 600) that
can be used in accordance with or to implement various
embodiments which are discussed herein. It is appreciated
that computer system 600 of FIG. 6 is only an example and
that embodiments as described herein can operate on or
within a number of different computer systems including, but
not limited to, general purpose networked computer systems,
embedded computer systems, server devices, various inter
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mediate devices/nodes, standalone computer systems, hand
held computer systems, multi-media devices, and the like.
Computer system 600 of FIG. 6 is well adapted to having
peripheral computer-readable storage media 602 Such as, for
example, a floppy disk, a compact disc, digital versatile disc,
universal serial bus “thumb' drive, removable memory card,
and the like coupled thereto.
I0084 System 600 of FIG. 6 includes an address/data bus
604 for communicating information, and a processor 606A
coupled to bus 604 for processing information and instruc
tions. As depicted in FIG. 6, system 600 is also well suited to
a multi-processor environment in which a plurality of proces
sors 606A, 606B, and 606C are present. Conversely, system
600 is also well Suited to having a single processor Such as, for
example, processor 606A. Processors 606A, 606B, and 606C
may be any of various types of microprocessors. System 600
also includes data storage features such as a computer usable
volatile memory 608, e.g., random access memory (RAM),
coupled to bus 604 for storing information and instructions
for processors 606A, 606B, and 606C. System 600 also
includes computer usable non-volatile memory 610, e.g.,
read only memory (ROM), coupled to bus 604 for storing
static information and instructions for processors 606A,
606B, and 606C. Also present in system 600 is a data storage
unit 612 (e.g., a magnetic or optical disk and disk drive)
coupled to bus 604 for storing information and instructions.
System 600 also includes an optional alphanumeric input
device 614 including alphanumeric and function keys
coupled to bus 604 for communicating information and com
mand selections to processor 606A or processors 606A,
606B, and 606C. System 600 also includes an optional cursor
control device 616 coupled to bus 604 for communicating
user input information and command selections to processor
606A or processors 606A, 606B, and 606C. In one embodi
ment, system 600 also includes an optional display device
618 coupled to bus 604 for displaying information.
I0085. Referring still to FIG. 6, optional display device 618
of FIG. 6 may be a liquid crystal device, cathode ray tube,
plasma display device or other display device suitable for
creating graphic images and alphanumeric characters recog
nizable to a user. Optional cursor control device 616 allows
the computer user to dynamically signal the movement of a
visible symbol (cursor) on a display screen of display device
618 and indicate user selections of selectable items displayed
on display device 618. Many implementations of cursor con
trol device 616 are known in the art including a trackball,
mouse, touch pad, joystick or special keys on alphanumeric
input device 614 capable of signaling movement of a given
direction or manner of displacement. Alternatively, it will be
appreciated that a cursor can be directed and/or activated via
input from alphanumeric input device 614 using special keys
and key sequence commands. System 600 is also well suited
to having a cursor directed by other means such as, for
example, voice commands System 600 also includes an I/O
device 620 for coupling system 600 with external entities. For
example, in one embodiment, I/O device 620 is a modem for
enabling wired or wireless communications between system
600 and an external network such as, but not limited to, the
Internet.

I0086 Referring still to FIG. 6, various other components
are depicted for system 600. Specifically, when present, an
operating system 622, applications 624, modules 626, and
data 628 are shown as typically residing in one or some
combination of computer usable volatile memory 608 (e.g.,
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RAM), computer usable non-volatile memory 610 (e.g.,
ROM), and data storage unit 612. In some embodiments, all
or portions of various embodiments described herein are
stored, for example, as an application 624 and/or module 626
in memory locations within RAM 608, computer-readable
storage media within data storage unit 612, peripheral com
puter-readable storage media 602, and/or other tangible com
puter readable storage media.
Entity Tracking
0087 FIG. 7 is a diagram of an example site 700 in accor
dance with an embodiment. In one embodiment, FIG. 7 rep
resents an equipment storage yard, which may also be
referred to as a laydown yard. However, it is noted that
embodiments of the present technology are not limited to
tracking entities in an outdoor environment, or equipment
storageyard, alone. Rather, an equipment storage yard is used
to illustrate various embodiments. In FIG. 7, an equipment
storage yard 700 is defined by a perimeter 701. The perimeter
of equipment storage yard 700 is monitored by a plurality of
sensors (e.g., 205A, 205B, 205C, 205D, 205E, and 205F)
disposed at various locations of perimeter 701. In accordance
with one or more embodiments, sensors 205A, 205B, 205C,

205D, 205E, and 205F are configured to detect a tracked
entity 710 using any of the technologies described above with
reference to FIG. 1 including, but not limited to, ultra high
frequency (UHF) radio-frequency identification (RFID),
high-frequency (HF) RFID, near field communication
(NFC), magnetic stripe, low-frequency (LF) RFID, barcode,
quick response (QR) code, and GNSS position determination
systems. In FIG. 7, entity 710 is configured with an entity
identifier 711. In accordance with various embodiments,

entity identifier comprises a passive RFID tag which is
attached to equipment in equipment storage yard 700. In
another embodiment, entity identifier 711 comprises a bat
tery-assisted RFID tag. In another embodiment, entity iden
tifier 711 comprises a near field communication (NFC) tag. In
another embodiment entity identifier 711 comprises a bar
code. In another embodiment, entity identifier 711 comprises
a unique biometric that is identifiable at a distance of at least
several meters, such as a facial arrangement of a human face.
It is noted that the entity tracking can be accomplished using
any of the entity identification technologies described above
in accordance with various embodiments. Entity 710 can be
any equipment, person, or article of interest. For example,
entity 710 can be a vehicle, tool, implement, material, or
machine part which is to be monitored, for example, for the
purposes of inventory and loss prevention.
0088 Also shown in FIG. 7 is a handheld sensor unit 720.
In accordance with various embodiments, handheld sensor

unit 720 comprises a handheld electronic device configured to
detect entity identifier 711 using various wireless identifica
tion technologies as described above. Again, in one embodi
ment, handheld sensor unit 720 utilizes an RFID transceiver

(e.g., 810 of FIG. 8) which generates a query and receives a
query response from RFID tags (e.g., entity identifier 711 of
FIG. 7) which are in communications range. However, in
other embodiments, handheld sensor unit 720 may addition
ally or alternatively be equipped with other reader technolo
gies such as an optical scanner for barcodes and/or biometrics
and/or a near field communications tag reader. Also shown in
FIG. 7 is a vehicle mounted sensor unit 730. As with handheld

sensor unit 720, in one embodiment vehicle mounted sensor

unit 730 utilizes an RFID transceiver (e.g., 850 of FIG. 8)
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which generates a query and receives a query response from
RFID tags (e.g., entity identifier 711 of FIG. 7) which are in
communications range. However, in other embodiments,
vehicle mounted sensor unit 730 may additionally or alterna
tively be equipped with other reader technologies such as an
optical scanner for barcodes and/or biometrics and/or a near
field communications tag reader.
I0089. In accordance with one embodiment, the geo
graphic location of sensors 205A, 205B, 205C, 205D, 205E,
and 205F can be determined and recorded (e.g., in tracking
data receiver 110 and/or multi-modal entity tracker 140)
when the sensors are first put into place. In one embodiment,
sensors 205A, 205B, 205C, 205D, 205E, and 205F commu

nicate with tracking data receiver 110 and/or multi-modal
entity tracker 140 via a wired communications link, a wireless
communications link, or a hybrid communications link using
both wired and wireless communication technology. In one
embodiment, handheld sensor unit 720 and vehicle mounted

sensor unit 730 communicate with tracking data receiver 110
using a wireless communication link. In another embodi
ment, handheld sensor unit 720 and/or vehicle mounted sen

sor unit 730 communicate directly with multi-modal entity
tracker 140 via a wireless communication link. In accordance

with various embodiments, handheld sensor unit 720 and

vehicle mounted sensor unit 730 are used to identify entity
710 and to report its geographic location.
0090. It is appreciated that, in various embodiments, dif
ferent combinations and/or subsets of these sensors (205,
720,730) may be present and/or utilized for entity tracking in
an equipment storage yard 700 or other environment. For
example, in some embodiments, only handheld sensor unit
720, vehicle mounted sensor unit, or sensor(s) 205 may be
present and/or utilized for data collection. In other embodi
ments, in addition to handheld sensor unit 720 one or more of

sensors 205 and/or vehicle mounted sensor unit 730 may be
present and/or utilized. In other embodiments, in addition to
vehicle mounted sensor unit 730 one or more of sensors 205

may be present and/or utilized.
0091 FIG. 8 shows an example sensor unit 800 in accor
dance with an embodiment. For the purpose of the following
discussion, the components described below are understood
to encompass embodiments of handheld sensor unit 720 and
vehicle mounted sensor unit 730. In FIG. 8, sensor unit 800

comprises an RFID transceiver 810 which is coupled with one
or more antennas (e.g., 811A and 811B). In one embodiment,
RFID transceiver 810 is configured to selectively modulate
the effective radiated power of antennas 811A and 811B. As
will be discussed in greater detail below, this facilitates deter
mining the distance from sensor unit 800 and entity 710 in
accordance with various embodiments. In FIG. 8, sensor unit

800 further comprises a GNSS receiver 811. In some embodi
ments, when other sensing technologies are used. Such as
optical scanners/readers or near field transceivers, the scan
ning range may also be selectively modulated or focused
within the direction of sensing and across the minimum/
maximum sensing range of the utilized sensing technology.
0092. In accordance with various embodiments, when
sensor unit 800 receives a query response from entity identi
fier, such as entity identifier 711, a timestamp of this event is
generated, for example, by GNSS receiver 811. Similarly in
embodiments utilizing other sensing technologies or a com
bination of sensing technologies, a timestamp is generated
when a barcode or an NFC tag associated with an entity is
Successfully read and/or when a biometric associated with a
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person is successfully identified. GNSS receiver 811 will also
generate a set of coordinates of sensor unit 800 that is asso
ciated with the generated timestamp. As will be discussed in
greater detail below, sensor unit 800 is configured to receive
a plurality of query responses from entity identifier, such as
entity identifier 711, which uniquely identifies entity 710.
Based upon this plurality of query responses, sensor unit 800
can determine the distance to entity 710. Using this informa
tion, as well as the geographic coordinates of sensor unit 800
each time a query response is received, the geographic loca
tion of entity 710 can be determined In accordance with
various embodiments, the processing of data to derive the
geographic location of entity 710 can be performed by sensor
unit 800, or data (e.g., raw data or processed data) can be sent
from sensor unit 800 to another device such as tracking data
receiver 710 and/or multi-modal entity tracker 140 where the
geographic location of entity 710 can be derived.
0093. In FIG. 8, sensor unit 800 further comprises a pro
cessor 813 for processing information and instructions, a
volatile memory 814 and a non-volatile memory 815 for
storing information and instructions for processor 813, and a
data storage device 816 (e.g., a magnetic or optical disk and
disk drive) for storing information and instructions. It is noted
that in accordance with one embodiment, sensor unit 800 is

configured with a plurality of processors. In FIG. 8, sensor
unit 800 further comprises a display device 817 for displaying
information, and an optional alpha-numeric input device 818
including alphanumeric and function keys for communicat
ing information and command selections to processor 813. It
is noted that in one embodiment, display device 817 com
prises a touch screen assembly which obviates the necessity
for alpha-numeric input device 818. In FIG.8, sensor unit 800
further comprises a wireless communication transceiver 819.
In accordance with various embodiments, wireless commu

nication transceiver 819 may be configured to operate on any
Suitable wireless communication protocol including, but not
limited to: WiFi, WiMAX, implementations of the IEEE 802.
11 specification, cellular, two-way radio, satellite-based cel
lular (e.g., via the Inmarsat or Iridium communication net
works), mesh networking, implementations of the IEEE 802.
15.4 specification for personal area networks, and a short
range wireless connection operating in the Instrument Scien
tific and Medical (ISM) band of the radio frequency spectrum
in the 2400-2484 MHZ range (e.g., implementations of the
Bluetooth R standard). Personal area networks refer to short
range, and often low-data-rate, wireless communications net
works. Also shown in FIG. 8 is an optional orientation sensor
820. Such as an electronic compass, which is configured to
determine the direction sensor unit 800 is pointed in relation
to a given reference point.
0094) Referring still to FIG. 8, various other components
are depicted for handheld sensor unit 720. Specifically, when
present, an operating system 821, applications 822, modules
823, and data 824 are shown as typically residing in one or
some combination of computer usable volatile memory 814
(e.g., RAM), computerusable non-volatile memory 815 (e.g.,
ROM), and data storage unit 816. In some embodiments, all
or portions of various embodiments described herein are
stored, for example, as an application 821 and/or module 823
in memory locations within RAM 814, computer-readable
storage media within data storage unit 816, peripheral com
puter-readable storage media (not shown), and/or other tan
gible computer readable storage media.
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Example GNSS Receiver
(0095 FIG. 9, shows an example GNSS receiver 812 in
accordance with one embodiment. It is appreciated that dif
ferent types or variations of GNSS receivers may also be
suitable foruse in the embodiments described herein. In some

embodiments, a GNSS receiver such as GNSS receiver 900

may be coupled with or disposed as a portion of a handheld
sensor unit 720 and vehicle mounted sensor unit 730.

0096. As illustrated in FIG.9, received L1 and L2 signals
are generated by at least one GPS satellite. Each GPS satellite
generates different signal L1 and L2 signals and they are
processed by different digital channel processors 952 which
operate in the same way as one another. FIG. 9 shows GPS
signals (L1=1575.42 MHz, L2=1227.60 MHz) entering
GNSS receiver 900 through one or more dual frequency
antenna(s) 932. Antenna(s) 932 may be a magnetically
mountable model commercially available from Trimble
Navigation of Sunnyvale, Calif. Master oscillator 948 pro
vides the reference oscillator which drives all other clocks in

the system. Frequency synthesizer 938 takes the output of
master oscillator 948 and generates important clock and local
oscillator frequencies used throughout the system. For
example, in one embodiment frequency synthesizer 938 gen
erates several timing signals such as a 1st (local oscillator)
signal LO1 at 1400 MHz, a 2nd local oscillator signal LO2 at
175 MHz, an SCLK (sampling clock) signal at 25 MHz, and
a MSEC (millisecond) signal used by the system as a mea
surement of local reference time.

(0097. A filter/LNA (Low Noise Amplifier) 934 performs
filtering and low noise amplification of both L1 and L2 sig
nals. The noise figure of GNSS receiver 900 is dictated by the
performance of the filter/LNA combination. The downcon
vertor 936 mixes both L1 and L2 signals infrequency downto
approximately 175 MHz and outputs the analogue L1 and L2
signals into an IF (intermediate frequency) processor 950. IF
processor 950 takes the analog L1 and L2 signals at approxi
mately 175 MHz and converts them into digitally sampled L1
and L2 inphase (L1 I and L2 I) and quadrature signals (L1 Q
and L2 Q) at carrier frequencies 420 KHZ for L1 and at 2.6
MHz for L2 signals respectively. At least one digital channel
processor 952 inputs the digitally sampled L1 and L2 inphase
and quadrature signals. All digital channel processors 952 are
typically are identical by design and typically operate on
identical input samples. Each digital channel processor 952 is
designed to digitally track the L1 and L2 signals produced by
one satellite by tracking code and carrier signals and to from
code and carrier phase measurements in conjunction with the
microprocessor system 954. One digital channel processor
952 is capable of tracking one satellite in both L1 and L2
channels. Microprocessor System 954 is a general purpose
computing device which facilitates tracking and measure
ments processes, providing pseudorange and carrier phase
measurements for a navigation processor 958. In one embodi
ment, microprocessor System 954 provides signals to control
the operation of one or more digital channel processors 952.
Navigation processor 958 performs the higher level function
of combining measurements in Such a way as to produce
position, velocity and time information for the differential
and surveying functions. Storage 960 is coupled with navi
gation processor 958 and microprocessor system 954. It is
appreciated that storage 960 may comprise a volatile or non
volatile storage such as a RAM or ROM, or some other
computer readable memory device or media. In one rover
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receiver embodiment, navigation processor 958 performs one
or more of the methods of position correction.
0098. In some embodiments, microprocessor 954 and/or
navigation processor 958 receive additional inputs for use in
refining position information determined by GNSS receiver
900. In some embodiments, for example, corrections infor
mation is received and utilized. By way of non-limiting
example, such corrections information can include differen
tial GPS corrections, RTK corrections, and/or wide area aug
mentation system (WAAS) corrections.
0099 FIG. 10 shows detection of a tracked entity in accor
dance with various embodiments. In FIG.10, a user operating
handheld sensor unit 720 detects the presence of entity 710. In
one embodiment, RFID transceiver 810 of handheld sensor

unit 720 performs regular polling to detect RFID tags and/or
other entity identifiers in its vicinity. Thus, by way of example
and not of limitation, in response to an RFID query, entity
identifier 711 will return a query response to handheld sensor
unit 720 which is received by an RFID transceiver. Adjusting
the effective radiated power of an antenna (e.g., 811A of FIG.
8) affects the range at which it can communicate with RFID
tags. Consider an example where RFID transceiver 810 is
transmitting a query at 30 millidecibels (dBm) and handheld
sensor unit 720 is able to detect entity identifier 711 at a
distance of 30 meters, as shown by arc 1010 of FIG. 10. As
described above, when handheld sensor unit 720 receives a

query reply from entity identifier 711, it will generate a times
tamp of that event using either of GNSS receiver 812 or
processor 813. GNSS receiver 812 will also automatically
generate a first geographic position of handheld sensor unit
720 at that time. In a similar fashion, when other sensing
technologies such as barcode scanners, NFC transceivers, or
biometric scanners are additionally or alternatively utilized,
timestamps are generated in response to detection of associ
ated entity identifiers along with GNSS positions associates
with the respective timestamps.
0100. In accordance with one embodiment, sensor unit
800 (e.g., handheld sensor unit 720 or vehicle mounted sensor
unit 730) will then generate a second query at a lower effec
tive radiated power (e.g., as shown by arc 1020 of FIG. 10).
Thus, for the purpose of illustration, arc 1020 represents the
detection range of RFID transceiver 810 when the effective
radiating power has been reduced to 20 dBm. For the purpose
of illustration, arc 1020 extends, for example, 20 meters from
handheld sensor unit 720. In accordance with various

embodiments, sensor unit 800 is configured to generate a
timestamp when no query reply is received by RFID trans
ceiver 810 after a first query reply has been received. Thus, by
receiving no reply to a second query, handheld sensor unit 720
can determine that entity identifier 711 is more than 20 meters
from its present location, and somewhere in the vicinity of 30
meters or less from its present location. In one embodiment,
handheld sensor unit 720 will incrementally increase the
effective radiating power from RFID transceiver 810 until a
query reply from entity identifier 711 is again received. In
accordance with various embodiments, the effective radiating
power from RFID transceiver 810 is dynamically controlled
(e.g., by processor 813) without user intervention. Thus, in
FIG. 10 the effective radiating power of RFID transceiver 810
has been raised to, for example, 25 dBm (e.g., arc 1021) and
a query reply has again been received from entity identifier
711. Assuming arc 1021 represents a radius of, for example
25 meters, handheld sensor unit 720 can determine that entity
710 is approximately 25 meters from the current geographic
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position of handheld sensor unit 720 when the query reply
represented by arc 1021 was received. In accordance, the
orientation of handheld sensor unit 720 can be used to further

increase the precision of determining the geographic position
of entity 710. For example, the radiation pattern of antenna
811A typically has a main lobe which exhibits the greatest
field strength. In accordance with various embodiments,
knowledge of the axis of this main lobe and where it is
pointed, using for example orientation sensor 820, facilitates
determining the location of entity 710 with greater precision.
As discussed above, in accordance with various embodi

ments, GNSS receiver 812 comprises a high-precision GNSS
receiver which can utilize corrections data such as differential

GPS corrections, RTK corrections, and/or wide area augmen
tation system (WAAS) corrections to determine the geo
graphic position of handheld sensor unit 720 with sub-meter
precision. It is noted that a query reply from entity identifier
711 may comprise a variety of information such as, but not
limited to, a unique identification sequence, a name of an
entity, a description of an entity, a status of an entity, or other
usable information.

0101. In another embodiment, vehicle mounted sensor
unit 730 is disposed on a vehicle driving along path 1090. In
accordance with various embodiments, vehicle mounted sen

sor unit 730 can be mounted upon any type of vehicle which
is used in, or near, equipment storage yard 700 and is not
limited to data collection vehicles alone. In one embodiment,

antennas 811A and 811B are disposed upon opposite sides of
a vehicle (e.g., left and right sides) and the signals to and from
RFID transceiver 810 are multiplexed to antennas 811A and
811B. In one embodiment, an indication of which antenna

(e.g., either 811A or 811B) is included with the query reply
from entity identifier 711. In some embodiments, it is appre
ciated that a vehicle mounted sensor unit 730 may utilize only
a single antenna 811 or more than two antennas 811. Other
sensing technologies described herein may be similarly
directed and/or multiplexed when collecting data.
0102 Additionally, the direction in which antennas 811A
and 811B are pointed can be inferred using, for example,
orientation sensor 820. In another embodiment, the heading
of a vehicle as it moves along path 1090 can be inferred by
Successive GNSS position measurements such as at T and T
shown in FIG. 10. In another embodiment, GNSS receiver

812 can be coupled with two or more antennas 932, such as at
the front and rear of a vehicle, and the heading of the vehicle
can be determined based upon the difference of locations of
the antennas.

0103) In another embodiment, a remote sensing system
(e.g., remote position determining component 750) can deter
mine the geographic position of the vehicle carrying vehicle
mounted sensor unit 730 when query replies are received
from entity identifier 711. For example, remote position
determining component 750 can comprise an optical total
station which is configured to determine its geographic posi
tion, an azimuth to the vehicle carrying vehicle mounted
sensor unit 730, and a range to the vehicle using a laser range
finder.

0104. By knowing and/or determining the spatial relation
ship between a utilized position determining component
(750, 812, etc.) and the RFID transceiver 810 in vehicle
mounted sensor unit 730, the position of the mounted sensor
unit 730 can be determined Based on the positions of mounted
sensor unit 730 at multiple different sensing locations, the
position of entity 710 can be derived based upon query replies

US 2014/0035726 A1

received by RFID transceiver 810. In a similar fashion, when
other sensing technologies such as barcode scanners, NFC
transceivers, or biometric scanners are additionally or alter
natively utilized, the position of the mounted sensor unit 730
can be similarly be determined Similar techniques can be
utilized for determining the position of an entity 710 based on
replies received or entity identifiers that are identified when
other sensing technologies such as barcode scanners, NFC
transceivers, or biometric scanners are additionally or alter
natively utilized.
0105. In FIG. 10, as vehicle mounted sensor unit 730 is
conveyed along path 1090 it periodically generates RFID
queries in order to poll RFID tags which may be in range. As
discussed above, in one embodiment, two or more antennas

are multiplexed with RFID transceiver 810 so that at a first
interval antenna 811A is energized and at a second interval
antenna 811B is energized. With respect to FIG. 10 and path
1090, for purposes of example, antenna 811A is disposed
such that it radiates leftward with respect to path 1090 while
antenna 811B is disposed such that it radiates rightward with
respect to path 1090; and only radiation of antenna 811A is
illustrated.

0106. As shown in FIG. 10, at time T, RFID transceiver
810 detects a query reply from entity identifier 711. Again,
when the query reply is received at time T, a timestamp is
appended to the information sent by entity identifier 711 as
well as an identification of which antenna (e.g., antenna
811A) received the query reply. At a second time interval T.
RFID transceiver 810 receives another query reply from
entity identifier 711. This information, as well as the geo
graphic position of vehicle mounted sensor unit 730 at that
time, as well as the direction in which the vehicle is moving,
is sent to processor 813. Again, the information conveyed in
the query reply is appended with a timestamp and an identi
fication of the antenna which received the query reply (e.g.,
antenna 811A). This information, as well as the geographic
position of vehicle mounted sensor unit 730 at that time, as
well as the direction in which the vehicle is moving, is sent to
processor 813. In accordance with one embodiment, proces
Sor 813 can use this information to determine the geographic
position of entity 710 by triangulation. In one embodiment,
processor 813 is used to determine the geographic position of
entity 710 based upon this data and the known spatial rela
tionship between RFID transceiver 810 and GNSS receiver
812 (e.g., that they are co-located or that they are located a
known distance and orientation apart from one another).
Alternatively, the spatial relationship between the GNSS
receiver located with remote position determining compo
nent 750 and the RFID transceiver 810 disposed with vehicle
mounted sensor unit 730 can be determined and used to

determine the geographic position of entity 710. Alterna
tively, remote position determining component 750 may
monitor the vehicle carrying vehicle mounted sensor unit 730
and during later processing the geographic position of vehicle
mounted sensor unit 730 can be derived at the moment it

receives a query response from entity identifier 711.
0107 As discussed above, the effective radiated power of
the antenna which received the query reply can be used in
further refining the determination of the geographic position
of entity 710. For example, if antenna 811A has an effective
radiated power of 30 dBm when a query reply is received
from entity identifier 711, and the known maximum reception
range at that power is 30 meters, it can be deduced that entity
710 is within 30 meters of vehicle mounted sensor unit 730 at
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both time T and T. It can also be seen that at any time less
that T1 or greater thanT3, entity identifier 711 was not detect
able at this maximum reception range of vehicle mounted
sensor unit 730. Thus, in one embodiment detection at times

T and T represent first and last detections of entity identifier
711 at the maximum transmitting power of vehicle mounted
sensor unit 730. Using this information further facilitates
determining the geographic position of entity 710. Addition
ally, vehicle mounted sensor unit 730 can selectively modu
late the effective radiated power of antenna 811A in response
to receiving a query reply from entity identifier 711 as
described above with reference to handheld sensor unit 720.

Thus, at time T, RFID transceiver has lowered the effective
radiating power of antenna 811A to, for example, 10 dBm and
is not able to detect a query reply from entity identifier 711.
Assuming that it is known that at 10 dBm RFID transceiver
has an effective range of approximately 10 meters, it can be
deduced that at time T, entity 710 was at least more than 10
meters away from vehicle mounted sensor unit 730, but
within 30 meters of vehicle mounted sensor unit at times T.
and T. Also, as described above with reference to handheld
sensor unit 720, RFID transceiver 810 can increase its effec

tive radiated power until it again receives a query reply from
entity identifier 711 to further refine the resolution of the
geographic position of entity 710. Although power modula
tion is shown only at the position on path 1090 that is repre
sented by time T, it is appreciated that power modulation
may also be utilized at the positions marked by T and T.
and/or at other positions along path 1090 in order to better or
more quickly resolve the location of entity identifier 711.
0108. In accordance with various embodiments, vehicle
mounted sensor unit 730 can determine the geographic posi
tion of entity 710 independently, or send data to tracking data
receiver 110 or multi-modal entity tracker 140 for further
processing. The position may be determined by techniques
Such as triangulation and interpolation (based upon regions
where entity identifier has been detected or is known not to
have been detected). Additionally, data can be sent from
remote position determining component 750 to facilitate
determining the geographic position of entity 710. Referring
again to FIG. 7, in one embodiment, a map 740 is generated
based upon data from handheld sensor unit 720 and/or vehicle
mounted sensor unit 730. For example, a map with an overlay
of the locations of detected entities 710 can be generated.
While FIG.7 shows map 740 being generated by multi-modal
entity tracker 140, in another embodiment, map 740 can be a
display upon, for example, display device 817 of FIG. 8
and/or 618 of FIG. 6.

0109 Referring now to FIG. 12A, a map 740-1 showing a
plurality of paths (e.g., 1210, 1220, and 1230) followed by a
vehicle traversing equipment storage yard 700 carrying
vehicle mounted sensor unit 730 is shown. Also shown in

FIG. 12A are swaths (e.g., 1211, 1221, and 1231) showing the
coverage area of RFID transceiver 810 as the vehicle moved
along paths 1210, 1220, and 1230 respectively. In other
words, swaths 1211, 1221, and 1231 show the range of RFID
transceiver 810 to both sides of the vehicle based upon the
effective radiated power provided to the antennas coupled
with it. As discussed above, the effective radiated power
affects the range at which RFID transceiver 810 can detect an
RFID tag such as entity identifier 711. As shown in FIG. 12A,
there are gaps in the coverage areas such as gap 1225 and
1235. This can be due to a variety of factors, but shows that
there may be tracked entities within these areas which are not
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detectable by vehicle mounted sensor unit 730. This may
indicate the necessity for an operator to be sent to these region
with a handheld sensor unit 720 to search for entities which

may not otherwise show up. Also shown in FIG. 12A is a
region 1236 in which the effective radiating power to one of
antennas 811A or 811B has been reduced. This may be in
response to having received a query response from an entity
identifier 711 (not shown). In accordance with various
embodiments, map 740-1 can show all of the swaths of all
vehicles which have traversed equipment storage yard 700
within a given time frame. For example, all of the vehicles
which have traversed equipment storage yard 700 in the past
week can be shown. In one embodiment, various time periods
can be color coded to show coverage areas on a given day.
Thus, the swath(s) from Monday (e.g., 1211) can be color
coded green, the Swath(s) from Tuesday (e.g., Swaths 1221
and 1231) can be color coded yellow, etc. These can all be
overlaid to show which areas have not been covered in the last

week. Again, this facilitates dispatching either a vehicle
mounted sensor unit 730 or handheld sensor unit 720 to areas

which may not have been polled for tracked entities within the
last week to generate a more complete understanding of what
tracked entities are present and their location.
0110 FIG.12B illustrates a map 740-2 showing a plurality
of paths (e.g., 1210, 1220, and 1230) followed by a vehicle
traversing equipment storage yard 700 carrying vehicle
mounted sensor unit 730 is shown. along with the locations of
entities 710 (710-1, 710-2, 710-3, 710-4, etc.) that are asso
ciated with detected entity identifiers 711.
0111 FIG. 13 illustrates a pipeline 1300. Pipeline 1300
includes pipe sections 1301 (1301-1, 1301-2, 1301-3). Each
pipe section includes a respective flange 1302 or joint where
it joins with another pipe section in pipeline 1300. For
example, pipe section 1301-1 includes pipe flange 1302-1,
pipe section 1301-2 includes pipe flange 1302-2, and pipe
section 1301-3 includes flange 1302-3. As can be seen in FIG.
13, entity identifiers 711 are located near the respective
flanges (entity identifier 711-1 near flange 1302-1, entity
identifier 711-2 near flange 1302-2, and entity identifier
711-3 near flange 1302-3).
0112 FIG. 14 shows an example map 740-3 generated in
accordance with various embodiments. As depicted in FIG.
14, a vehicle mounted sensor unit 730 has been taken along
path 1490 along pipeline 1300 and has detected and located
entity identifiers 711-1, 711-2, and 711-3, which correspond
to and depict the location(s) of installed pipeline components
(which may be above ground or buried). In a similar manner,
entity identifiers 711 can be left on building components after
they are emplaced at a construction site and/or after they have
been used in construction of a building. For example, entity
identifiers may be left upon emplaced on one or more of a
variety of components including, but not limited to: conduit,
reinforcement bar, joists, beams, studs, electrical fittings,
electrical enclosures, and plumbing fittings.
0113 Referring again to FIGS. 13 and 14, in this manner,
if an entity identifier 711 is placed at each joint of pipe
segments comprising a pipeline, the location of the pipeline
can also be recorded as it is installed using, for example,
handheld sensor unit 720 to record the geographic position of
each entity identifier 711 as the pipeline is laid. Additionally,
at a later time after the pipeline has been laid, it can be
detected using, for example, a vehicle mounted sensor unit
730 which can drive in the vicinity of the pipeline and detect
the entity identifiers 730 as it passes by. In a similar fashion
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other locations of other types of emplaced components can be
recorded during their emplacement. Also, the map 740-3 can
show the current state completion of a project or the states of
completion of a project over time by overlaying/combining
results from more than one instance of entity identification. In
accordance with various embodiments, map 740 can show a
2-D map of the installed components, a 2-D map with the
addition of time, a 3-D map, a 3-D map with the addition of
time, or other displays.
0114 FIG. 11 is a flowchart of a method for tracking an
entity in accordance with various embodiments. In operation
1110, a plurality of messages is received conveying an iden
tification of an entity using a wireless identification compo
nent (e.g., RFID transceiver 810 of FIG. 8) of a sensor unit. As
discussed above, in various embodiments, RFID transceiver

810 receives query replies from entity identifier 711. As
described above, entity identifier 711 can utilize a variety of
wireless technologies to convey the identity of entity 710, and
other information, to RFID transceiver 810. In one embodi

ment, sensor unit 800 receives a first query reply at a first
location (e.g., T of FIG. 10) and a second query reply at a
second location (e.g., T of FIG. 10). In another embodiment,
a plurality of query replies can be received by a sensor unit
800 while it is at the same location.

0.115. In operation 1120 of FIG. 11, a geographic location
of the wireless identification component is determined by a
position determining component (e.g., GNSS receiver 812 of
FIG. 8) of the sensor unit wherein the geographic location
describes a respective geographic location of the wireless
identification component when each of the plurality of mes
sages is received. As described above, when a query reply
from entity identifier 711 is received, a timestamp is gener
ated (e.g., by GNSS receiver 812 or processor 813) and is
appended with the query reply. Also, GNSS receiver 812
determines the geographic location of sensor unit 800 (e.g.,
handheld sensor unit 720, or vehicle mounted sensor unit

730) and appends that information with query reply. This
facilitates determining the geographic position of entity 710.
In another embodiment, remote position determining compo
nent 750 of FIG. 7 is configured to generate a geographic
location of sensor unit 800 when a query reply is received
from entity identifier 711. Remote position determining com
ponent 750 then determines an angular measurement and
distance to sensor unit 800 which will facilitate determining
the geographic position of entity 710. In other words data
points are collected when query replies from entity identifier
711 are received at RFID transceiver 810 which are used to

determine the geographic position of entity 710.
0116. In operation 1130 of FIG. 11, a geographic position
of the entity is determined based upon a known spatial rela
tionship between the position determining component and the
wireless identification component. As described above, in
one embodiment, RFID transceiver 810 and GNSS receiver

812 are co-located in the same sensor unit (e.g., handheld
sensor unit 720, or vehicle mounted sensor unit 730). In
another embodiment, remote position determining compo
nent 750 monitors the position of sensor unit 800 from a
distance. In accordance with various embodiments, based

upon the known spatial relationship between the position
determining component being used (e.g., remote position
determining component 750 or GNSS receiver 812) and
RFID transceiver 810, the geographic position of entity 710
can be determined. In accordance with various embodiments,

the determination of the geographic position of entity 710 can
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be facilitated by determining the orientation of the antenna
coupled with RFID transceiver 810. As discussed above, the
radiation pattern emanating from antennas 811A and 811B
can exhibit a main lobe. If the axis of this main lobe is known,

knowledge of the direction in which this main lobe is pointed
when a query reply is received from entity identifier 711 can
be used to further refine determining the geographic position
of entity 710. Additionally, in one embodiment, the effective
radiating power of antennas 811A and/or 811B can be selec
tively modulated to determine a minimum distance of entity
identifier 711 from sensor unit 800. As described above, in

one or more embodiments, a plurality of antennas (e.g., 811A
and 811B of FIG. 8) can be coupled with RFID transceiver
810 and their signals multiplexed. In one embodiment, when
one of antennas 811A or 811B receives a query reply from
entity identifier 711, the antenna which received the query
reply is identified and this information is appended to the data
conveyed in the query reply. Again, this can facilitate deter
mining the geographic position of entity 710.
0117. In accordance with various embodiments, a map
(e.g., map 740) can be generated which shows the geographic
position of entity 710. Additionally, map 740 can show the
location of an installed component as discussed with refer
ence to FIGS. 13 and 14. In various embodiments, the gener
ated map 740 can include a static 2-D map, a 2-D map with the
added dimension of time, a static 3-D map, a 3-D map with
the added dimension of time, etc. Additionally, with reference
to FIG. 12A, map 740 can display areas which are not covered
by RFID transceiver 810 (e.g., areas 1225 and 1235 of FIG.
12A). In various embodiments, a generated map 740 is dis
played or provided to a device which may display it.
0118. Although the example use of RFID technology has
been used for purposes of description, it is appreciated that
other sensing technologies may be used in place of or in
combination with RFID sensing technology for entity loca
tion and mapping. For example, a combination of RFID sens
ing and barcode scanning technologies may be used to locate
and map entities in the manner described herein, likewise a
combination of RFID and NFC technologies may be utilized
to perform locate and map entities, likewise a combination of
RFID and biometric technologies may be used to locate and
map entities, likewise a combination of barcode and NFC
technologies may be used to locate and map entities. More
over, several technologies may be used together to locate and
map entities in the manner described herein; for example:
RFID, NFC, barcode, biometric technologies other technolo
gies described herein may all be utilized to locate and map
entities, and the technologies may be used at separate times or
in conjunction with one another. That is, all or some combi
nation of technologies may be present in a common sensor
unit (e.g., handheld sensor unit 720, or vehicle mounted sen
Sor unit 730) used during a sensing pass or sensing activity
and/or single or Subsets of the technologies may be present in
a in a common sensor unit (e.g., handheld sensor unit 720, or
vehicle mounted sensor unit 730) and a map may be generated
by utilizing data acquired during multiple sensing passes or
sensing activities using different technologies for sensing
entity identifiers.
0119 Embodiments of the present technology are thus
described. While the present technology has been described
in particular embodiments, it should be appreciated that the
present technology should not be construed as limited to these
embodiments alone, but rather construed according to the
following claims.
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What is claimed is:

1. A method for tracking an entity, said method comprising:
receiving a plurality of messages conveying an identifica
tion of an entity using a wireless identification compo
nent of a sensor unit;

determining a geographic location of said wireless identi
fication component by a position determining compo
nent of said sensor unit wherein said geographic location
describes a respective geographic location of said wire
less identification component when each of said plural
ity of messages is received; and
determining a geographic position of said entity based
upon a known spatial relationship between said position
determining component and said wireless identification
component.

2. The method of claim 1 further comprising:
using said wireless identification component to transmit
queries and responsively receive query replies from a
Radio Frequency Identification (RFID) tag disposed on
said entity, wherein a query reply of said query replies
includes a message of said messages, and wherein said
wireless identification component comprises an RFID
transceiver.

3. The method claim 2 further comprising:
receiving a first query reply by said RFID transceiver at a
first location;

receiving a second query reply by said RFID transceiver at
a second location; and

determining said geographic position of Said entity based
upon said first query reply received at said first location
and said second query reply received at said second
location.

4. The method of claim 3 further comprising:
determining an orientation of an antenna of said sensor unit
coupled with said RFID transceiver based upon the
antenna gain of said antenna and a direction in which
said antenna is oriented.

5. The method of claim 4 further comprising:
selectively modulating the effective radiated power of said
antenna to determine a minimum distance from said

antenna at which said entity is located.
6. The method of claim 4 further comprising:
coupling a plurality of antennas with said RFID transceiver
of said sensor unit;

selectively generating a query by one of said plurality of
antennas; and

identifying said one of said plurality of antennas as having
received said first query reply and said second query
reply.
7. The method of claim 2 further comprising:
selectively modulating the effective radiated power of an
antenna of said sensor unit coupled with said RFID
transceiver to determine a minimum distance from said

antenna at which said entity is located and wherein said
plurality of said messages are received when said RFID
transceiver is located at the same location.

8. The method of claim 1 further comprising:
displaying said entity on a map display.
9. The method of claim 1 further comprising:
displaying a map showing an area which is not covered by
said wireless identification component.
10. The method of claim 1 wherein said entity comprises an
installed component, said method further comprising:
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displaying a three-dimensional (3-D) map showing the
as-built location of said installed component.
11. A non-transitory computer-readable storage medium
comprising computer executable code for directing a proces
Sor to execute a method for tracking an entity, said method
comprising:
receiving a plurality of messages conveying an identifica
tion of an entity using a wireless identification compo
nent of a sensor unit;

determining a geographic location of said wireless identi
fication component by a position determining compo
nent of said sensor unit wherein said geographic location
describes a respective geographic location of said wire
less identification component when each of said plural
ity of messages is received; and
determining a geographic position of said entity based
upon a known spatial relationship between said position
determining component and said wireless identification
component.

12. The non-transitory computer-readable storage medium
of claim 11 wherein said method further comprises:
using said wireless identification component to transmit
queries and responsively receive query replies from a
Radio Frequency Identification (RFID) tag disposed on
said entity, wherein a query reply of said query replies
includes a message of said messages, and wherein said
wireless identification component comprises an RFID
transceiver.

13. The non-transitory computer-readable storage medium
claim 12 wherein said method further comprises:
receiving a first query reply by said RFID transceiver at a
first location;

receiving a second query reply by said RFID transceiver at
a second location; and

determining said geographic position of said entity based
upon said first query reply received at said first location
and said second query reply received at said second
location.

14. The non-transitory computer-readable storage medium
of claim 13 wherein said method further comprises:
determining an orientation of an antenna of said sensor unit
coupled with said RFID transceiver based upon the
antenna gain of said antenna and a direction in which
said antenna is oriented.

15. The non-transitory computer-readable storage medium
of claim 14 wherein said method further comprises:
selectively modulating the effective radiated power of said
antenna to determine a minimum distance from said

antenna at which said entity is located.
16. The non-transitory computer-readable storage medium
of claim 14 wherein said method further comprises:
coupling a plurality of antennas with said RFID transceiver
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plurality of said messages are received when said RFID
transceiver is located at the same location.

18. The non-transitory computer-readable storage medium
of claim 11 wherein said method further comprises:
displaying said entity on a map display.
19. The non-transitory computer-readable storage medium
of claim 11 wherein said method further comprises:
displaying a map showing an area which is not covered by
said wireless identification component.
20. The non-transitory computer-readable storage medium
of claim 11 wherein said entity comprises an installed com
ponent, and wherein said method further comprises:
displaying a three-dimensional (3-D) map showing the
as-built location of said installed component.
21. An entity tracking system comprising:
a wireless identification component configured to receive a
plurality of messages conveying an identification of an
entity;
a position determining component configured to determine
a geographic location of said wireless identification
component wherein said geographic location describes a
respective geographic location of said wireless identifi
cation component when each of said plurality of mes
Sages is received; and
a processor configured to determine a geographic position
of said entity based upon a known spatial relationship
between said position determining component and said
wireless identification component.
22. The entity tracking system of claim 21 wherein said
wireless identification component comprises:
an Radio Frequency Identification (RFID) transceiver con
figured to receive a query reply from an RFID tag dis
posed on said entity in response to a query from said
RFID transceiver.

23. The entity tracking system claim 22 wherein said RFID
transceiver is configured to receive a first query reply by said
RFID transceiver at a first location and a second query reply
by said RFID transceiver at a second location, and wherein
said processor is configured to determine said geographic
position of said entity based upon said first query reply
received at said first location and said second query reply
received at said second location.

24. The entity tracking system of claim 22 wherein said
processor is configured to determine an orientation of an
antenna coupled with said RFID transceiver based upon the
antenna gain of said antenna and a direction in which said
antenna is oriented.

25. The entity tracking system of claim 24 wherein said
processor is RFID transceiver is configured to selectively
modulating the effective radiated power of said antenna to
determine a minimum distance from said antenna at which

transceiver to determine a minimum distance from said

said entity is located.
26. The entity tracking system of claim 24 further compris
ing:
a plurality of antennas coupled with said RFID transceiver
and wherein said RFID transceiver is configured to
Selectively generate a query by one of said plurality of
antennas and to identify said one of said plurality of
antennas as having received said first query reply and
said second query reply.
27. The entity tracking system of claim 22 wherein said
RFID transceiver is configured to selectively modulate the
effective radiated power of an antenna coupled with said

antenna at which said entity is located and wherein said

RFID transceiver to determine a minimum distance from said

of said sensor unit;

Selectively generating a query by one of said plurality of
antennas; and

identifying said one of said plurality of antennas as having
received said first query reply and said second query
reply.
17. The non-transitory computer-readable storage medium
of claim 12 wherein said method further comprises:
selectively modulating the effective radiated power of an
antenna of said sensor unit coupled with said RFID
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antenna at which said entity is located and wherein said
plurality of said messages are received when said RFID trans
ceiver is located at the same location.

28. The entity tracking system of claim 21 further compris
1ng:

a display device configured to display said entity on a map
display.
29. The entity tracking system of claim 21 further compris
1ng:

a display device configured to display a map showing an
area which is not covered by said wireless identification
component.

30. The entity tracking system of claim 21 wherein said
entity comprises an installed component, and said entity
tracking system further comprising:
a display device configured to display a three-dimensional
(3-D) map showing the as-built location of said installed
component.

