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(57) Abstract: Embodiments address various
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METHODS AND APPARATUSES FOR MAINTAINING SECURE
COMMUNICATION BETWEEN A GROUP OF USERS IN A SOCIAL
NETWORK

Cross-Reference

[0001] This application is related to U. s. Patent Application 13/345,241
filed January 6, 2012, titled Methods and Apparatuses for Secure Information
Sharing in Social Networks Using Randomly-Generated Keys, by loannis

Broustis, Violeta Cakulev, and Ganapathy Sundaram.

Field_of the_Invention

[0002] Embodiments of the present invention are directed to methods
and apparatuses for maintaining secure communication between a group of

users in a social network.

Background

[0003] This section introduces aspects that may be helpful in facilitating
a better understanding of the invention. Accordingly, the statements of this
section are to be read in this light and are not to be understood as admissions
about what is in the prior art or what is not in the prior art.

[0004] During the last few years, social networking has become one of
the main ways of communicating between people. Social networking and/or
social networks are intended to be interpreted broadly and to be defined as a
social structure made up of individuals (or organizations) called for example,

"nodes", which can be tied (e.g., connected) by one or more specific types of
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Claims

What is claimed is:

1. A method of maintaining security between a group of users in a social
network, comprising:

identifying, by a social network host, a group of users, U,..l/, of the

social network who securely communicate between each other using an initial
commonly derived shared key that the social network host can not derive;

adding, by the social network host, at least one additional user U__, to

m+l
the group of users of the social network, wherein the at least one additional
user cannot derive the initial shared key; and

storing shared data z: sent by one user in said group of users, the

shared data being encrypted by an updated commonly derived shared key.

2. The method of claim 1, further comprising:

sending a temporary key to users U,...U_ . prior to the updating the at

m-+i

least one published parameter step.

3. The method of claim 2, further comprising:

sending the temporary key to users U,...U_using the initial commonly

derived shared key.

4, The method of claim 1, further comprising:
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sending the initial commonly derived shared key to user t/,_ prior to
the at least updating parameter step.
5. A method of maintaining security between a group of users in a social

network, comprising:

identifying a group of users, v,...u, of the social network, by a social
network host, who securely communicate between each other using a
commonly derived shared key that the social network host can not derive;

removing a user |I; from the group of users who securely

communicate between each other; and

updating at least one published parameter on which the updated
commonly derived shared key is to be based, wherein the group of users
minus the removed user can now securely communicate between each other
without the removed user being able to derive the commonly shared key
without the social network host being able to derive the commonly shared

key.

6. The method of claim 5, wherein the at least one published parameter

is either X, or X ,, corresponding to user [/, , or Uy, , respectively, and

defined as X, = a{o,P- «,_P), where a; is a secret random number and P is

7. A method of maintaining security between a group of users in a social

network, comprising:
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identifying a group of users, U,..UJ, of the social network, by a social

network host, who securely communicate between each other using a initial
commonly derived shared key that the social network host can not derive;

adding at least one additional user U/ ,,who can not derive the shared

Hi+l?
key, to the group of users of the social network, by the social network host;

switching users U, and U_, upon the expiration of atimer, wherein
user u ., did not update its X, value by the end of the timer; and

updating at least the x , value, now corresponding to the joining user
on which an updated commonly derived shared key is to be based, wherein
the group of users and the additional new user, except for switched user

U,..,, can now securely communicate between each other using the updated

commonly derived shared key based on the updated X value, without the

social network host being able to derive the updated commonly shared key.

8. An apparatus comprising:
a memory; and
at least one processor coupled to the memory and configured to:

identify a group of users, U/,..U of the social network, by a

social network host who securely, communicate between each other using an
initial commonly derived shared key that the social network host can not
derive;

add at least one additional user U/, who can not derive the

shared key to the group of users of the social network, by the social network
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host; and

update at least one published parameter on which an updated
commonly derived shared key is to be based, wherein the group of users and
the additional user can now securely communicate between each other using
the updated commonly derived shared key based on the updated at least one
published parameter without the social network host being able to derive the

updated commonly shared key.

9. An apparatus comprising:
a memory; and
at least one processor coupled to the memory and configured to:

identify a group of users, U/,..U of the social network, by a

social network host who securely, communicate between each other using a
commonly derived shared key that the social network host can not derive;

remove a user U, from the group of users who securely

communicate between each other; and

update at least one published parameter on which an updated
commonly derived shared key is to be based, wherein the group of users
minus the removed user can now securely communicate between each other
without the removed user being able to derive the updated commonly shared
key and without the social network host being able to derive the updated

commonly shared key.

10. A method of maintaining security between a first user and additional
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users in a social network, comprising:

securely communicating between members of a first group of users
that includes the first user and a first number of the additional users using an
initial commonly shared key derived by the first user from parameters
provided by the first number of additional users;

deriving an updated commonly derived shared key by the first user
from parameters provided by a second different number of additional users;
and

securely communicating between members of a second group of users

that includes the first user and the second number of additional users.

11.  The method of claim 10, further comprising the first user publishing at

least one parameter from which the first user and the additional users derive

the updated common derived shared key.
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FIG. 3
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FIG. 4
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