wo 2016/040192 A1 [N I NPF 00 00O O 0

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2016/040192 A1

17 March 2016 (17.03.2016) WIPOIPCT
(51) International Patent Classification: (74) Agents: WIGMORE, Steven P. et al.; Smith Risley Tem-
GO6F 1/32 (2006.01) pel Santos LLC, Two Ravinia Drive, Suite 700, Atlanta,
ia 30346 .
(21) International Application Number: Georgia (US)
PCT/US2015/048707 (81) Designated States (unless otherwise indicated, for every
. . ) kind of national protection available). AE, AG, AL, AM,
(22) International Filing Date: i ber 2015 (04.09.2015 AO, AT, AU, AZ. BA, BB, BG, BH, BN, BR, BW, BY,
eptember 2015 (04.09.2015) BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
(25) Filing Language: Enghsh DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
L ) HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
(26) Publication Language: English KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
(30) Priority Data: MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
14/484,125 11 September 2014 (11.09.2014) US PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
(71) Applicant: QUALCOMM INCORPORATED [US/US]; TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
Attn: International IP Administration, 5775 Morehouse . o
Drive, San Diego, California 92121-1714 (US). (84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
(72) Inventors: SHABEL, Jeffrey David; 5775 Morchouse GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,

Drive, San Diego, California 92121 (US). MUELLER,
Philip Jr.; 5775 Morehouse Drive, San Diego, California
92121 (US). ZHAO, Zhurang; 5775 Morchouse Drive,
San Diego, California 92121 (US). STREETER, Carl
Victor; 5775 Morehouse Drive, San Diego, California
92121 (US). KULKARNI, Rashmi; 5775 Morehouse
Drive, San Diego, California 92121 (US).

TZ, UG, ZM, ZW), Burasian (AM, AZ, BY, KG, KZ, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
DK, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SF, SI, SK,
SM, TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ,
GW, KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

as to applicant'’s entitlement to apply for and be granted a
patent (Rule 4.17(i1))

[Continued on next page]

(54) Title: SYSTEM AND METHOD FOR SYSTEM-ON-A-CHIP SUBSYSTEM EXTERNAL ACCESS DETECTION AND RE-

COVERY
200 DDR
T 280
SaC Power
Manager
270
Memory
Controller Subszygéem § SUbS;:E)em ¢
Logic 260 230 240
272 N
A

Interconnect/Bus 250

%

Isolation HW
22
[
SM
225

Subsystem A
220

,qu

4

. |Monitor Module
224

Sensor
229

A

Memory
228

CPU
222

FIG. 2A

(57) Abstract: Systems and methods for external
access detection and recovery in a subsystem of a
system-on-a-chip (SoC) in a portable computing
device (PCD) are presented. In operation, a subsys-
tem of the SoC is operated in an internal mode inde-
pendently of the SoC while the SoC is in a low
power state, such as a non-functional or zero power
state or mode. The subsystem comprises a processor
in communication with a memory, a sensor, and a
monitor module. The monitor module detects when
the processor of the subsystem requests access to a
component external to the subsystem. In response to
this detected request, the SoC is caused to enter into
a full power state or mode, and the subsystem is
caused to exit the internal mode of operation.
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SYSTEM AND METHOD FOR SYSTEM-ON-A-CHIP SUBSYSTEM
EXTERNAL ACCESS DETECTION AND RECOVERY

DESCRIPTION OF THE RELATED ART

[001] Devices with a processor that communicate with other devices through a variety
of communication media, including wircless signals, are ubiquitous. Mobile devices
including portable computing devices (PCDs) may be used to communicate with a
variety of other devices via wireless, analog, digital and other means. These mobile
devices may include mobile telephones, portable digital assistants (PDAs), portable
gamc consolcs, palmtop computers, tablct computers and other portable clectronic
devices.

[002] TIn addition to the primary function, PCDs may also be used for downloading and
playing games; downloading and playing music; downloading and viewing video;
global positioning system (GPS) navigation, web browsing, and running applications
such as calendaring and address applications, electronic wallet software, and more.

[003] To accommodate these ever-growing uses and demands for higher performance,
modern PCDs typically include a system-on-a-chip (SoC) comprising one or more
subsystems or cores (e.g., central processing unit(s), graphics processing unit(s), etc.)
for controlling or pcrforming varying functions of thc PCD. Howcvcer, opcrating cach
core/CPU and the SoC itself increases the power consumption on the PCD, reducing
battery life, increasing touch temperatures of the PCD, degrading service, efc.

[004] Various low or reduced power mode strategics have been implemented to
decrease the power consumed by the SoC and/or its subsystems or cores. For example,
when the PCD is not being actively used by an end user, some SoCs operate in a
reduced or lower power mode which may include periods where the SoC is turned off.
[005] In such reduced or lower power modes, the SoC may periodically power up or
“wake up” in order to determine a status of the PCD and/or various functionality of the
SoC. Howcver, depending on what functionality the SoC nceds to check or determine a
status of, powering up the entire SoC may still incur a significant power cost.
Additionally, trying to operate only portions of the SoC in order to save power can
result in in the portion operating to stall and/or become hung up if that portion needs

access to other, powered down portions of the SoC.
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[006]  Thus, there is a need for improved systems and methods to allow subsystems
within an SoC to effectively operate when the main portion of the SoC is powered down

and/or in a low or reduced power mode.

SUMMARY OF THE DISCLOSURE

[007] Systems and methods are disclosed that allow for external access detection and
recovery by a subsystem of a system-on-a-chip (SoC) in a portable computing device
(PCD). In operation, a subsystem of the SoC is operated in an internal mode
independently of the SoC while the SoC is in a low power state, such as a non-
functional or zero power state or mode. The subsystem comprises a processor in
communication with a memory, a sensor, and a monitor module. The monitor module
detects when the processor of the subsystem requests access to a component external to
the subsystem. In response to this detected request, the SoC is caused to enter into a
full power state or mode, and the subsystem is caused to exit the internal mode of
operation.
[008] One example embodiment is a computer system for a system-on-a-chip (SoC) in
a portable computing device (PCD), the system comprising: a subsystem of the SoC
configured to independently operate in an internal mode, the subsystem comprising: a
processor in communication with a sensor and a memory, and a memory monitor in
communication with the processor, wherein the monitor module is configured to: detect
a request for access by the processor to a component external to the subsystem, cause
the SoC to enter a full power state in response to the detected request for access, and
cause the subsystem to exit the internal mode in response to the detected request for
access.
[009] Another example embodiment is a computer program product comprising a non-
transitory computer usable medium having a computer rcadable program code
embodied therein, said computer readable program code adapted to be executed to
implement a method for external access detection and recovery in a subsystem of a
system-on-a-chip (SoC) in a portable computing device (PCD), the method comprising:
operating the subsystem of the SoC in an internal mode independently of the SoC while
the SoC is in a low power state, the subsystem comprising a processor in
communication with a memory, a sensor, and a monitor module; detecting with the
monitor module a request for access by the processor to a component external to the

subsystcm; and in rcsponsc to the detected request for access to the componcent cxternal
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to the subsystem: causing the SoC to enter a full power state, and causing the

subsystem to exit the internal mode.

BRIEF DESCRIPTION OF THE DRAWINGS

[010] In the drawings, like reference numerals refer to like parts throughout the
various views unless otherwise indicated. For reference numerals with letter character
designations such as “102A” or “102B”, the letter character designations may
differentiate two like parts or elements present in the same figure. Letter character
designations for reference numerals may be omitted when it is intended that a reference
numeral to encompass all parts having the same reference numeral in all figures.
Similarly, for rcfcrence numcrals with © designations, such as 1027, the © dcsignation
may designate an alternative embodiment for the underlying element with the same
reference numerals (but without the ‘ designation).

[011] FIG. 1 is a block diagram of an example embodiment of a portable computing
device (PCD) in which the present invention may be implemented;

[012] FIG. 2A is a block diagram showing an exemplary embodiment of a system for
external access detection and recovery by a subsystem of an SoC in a PCD, such as the
PCD embodiment illustrated in FIG. 1;

[013] FIG. 2B is a block diagram illustrating aspects of the exemplary system of FIG.
2A;

[014] FIG. 3 is a block diagram of illustrating another exemplary embodiment of a
system for external access detection and recovery by a subsystem of an SoC in a PCD,
such as the PCD embodiment illustrated in FIG. 1;

[015] FIG. 4A is a flowchart describing aspects of an exemplary embodiment of a
method for implementing a subsystem of an SoC in a PCD;

[016] FIG. 4B illustrates example components capable of performing the aspects of the
method illustrated in FIG. 4A;

[017] FIG. 5A is a flowchart describing aspects of an exemplary embodiment of a
method for providing external access detection and recovery by the subsystem of the
SoC; and

[018] FIG. 5B illustrates example components capable of performing the aspects of the
method illustrated in FIG. 5A.

DETAILED DESCRIPTION

-3-
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[019] The word “‘exemplary” is used herein to mean “serving as an example, instance,
or illustration.” Any aspect described herein as “exemplary™ is not necessarily to be
construed as preferred or advantageous over other aspects.

[020] In this description, the term “application” may also include files having
executable content, such as: object code, scripts, byte code, markup language files, and
patches. In addition, an “application” rcferred to herein, may also includc files that arc
not executable in nature, such as documents that may need to be opened or other data
files that need to be accessed.

[021] The term “content” may also include files having executable content, such as:
object code, scripts, byte code, markup language files, and patches. In addition,
“content” referred to herein, may also include files that are not executable in nature,
such as documents that may need to be opened or other data files or data values that
need to be accessed.

EF Y

[022] As used in this description, the terms ‘“component,” “‘database,” “module,”
“systcm,” and thc likc arc intended to rcfer to a computer-related cntity, cither
hardware, firmware, a combination of hardware and software, software, or software in
execution. For example, a component may be, but is not limited to being, a process
running on a processor, a processor, an object, an executable, a thread of execution, a
program, and/or a computer. By way of illustration, both an application running on a
computing device and the computing device may be a component. One or more
components may reside within a process and/or thread of execution, and a component
may be localized on one computer and/or distributed between two or more computers.
In addition, these components may execute from various computer-readable media
having various data structurcs storcd thcrcon. The componcents may communicate by
way of local and/or remote processes such as in accordance with a signal having one or
more data packets (e.g., data from one component interacting with another component
in a local system, distributed system, and/or across a network such as the Internet with
other systems by way of the signal).

[023] In this description, the term “portable computing device” (“PCD”) is used to
describe any device operating on a limited capacity rechargeable power source, such as
a battery and/or capacitor. Although PCDs with rechargeable power sources have been
in use for decades, technological advances in rechargeable batteries coupled with the
advent of third gencration (“3G”) and fourth gencration (“4G”) wircless tcchnology

have enabled numerous PCDs with multiple capabilities. Therefore, a PCD may be a
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cellular telephone, a satellite telephone, a pager, a PDA, a smartphone, a navigation
device, a smartbook or reader, a media player, a combination of the aforementioned
devices, a laptop or tablet computer with a wireless connection, among others.

[024] In this description, the terms “central processing unit (“CPU”),” “digital signal

2 <e =T =T

processor (“DSP”),” ‘“graphics processing unit (“GPU”),” “chip,” “video codec,”

“systcm bus,” “imagc proccssor,” and “mcdia display proccssor (“MDP”’)” arc non-
limiting examples of processing components that may be implemented on an SoC.
These terms for processing components are used interchangeably except when
otherwise indicated. Moreover, as discussed below, any of the above or their
equivalents may be implemented in, or comprised of, one or more distinct processing
components generally referred to herein as “core(s)”” and/or “sub-core(s).”

[025] In this description, the terms “workload,” “process load,” “process workload,”
and ““graphical workload” may be used interchangeably and generally directed toward
the processing burden, or percentage of processing burden, that is associated with, or
may bc assigned to, a given processing componcnt in a given cmbodiment.
Additionally, the related terms ““frame,” “‘code block” and “block of code” may be used
interchangeably to refer to a portion or segment of a given workload. Further to that
which is defined above, a “processing component” or the like may be, but is not limited
to being, a central processing unit, a graphical processing unit, a core, a main core, a
sub-core, a processing area, a hardware engine, etc. or any component residing within,
or external to, an integrated circuit within a portable computing device.

[026] One of ordinary skill in the art will recognize that the term “MIPS” represents
the number of millions of instructions per second a processor is able to process at a
given powcer frequency. In this description, the term is uscd as a gencral unit of measurc
to indicate relative levels of processor performance in the exemplary embodiments and
will not be construed to suggest that any given embodiment falling within the scope of
this disclosure must, or must not, include a processor having any specific Dhrystone
rating or processing capacity. Additionally, as would be understood by one of ordinary
skill in the art, a processor’s MIPS setting directly correlates with the power, frequency,
or operating frequency, being supplied to the processor.

[027] The present systems and methods for external access detection and recovery by a
subsystem of an SoC in a PCD provide a cost effective way to implement a subsystem
of thc SoC. Thc subsystcm is configurcd to opcratc in an intcrnal modc, independently

from the rest of the SoC, including when the rest of the SoC is in a low power mode,
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such as a non-functional, sleep, or zero-power state or mode. The subsystem comprises:
a processor in communication with a sensor and a memory, and a memory monitor in
communication with the processor. The monitor module is configured to detect a
request for access by the processor to a component external to the subsystem. In
response to detecting the request for access to an external component, the monitor
modulc may, among othcr actions, causc thec SoC to cnter a full powcer statc causc the
subsystem to exit the internal mode.

[028] In the present systems and methods, once the SoC enters into the low power
mode, the subsystem begins its independent operation electrically isolated from the
SoC. During this operation in an “internal mode” the signals or communications sent
from the processor of the subsystem are monitored by the subsystem monitor module.
If the processor attempts, properly or in error, to access any component such as a
memory outside the subsystem, the monitor module detects the attempted access.

[029] In response to this detection, the monitor module may send communications to a
powcr managcr of the SoC to causc the SoC to “wakc-up” into a fully opcrational modec.
The monitor module may also cause the subsystem into a state or mode where it can
communicate/re-engage with the rest of the SoC. The monitor module may also send a
communication to the subsystem processor, notifying the processor that the attempted
access is to an external component. If the access to the external component was in
error, the processor can initiate or execute error-handling routines or codes to try and
recover from the error.

[030] The present systems and methods allow for robust and flexible operation of
subsystems of the SoC independently of the rest of the SoC, such as for routine checks
of SoC scnsors, without the nced to keep the SoC fully opcrational and/or without the
need to bring the SoC up from a low/reduced power mode or state. The present systems
and methods allow such subsystems to operate independently, and to recover from
errors that caused when such independent and isolated subsystems attempt to access a
component outside of the subsystem.

[031] Such external access may be proper, such as the processor of the subsystem
acting in response to an input from the sensor. In these cases, the present system and
method prevent an error message, crashing of the subsystem, or other problems by
waking up the SoC and bringing the subsystem out of the internal/independent mode to
providc a path for thc subsystcm to acccss the cxternal component. Such cxternal

access on the other hand may be as a result of an error in some code of the subsystem.
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In these cases, notifying the subsystem of the attempted external access can allow error-
handling routines to be implemented to try and correct the error and allow the
subsystem to continue operation, avoiding processor or subsystem stalling or “hang-
ups”.

[032] In one embodiment, the monitor module may be implemented with a single
hardwarc dcvice compriscd of at lcast onc monitor and a statc machinc, or may be
separate components or devices including at least one monitor in communication with a
state machine. By using a hardware device (or devices) for the monitor module in these
embodiments, it is possible to send interrupt signals upon detection of the attempted
external access by the processor, even if such attempted external access has caused the
subsystem processor to stall or become hung-up while waiting for the access to
complete. In other embodiments, the monitor module may be only partially
implemented in hardware or in firmware. The ability to automatically detect, and
recover from, attempts by the isolated subsystem to access external components allows
for improved opcration of such subsystcms on an SoC while the SoC is in a low powcr
mode, providing power savings from reduced operation of the SoC in a cost effective
manner.

[033] The system for providing external access detection and recovery by a subsystem
of an SoC in a PCD described herein, or portions of the system, may be implemented in
hardware or software. If implemented in hardware, the devices can include any, or a
combination of, the following technologies, which are all well known in the art:
discrete electronic components, an integrated circuit, an application-specific integrated
circuit having appropriately configured semiconductor devices and resistive elements,
etc. Any of thcsc hardwarc devices, whether acting or alonc, with other devices, or
other components such as a memory may also form or comprise components or means
for performing various operations or steps of the disclosed methods.

[034] When a PCD or other system described herein is implemented, or partially
implemented, in software, the software portion can be used to perform various steps of
the methods described herein. The software and data used in representing various
elements can be stored in a memory and executed by a suitable instruction execution
system (microprocessor). The software may comprise an ordered listing of executable
instructions for implementing logical functions, and can be embodied in any “processor-
rcadablc mcdium” for usc by or in conncction with an instruction cxccution systcm,

apparatus, or device, such as a single or multiple-core processor or processor-containing
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system. Such systems will generally access the instructions from the instruction
execution system, apparatus, or device and execute the instructions.

[035] FIG. 1 is a block diagram of an exemplary, non-limiting aspect of a PCD 100
that may implement the present systems and methods in the form of a wireless
telephone capable of communicating with one or more wireless communication system.
Such wircless communication systcm may be a broadband wircless communication
system, including a Long Term Evolution (LTE) system, a Code Division Multiple
Access (CDMA) system, a Frequency Division Multiple Access (FDMA) system, a
Global System for Mobile Communications (GSM) system, a wireless local area
network (WLAN) system, some other wireless system, or a combination of any of these.
A CDMA system may implement Wideband CDMA (WCDMA), CDMA 11X,
Evolution-Data Optimized (EVDO), Time Division Synchronous CDMA (TD-
SCDMA), or some other version of CDMA.

[036]  As shown, the PCD 100 includes an on-chip system (or SoC) 102 that includes
a hctcrogencous multi-corc central processing unit (“CPU”) 110 and an analog signal
processor 126 that are coupled together. The CPU 110 may comprise a zeroth core 120,
a first core 122, second core 123, and an Nth core 124 as understood by one of ordinary
skill in the art. Further, instead of a CPU 110, a digital signal processor (“DSP”’) may
also be employed as understood by one of ordinary skill in the art. Moreover, as is
understood in the art of heterogencous multi-core processors, cach of the cores 120,
122, 123, 124 may process workloads at different efficiencies under similar operating
conditions. Each of the cores 120, 122, 123, 124 may control one or more function of
the PCD 100. For example, the first core 120 may be a graphics processing unit (GPU)
for controlling graphics in thc PCD 100. Such GPU/first corc 120 may further include
drivers and/or other components necessary to control the graphics in the PCD 100,
including controlling communications between the GPU core 120 and memory 112
(including buffers). For another example, a different core such as the Nth core 124 may
run the PCD operating system, such as a high-level operating system (HLOS). Such
Nth/HLOS core 124 may further include drivers, hardware interfaces, and/or other
components necessary to run the HLOS, including communications between the core
230 and memory 112 (which may include flash memory).

[037] Any of the cores 120, 122, 123, 124 may be a separate processor such as a CPU
or a digital signal proccssor. Additionally, cach of thc corcs may bc functionally

grouped together with other components, such as memory 112, sensors, or other
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hardware of the PCD 100 to form a subsystem as described below. Such subsystem(s)
may be implemented in order to perform certain functionality of the PCD, such as an
audio subsystem, a GPS subsystem, a sensor subsystem, e¢tc. One or more of such
subsystems may also be configured to operate independently of the SoC 102, such as to
continue operation when the SoC 102 has been placed into a low or reduced power state
or modc, including a powcr off statc or modc.

[038]  As illustrated in FIG. 1, a display controller 128 and a touch screen controller
130 are coupled to the multicore CPU 110. In turn, a display/touchscreen 132, external
to the on-chip system 102, is coupled to the display controller 128 and the touch screen
controller 130. A digital camera 148 may also be coupled to the multicore CPU 110.
In such embodiments, the digital camera 148 may be controlled by one of the cores of
the multicore CPU 110. In an exemplary aspect, the digital camera 148 is a charge-
coupled device (CCD) camera or a complementary metal-oxide semiconductor (CMOS)
camera

[039] Thc PCD 100 of FIG. 1 may further include a vidco cncoder 134, e.g., a phasc
alternating line (PAL) encoder, a sequential couleur a memoire (SECAM) encoder, or a
national television system(s) committee (NTSC) encoder, or any other type of video
decoder 134 coupled to the multicore CPU 110. Further, a video amplifier 136 is
coupled to the video encoder 134 and the display/touchscreen 132. A video port 138 is
coupled to the video amplifier 136. As depicted in FIG. 1, a universal serial bus (USB)
controller 140 is coupled to the multicore CPU 110. Also, a USB port 142 is coupled to
the USB controller 140. A memory 112 is also illustrated as coupled to the multicore
CPU 110. Such memory 112 may for example be random access memory (RAM), read
only memory (ROM), flash memory, or any combination thcrcof. A subscriber identity
module (SIM) card 146 may also be coupled to the multicore CPU 110. In other
embodiments, multiple SIM cards 146 may be implemented.

[040]  As further illustrated in FIG. 1, a stereo audio CODEC 150 may be coupled to
the multicore CPU 110. Moreover, an audio amplifier 152 may be coupled to the sterco
audio CODEC 150. In an exemplary aspect, a first stereco speaker 154 and a second
sterco speaker 156 are coupled to the audio amplifier 152. FIG. 1 shows that a
microphone amplifier 158 may be also coupled to the stereo audio CODEC 150.
Additionally, a microphone 160 may be coupled to the microphone amplifier 158. In a

particular aspcct, a frequency modulation (FM) radio tuncr 162 may bc coupled to the
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stereo audio CODEC 150. Also, a FM antenna 164 is coupled to the FM radio tuner
162. Further, stereco headphones 166 may be coupled to the stereo audio CODEC 150.
[041] FIG. 1 further indicates that a modem device/radio frequency (“RF”)
transceiver 168 may be coupled to the multicore CPU 110. The modem device 168 may
support one or more of the wireless communications protocols, such as GSM, CDMA,
W-CDMA, TDSCDMA, LTE, and variations of LTE such as, but not limited to,
FDB/LTE and PDD/LTE wircless protocols. Additionally, there may be multiple
modem devices 168, and in such embodiments, different modem devices 168 may
support come or all of the wireless communication protocols and/or technologies listed
above.

[042] In some implementations the modem device 168 may be further comprised of
various components, including a separate processor, memory, and/or RF transceiver. In
other implementations the modem device 168 may simply be an RF transceiver.
Further, the modem device 168 may be incorporated in an integrated circuit. That is, the
componcnts comprising thc modem dcvice 168 may be a full solution in a chip and
include its own processor and/or core that may be monitored by the systems and
methods described herein. Alternatively, various components comprising the modem
device 168 may be coupled to the multicore CPU 110 and controlled by one of the cores
120, 122, 124 of the CUP 110. An RF switch 170 may be coupled to the modem device
168 and an RF antenna 172. In various embodiments, there may be multiple RF
antennas 172, and each such RF antenna 172 may be coupled to the modem device 168
through an RF switch 170.

[043] As shown in FIG. 1, a keypad 174 may be coupled to the multicore CPU 110
cither dircctly, or through the analog signal proccssor 126. Also, a mono hcadsct with a
microphone 176 may be coupled to the multicore CPU 110 and or analog signal
processor 126.  Further, a vibrator device 178 may also be coupled to the multicore
CPU 110 and/or analog signal processor 126. FIG. 1 also shows that a power supply
188 may be coupled to the on-chip system 102, and in some implementations the power
supply 188 is coupled via the USB controller 140. In a particular aspect, the power
supply 188 is a direct current (DC) power supply that provides power to the various
components of the PCD 100 that require power. Further, in a particular aspect, the
power supply 188 may be a rechargeable DC battery or a DC power supply that is
derived from an alternating current (AC) to DC transformer that is connccted to an AC

PoOwcer source.
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[044] The multicore CPU 110 may also be coupled to one or more internal, on-chip
thermal sensors 157A as well as one or more external, off-chip thermal sensors 157B.
The on-chip thermal sensors 157A may comprise one or more proportional to absolute
temperature (“PTAT”) temperature sensors that are based on vertical PNP structure and
are usually dedicated to complementary metal oxide semiconductor (“CMOS”) very
large-scale intcgration (““VLSI) circuits. The off-chip thcrmal scnsors 157B may
comprise one or more thermistors. The thermal sensors 157 may produce a voltage
drop that is converted to digital signals with an analog-to-digital converter (“ADC”)
controller 103. However, other types of thermal sensors 157 may be employed without
departing from the scope of the disclosure.

[045] FIG. 1 further indicates that the PCD 110 may also include a network card 114
that may be used to access a data network, e.g., a local arca network, a personal arca
network, or any other network. The network card 114 may be a Bluetooth network card,
a WiFi network card, a personal areca network (PAN) card, or any other network card
wcll known in the art. Further, thc nctwork card 114 may bc incorporatcd in an
integrated circuit. That is, the network card 114 may be a full solution in a chip, and
may not be a separate network card 114.

[046] As depicted in FIG. 1, the display/touchscreen 132, the video port 138, the USB
port 142, the camera 148, the first stereo speaker 154, the second stereco speaker 156, the
microphone 160, the FM antenna 164, the sterco headphones 166, the RF switch 170,
the RF antenna 172, the keypad 174, the mono headset 176, the vibrator 178, and the
power supply 180 are external to the SoC 102.

[047] The SoC 102 may also include various bus controllers (not shown). For
cxamplc, a first cxamplc of a may bc responsive to signals in the bus intcrface that
communicatively couples the CPU 110 to components of a multimedia subsystem,
including the video encoder 134. It should be understood that any number of similarly
configured bus controllers can be arranged to monitor a bus interface arranged in the on-
chip system 102. Alternatively, a single bus controller could be configured with inputs
arranged to monitor two or more bus interfaces that communicate signals between CPU
110 and various subsystems of the PCD 100 as may be desired.

[048] In a particular aspect, one or more of the method steps described herein may be
enabled via a combination of data and processor instructions stored in the memory 112
and/or a memory located on the CPU 110. Thesc instructions may be cxccuted by onc or

more cores 120, 122, 123, 124 in the multicore CPU 110 and/or subsystems of the SoC
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102 in order to perform the methods described herein. Further, the multicore CPU 110,
one or more of the cores 120, 122, 123, 124, the memory 112, other components of the
PCD 100, or a combination thereof may serve as a means for executing one or more of
the method steps described herein in order enable external access detection and recovery
by a subsystem of the SoC 102.

[049] FIGs. 2A and 2B arc a block diagrams showing an cxcmplary cmbodiment of a
system for external access detection and recovery by a subsystem of an SoC in a PCD,
such as the PCD embodiment illustrated in FIG. 1. FIGs. 2A and 2B illustrate the same
embodiment of the exemplary system 200/200° in differing operational states as
discussed below. FIG. 2A illustrates the exemplary system 200 when the SoC 202 is in
a non-functional/low or zero power mode or state and Subsystem A 220 is operating
independently. FIG. 2B illustrates the exemplary system 200’ when the SoC 202 is
fully functional/powered.

[050] Starting with FIG. 2A, the exemplary system 200 includes a system-on-a-chip
(SoC) intcgrated circuit 202, which could be implemented in a PCD (similar to the SoC
102 in FIG. 1). The SoC 202 of FIG. 2A includes a Subsystem A 220, Subsystem B
230, and Subsystem C 240 all connected to an interconnect or bus 250 of the SoC 202.
The interconnect/bus 250 of the SoC 202 may be any desired type of bus or interconnect
which may depend on the architecture of the SoC 202 and/or the uses for which the SoC
202 or PCD are intended.

[051] The SoC 202 also includes a Memory Controller 260 in communication with
the interconnect/bus 250 and also in communication with a memory external to the SOC
202, DDR 280. Memory Controller 260 may control the access to various memories of
the SoC 202, and also may allow thc various componcnts of thc SoC 202, including
Subsystem A 220, Subsystem B 230 and Subsystem C 240, to access the external DDR
280 memory when the SoC 202 is powered up and/or in a functional state or mode.

[052] The SoC 202 also includes a Power Manager 270 with internal Logic 272 that
enables the SoC 202 to enter into and exit out of various power modes or states,
including functional/full power modes and states and non-functional low power modes
and states. Regardless of the functional state of the SoC 202, the Power Manager 270 is
always on/powered and able to wake up or power down the SoC 202 as desired
according to the requirements of the PCD.

[053] In thc cmbodiment illustrated in FIG. 2A, Subsystem A 220 is configurcd to be
able to operate independently of the other portions of the SoC 202, including operating
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when the SoC 202 is in a low power and/or non-functional mode or state. By contrast,
Subsystem B 230 and Subsystem C 240 in the illustrated embodiment are not
configured to operate independently of the other portions of the SoC 202. Thus,
Subsystems B 230 and C 240 will be non-functional when the SoC 202 is in a low
power and/or non-functional mode or state.

[054] Subsystem A 220 includcs a proccessor CPU 222, which could be implemented
as one of the cores 120, 122, 123, 124 of FIG. 1. In some embodiments, the CPU 222
could be implemented as a general purpose processing unit, while in other embodiments
the CPU 222 may be implemented as a dedicated processor, such as a DSP. The CPU
222 of Subsystem A 220 is in communication with a memory 228 and sensor 229,
which are also functional and operational independently of the other portions of the SoC
202, including operating when the SoC 202 is in a low power and/or non-functional
mode or state.

[055] In various embodiments, Subsystem A 220 may include more or less
componcnts than illustratcd in FIG. 2A. Additionally, in somc¢ cmbodiments, the
components of Subsystem A 220 may be physically located near each other on the SoC
202, forming a physical subsystem of the SoC 202. In other embodiments, the
components of Subsystem A 220 may be physically located apart from each other on the
SoC 202, such that Subsystem A 220 illustrated in FIG. 2A represents a subsystem
comprised of components located in varying locations on the SoC 202. Additionally, to
allow operation when the rest of the SoC 202 is in a low power or zero power state or
mode, Subsystem A 220 may also include a local power rail (not illustrated) and/or
local data bus (partially illustrated with the connector lines between the components of
Subsystcm A 220).

[056] The sensor 229 illustrated in FIG. 2A may in some embodiments be related to
the accelerometer and/or gyros of a PCD. In other embodiments, the sensor 229 may be
related to the audio, wireless, GPS, or other functionality of the PCD as desired.
Additionally, Subsystem A 220 may include more than the single sensor 229 illustrated
in FIG. 2A. For example, Subsystem A 220 may include two or more sensors,
including sensors of different types or related to different functions of the SoC 202
and/or PCD.

[057] The memory 228 illustrated in FIG. 2A may be any desired type of memory, but
typically will not bc a flash or othcr codc-intensive type of memory. As discusscd

below, the memory 228 acts as a local memory for the Subsystem A 220. Thus, the
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CPU 222 can read data from and write data to the memory 228, both when the SoC 202
is fully operational, and also when the SoC 202 is in a low or zero power mode or state.
In various embodiments, Subsystem A 220 may include more than the single memory
228 illustrated in FIG. 2A. For example, Subsystem A 220 may include two or more
memories, and each such memory may be of the same type or a different type (or any
combination thercof) as desired.

[058] As shown in FIG. 2A, Subsystem A 220 includes a Monitor Module 224 in
communication with the CPU 222 for monitoring signals/communications from the
CPU 222. The illustrated Monitor Module 224 is implemented in hardware and
comprises hardware monitors and a State Machine 225. In various embodiments, the
Monitor Module 224 and State Machine 225 may be separate components rather than
the single component illustrated in FIG. 2A. For example, the Monitor Module 224 and
State Machine 225 may be separate hardware components in communication with each
other and/or the CPU 222. The Monitor Module 224 and/or State Machine 225 operate
to providc cxtcrnal access detection and recovery when Subsystem A 220 is opcerating
independently of the rest of the SoC 202 as discussed below.

[059] Subsystem A 220 also includes various isolation hardware represented by
Isolation HW block 226 in FIG. 2A. The Isolation HW 226 serves to isolate Subsystem
A 220 from the rest of the SoC 202 so that Subsystem A can continue to operate when
the SoC 202 enters a low or zero power mode or state. For example, as illustrated in
FIG. 2A, when the SoC 202 is in a non-functional/low power mode or state, the
Isolation HW 226 can operate to electrically isolate Subsystem A 220 (and its
components) from the rest of the SoC 202 by isolating the connection with the
intcrconncct/bus 250. Isolation HW 226 may includc clamps and othcr hardwarc
components necessary to achieve isolation from the rest of the SoC 202, including
isolation from the interconnect/bus 250, power rails, etc. of the SoC 202.

[060] In operation, the SoC 202 may enter into a non-functional and/or low or zero
power mode or state, such as part a power savings routine. The Isolation HW 226 of
Subsystem A 220 engages to clectrically and otherwise isolate Subsystem A 220 from
the rest of the SoC 202, allowing Subsystem A 220 to continue operation independently
of the rest of the SoC 202. For example, the SoC 202 may have entered into a sleep or
non-functional mode due to inactivity of the PCD.

[061] Howecvecr, it may be desirable or required for the SoC 202 to periodically check

sensors, such as sensors related to wireless connectivity, GPS connectivity or
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positioning, the accelerometer or gyros of the PCD to determine that a user is
moving/operating the PCD, an audio sensor to detect a wake up sound or command
such as from a user of the PCD, etc. Rather than periodically waking up the entire SoC
202 to perform such checks, Subsystem A 220 can continue to operate independently in
an “island mode” or “‘internal mode” electrically isolated from the rest of the SoC 202
whilc the SoC 202 is in thc sleep, reduced power, or non-functional modc. While
operating in such island mode, Subsystem A 220 or a processor such as CPU 222 of
Subsystem A can monitor the local sensor 229 (and any additional sensors) and/or
access the local memory 228 as necessary. This island mode of operation for
Subsystem A 220 allows for the desired or necessary checking of the sensor 229 at a
much lower power cost/consumption than continually waking up the SoC 202 before
checking sensor 229.

[062] While Subsystem A 220 of the SoC 202 is operating in this island mode, the
Monitor Module 224 monitors the communications/signals to and from the CPU 222. If
the CPU 222, bascd on a signal from thc scnsor 229 for cxamplc, attcmpts to acccss a
component outside of Subsystem A 220, the Monitor Module 224 detects the attempted
access. For example if the CPU 222 attempts to access an external memory such as the
DDR 280 while Subsystem A 220 is operating in the island mode, the Monitor Module
224 will detect the attempted access. The Monitor Module 224 will then send a signal,
such as an interrupt or other communication, to the SoC Power Manager 270 telling the
SoC Power Manager 270 to begin waking up the SoC 202 to allow the CPU 222 to
access the DDR 280.

[063] The SoC Power Manager 270 may include Logic 272 that allows the SoC
Powcr Manager 270 to interpret the signal or communication from thec Monitor Modulc
224. In some embodiments, upon receiving the signal the SoC Power Manager 270 may
operate to cause only the portions of the SoC 202 necessary to complete the access by
the CPU 220 to become powered/operational. In these embodiments, the signal or
communication from the Monitor Module 224 may include information that the SoC
Power Manager 270 interprets, such as using Logic 272, to determine the components
of the SoC 202 needed to complete the access. In other embodiments, upon receiving
the signal from the Monitor Module 224, the SoC Power Manager 270 operates to cause
the entire SoC 202 to restore to a functional and/or powered state or mode.

[064] Thc Monitor Modulc 224 may also trigger the Statc Machine 225 to transition
Subsystem A 220 to a non-island/regular functional mode such that Subsystem A 220
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can communicate with the rest of the SoC 202. In embodiments where the Monitor
Module 224 and State Machine 225 are separate components, the Monitor Module 224
may send a signal such as an interrupt to trigger the State Machine 225. In
embodiments where the State Machine 225 is part of the Monitor Module 224, the
Monitor Module 224 may directly control the operation of the State Machine 225.

[065] Continuing thc abovc cxample where the CPU 222 is attcmpting to acccss DDR
280, the Monitor Module 224 may trigger the State Machine 225 to cause the Isolation
HW 226 to re-enable communications with the interconnect/bus 250 to enable the CPU
222 to complete the access to the external memory DDR 280. Other examples could
include the State Machine 225 causing other hardware to re-connect Subsystem A 220
to the SoC 202 power rail to support increased activity of Subsystem A 220 and/or the
components of Subsystem A 220 such as CPU 222.

[066] In summary, in the above example the Monitor Module 224 detects the attempt
by CPU 222 to access a component, such as DDR 280, that is external to the Subsystem
A 220. The Monitor Modulc 224, cither itsclf or in combination with the Statc Machinc
225, uses this detected attempted access as a trigger to wake up the rest of the SoC 202
to provide a path to and/or wake up the component that the CPU 222 is trying to access.
The Monitor Module 224 also, again either itself or in combination with the State
Machine 225, causes Subsystem A 220 to be brought into a state where Subsystem A
(and its components such as CPU 222) and into a state or mode where it can
communicate with and/or interact with the rest of the SoC 202.

[067] In another example the SoC 202 is non-functional/in a low or zero power mode
and Subsystem A 220 is continuing to operate, such as in the island mode or internal
modc. In this cxamplc thc CPU 222 may attcmpt to acccss a component outside of
Subsystem A 220 such as DDR 280 due to a signal from the sensor 229 or due to an
error in some code or routine being performed by the CPU 222. After detecting the
attempted access outside of Subsystem A 220 as described above, the Monitor Module
224 can also send a signal to the CPU 222 notifying the CPU 222 that the attempted
access (of DDR 280 in this example) is outside of Subsystem A 220.

[068] In wvarious embodiments, the Monitor Module 224 may send this
signal/communication to the CPU 222 before, after, or instead of performing the various
“wake up” functions described above. The signal or communication from the Monitor
Modulc 224 to thc¢ CPU 222 may bc in any dcsired form, such as an intcrrupt to the
CPU 222. In some embodiments the Monitor Module 224 may always send the
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signal/communication to the CPU 222 without regard to whether the attempted external
access by the CPU 222 was proper or was in error. In such embodiments, upon
receiving the signal from the Monitor Module 224 the CPU 222 may ignore the signal if
the CPU 222 determines that the attempted access is not an error, or the CPU 222 may
initiate or start one or more error handling routines or code if the attempted external
access is an crror.

[069]  For these embodiments, by implementing the Monitor Module 224 in hardware,
by enabling the access to the external component to complete, and by also sending an
interrupt to the CPU 222 with a notification of the external access, the Monitor Module
224 allows for a greater or improved chance for the CPU 222 and/or Subsystem A 220
to recover from any errors that may occur from the CPU 222 attempting to access
external components while the Subsystem A 220 is operating in (or entering into or
coming out of) the island mode apart from the rest of the SoC 202.

[070] In various embodiments, it may be preferred for the Monitor Module 224 to
scnd the signal/interrupt to the CPU 222 before the Monitor Module 224 performs the
other “wake up” functions for the SoC 202 and/or Subsystem A 220. In other
embodiments, it may be preferred for the Monitor Module 224 to not perform the “wake
up” functions until the CPU 222 has received the signal/interrupt and responded to the
Monitor Module 224.

[071] Turning to FIG. 2B the system 200’ is illustrated after the SoC 202° has been
awakened and/or is operating at full power. As illustrated in FIG. 2B, the connection(s)
between Subsystem A 220’ and the SoC 202’ have been restored, such as by disabling
the Isolation HW 226°. The restored connections between the SoC 202’ and the
Subsystcm A 220’ includc communications between the CPU 222° and the
interconnect/bus 250’ allowing a path for the CPU 222’ to access components outside
Subsystem A 220’ such as external memory DDR 280°.

[072] In some embodiments, when the SoC 202’ has returned to full power/a
functional state the Monitor Module 224° may be disabled, such as from a signal or
acknowledgement from the SoC Power Manager 270° or other component of the SoC
202’ or from a trigger or logic internal to the Monitor Module 224’ that operates to
disable the Monitor Module 224’ when the Monitor Module 224 sends the “wake up”
signal/communication to the SoC Power Manager 270°.

[073] In othcr cmbodiments, the Monitor Modulc 224 may continuc to monitor the

CPU 222 when the SoC 202’ has returned to full power/a functional state. In such
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embodiments, the Monitor Module 224’ may no longer take any actions when detecting
that the CPU 222’ attempts to access a component such as DDR 280’ that is external to
Subsystem A 220°. For example the Monitor Module 224’ may no longer send a “wake
up” signal/communication to the SoC Power Manager 270’ and/or no longer send a
signal/communication to the CPU 222’ alerting the CPU 222’ of the attempted access to
componcnts cxtcrnal to Subsystem A 220°.

[074] FIG. 3 is a block diagram of illustrating a second exemplary embodiment of a
system for external access detection and recovery by a subsystem of an SoC in a PCD,
such as the PCD embodiment illustrated in FIG. 1. Similar to the embodiment
illustrated in FIGs. 2A and 2B, the system 300 of FIG. 3 includes an SoC 302 with
Subsystem A 320, Subsystem B 330, and Subsystem C 340 all connected to an
interconnect or bus 350 of the SoC 302. The embodiment of FIG. 3 also includes
Subsystem D 390 also connected to the interconnect/bus 350. The interconnect/bus 250
of the SoC 302 may be any desired type of bus or interconnect which may depend on
the architecture of thc SoC 302 and/or thc uscs for which thc SoC 302 or PCD arc
intended.

[075] The SoC 302 also includes a Memory Controller 360 in communication with
the interconnect/bus 350 and also in communication with a memory external to the SOC
302, DDR 380. Memory Controller 360 may control the access to various memories of
the SoC 302, and also may allow the various components of the SoC 302, including
Subsystems A 320, B 330, C 340 and D 390, to access the external DDR 380 memory
when the SoC 302 is powered up and/or in a functional state or mode. The SoC 302
also includes a Power Manager 370 that operates similarly to the SoC Power Manager
270 discusscd above with respect to FIG. 2A-2B.

[076] In the embodiment illustrated in FIG. 3, Subsystem A 320 and Subsystem D
390 are both configured to be able to operate independently of the other portions of the
SoC 302 (and each other) including operating when the SoC 302 is in a low power
and/or non-functional mode or state. By contrast, Subsystem B 330 and Subsystem C
340 in the illustrated embodiment are not configured to operate independently of the
other portions of the SoC 302. Thus, Subsystems B 330 and C 340 will be non-
functional when the SoC 302 is in a low power and/or non-functional mode or state.
[077] Like the Subsystem A 220 discussed above in FIG. 2A-2B, Subsystem A 320 of
FIG. 3 includcs a proccssor, CPU 322, which could bc implemented as onc of the corcs

120, 122, 123, 124 of FIG. 1. In some embodiments, the CPU 322 could be
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implemented as a general purpose processing unit, while in other embodiments the CPU
322 may be implemented as a dedicated processor. The CPU 322 of Subsystem A 320
is in communication with a memory 328 and sensor 329, which are also functional and
operational independently of the other portions of the SoC 302, including operating
when the SoC 302 is in a low power and/or non-functional mode or state. As discussed
abovc, although only onc mcmory 328 and onc scnsor 329 is illustratcd in FIG. 3,
Subsystem A 320 could include multiple, and different types of, memories and/or
SCNSOrs.

[078] Subsystem A 320 includes various isolation hardware represented by Isolation
HW block 326 in FIG. 3. The Isolation HW 326 serves to isolate Subsystem A 320
from the rest of the SoC 302 so that Subsystem A 320 can continue to operate when the
SoC 302 enters a low or zero power mode or state as discussed above. Isolation HW
326 may include clamps and other hardware components necessary to achieve isolation
from the rest of the SoC 302, including isolation from the interconnect/bus 350, power
rails, ctc. of the SoC 302.

[079]  As shown in FIG. 3, Subsystem A 320 also includes a Monitor Module 324 in
communication with the CPU 322 for monitoring signals/communications from the
CPU 322. The illustrated Monitor Module 324 is implemented in hardware and
comprises hardware monitors as well as a state machine (not shown). In various
embodiments, the Monitor Module 324 and state machine may be separate components
rather than the single component illustrated in FIG. 3. The Monitor Module 324 and/or
state machine operate to provide external access detection and recovery when
Subsystem A 320 is operating independently of the rest of the SoC 302 as discussed
abovc.

[080] The embodiment of FIG. 3 includes Subsystem D 390 that is also configured to
operate independently of the rest of the SoC 302, including Subsystem A, such as in the
island mode discussed above. Subsystem D 390 is similar to Subsystem A 320, except
that Subsystem D 390 implements a DSP 392 as the processing unit. The various other
components of Subsystem D 390, including Isolation HW 396, Monitor Module 394,
memory 398, and sensor 399 are similar to the components discussed above for
Subsystem A 320.

[081] Note that the components illustrated for both Subsystem A 320 and Subsystem
D 390 arc illustrative. Each of Subsystecm A 320 and/or Subsystecm D 390 may include

additional or different components. For example, each of Subsystem A 320 and/or
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Subsystem D 390 may include local communication buses, local power rails, etc. to
allow the respective subsystem to operate independently of the rest of the SoC 302.
Similarly, the system 300 may include additional subsystem(s) configured to operate
independently of the rest of the SoC 302 in addition to Subsystem A 320 and Subsystem
D 390 illustrated in FIG. 3.

[082]  Although illustratcd has having similar componcents to cach other, Subsystem A
320 may have different components, and differently configured components, than
Subsystem D. For example, Subsystem A 320 may include multiple sensors in addition
to the illustrated sensor 329, while Subsystem D 390 may only include one sensor 399.
Similarly, the sensor 329 of Subsystem A 320 may be a different kind of sensor and/or
related to different functional areas of the PCD than the sensor 399 of Subsystem D 390.
For example sensor 329 of Subsystem A 320 may relate to the audio functionality and
may operate to sense a “wake up” command or sound from the user of the PCD, while
sensor 399 of Subsystem D 390 may relate to the accelerometer and/or gyros of the
PCD as discusscd above. Other configurations and/or typcs of scnsors may also be
implemented in either or both of the illustrated subsystems.

[083]  Operationally, each of Subsystem A 320 and Subsystem D 390 will operate as
discussed above with respect to Subsystem A 220 of FIGs. 2A-2B. Thus, either or both
of Subsystem A 320 or Subsystem D 390 may operate in the island mode when the SoC
302 is in a non-functional and/or low or zero power mode or state. The Monitor
Modules 324 and 394 of cach subsystem will operate to detect attempts by their
respective CPU 322 or DSP 392 to access a component of the SoC 302 outside their
respective subsystems. If such external access is detected each Monitor Module 324 or
394 may takc for its rcspective subsystem onc or morc of the actions discusscd above
for Monitor Module 220 of FIGs. 2A-2B. In this manner, when the SoC 302 is in a
non-functional state it may have multiple subsystems continuing to operate, including in
the island mode discussed above, each subsystem performing its own assigned functions
and each subsystem having the ability to awaken the SoC 302 as discussed above.

[084] FIG. 4A is a flowchart describing aspects of an exemplary embodiment of a
method 400 for implementing a subsystem of an SoC in a PCD. In bloc 410 an SoC
such as SoC 202 of FIGs. 2A-2B or 302 of FIG. 3 enters into a low power mode, such
as a reduced power or zero power state or mode. The SoC may enter the lower power
modc as part of a powcr savings routinc or program of thc SoC or thec PCD, such as

when the PCD is not being actively operated by an end user.
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[085] The SoC includes at least one subsystem, such as Subsystem A 220/320
discussed above, configured to operate independently of the rest of the SoC. At block
420, isolation hardware for the subsystem, such as Isolation HW 220/320 of Subsystem
A 320/330 discussed above is engage to electrically and otherwise isolate the subsystem
from the rest of the SoC.

[086] A subsystcm monitor of thc subsystcm is cnabled at block 430 of the mcthod
400. The subsystem monitor may include a Monitor Module 224/324 of Subsystem A
220/320 discussed above for FIGS 2A-2B and 3. The subsystem monitor operates to
monitor the communications/signals from a processor and perform external access
detection and recovery for the subsystem as described in FIGs. 5A-5B below.

[087] Turning to FIG. 5A, a flowchart describing an exemplary embodiment of a
method 500 for providing external access detection and recovery by the subsystem of
the SoC is illustrated. The method 500 may be implemented as the subsystem monitor
block 430 of method 400 discussed above. The method 500 begins with block 510
where a signal from a subsystcm proccssor is dectccted. The subsystem is capable of,
and is operating independently of the rest of the SoC, such as for example Subsystem A
220 of FIG. 2A. Using Subsystem A 220 as the example, during operation signals or
communications from the processor, CPU 222 are monitored and/or detected by a
Monitor Module 224 which may include hardware monitors.

[088] As discussed above, such signals or communications from the CPU 222 may
include attempts to access various components such as the memory 228 or sensor 229 of
Subsystem A 220, or other components. Once a signal/communication from the CPU
222 is detected, at block 512 a determination is made whether the component accessed
is local, or whcther the CPU 222 is attcmpting to access a componcent cxtcernal to the
subsystem. For example, the CPU 222 may be attempting to access another component
on the SoC 202 external to Subsystem A 220, or the CPU 222 may be attempting to
access a component such as DDR 280 that is external to the SoC 202.

[089] If the component that the CPU 222 is local, i.e. is part of the Subsystem A 220
operating independently of the rest of the SoC, the CPU 222 accesses the component in
block 514 and the method 500 returns, which may include returning to monitoring the
signals/communications from the CPU 222,

[090] If the determination in block 512 is that the component the CPU 222 wants to
acccss 1s not local to Subsystecm A 220, a wakc-up is initiatcd in block 516. Continuing

with the example of the Monitor Module 224 of FIG. 2A, the wake-up of block 516 may
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comprise causing the SoC 202 to wake up/enter into a functional state or mode as
described above. In one embodiment, wake-up of block 516 may be accomplished by
the Monitor Module 224 sending a signal or communication, such as an interrupt, to an
always-on SoC Power Manager 270 of the SoC 202. The SoC Power Manager 270 may
then act in accordance with the received signal/communication or interrupt to cause
parts of, or thc cntirc SoC 202 to power up and/or become functional in order to crcate a
pathway for the access desired by the CPU 222.

[091] The wake-up of block 516 may instead, or additionally, comprise causing the
Subsystem A 220 itself to come into a state or mode where it can communicate or
interact with the rest of the SoC 202. For example, in one embodiment, this Subsystem
A 202 portion of the wake-up of block 516 may be accomplished by the Monitor
Module 224 sending a signal or communication to a State Machine 225 (which may be
separate from or incorporated into the Monitor Module 224 as desired). The State
Machine 225 may then cause Subsystem A 220 to come out of the island mode so that it
opcratcs with the rest of the SoC 202 again, such as by disabling the Isolation HW 226
and/or establishing communications between the interconnect/bus 250 of the SoC 202
and the CPU 222. In various embodiments, block 516 may cause the Subsystem A 220
to be put into the state or mode where is can communicate/interact with the SoC 202 to
take place simultaneously with, before, or after the wake-up of the SoC 202 as desired.
[092] In block 518 of the method, an external access signal is sent to the subsystem
processor seeking to access an external component. Again continuing with the example
of the system 200 of FIG. 2A, the signal of block 518 may in an embodiment be a signal
or communication, such as an interrupt from the Monitor Module 224 to the CPU 222.
This signal notifics or alcrts the CPU 222 that it is attcmpting to acccss a component
such as a memory that is external to Subsystem A 220.

[093] The method will then determine in block 520 whether the external access
attempt was an error. For example, the CPU 222 upon receipt of the signal or interrupt
from the Monitor Module 224 may determine whether the attempt to access the external
component was a result of an error in code or a routine operating on the CPU 222 or
within Subsystem A 320. If the external access was not an error the CPU may make
that determination, or simply ignore the signal/interrupt from the Monitor Module 224
and access the external component in block 514 and the method 500 ends as the SoC
202 has been awakencd/returned to a functional statc or modce and Subsystem A 220 is

no longer operating in an island mode and/or independently of the SoC 202.
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[094] If the external access attempt was a result of some error, the method may
attempt to perform an error clean-up to correct the error. Such clean-up may include the
CPU 222 in the above example operating or initiating error-handling routine(s)/code(s)
to try and address the error that caused the external access as discussed above. The
method 500 will then return.

[095] As would bc understood by onc of ordinary skill in thc art, FIGs. 4A and 5A
describes only one exemplary embodiment of the disclosed methods 400 and 500. In
other embodiments, additional blocks or steps may be added to the methods 400
illustrated in FIG. 4A or 500 illustrated in FIG. 5A. Similarly, in some embodiments
various blocks or steps shown in FIGs. 4A or 5A may be combined or omitted. Such
variations of the methods 400 or 500 are within the scope of this disclosure.

[096] Additionally, certain steps in the processes or process flows described in this
specification, including FIGs. 4A or 5A may naturally precede others for the invention
to function in the embodiments as described. However, the disclosure is not limited to
the order of the steps described if such order or scquence docs not alter the functionality
of the invention. Moreover, it is recognized that some steps may performed before,
after, or in parallel (substantially simultaneously) with other steps without departing
from the scope of the disclosure. For example as discussed above, in FIG. 5A it is not
necessary that any or all of the wake-up initiated in block 516 be performed before the
sending of the external access signal of block 518. Instead, some or all of the wake-up
of block 516 could be performed after the sending of the external access signal of block
518, or even after the perform error clean-up of block 522 if desired in various
embodiments.

[097] Additionally, in somc instanccs, ccrtain steps may be omitted or not performed
without departing from the invention. Such variations of the methods 400 and 500 are
within the scope of this disclosure. Further, words such as “thereafter”, “then”, “next”,
“subsequently”, efc. are not intended to limit the order of the steps. These words are
simply used to guide the reader through the description of the exemplary method.

[098] The various operations, methods, or functions described above for both methods
400 and 500 may be performed by various hardware and/or software
component(s)/module(s). Such component(s) and/or module(s) may provide the means
to perform the various described operations, methods, or functions. Generally, where
there arc mcthods illustrated in Figurcs having corrcsponding countcrpart mcans-plus-

function Figures, the operation blocks correspond to means-plus-function blocks with
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similar numbering. For example, blocks 410-430 illustrated in FIG. 4A correspond to
means-plus-function blocks 410°-430° illustrated in FIG. 4B. Similarly, blocks 510-522
illustrated in FIG. 5A correspond to means-plus-function blocks 510°-522" illustrated in
FIG. 5B.

[099] Additionally, one of ordinary skill in programming is able to write computer
codc or identify appropriatc hardwarc and/or circuits to implement the discloscd
invention without difficulty based on the flow charts and associated description in this
specification, for example. Therefore, disclosure of a particular set of program code
instructions or detailed hardware devices is not considered necessary for an adequate
understanding of how to make and use the invention. The inventive functionality of the
claimed processor-enabled processes is explained in more detail in the above description
and in conjunction with the drawings, which may illustrate various process flows.

[0100] In one or more exemplary aspects as indicated above, the functions described
may be implemented in hardware, software, firmware, or any combination thercof. If
implcmented in softwarce, the functions may bc storcd on or transmittcd as onc or morc
instructions or code on a computer-readable medium, such as a non-transitory
processor-readable medium. Computer-readable media include both data storage media
and communication media including any medium that facilitates transfer of a program
from one location to another.

[0101] A storage media may be any available media that may be accessed by a
computer or a processor. By way of example, and not limitation, such computer-
readable media may comprise RAM, ROM, EEPROM, CD-ROM or other optical disk
storage, magnetic disk storage or other magnetic storage devices, or any other medium
that may bc uscd to carry or storc dcsired program codc in the form of instructions or
data structures and that may be accessed by a computer. Disk and disc, as used herein,
includes compact disc (“CD”), laser disc, optical disc, digital versatile disc (“DVD”),
floppy disk and blu-ray disc where disks usually reproduce data magnetically, while
discs reproduce data optically with lasers. Combinations of the above should also be
included within the scope of non-transitory computer-readable media.

[0102] Although selected aspects have been illustrated and described in detail, it will
be understood that various substitutions and alterations may be made herein without

departing from the present invention, as defined by the following claims.
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CLAIMS

What is claimed is:

1. A method for external access detection and recovery in a subsystem of a system-
on-a-chip (SoC) in a portable computing device (PCD), the method comprising:
operating the subsystem of the SoC in a first mode independently of the SoC
while the SoC is in a low power state, the subsystem comprising a processor in
communication with a memory, a sensor, and a monitor module;
detecting with the monitor module a request for access by the processor to a
component external to the subsystem; and

in response to the detected request for access to the component external to the

subsystem:
causing the SoC to enter a full power state, and
causing the subsystem to operate in a second mode.
2. The method of claim 1, wherein causing the SoC to enter a full power state

further comprises:
sending a signal from the monitor module of the subsystem to a power manager

of the SoC to activate the power manager.

3. The mcthod of claim 1, whercin the monitor modulc compriscs a hardwarc
monitor in communication with a state machine and wherein causing the subsystem to
operate in the second mode further comprises the monitor module activating the state

machine to disable an isolation hardware of the subsystem.

4. The method of claim 3, wherein the state machine is external to the monitor
module.
5. The method of claim 1, further comprising:

in responsc to the detected request by the processor for aceess to the component
external to the subsystem:
sending a notification signal from the monitor module of the subsystem
to the processor notifying the processor that the component is external to the

subsystem.
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6. The method of claim 5, further comprising;:
initiating an error handling routine with the processor of the subsystem in

response to the received notification signal from the monitor module.

7. The mcthod of claim 1, wherein the component cxternal to the subsystem is a
memory.
8. The method of claim 1, wherein the sensor is in communication with at least one

of an accelerometer or a gyroscope of the PCD.

9. A computer system for a system-on-a-chip (SoC) in a portable computing device
(PCD), the system comprising;:
a subsystem of the SoC configured to independently operate in a first mode, the
subsystcm comprising:
a processor in communication with a sensor and a memory, and
a memory monitor in communication with the processor,
wherein the monitor module is configured to:
detect a request for access by the processor to a component external to
the subsystem,
cause the SoC to enter a full power state in response to the detected
request for access, and
cause the subsystem to operate in a second mode in response to the

dctected request for access.

10. The system of claim 9, further comprising a power manager of the SoC in
communication with the monitor module, wherein:

the monitor module is configured to send a signal to the power manager of the
SoC in response to the detected request for access, and

the power manager is configured to cause the SoC to enter the full power state.
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11. The system of claim 9, wherein:
the subsystem further comprises an isolation hardware to electrically isolate the
subsystem from the SoC; and
the monitor module comprises:
a hardware monitor, and
a statc machinc in communication with thc hardwarc monitor and the

isolation hardware,
wherein in response to the detected request for access, the hardware

monitor activates the state machine to disable the isolation hardware.

12. The system of claim 11, wherein the state machine is located external to the

monitor module.

13. The system of claim 9, wherein the monitor module is further configured to:
scnd a notification signal to the proccssor notifying the proccessor that the

component is external to the subsystem in response to the detected request for access.

14. The system of claim 13, wherein the processor is configured to imitate an error
handling routine in response to the received notification signal from the monitor

module.

15. The system of claim 9, wherein the component external to the subsystem is a

memory.

16. The system of claim 9, wherein the sensor is in communication with at least one

of an accelerometer or a gyroscope of the PCD.
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17. A computer program product comprising a non-transitory computer usable
medium having a computer readable program code embodied therein, said computer
readable program code adapted to be executed to implement a method for external
access detection and recovery in a subsystem of a system-on-a-chip (SoC) in a portable
computing device (PCD), the method comprising:

opcrating the subsystcm of the SoC in an first modc independently of the SoC
while the SoC is in a low power state, the subsystem comprising a processor in
communication with a memory, a sensor, and a monitor module;

detecting with the monitor module a request for access by the processor to a
component external to the subsystem; and

in response to the detected request for access to the component external to the

subsystem:
causing the SoC to enter a full power state, and
causing the subsystem to operate in a second mode.
18. The computer program product of claim 17, wherein causing the SoC to enter a

full power state further comprises:
sending a signal from the monitor module of the subsystem to a power manager

of the SoC to activate the power manager.

19. The computer program product of claim 17, wherein the monitor module
comprises a hardware monitor in communication with a state machine and wherein
causing the subsystem to operate in a second mode further comprises the monitor

modulc activating the statc machinc to disablc an isolation hardwarc of thc subsystem.

20. The computer program product of claim 17, further comprising:
in response to the detected request by the processor for access to the component
external to the subsystem:
sending a notification signal from the monitor module of the subsystem
to the processor notifying the processor that the component is external to the

subsystem.
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21. The computer program product of claim 20, further comprising:
initiating an error handling routine with the processor of the subsystem in

response to the received notification signal from the monitor module.

22. The computer program product of claim 17, wherein the component external to

the subsystcm is a memory.

23. The computer program product of claim 17, wherein the sensor is in

communication with at least one of an accelerometer or a gyroscope of the PCD.

24. A computer system for external access detection and recovery in a subsystem of
a system-on-a-chip (SoC) in a portable computing device (PCD), the system
comprising:

means for operating the subsystem of the SoC in a first mode independently of
the SoC while the SoC is in a low power statc, the subsystecm comprising a proccssor in
communication with a memory and a sensor;

means for detecting a request for access by the processor to a component
external to the subsystem; and

in response to the detected request for access to the component external to the

subsystem:
means for causing the SoC to enter a full power state, and
means for causing the subsystem to operate in a second mode.
25. The system of claim 24, whercin the mcans for causing the SoC to enter a full

power state further comprises:
means for sending a signal from the subsystem to a power manager of the SoC

to activate the power manager.

26. The system of claim 24, wherein the means for causing the subsystem to operate
in thc sccond modc further compriscs a mcans for disabling an isolation hardwarc of the

subsystem.
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27. The system of claim 24, further comprising:
in response to the detected request by the processor for access to the component
external to the subsystem:
means for sending a notification signal to the processor notifying the

processor that the component is external to the subsystem.

28. The system of claim 27, further comprising:
means for initiating an error handling routine of the subsystem in response to the

received notification signal.

29. The system of claim 24, wherein the component external to the subsystem is a
memory.
30. The system of claim 24, wherein the sensor is in communication with at least

onc of an accclcrometer or a gyroscopce of the PCD.
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