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TECHNOLOGIES FOR INTERNET OF devices that includes an authority center server , a group 
THINGS KEY MANAGEMENT manager server , and multiple IoT devices ; 

FIG . 5 is a simplified block diagram of at least one 
CROSS REFERENCE TO RELATED embodiment of an environment of the authority center server 

APPLICATIONS 5 of the system of FIG . 4 ; 
FIG . 6 is a simplified block diagram of at least one 

The present application is a national stage entry under 35 embodiment of an environment of the group manager server 
USC § 371 ( b ) of International Application No. PCT / of the system of FIG . 4 ; 
CN2017 / 119925 , filed Dec. 29 , 2017 . FIG . 7 is a simplified block diagram of at least one 

10 embodiment of an environment of at least one of the IoT 
BACKGROUND devices of the system of FIG . 4 ; 

FIG . 8 is a simplified flow diagram of at least one 
Many types of devices , such as ser vehicles , appli- embodiment of a method for performing an offline authen 

ances , industrial equipment , and other things , are gaining tication phase that may be executed by the IoT device of 
computing resources and network capability . Sometimes 15 FIGS . 4 and 7 ; 
described as the Internet of Things ( IoT ) , modern computing FIG . 9 is a simplified flow diagram of at least one 
systems may include cloud - based servers , network infra- embodiment of a method for performing an online group 
structure , and connected edge devices that all work together joining phase that may be executed by the IoT device of 
to perform networked application functions . In certain appli- FIGS . 4 and 7 ; 
cations , one IoT connected edge device may need to com- 20 FIG . 10 is a simplified flow diagram of at least one 
municate with other IoT connected edge devices . Addition- embodiment of a method for managing an online group 
ally or alternatively , an IoT connected edge device may need joining phase that may be executed by the group manager 
to communicate with a remote server in the cloud . However , server of FIGS . 4 and 6 ; 
maintaining the security of such communications can be FIG . 11 is a simplified block diagram of at least one 
difficult . 25 embodiment of a hierarchy of groups for key management 

Typical IoT connected edge devices may be small devices for IoT devices that includes a group hierarchy ; and 
with low power consumption and thus typically include FIG . 12 is a simplified block diagram of at least one 
relatively low processing power or other computing embodiment of a network illustrating communications 
resources . As such , the resources necessary to perform among a number of loT devices . 
reliable security operations ( e.g. , public key infrastructure 30 
( PKI ) ) tend to be limited . Additionally , key management is DETAILED DESCRIPTION OF THE DRAWINGS 
problematic , which has resulted in various key exchange 
protocols ( e.g. , Fluffy ) for resource constrained environ- While the concepts of the present disclosure are suscep 
ments ( e.g. , IoT networks , fog networks , etc. ) . However , tible to various modifications and alternative forms , specific 
such present key exchange protocols , in addition to still 35 embodiments thereof have been shown by way of example 
needing to address certain security concerns , assume asym in the drawings and will be described herein in detail . It 
metric authentication , attestation , and key wrapping algo- should be understood , however , that there is no intent to 
rithms , which are constrained by high computation costs that limit the concepts of the present disclosure to the particular 
are often multiplied across multiple certificates in a certifi- forms disclosed , but on the contrary , the intention is to cover 
cate chain . Further , each IoT connected edge device should 40 all modifications , equivalents , and alternatives consistent 
undergo mutual attestation and device / user authentication , with the present disclosure and the appended claims . 
which existing technologies struggle to meet in IoT net- References in the specification to “ one embodiment , ” “ an 
works at scale ( e.g. , due to the high latency of present embodiment , ” “ an illustrative embodiment , ” etc. , indicate 
attestation protocols typically involving a 3rd party broker ) . that the embodiment described may include a particular 

45 feature , structure , or characteristic , but every embodiment 
BRIEF DESCRIPTION OF THE DRAWINGS may or may not necessarily include that particular feature , 

structure , or characteristic . Moreover , such phrases are not 
The concepts described herein are illustrated by way of necessarily referring to the same embodiment . Further , when 

example and not by way of limitation in the accompanying a particular feature , structure , or characteristic is described 
figures . For simplicity and clarity of illustration , elements 50 in connection with an embodiment , it is submitted that it is 
illustrated in the figures are not necessarily drawn to scale . within the knowledge of one skilled in the art to effect such 
Where considered appropriate , reference labels have been feature , structure , or characteristic in connection with other 
repeated among the figures to indicate corresponding or embodiments whether or not explicitly described . Addition 
analogous elements . ally , it should be appreciated that items included in a list in 

FIG . 1 is a simplified domain topology of at least one 55 the form of “ at least one of A , B , and C ” can mean ( A ) ; ( B ) ; 
embodiment for respective internet - of - things ( IoT ) networks ( C ) : ( A and B ) ; ( A and C ) ; ( B and C ) ; or ( A , B , and C ) . 
coupled through links to respective gateways ; Similarly , items listed in the form of “ at least one of A , B , 
FIG . 2 is a simplified cloud computing network in com- or C ” can mean ( A ) ; ( B ) ; ( C ) : ( A and B ) ; ( A and C ) ; ( B and 

munication with a mesh network of IoT devices operating as C ) ; or ( A , B , and C ) . 
a fog device at the edge of the cloud computing network ; The disclosed embodiments may be implemented , in 
FIG . 3 is a simplified block diagram of at least one some cases , in hardware , firmware , software , or any com 

embodiment of an IoT processing system architecture upon bination thereof . The disclosed embodiments may also be 
which any one or more of the techniques ( e.g. , operations , implemented as instructions carried by or stored on one or 
processes , methods , and methodologies ) discussed herein more transitory or non - transitory machine - readable ( e.g. , 
may be performed ; 65 computer - readable ) storage media , which may be read and 

FIG . 4 is a simplified block diagram of at least one executed by one or more processors . A machine - readable 
embodiment of a system for key management for IoT storage medium may be embodied as any storage device , 

60 



9 

15 

US 11,115,193 B2 
3 4 

mechanism , or other physical structure for storing or trans- the IoT networks 156 , 158 , 160 , 162 , coupled through 
mitting information in a form readable by a machine ( e.g. , backbone links 102 to respective gateways 154. For 
a volatile or non - volatile memory , a media disc , or other example , a number of IoT devices 104 may communicate 
media device ) . with a gateway 154 , and with each other through the 

In the drawings , some structural or method features may 5 gateway 154. To simplify the drawing , not every IoT device 
be shown in specific arrangements and / or orderings . How- 104 , or communications link ( e.g. , link 116 , 122 , 128 , or 
ever , it should be appreciated that such specific arrange- 132 ) is labeled . The backbone links 102 may include any 
ments and / or orderings may not be required . Rather , in some number of wired or wireless technologies , including optical 
embodiments , such features may be arranged in a different networks , and may be part of a local area network ( LAN ) , 
manner and / or order than shown in the illustrative figures . 10 a wide area network ( WAN ) , or the Internet . Additionally , 
Additionally , the inclusion of a structural or method feature such communication links facilitate optical signal paths 
in a particular figure is not meant to imply that such feature among both IoT devices 104 and gateways 154 , including 
is required in all embodiments and , in some embodiments , the use of MUXing / deMUXing components that facilitate 
may not be included or may be combined with other interconnection of the various devices . 
features . The network topology may include any number of types 
FIG . 1 illustrates an example domain topology for respec- of IoT networks , such as a mesh network provided with the 

tive internet - of - things ( IoT ) networks coupled through links network 156 using Bluetooth low energy ( BLE ) links 122 . 
to respective gateways . The internet of things ( IoT ) is a Other types of IoT networks that may be present include a 
concept in which a large number of computing devices are wireless local area network ( WLAN ) network 158 used to 
interconnected to each other and to the Internet to provide 20 communicate with IoT devices 104 through IEEE 802.11 
functionality and data acquisition at very low levels . Thus , ( Wi - Fi® ) links 128 , a cellular network 160 used to commu 
as used herein , an IoT device may include a semiautono- nicate with IoT devices 104 through an LTE / LTE - A ( 4G ) or 
mous device performing a function , such as sensing or 5G cellular network , and a low - power wide area ( LPWA ) 
control , among others , in communication with other IoT network 162 , for example , a LPWA network compatible 
devices and a wider network , such as the Internet . 25 with the LoRaWan specification promulgated by the LoRa 

Often , IoT devices are limited in memory , size , or func- alliance , or a IPv6 over Low Power Wide - Area Networks 
tionality , allowing larger numbers to be deployed for a ( LPWAN ) network compatible with a specification promul 
similar cost to smaller numbers of larger devices . However , gated by the Internet Engineering Task Force ( IETF ) . Fur 
an IoT device may be a smart phone , laptop , tablet , or PC , ther , the respective IoT networks may communicate with an 
or other larger device . Further , an IoT device may be a 30 outside network provider ( e.g. , a tier 2 or tier 3 provider ) 
virtual device , such as an application on a smart phone or using any number of communications links , such as an LTE 
other computing device . IoT devices may include IoT gate- cellular link , an LPWA link , or a link based on the IEEE 
ways , used to couple IoT devices to other IoT devices and 802.15.4 sta rd , such as Zigbee? . The respective IoT 
to cloud applications , for data storage , process control , and networks may also operate with use of a variety of network 
the like . 35 and internet application protocols such as Constrained 

Networks of IoT devices may include commercial and Application Protocol ( COAP ) . The respective IoT networks 
home automation devices , such as water distribution sys- may also be integrated with coordinator devices that provide 
tems , electric power distribution systems , pipeline control a chain of links that forms cluster tree of linked devices and 
systems , plant control systems , light switches , thermostats , networks . 
locks , cameras , alarms , motion sensors , and the like . The 40 Each of these IoT networks may provide opportunities for 
IoT devices may be accessible through remote computers , new technical features , such as those as described herein . 
servers , and other systems , for example , to control systems The improved technologies and networks may enable the 
or access data . exponential growth of devices and networks , including the 

The future growth of the Internet and like networks may use of IoT networks into as fog devices or systems . As the 
involve very large numbers of IoT devices . Accordingly , in 45 use of such improved technologies grows , the IoT networks 
the context of the techniques discussed herein , a number of may be developed for self - management , functional evolu 
innovations for such future networking will address the need tion , and collaboration , without needing direct human inter 
for all these layers to grow unhindered , to discover and make vention . The improved technologies may even enable IoT 
accessible connected resources , and to support the ability to networks to function without centralized controlled systems . 
hide and compartmentalize connected resources . Any num- 50 Accordingly , the improved technologies described herein 
ber of network protocols and communications standards may be used to automate and enhance network management 
may be used , wherein each protocol and standard is designed and operation functions far beyond current implementations . 
to address specific objectives . Further , the protocols are part In an example , communications between IoT devices 104 , 
of the fabric supporting human accessible services that such as over the backbone links 102 , may be protected by a 
operate regardless of location , time or space . The innova- 55 decentralized system for authentication , authorization , and 
tions include service delivery and associated infrastructure , accounting ( AAA ) . In a decentralized AAA system , distrib 
such as hardware and software ; security enhancements ; and uted payment , credit , audit , authorization , and authentica 
the provision of services based on Quality of Service ( QoS ) tion systems may be implemented across interconnected 
terms specified in service level and service delivery agree- heterogeneous network infrastructure . This allows systems 
ments . As will be understood , the use of IoT devices and 60 and networks to move towards autonomous operations . In 
networks , such as those introduced in FIGS . 1 and 2 , present these types of autonomous operations , machines may even 
a number of new challenges in a heterogeneous network of contract for human resources and negotiate partnerships 
connectivity comprising a combination of wired and wire- with other machine networks . This may allow the achieve 
less technologies . ment of mutual objectives and balanced service delivery 
FIG . 1 specifically provides a simplified drawing of a 65 against outlined , planned service level agreements as well as 

domain topology that may be used for a number of internet- achieve solutions that provide metering , measurements , 
of - things ( IoT ) networks comprising IoT devices 104 , with traceability and trackability . The creation of new supply 
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chain structures and methods may enable a multitude of ad - hoc networking ( B.A.T.M.A.N. ) routing protocol , or the 
services to be created , mined for value , and collapsed OMA Lightweight M2M ( LWM2M ) protocol , among oth 
without any human involvement . 

Such IoT networks may be further enhanced by the Three types of IoT devices 202 are shown in this example , 
integration of sensing technologies , such as sound , light , 5 gateways 204 , data aggregators 226 , and sensors 228 , 
electronic traffic , facial and pattern recognition , smell , vibra- although any combinations of IoT devices 202 and func 
tion , into the autonomous organizations among the IoT tionality may be used . The gateways 204 may be edge 
devices . The integration of sensory systems may allow devices that provide communications between the cloud 200 
systematic and autonomous communication and coordina- and the fog 220 , and may also provide the backend process 
tion of service delivery against contractual service objec- 10 function for data obtained from sensors 228 , such as motion 
tives , orchestration and quality of service ( QoS ) based data , flow data , temperature data , and the like . The data 
swarming and fusion of resources . Some of the individual aggregators 226 may collect data from any number of the 
examples of network - based resource processing include the sensors 228 , and perform the back end processing function 
following for the analysis . The results , raw data , or both may be passed 
The mesh network 156 , for instance , may be enhanced by 15 along to the cloud 200 through the gateways 204. The 

systems that perform inline data - to - information transforms . sensors 228 may be full IoT devices 202 , for example , 
For example , self - forming chains of processing resources capable of both collecting data and processing the data . In 
comprising a multi - link network may distribute the trans- some cases , the sensors 228 may be more limited in func 
formation of raw data to information in an efficient manner , tionality , for example , collecting the data and allowing the 
and the ability to differentiate between assets and resources 20 data aggregators 226 or gateways 204 to process the data . 
and the associated management of each . Furthermore , the Communications from any IoT device 202 may be passed 
proper components of infrastructure and resource based trust along a convenient path ( e.g. , a most convenient path ) 
and service indices may be inserted to improve the data between any of the IoT devices 202 to reach the gateways 
integrity , quality , assurance and deliver a metric of data 204. In these networks , the number of interconnections 
confidence . 25 provide substantial redundancy , allowing communications 

The WLAN network 158 , for instance , may use systems to be maintained , even with the loss of a number of IoT 
that perform standards conversion to provide multi - standard devices 202. Further , the use of a mesh network may allow 
connectivity , enabling IoT devices 104 using different pro- IoT devices 202 that are very low power or located at a 
tocols to communicate . Further systems may provide seam- distance from infrastructure to be used , as the range to 
less interconnectivity across a multi - standard infrastructure 30 connect to another IoT device 202 may be much less than the 
comprising visible Internet resources and hidden Internet range to connect to the gateways 204 . 

The fog 220 provided from these IoT devices 202 may be 
Communications in the cellular network 160 , for instance , presented to devices in the cloud 200 , such as a server 206 , 

may be enhanced by systems that offload data , extend as a single device located at the edge of the cloud 200 , e.g. , 
communications to more remote devices , or both . The 35 a fog device . In this example , the alerts coming from the fog 
LPWA network 162 may include systems that perform device may be sent without being identified as coming from 
non - Internet protocol ( IP ) to IP interconnections , address- a specific IoT device 202 within the fog 220. In this fashion , 
ing , and routing . Further , each of the IoT devices 104 may the fog 220 may be considered a distributed platform that 
include the appropriate transceiver for wide area communi- provides computing and storage resources to perform pro 
cations with that device . Further , each IoT device 104 may 40 cessing or data - intensive tasks such as data analytics , data 
include other transceivers for communications using addi- aggregation , and machine - learning , among others . 
tional protocols and frequencies . This is discussed further In some examples , the IoT devices 202 may be configured 
with respect to the communication environment and hard- using an imperative programming style , e.g. , with each IoT 
ware of an IoT processing device depicted in FIGS . 3 and 12 . device 202 having a specific function and communication 

Finally , clusters of IoT devices may be equipped to 45 partners . However , the IoT devices 202 forming the fog 
communicate with other IoT devices as well as with a cloud device may be configured in a declarative programming 
network . This may allow the IoT devices to form an ad - hoc style , allowing the IoT devices 202 to reconfigure their 
network between the devices , allowing them to function as operations and communications , such as to determine 
a single device , which may be termed a fog device . This needed resources in response to conditions , queries , and 
configuration is discussed further with respect to FIG . 2 50 device failures . As an example , a query from a user located 
below . at a server 206 about the operations of a subset of equipment 
FIG . 2 illustrates a cloud computing network in commu- monitored by the IoT devices 202 may result in the fog 220 

nication with a mesh network of IoT devices ( devices 202 ) device selecting the IoT devices 202 , such as particular 
operating as a fog device at the edge of the cloud computing sensors 228 , needed to answer the query . The data from 
network . The mesh network of IoT devices may be termed 55 these sensors 228 may then be aggregated and analyzed by 
a fog 220 , operating at the edge of the cloud 200. To simplify any combination of the sensors 228 , data aggregators 226 , or 
the diagram , not every IoT device 202 is labeled . gateways 204 , before being sent on by the fog 220 device to 

The fog 220 may be considered to be a massively inter- the server 206 to answer the query . In this example , IoT 
connected network wherein a number of IoT devices 202 are devices 202 in the fog 220 may select the sensors 228 used 
in communications with each other , for example , by radio 60 based on the query , such as adding data from flow sensors 
links 222. As an example , this interconnected network may or temperature sensors . Further , if some of the IoT devices 
be facilitated using an interconnect specification released by 202 are not operational , other IoT devices 202 in the fog 220 
the Open Connectivity FoundationTM ( OCF ) . This standard device may provide analogous data , if available . 
allows devices to discover each other and establish commu- In other examples , the operations and functionality 
nications for interconnects . Other interconnection protocols 65 described above may be embodied by a IoT device machine 
may also be used , including , for example , the optimized link in the example form of an electronic processing system , 
state routing ( OLSR ) Protocol , the better approach to mobile within which a set or sequence of instructions may be 
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executed to cause the electronic processing system to per- package ( SDP ) , dual die package ( DDP ) or quad die package 
form any one of the methodologies discussed herein , accord- ( Q17P ) . These devices , in some examples , may be directly 
ing to an example embodiment . The machine may be an IoT soldered onto a motherboard to provide a lower profile 
device or an IoT gateway , including a machine embodied by solution , while in other examples the devices are configured 
aspects of a personal computer ( PC ) , a tablet PC , a personal 5 as one or more memory modules that in turn couple to the 
digital assistant ( PDA ) , a mobile telephone or smartphone , motherboard by a given connector . Any number of other 
or any machine capable of executing instructions ( sequential memory implementations may be used , such as other types 
or otherwise ) that specify actions to be taken by that of memory modules , e.g. , dual inline memory modules 
machine . Further , while only a single machine may be ( DIMMs ) of different varieties including but not limited to 
depicted and referenced in the example above , such machine 10 microDIMMs or MiniDIMMs . 
shall also be taken to include any collection of machines that To provide for persistent storage of information such as 
individually or jointly execute a set ( or multiple sets ) of data , applications , operating systems and so forth , a storage 
instructions to perform any one or more of the methodolo- 358 may also couple to the processor 352 via the intercon 
gies discussed herein . Further , these and like examples to a nect 356. In an example the storage 358 may be imple 
processor - based system shall be taken to include any set of 15 mented via a solid state disk drive ( SSDD ) . Other devices 
one or more machines that are controlled by or operated by that may be used for the storage 358 include flash memory 
a processor ( e.g. , a computer ) to individually or jointly cards , such as SD cards , microSD cards , xD picture cards , 
execute instructions to perform any one or more of the and the like , and USB flash drives . In low power imple 
methodologies discussed herein . mentations , the storage 358 may be on - die memory or 

Referring now to FIG . 3 , an illustrative block diagram is 20 registers associated with the processor 352. However , in 
shown of components that may be present in an IoT device some examples , the storage 358 may be implemented using 
350 for implementing the techniques described herein . The a micro hard disk drive ( HDD ) . Further , any number of new 
IoT device 350 may include any combinations of the com- technologies may be used for the storage 358 in addition to , 
ponents shown in the example or referenced in the disclo- or instead of , the technologies described , such resistance 
sure above . The components may be implemented as ICs , 25 change memories , phase change memories , holographic 
portions thereof , discrete electronic devices , or other mod- memories , or chemical memories , among others . 
ules , logic , hardware , software , firmware , or a combination The components may communicate over the interconnect 
thereof adapted in the IoT device 350 , or as components 356. The interconnect 356 may include any number of 
otherwise incorporated within a chassis of a larger system . technologies , including industry standard architecture ( ISA ) , 
Additionally , the block diagram of FIG . 3 is intended to 30 extended ISA ( EISA ) , peripheral component interconnect 
depict a high - level view of components of the IoT device ( PCI ) , peripheral component interconnect extended ( PCIx ) , 
350. However , some of the components shown may be PCI express ( PCIe ) , or any number of other technologies . 
omitted , additional components may be present , and differ- The interconnect 356 may be a proprietary bus , for example , 
ent arrangement of the components shown may occur in used in a SoC based system . Other bus systems may be 
other implementations . 35 included , such as an I2C interface , an SPI interface , point to 

The IoT device 350 may include a processor 352 , which point interfaces , and a power bus , among others . 
may be a microprocessor , a multi - core processor , a multi- The interconnect 356 may couple the processor 352 to a 
threaded processor , an ultra - low voltage processor , an mesh transceiver 362 , for communications with other mesh 
embedded processor , or other known processing element . devices 364. The mesh transceiver 362 may use any number 
The processor 352 may be a part of a system on a chip ( SOC ) 40 of frequencies and protocols , such as 2.4 Gigahertz ( GHz ) 
in which the processor 352 and other components are transmissions under the IEEE 802.15.4 standard , using the 
formed into a single integrated circuit , or a single package , Bluetooth® low energy ( BLE ) standard , as defined by the 
such as the EdisonTM or GalileoTM SoC boards from Intel . As Bluetooth® Special Interest Group , or the ZigBee® stan 
an example , the processor 352 may include an Intel® dard , among others . Any number of radios , configured for a 
Architecture CoreTM based processor , such as a QuarkTM , an 45 particular wireless communication protocol , may be used for 
AtomTM , an i3 , an i5 , an i7 , or an MCU - class processor , or the connections to the mesh devices 364. For example , a 
another such processor available from Intel® Corporation , WLAN unit may be used to implement Wi - FiTM communi 
Santa Clara , Calif . However , any number other processors cations in accordance with the Institute of Electrical and 
may be used , such as available from Advanced Micro Electronics Engineers ( IEEE ) 802.11 standard . In addition , 
Devices , Inc. ( AMD ) of Sunnyvale , Calif . , a MIPS - based 50 wireless wide area communications , e.g. , according to a 
design from MIPS Technologies , Inc. of Sunnyvale , Calif . , cellular or other wireless wide area protocol , may occur via 
an ARM - based design licensed from ARM Holdings , Ltd. or a WWAN unit . 
customer thereof , or their licensees or adopters . The proces- The mesh transceiver 362 may communicate using mul 
sors may include units such as an A5 - A10 processor from tiple standards or radios for communications at different 
Apple® Inc. , a SnapdragonTM processor from Qualcomm® 55 range . For example , the IoT device 350 may communicate 
Technologies , Inc. , or an OMAPTM processor from Texas with close devices , e.g. , within about 10 meters , using a 
Instruments , Inc. local transceiver based on BLE , or another low power radio , 

The processor 352 may communicate with a system to save power . More distant mesh devices 364 , e.g. , within 
memory 354 over an interconnect 356 ( e.g. , a bus ) . Any about 50 meters , may be reached over ZigBee or other 
number of memory devices may be used to provide for a 60 intermediate power radios . Both communications tech 
given amount of system memory . As examples , the memory niques may take place over a single radio at different power 
may be random access memory ( RAM ) in accordance with levels , or may take place over separate transceivers , for 
a Joint Electron Devices Engineering Council ( JEDEC ) example , a local transceiver using BLE and a separate mesh 
design such as the DDR or mobile DDR standards ( e.g. , transceiver using ZigBee . 
LPDDR , LPDDR2 , LPDDR3 , or LPDDR4 ) . In various 65 A wireless network transceiver 366 may be included to 
implementations the individual memory devices may be of communicate with devices or services in the cloud 300 via 
any number of different package types such as single die local or wide area network protocols . The wireless network 
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transceiver 366 may be a LPWA transceiver that follows the device 350 to actuators 374 , such as power switches , valve 
IEEE 802.15.4 , or IEEE 802.15.4g standards , among others . actuators , an audible sound generator , a visual warning 
The IoT device 350 may communicate over a wide area device , and the like . 
using LoRaWANTM ( Long Range Wide Area Network ) In some optional examples , various input / output ( 1/0 ) 
developed by Semtech and the LoRa Alliance . The tech- 5 devices may be present within , or connected to , the IoT 
niques described herein are not limited to these technolo- device 350. For example , a display or other output device 
gies , but may be used with any number of other cloud 384 may be included to show information , such as sensor 
transceivers that implement long range , low bandwidth readings or actuator position . An input device 386 , such as 
communications , such as Sigfox , and other technologies . a touch screen or keypad may be included to accept input . 
Further , other communications techniques , such as time- 10 An output device 384 may include any number of forms of 
slotted channel hopping , described in the IEEE 802.15.4e audio or visual display , including simple visual outputs such 
specification may be used . as binary status indicators ( e.g. , LEDs ) and multi - character 
Any number of other radio communications and protocols visual outputs , or more complex outputs such as display 

may be used in addition to the systems mentioned for the screens ( e.g. , LCD screens ) , with the output of characters , 
mesh transceiver 362 and wireless network transceiver 366 , 15 graphics , multimedia objects , and the like being generated or 
as described herein . For example , the radio transceivers 362 produced from the operation of the IoT device 350 . 
and 366 may include an LTE or other cellular transceiver A battery 376 may power the IoT device 350 , although in 
that uses spread spectrum ( SPA / SAS ) communications for examples in which the IoT device 350 is mounted in a fixed 
implementing high speed communications . Further , any location , it may have a power supply coupled to an electrical 
number of other protocols may be used , such as Wi - Fi® 20 grid . The battery 376 may be a lithium ion battery , or a 
networks for medium speed communications and provision metal - air battery , such as a zinc - air battery , an aluminum - air 
of network communications . battery , a lithium - air battery , and the like . 

The radio transceivers 362 and 366 may include radios A battery monitor / charger 378 may be included in the IoT 
that are compatible with any number of 3GPP ( Third Gen- device 350 to track the state of charge ( SoCh ) of the battery 
eration Partnership Project ) specifications , notably Long 25 376. The battery monitor / charger 378 may be used to 
Term Evolution ( LTE ) , Long Term Evolution - Advanced monitor other parameters of the battery 376 to provide 
( LTE - A ) , and Long Term Evolution - Advanced Pro ( LTE - A failure predictions , such as the state of health ( SoH ) and the 
Pro ) . It can be noted that radios compatible with any number state of function ( SOF ) of the battery 376. The battery 
of other fixed , mobile , or satellite communication technolo- monitor / charger 378 may include a battery monitoring inte 
gies and standards may be selected . These may include , for 30 grated circuit , such as an LTC4020 or an LTC2990 from 
example , any Cellular Wide Area radio communication Linear Technologies , an ADT7488A from ON Semiconduc 
technology , which may include e.g. a 5th Generation ( 56 ) tor of Phoenix Ariz . , or an IC from the UCD90xxx family 
communication systems , a Global System for Mobile Com- from Texas Instruments of Tex . The battery monitor / 
munications ( GSM ) radio communication technology , a charger 378 may communicate the information on the bat 
General Packet Radio Service ( GPRS ) radio communication 35 tery 376 to the processor 352 over the interconnect 356. The 
technology , or an Enhanced Data Rates for GSM Evolution battery monitor / charger 378 may also include an analog - to 
( EDGE ) radio communication technology , a UMTS ( Uni- digital ( ADC ) convertor that allows the processor 352 to 
versal Mobile Telecommunications System ) communication directly monitor the voltage of the battery 376 or the current 
technology , In addition to the standards listed above , any flow from the battery 376. The battery parameters may 
number of satellite uplink technologies may be used for the 40 used to determine actions that the IoT device 350 may 
wireless network transceiver 366 , including , for example , perform , such as transmission frequency , mesh network 
radios compliant with standards issued by the ITU ( Inter- operation , sensing frequency , and the like . 
national Telecommunication Union ) , or the ETSI ( European A power block 380 , or other power supply coupled to a 
Telecommunications Standards Institute ) , among others . grid , may be coupled with the battery monitor / charger 378 
The examples provided herein are thus understood as being 45 to charge the battery 376. In some examples , the power 
applicable to various other communication technologies , block 380 may be replaced with a wireless power receiver to 
both existing and not yet formulated . obtain the power wirelessly , for example , through a loop 
Anetwork interface controller ( NIC ) 368 may be included antenna in the IoT device 350. A wireless battery charging 

to provide a wired communication to the cloud 300 or to circuit , such as an LTC4020 chip from Linear Technologies 
other devices , such as the mesh devices 364. The wired 50 of Milpitas , Calif . , among others , may be included in the 
communication may provide an Ethernet connection , or may battery monitor / charger 378. The specific charging circuits 
be based on other types of networks , such as Controller Area chosen depend on the size of the battery 376 , and thus , the 
Network ( CAN ) , Local Interconnect Network ( LIN ) , Devi- current required . The charging may be performed using the 
ceNet , ControlNet , Data Highway + , PROFIBUS , or PROFI- Airfuel standard promulgated by the Airfuel Alliance , the Qi 
NET , among many others . An additional NIC 368 may be 55 wireless charging standard promulgated by the Wireless 
included to allow connect to a second network , for example , Power Consortium , or the Rezence charging standard , pro 
a NIC 368 providing communications to the cloud over mulgated by the Alliance for Wireless Power , among others . 
Ethernet , and a second NIC 368 providing communications The storage 358 may include instructions 382 in the form 
to other devices over another type of network . of software , firmware , or hardware commands to implement 

The interconnect 356 may couple the processor 352 to an 60 the techniques described herein . Although such instructions 
external interface 370 that is used to connect external 382 are shown as code blocks included in the memory 354 
devices or subsystems . The external devices may include and the storage 358 , it may be understood that any of the 
sensors 372 , such as accelerometers , level sensors , flow code blocks may be replaced with hardwired circuits , for 
sensors , optical light sensors , camera sensors , temperature example , built into an application specific integrated circuit 
sensors , global positioning system ( GPS ) sensors , pressure 65 ( ASIC ) . 
sensors , barometric pressure sensors , and the like . The In an example , the instructions 382 provided via the 
external interface 370 further may be used to connect the IoT memory 354 , the storage 358 , or the processor 352 may be 

be 
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embodied as a non - transitory , machine readable medium capable of executing firmware and / or other code indepen 
360 including code to direct the processor 352 to perform dently and securely from the processor 352. Thus , the 
electronic operations in the IoT device 350. The processor security engine 390 may be used to establish a trusted 
352 may access the non - transitory , machine readable execution environment separate from code executed by the 
medium 360 over the interconnect 356. The illustrative 5 processor 352. The security engine 390 may communicate 
processor 352 includes a secure enclave support 392. The with the processor 352 and / or other components of the IoT 
secure enclave support 392 allows the processor 352 to device 350 over a dedicated bus , such as a host embedded 
establish a trusted execution environment ( TEE ) known as a controller interface ( HECI ) . 
secure enclave ( see , e.g. , the secure enclave 394 ) , in which The security engine 390 may also provide remote con 
executing code may be measured , verified , and / or otherwise 10 figuration , control , or management of the IoT device 350. In 
determined to be authentic . Additionally , code and data the illustrative embodiment , the security engine 390 is 
included in the secure enclave may be encrypted or other- embodied as a converged security and manageability engine 
wise protected from being accessed by code executing ( CSME ) incorporated in a SoC of the IoT device 350. In 
outside of the secure enclave 394. For example , code and some embodiments , the security engine 390 may be embod 
data included in the secure enclave may be protected by 15 ied as a manageability engine , an out - of - band processor , a 
hardware protection mechanisms of the processor 352 while Trusted Platform Module ( TPM ) , or other security engine 
being executed or while being stored in certain protected device or collection of devices . Further , in some embodi 
cache memory ( not shown ) of the processor 352. The code ments , the security engine 390 is also capable of commu 
and data included in the secure enclave may be encrypted nicating using the interconnect 356 or a dedicated commu 
when stored in a shared cache or the system memory 354. 20 nication circuit independently of the state of the IoT device 
The secure enclave support 392 may be embodied as a set of 350 ( e.g. , independently of the state of the processor 352 ) , 
processor instruction extensions that allows the processor also known as “ out - of - band ” communication . 
352 to establish one or more secure enclaves in the system Referring now to FIG . 4 , in an illustrative embodiment , a 
memory 354. For example , the secure enclave support 392 system 400 for key management in a network of IoT devices 
may be embodied as Intel Software Guard Extensions 25 ( e.g. , cloud hosted IoT devices ) includes an authority center 
( SGX ) technology . In some embodiments , the system server 402 , a group manager server 422 , and multiple IoT 
memory 354 may be used to store the contents of one or devices 350. As will be described in further detail below , the 
more secure enclaves . When stored by the system memory system 400 enables group session key agreement , updating , 
354 , the contents of the secure enclave may be encrypted to revocation , and efficient IoT device onboarding authentica 
prevent unauthorized access . 30 tion mechanisms leveraging a group hierarchy as described 

The non - transitory , machine readable medium 360 may herein . Unlike present technologies in which temporal sym 
be embodied by devices described for the storage 358 of metric keys ( e.g. , typical of web transport layer security 
FIG . 3 or may include specific storage units such as optical ( TLS ) interactions ) are discarded ( e.g. , after each represen 
disks , flash drives , or any number of other hardware devices . tational state transfer ( REST ) exchange ) and authentication 
Additionally , the non - transitory , machine readable medium 35 relies on asymmetric keys for each interaction , the group 
360 may include instructions to direct the processor 352 to symmetric keys are preserved in a TEE ( e.g. , an Intel SGX , 
perform a specific sequence or flow of actions , for example , an Intel QuickAssist Technology ( QAT ) , etc. ) such that they 
as described with respect to the flowchart ( s ) and block can be shared between the IoT devices 350 ( e.g. , as a 
diagram ( s ) of operations and functionality depicted above . consequence of doing datagram TLS ( DTLS ) handshaking , 
In further examples , a machine - readable medium also 40 RESTful secure exchanges , etc. ) . Therefore , the IoT devices 
includes any tangible medium that is capable of storing , 350 can rely on symmetric authentication for some of the 
encoding or carrying instructions for execution by a machine interactions because the symmetric keys rare managed to 
and that cause the machine to perform any one or more of maintain authentication and authorization contexts , thereby 
the methodologies of the present disclosure or that is capable improving performance of the more resource intensive 
of storing , encoding or carrying data structures utilized by or 45 asymmetric authentication operations . 
associated with such instructions . In use , each IoT device 350 joins a group ( see , e.g. , the 
A “ machine - readable medium ” thus may include , but is IoT device group 448 ) in which it can communicate with 

not limited to , solid - state memories , and optical and mag- other IoT devices 350 of the group . To do so , as described 
netic media . Specific examples of machine - readable media in further detail below , the IoT device 350 authenticates 
include non - volatile memory , including but not limited to , 50 itself with the authority center server 402 during an offline 
by way of example , semiconductor memory devices ( e.g. , ( i.e. , isolated from network access ) authentication phase 
electrically programmable read - only memory ( EPROM ) , ( see , e.g. , the method 800 of FIG . 8 ) in which the authority 
electrically erasable programmable read - only memory ( EE- center server 402 assigns a group member private key to the 
PROM ) ) and flash memory devices ; magnetic disks such as IoT device 350. Subsequent to having received the group 
internal hard disks and removable disks ; magneto - optical 55 member private key , the IoT device 350 verifies itself ( i.e. , 
disks ; and CD - ROM and DVD - ROM disks . The instructions using a signature generated to attest the IoT device 350 using 
embodied by a machine - readable medium may further be the received group member private key ) with the group 
transmitted or received over a communications network manager server 422 and receives a group shared key , which 
using a transmission medium via a network interface device is a symmetric key , via a secure communication channel 
utilizing any one of a number of transfer protocols ( e.g. , 60 established between the IoT device 350 and the group 
HTTP ) . manager server 422. As such , the IoT device 350 may 

The illustrative IoT device 350 additionally includes communicate with other IoT devices of the group to which 
include a security engine 390 , which may be embodied as the IoT device corresponds as a function of the group shared 
any hardware component ( s ) or circuitry capable of provid- key . 
ing security - related services to the IoT device 350. In 65 The authority center server 402 may be embodied as any 
particular , the security engine 390 may include a micropro- type of computation or compute device capable of perform 
cessor , microcontroller , or other embedded controller ing the functions described herein , including , without limi 
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tation , a computer , a server ( e.g. , stand - alone , rack - mounted , systems , applications , programs , libraries , and drivers . The 
blade , etc. ) , a network appliance ( e.g. , physical or virtual ) , memory 410 is communicatively coupled to the processor 
a web appliance , a distributed computing system , a proces- 404 via the I / O subsystem 408 , which may be embodied as 
sor - based system , and / or a multiprocessor system . As shown circuitry and / or components to facilitate input / output opera 
in FIG . 4 , the illustrative authority center server 402 5 tions with the processor 404 , the memory 410 , and other 
includes a processor 404 , an input / output ( I / O ) subsystem components of the authority center server 402. For example , 408 , a memory 410 , a data storage device 414 , communi the I / O subsystem 408 may be embodied as , or otherwise cation circuitry 416 , and , in some embodiments , a security include , memory controller hubs , input / output control hubs , engine 418 and / or one or more peripheral devices 420. Of firmware devices , communication links ( i.e. , point - to - point course , in other embodiments , the authority center server 10 links , bus links , wires , cables , light guides , printed circuit 402 may include alternative and / or additional components , 
such as those commonly found in a computing device ( e.g. , board traces , etc. ) , and / or other components and subsystems 
a graphics processing unit ( GPU ) , a power supply , fans , to facilitate the input / output operations . In some embodi 
etc. ) . Additionally , in some embodiments , one or more of the ments , the I / O subsystem 408 may form a portion of a SoC 
illustrative components may be incorporated in , or otherwise 15 and be incorporated , along with the processor 404 , the 
form a portion of , another component . For example , the memory 410 , and other components of the authority center 
memory 410 , or portions thereof , may be incorporated into server 402 , on a single integrated circuit chip . 
the processor 404 , in some embodiments . Further , in some The data storage device 414 may be embodied as any type 
embodiments , one or more of the illustrative components of device or devices configured for short - term or long - term 
may be omitted from the authority center server 402 . 20 storage of data such as , for example , memory devices and 

The processor 404 may be embodied as any type of circuits , memory cards , hard disk drives , solid - state drives , 
central processing unit capable of carrying out instructions or other data storage devices . It should be appreciated that 
to perform the functions described herein . For example , the the data storage device 414 and / or the memory 410 ( e.g. , the 
processor 404 may be embodied as one or more single core computer - readable storage media ) may store various data as 
processors , one or more single or multi - core processors , 25 described herein , including operating systems , applications , 
field - programmable gate arrays ( FPGAs ) , digital signal pro- programs , libraries , drivers , instructions , etc. , capable of 
cessors ( DSPs ) , microcontrollers , or other processor or being executed by processor ( e.g. , the processor 404 ) of 
processing / controlling circuit ( s ) . Irrespective of the embodi- the authority center server 402 . 
ment of the processor 404 , each processor core ( not shown ) The communication circuitry 416 may be embodied as 
of the processor 404 may be embodied as an independent 30 any communication circuit , device , or collection thereof , 
logical execution unit capable of executing programmed capable of enabling communications between the authority 
instructions . In some embodiments , the processor core may center server 402 and other computing devices , such as the 
include a portion of cache memory ( i.e. , memory that can be group manager server 422 , as well as any network commu 
accessed more quickly than the memory 410 ) and functional nication enabling devices , such as an access point , network 
units usable to independently execute programs or threads , 35 switch / router , etc. , to allow communication over the net 
which are not shown to preserve clarity of the description . work 442. Additionally , the communication circuitry 416 

The illustrative processor 404 includes a secure enclave enables the authority center server 402 to communicate with 
support 406. Similar to the secure enclave support 392 of the the IoT devices 350 via an offline network 444. As such , the 
illustrative IoT device 350 of FIG . 3 , the secure enclave communication circuitry 416 may be configured to use any 
support 406 allows the processor 404 to establish a trusted 40 one or more wireless and / or wired communication technolo 
execution environment ( TEE ) known as a secure enclave gies and associated protocols ( e.g. , Ethernet , Bluetooth® , 
( see , e.g. , the secure enclave ( s ) 412 ) , in which executing Wi - Fi® , WiMAX , LTE , 5G , etc. ) to effect such communi 
code may be measured , verified , and / or otherwise deter- cation . 
mined to be authentic . Additionally , code and data included It should be appreciated that , in some embodiments , the 
in the secure enclave may be encrypted or otherwise pro- 45 communication circuitry 416 may include specialized cir 
tected from being accessed by code executing outside of the cuitry , hardware , or combination thereof to perform pipeline 
secure enclave ( s ) 412. For example , code and data included logic ( e.g. , hardware algorithms ) for performing the func 
in the secure enclave may be protected by hardware protec- tions described herein , including processing network pack 
tion mechanisms of the processor 404 while being executed ets ( e.g. , parse received network packets , determine desti 
or while being stored in certain protected cache memory ( not 50 nation computing devices for each received network 
shown ) of the processor 404. The code and data included in packets , forward the network packets to a particular buffer 
the secure enclave may be encrypted when stored in a shared queue of a respective host buffer of the network computing 
cache or the memory 410. The secure enclave support 406 device 118 , etc. ) , perform computational functions , etc. 
may be embodied as a set of processor instruction extensions In some embodiments , performance of one or more of the 
that allows the processor 404 to establish one or more secure 55 functions of communication circuitry 416 as described 
enclaves in the memory 410 , illustratively shown as secure herein may be performed by specialized circuitry , hardware , 
enclave ( s ) 412. For example , the secure enclave support 406 or combination thereof of the communication circuitry 416 , 
may be embodied as Intel® SGX technology . In some which may be embodied as a SoC or otherwise form a 
embodiments , the memory 410 may be used to store the portion of a SoC of the authority center server 402 ( e.g. , 
contents of one or more secure enclaves . When stored by the 60 incorporated on a single integrated circuit chip along with 
memory 410 , the contents of the secure enclave may be the processor 404 , the memory 410 , and / or other compo 
encrypted to prevent unauthorized access . nents of the authority center server 402 ) . Alternatively , in 

410 may be embodied as any type of volatile some embodiments , the specialized circuitry , hardware , or 
or non - volatile memory or data storage capable of perform- combination thereof may be embodied as one or more 
ing the functions described herein . In operation , the memory 65 discrete processing units of the authority center server 402 , 
410 may store various data and software used during opera- each of which may be capable of performing one or more of 
tion of the authority center server 402 , such as operating the functions described herein . 

The memory 
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The security engine 418 , similar to the security engine authority center server 402 and the group manager server 
390 of the illustrative IoT device 350 of FIG . 3 , may be 422 , which are not shown to preserve clarity of the descrip 
embodied as any hardware component ( s ) or circuitry tion . 
capable of providing security - related services to the author- The group manager server 422 may be embodied as any 
ity center server 402. In particular , the security engine 418 5 type of computation or compute device capable of perform 
may include a microprocessor , microcontroller , or other ing the functions described herein , including , without limi 
embedded controller capable of executing firmware and / or tation , a computer , a server ( e.g. , stand - alone , rack - mounted , 
other code independently and securely from the processor blade , etc. ) , a network appliance ( e.g. , physical or virtual ) , 
404. Thus , the security engine 418 may be used to establish a web appliance , a distributed computing system , a proces 
a trusted execution environment separate from code sor - based system , and / or a multiprocessor system . As shown 
executed by the processor 404. The security engine 418 may in FIG . 4 , the illustrative group manager server 422 , similar 
communicate with the processor 404 and / or other compo- to the illustrative authority center server 402 , includes a 
nents of the authority center server 402 over a dedicated bus , processor 424 , an input / output ( 1/0 ) subsystem 428 , a 
such as a HECI . 15 memory 430 , a data storage device 434 , communication 

The security engine 418 may also provide remote con- circuitry 436 , and , in some embodiments , a security engine 
figuration , control , or management of the authority center 438 and / or one or more peripheral devices 440. Accordingly , 
server 402. In the illustrative embodiment , the security the similar and / or like components are not described herein 
engine 418 is embodied as a CSME incorporated in a SoC to preserve clarity of the description , with the understanding 
of the authority center server 402. In some embodiments , the 20 that the description of the corresponding components pro 
security engine 418 may be embodied as a manageability vided above in regard to the authority center server 402 
engine , an out - of - band processor , a TPM , or other security applies equally to the corresponding components of the 
engine device collection of devices . Further , in some group manager server 422. Of course , in other embodiments , 
embodiments , the security engine 418 is also capable of the group manager server 422 may include alternative and / or 
communicating using the I / O subsystem 408 or a dedicated 25 additional components , such as those commonly found in a 
communication circuit independently of the state of the computing device ( e.g. , a graphics processing unit ( GPU ) , a 
authority center server 402 ( e.g. , independently of the state power supply , fans , etc. ) . Additionally , in some embodi 
of the processor 404 ) , also known as “ out - of - band ” ( OOB ) ments , one or more of the illustrative components may be 
communication . incorporated in , or otherwise form a portion of , another 

The peripheral device ( s ) 420 may include any type of component . For example , the memory 430 , or portions 
device that is usable to input information into the authority thereof , may be incorporated into the processor 424 , in some 
center server 402 and / or receive information from the embodiments . Further , in some embodiments , one or more 
authority center server 402. The peripheral devices 420 may of the illustrative components may be omitted from the 
be embodied as any auxiliary device usable to input infor 35 group manager server 422 . 
mation into the authority center server 402 , such as a The illustrative system 400 includes group of IoT devices , 
keyboard , a mouse , a microphone , a barcode reader , an designated as an IoT device group 448. It should be appre 
image scanner , etc. or output information from the authority ciated that a group may include multiple IoT devices 350 or 
center server 402 , such as a display , a speaker , graphics multiple group manager servers 422 ( see , e.g. , the group 
circuitry , a printer , a projector , etc. It should be appreciated 40 1104 of group manager servers 1106 , 1108 of FIG . 11 ) . The 
that , in some embodiments , one or more of the peripheral illustrative IoT device group 448 includes a first IoT device 
devices 420 may function as both an input device and an 350 , designated as IoT device ( 1 ) 350a , a second IoT device 
output device ( e.g. , a touchscreen display , a digitizer on top 350 , designated as IoT device ( 2 ) 350b , and a third IoT 
of a display screen , etc. ) . It should be further appreciated device 350 , designated as IoT device ( N ) 350c . It should be 
that the types of peripheral devices 420 connected to the 45 appreciated that the IoT device ( N ) 350c represents the 
authority center server 402 may depend on , for example , the “ Nth ” IoT device 350 wherein “ N ” is a positive integer . Each 
type and / or intended use of the authority center server 402 . of the IoT devices 350a , 350b . 350c may be communica 
Additionally or alternatively , in some embodiments , the tively coupled at a given point in time to the authority center 
peripheral devices 420 may include one or more ports , such server 402 via an offline network 444 or other offline 
as a USB port , for example , for connecting external periph- 50 communication medium . Additionally , each of the IoT 
eral devices to the authority center server 402 . devices 350a , 3506 , 350c may be communicatively coupled 

The network 442 may be embodied as any type of wired to the group manager server 422 via an online network 446 . 
or wireless communication network , including but not lim- It should be appreciated that , in some embodiments , the 
ited to a wireless local area network ( WLAN ) , a wireless online network 446 may be similar to the network 442 ( e.g. , 
personal area network ( WPAN ) , a cellular network ( e.g. , 55 a series of network computing devices ( not shown ) com 
Global System for Mobile Communications ( GSM ) , Long- municatively coupling the IoT devices 350a , 3506 , 350c to 
Term Evolution ( LTE ) , etc. ) , a telephony network , a digital the group manager server 422 ) . 
subscriber line ( DSL ) network , a cable network , a LAN , a It should be appreciate that , while not illustratively 
WAN , a global network ( e.g. , the Internet ) , or any combi- shown , the IoT devices 350a , 350 , 350c may be commu 
nation thereof . It should be appreciated that , in such embodi- 60 nicatively coupled over an IoT network , which may be 
ments , the network 442 may serve as a centralized network embodied as , or otherwise include , a wired or wireless LAN , 
and , in some embodiments , may be communicatively a wired or wireless WAN , a low power wide area network 
coupled to another network ( e.g. , the Internet ) . Accordingly , ( LPWAN ) such as LoRaWANTM , SIGFOX , etc. , a control 
the network 442 may include a variety of other virtual and / or ler - area network , a cellular network , and / or a publicly 
physical network computing devices ( e.g. , routers , switches , 65 accessible , global network such as the Internet . As such , the 
network hubs , servers , storage devices , compute devices , IoT network may include any number of additional devices , 
etc. ) , as needed to facilitate communication between the such as additional compute and / or storage devices , access 
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points , routers , switches , and hubs as may be necessary to Additionally , the network communication manager 510 is 
facilitate the transmission of communications across the IoT configured to facilitate the transmission of outbound net 
network . work communications ( e.g. , network traffic , network packet 

Referring now to FIG . 5 , in use , the authority center streams , network flows , etc. ) from the authority center server 
server 402 establishes an illustrative environment 500 dur- 5 402 by managing ( e.g. , creating , modifying , deleting , etc. ) 
ing operation . The illustrative environment 500 includes a connections to physical and virtual network ports / interfaces 
network communication manager 510 , a group public key of the authority center server 402 ( e.g. , via the communi 
manager 530 , a group issuing private key manager 540 , a cation circuitry 416 ) , as well as the egress buffers / queues 
group member authorization manager 550 , a message associated therewith . Further , the network communication 
encrypter 560 , and a message decrypter 570. The various 10 manager 510 is configured to packetize or otherwise con struct / add the appropriate headers at the applicable layers to components of the environment 500 may be embodied as the network packet , encapsulate the payload and any footers hardware , firmware , software , or a combination thereof . As 
such , in some embodiments , one or more of the components ( e.g. , cyclic redundancy check ( CRC ) data verification infor 

mation ) . of the environment 500 may be embodied as circuitry or The group public key manager 530 , which may be embod 
collection of electrical devices ( e.g. , network communica ied as hardware , firmware , software , virtualized hardware , 
tion management circuitry 510 , group public key manage- emulated architecture , and / or a combination thereof as dis 
ment circuitry 530 , group issuing private key management cussed above , is configured to manage the group public keys 
circuitry 540 , group member authorization management which are to be assigned to group manager servers ( e.g. , the 
circuitry 550 , message encryption circuitry 560 , message 20 group manager server 422 of FIG . 4 ) . To do so , the illus 
decryption circuitry 570 , etc. ) . trative group public key manager 530 includes a group 

It should be appreciated that , in some embodiments , one public key generator 532 configured to generate the group 
or more of the illustrative components may form a portion public keys and a group public key assignor 534 configured 
of another component and / or one or more of the illustrative to assign the group public keys to the appropriate group 
components may be independent of one another . Further , in 25 manager servers upon request . The group public key man 
some embodiments , one or more of the components of the ager 530 may be configured to store the group public keys 
environment 500 may be embodied as virtualized hardware in the key data 504 , in some embodiments . 
components or emulated architecture , which may be estab- The group issuing private key manager 540 , which may 
lished and maintained by the processor 404 , the communi- be embodied as hardware , firmware , software , virtualized 
cation circuitry 416 , or other component ( s ) of the authority 30 hardware , emulated architecture , and / or a combination 
center server 402. It should be appreciated that the authority thereof as discussed above , is configured to manage the 
center server 402 may include other components , sub- group issuing private keys which are to be assigned to group 
components , modules , sub - modules , logic , sub - logic , and / or manager servers ( e.g. , the group manager server 422 of FIG . 
devices commonly found in a computing device , which are 4 ) . To do so , the illustrative group issuing private key 
not illustrated in FIG . 5 for clarity of the description . 35 manager 540 includes a group issuing private key generator 

In the illustrative environment 500 , the authority center 542 configured to generate the group issuing private keys 
server 402 additionally includes a secure storage 502 for and a group issuing private key assignor 544 configured to 
storing key data 504 ( e.g. , the symmetric private keys ) . It assign the group issuing private keys to the appropriate 
should be appreciated that one or more of the network group manager servers upon request . The group issuing 
communication manager 510 , the group public key manager 40 private key manager 540 may be configured to store the 
530 , the group issuing private key manager 540 , the group group issuing private keys in the key data 504 , in some 
member authorization manager 550 , the message encrypter embodiments . 
560 , and the message decrypter 570 may have access to the The group member authorization manager 550 , which 
secure storage 502. As illustratively shown , each of the may be embodied as hardware , firmware , software , virtual 
group public key manager 530 , the group issuing private key 45 ized hardware , emulated architecture , and / or a combination 
manager 540 , the group member authorization manager 550 , thereof as discussed above , is configured to manage the 
the message encrypter 560 , and the message decrypter 570 offline authentication phase for each IoT device 350 prior to 
are executed in a trusted execution environment ( TEE ) 520 . their joining a group ( e.g. , the illustrative IoT device group 
In some embodiments , the TEE 520 may be an SGX secure 448 of FIG . 4 ) . In other words , the group member authori 
enclave including user - level ( e.g. , ring - 3 ) code protected 50 zation manager 550 is configured to manage the group 
with the secure enclave support 406 of the processor 404. In members ( e.g. , an IoT device 350 or a group manager server 
other embodiments , the TEE 520 may be embodied as any 422 ) . For example , the group member authorization man 
trusted application or other trusted component of the author- ager 550 is configured to manage authorization ( e.g. , as an 
ity center server 402 . enhanced privacy identifier ( EPID ) authority ) of IoT devices 

The network communication manager 510 , which may be 55 350 during the offline authentication phase ( see , e.g. , the 
embodied as hardware , firmware , software , virtualized hard- method 800 of FIG . 8 ) . To do so , the illustrative group 
ware , emulated architecture , and / or a combination thereof as member authorization manager 550 includes a group mem 
discussed above , is configured to receive inbound and route ! ber join authenticator 552 , which is configured to generate 
transmit outbound network traffic . Accordingly , the network ( i.e. , as a function of the group issuing private keys gener 
communication manager 510 is configured to facilitate the 60 ated by the group issuing private key manager 540 ) and 
receipt of inbound network communications ( e.g. , network assign corresponding group member private keys to the 
traffic , network packets , network flows , etc. ) to the authority requesting IoT devices 350 . 
center server 402 by managing ( e.g. , creating , modifying , Additionally , the group member authorization manager 
deleting , etc. ) connections to physical and virtual network 550 is configured to manager revocation of private keys . To 
ports ( i.e. , virtual network interfaces ) of the authority center 65 do so , the illustrative group member authorization manager 
server 402 ( e.g. , via the communication circuitry 416 ) , as 550 includes a group member revocation manager 554 
well as the ingress buffers / queues associated therewith . which is configured to perform the applicable revocation 
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process when a group member private key is published . For 670 , and the message decrypter 680 may have access to the 
example , the group member revocation manager 554 may be secure storage 602. As illustratively shown , each of the 
configured to perform a private key based revocation , a group member manager 630 , the key generator 640 , the 
signature based revocation , and / or a group based revocation , context manager 650 , the group key distribution manager 
depending on the embodiment . In other words , the group 5 660 , the message encrypter 670 are executed in a trusted 
member revocation manager 554 may be configured to execution environment ( TEE ) 620 . 
revoke the group member private key , the signature , or both . In some embodiments , the TEE 620 may be an SGX 

The message encrypter 560 , which may be embodied as secure enclave including user - level ( e.g. , ring - 3 ) code pro 
hardware , firmware , software , virtualized hardware , emu- tected with the secure enclave support 426 of the processor 
lated architecture , and / or a combination thereof as discussed 10 424. In other embodiments , the TEE 620 may be embodied 
above , is configured to apply the applicable public and / or as any trusted application or other trusted component of the 
private keys to encrypt messages ( i.e. , convert from plain- group manager server 422. It should be appreciated that 
text to ciphertext ) based on the intended recipient . To do so , symmetric keys , under certain conditions , may be infiltrated 
it should be appreciated that the message encrypter 560 may by a compromised node ( e.g. , a compromised IoT device 
use one or more public and / or private keys of the key data 15 350 ) enabling an attack node ( e.g. , a compute device posing 
504 in secure storage 502 to perform the encryption . as the IoT device 350 ) to masquerade as a legitimate peer . 
The message decrypter 560 , which may be embodied as However , the risk is mitigated , as the operations as described 

hardware , firmware , software , virtualized hardware , emu- herein are performed in attested the TEE environment 620 . 
lated architecture , and / or a combination thereof as discussed As such , all symmetric operations are performed having a 
above , is configured to apply the applicable public and / or 20 full understanding of the attestation , authentication and 
private keys to decrypt messages ( i.e. , convert from cipher- authorization properties of previous related asymmetric 
text to plaintext ) based on the device from which the operations . 
encrypted message was received . To do so , it should be The network communication manager 610 , which may be 
appreciated that the message decrypter 560 may use one or embodied as hardware , firmware , software , virtualized hard 
more public and / or private keys of the key data 504 in secure 25 ware , emulated architecture , and / or a combination thereof as 
storage 502 to perform the decryption . Additionally , the discussed above , is configured to receive inbound and route / 
message decrypter 560 may be configured to verify a transmit outbound network traffic . Accordingly , the network 
signature of device from which the encrypted message was communication manager 610 is configured to facilitate the 
received . receipt of inbound network communications ( e.g. , network 

Referring now to FIG . 6 , in use , the group manager server 30 traffic , network packets , network flows , etc. ) to the group 
422 establishes an illustrative environment 600 during manager server 422 by managing ( e.g. , creating , modifying , 
operation . The illustrative environment 600 includes a net- deleting , etc. ) connections to physical and virtual network 
work communication manager 610 , a group member man- ports ( i.e. , virtual network interfaces ) of the group manager 
ager 630 , a key generator 640 , a context manager 650 , a server 422 ( e.g. , via the communication circuitry 436 ) , as 
group key distribution manager 660 , a message encrypter 35 well as the ingress buffers / queues associated therewith . 
670 , and a message decrypter 680. The various components Additionally , the network communication manager 610 is 
of the environment 600 may be embodied as hardware , configured to facilitate the transmission of outbound net 
firmware , software , or a combination thereof . As such , in work communications ( e.g. , network traffic , network packet 
some embodiments , one or more of the components of the streams , network flows , etc. ) from the group manager server 
environment 600 may be embodied as circuitry or collection 40 422 by managing ( e.g. , creating , modifying , deleting , etc. ) 
of electrical devices ( e.g. , network communication manage- connections to physical and virtual network ports / interfaces 
ment circuitry 610 , group member management circuitry of the group manager server 422 ( e.g. , via the communica 
630 , key generation circuitry 640 , context management tion circuitry 436 ) , as well as the egress buffers / queues 
circuitry 650 , a group key distribution manager 660 , mes- associated therewith . Further , the network communication 
sage encryption circuitry 670 , message decryption circuitry 45 manager 610 is configured to packetize or otherwise con 
680 , etc. ) . struct / add the appropriate headers at the applicable layers to 

It should be appreciated that , in some embodiments , one the network packet , encapsulate the payload and any footers 
or more of the illustrative components may form a portion ( e.g. , cyclic redundancy check ( CRC ) data verification infor 
of another component and / or one or more of the illustrative mation ) . 
components may be independent of one another . Further , in 50 The group member manager 630 , which may be embod 
some embodiments , one or more of the components of the ied as hardware , firmware , software , virtualized hardware , 
environment 600 may be embodied as virtualized hardware emulated architecture , and / or a combination thereof as dis 
components or emulated architecture , which may be estab- cussed above , is configured to manage an online - join phase 
lished and maintained by the processor 424 , the communi- of an authenticated IoT device 350 ( i.e. , previously authen 
cation circuitry 436 , or other component ( s ) of the group 55 ticated by the authority center server 402 ) . To do so , the 
manager server 422. It should be appreciated that the group illustrative group member manager 630 includes a group 
manager server 422 may include other components , sub- member attestation verifier 632 and a group member nego 
components , modules , sub - modules , logic , sub - logic , and / or tiator 634. The group member attestation verifier 632 is 
devices commonly found in a computing device , which are configured to verify a signature received from an IoT device 
not illustrated in FIG . 6 for clarity of the description . 60 350 , which was generated using the group member private 

In the illustrative environment 600 , the group manager key assigned to the IoT device 350 by the authority center 
server 422 additionally includes a secure storage 602 for server 402. To do so , the group member attestation verifier 
storing key data 604 ( e.g. , the symmetric private keys ) . It 632 is configured to verify the signature using the corre 
should be appreciated that one or more of the network sponding group public key ( e.g. , as may be used by the 
communication manager 610 , the group member manager 65 message decrypter 680 to decrypt the signature ) . 
630 , the key generator 640 , the context manager 650 , the To manage the online - join phase , the group member 
group key distribution manager 660 , the message encrypter manager 630 is additionally configured to negotiate a shared 
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secret between the group manager server 422 and the The group key distribution manager 660 is configured to 
respective IoT device 350. To do so , the illustrative group manage the distribution of the derived / generated keys which 
member manager 630 includes a group member negotiator have been assigned by the group manager server 422 to the 
634 , which is configured to manage the negotiation of the appropriate IoT device 350 or other group manager server 
shared secret . Accordingly , the group member negotiator 5 422. To do so , the group key distribution manager 660 may 
634 may be configured to use one or more protocols to be configured to establish a secure communication channel 
secure a communication channel and perform the negotia ( e.g. , via the network communication manager 610 ) usable 
tion , such as Diffie - Hellman , SIGMA , or the like . to distributed the appropriate keys . 

The key generator 640 is configured to generate , or The message encrypter 670 , which may be embodied as 
otherwise derive , the various keys employed ( e.g. , used , 10 hardware , firmware , software , virtualized hardware , emu lated architecture , and / or a combination thereof as discussed assigned , distributed , etc. ) by the group manager server 422 . above , is configured to apply the applicable public and / or To do so , the illustrative key generator 640 includes an private keys to encrypt messages ( i.e. , convert from plain individual key generator 642 , a peer shared key generator text to ciphertext ) based on the intended recipient . To do so , 644 , and a group shared key generator 646. As described 15 it should be appreciated that the message encrypter 670 may previously , the group manager server 422 ( e.g. , via the group use one or more public and / or private keys of the key data 
member manager 630 ) is configured to perform a negotia- 604 in a secure storage 602 to perform the encryption . 
tion to establish a shared secret with an IoT device 350 . The message decrypter 680 , which may be embodied as 
Upon having established the shared secret , the key generator hardware , firmware , software , virtualized hardware , emu 
640 is configured to derive an individual key for the corre- 20 lated architecture , and / or a combination thereof as discussed 
sponding IoT device 350. The peer shared key generator 644 above , is configured to apply the applicable public and / or 
is configured to generate a peer shared key usable by one IoT private keys to decrypt messages ( i.e. , convert from cipher 
device 350 of a group to share a secret with only one other text to plaintext ) based on the device from which the 
IoT device 350 of the same group . The group shared key encrypted message was received . To do so , it should be 
generator 646 is configured to generate a group shared key 25 appreciated that the message decrypter 680 may use one or 
usable by one IoT device 350 to share a secret with an IoT more public and / or private keys of the key data 604 in the 
device 350 of another group or with members of the same secure storage 602 to perform the decryption . Additionally , 
group and another group , such as in a multicast share . the message decrypter 680 may be configured to verify a 

The key context manager 650 is configured to manage the signature of device from which the encrypted message was 
key context attributes . The key context manager 650 is 30 received . 
configured to maintain key contexts for each derived / provi- Referring now to FIG . 7 , in use , the IoT device 350 
sioned symmetric key where all previous authentication , establishes an illustrative environment 700 during operation . 
attestation , and authorizations attributed to respective asym- The illustrative environment 700 includes a network com 
metric and symmetric keys are maintained by all peers munication manager 710 , a group membership manager 730 , 
sharing in peer - to - peer or multi - peer interactions having a 35 a key manager 740 , a message encrypter 750 , and a message 
shared symmetric key . decrypter 760. The various components of the environment 

To do so , the illustrative key context manager 650 700 may be embodied as hardware , firmware , software , or a 
includes a key context recorder 662 , which is configured to combination thereof . As such , in some embodiments , one or 
capture the key context attributes of generated keys accord- more of the components of the environment 700 may be 
ing to key type . For example , the key context recorder 662 40 embodied as circuitry or collection of electrical devices 
may capture a lifetime attribute and / or a use limitation ( e.g. , network communication management circuitry 710 , 
attribute for a group key which can be usable to identify group membership management circuitry 730 , key manage 
when a group key has expired and needs updated . A key ment circuitry 740 , message encryption circuitry 750 , mes 
context may include various relevant attributes usable to sage decryption circuitry 760 , etc. ) . 
identify the data being received from a particular IoT device 45 It should be appreciated that , in some embodiments , one 
350 is trustworthy . Such a key context of attestation of an or more of the illustrative components may form a portion 
IoT device 350 may include information usable to identify of another component and / or one or more of the illustrative 
an attesting authority , an attestation date , trust implications , components may be independent of one another . Further , in 
validity , a revocation status , and a derived symmetric key some embodiments , one or more of the components of the 
identifier , if applicable . 50 environment 700 may be embodied as virtualized hardware 

Other key contexts may include a key context for IoT components or emulated architecture , which may be estab 
device authentication , a key context for IoT device autho- lished and maintained by the processor 352 , the network 
rization , a key context for a peer shared key , a key context interface 368 , or other component ( s ) of the IoT device 350 . 
for a group / sub - group , or any other key context . As such , the It should be appreciated that the IoT device 350 may include 
key contexts may include any relevant attributes usable to 55 other components , sub - components , modules , sub - modules , 
provide context for the key / operation being captured , such logic , sub - logic , and / or devices commonly found in a sensor 
as any combination of an attesting authority , an attestation enabled computing device , which are not illustrated in FIG . 
date , an authentication date , an authorization date , a cre- 7 for clarity of the description . 
ation / derivation date , identities established , authorizations In the illustrative environment 700 , the IoT device 350 
established , use implications , result implications , trust 60 additionally includes a secure storage 702 for storing key 
implications , a validity , a revocation status , a peer shared data 704 ( e.g. , a symmetric private key ) . It should be 
key , a group shared key , group information , and / or a derived appreciated that one or more of the network communication 
symmetric key identifier , depending on the key context manager 710 , the group membership manager 730 , the key 
being captured . The illustrative key context manager 650 manager 740 , the message encrypter 750 , and the message 
additionally includes a key context validator 664 , which is 65 decrypter 760 may have access to the secure storage 702. As 
configured to validate a key context ( e.g. , authentication illustratively shown , each of the the group membership 
context , authorization context , attestation context , etc. ) . manager 730 , the key manager 740 , the message encrypter 
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750 are executed in a trusted execution environment ( TEE ) appreciated that the message decrypter 760 may use one or 
720. In some embodiments , the TEE 720 may be an SGX more public and / or private keys of the key data 704 in the 
secure enclave including user - level ( e.g. , ring - 3 ) code pro- secure storage 702 to perform the decryption . Additionally , 
tected with the secure enclave support 392 of the processor the message decrypter 760 may be configured to verify a 
352. In other embodiments , the TEE 720 may be embodied 5 signature of device from which the encrypted message was 
as any trusted application or other trusted component of the received . 
IoT device 350 . Referring now to FIG . 8 , a method 800 for performing an 

The network communication manager 710 , which may be offline authentication phase between an authority center 
embodied as hardware , firmware , software , virtualized hard- ( e.g. , the illustrative authority center server 402 of FIG . 4 ) 
ware , emulated architecture , and / or a combination thereof as 10 and an IoT device ( e.g. , the illustrative IoT device 350 of 
discussed above , is configured to receive inbound and route / FIG . 3 ) is shown which may be executed by the IoT device 
transmit outbound network traffic . Accordingly , the network 350. The method 800 begins in block 802 , in which the IoT 
communication manager 710 is configured to facilitate the device 350 establishes a secure offline communication chan 
receipt of inbound network communications ( e.g. , network nel with the authority center server 402. It should be 
traffic , network packets , network flows , etc. ) to the IoT 15 appreciated that the authority center server 402 is an offline 
device 350 by managing ( e.g. , creating , modifying , deleting , trusted environment maintained by an owner or manager of 
etc. ) connections to physical and virtual network ports ( i.e. , the IoT devices 350 being authenticated . In block 804 , the 
virtual network interfaces ) of the IoT device 350 ( e.g. , via IoT device 350 transmits an authentication request to the 
the network interface 368 ) , as well as the ingress buffers / authority center server 402 via the established secure offline 
queues associated therewith . 20 communication channel , such that , upon receipt , the author 

Additionally , the network communication manager 710 is ity center server 402 can assign a group member private key 
configured to facilitate the transmission of outbound net- to the IoT device 350 offline . It should be appreciated that , 
work communications ( e.g. , network traffic , network packet with the group member private key , the IoT device 350 may 
streams , network flows , etc. ) from the IoT device 350 by then generate a credential usable to negotiate and setup a 
managing ( e.g. , creating , modifying , deleting , etc. ) connec- 25 secure channel online with a group manager ( e.g. , the 
tions to physical and virtual network ports / interfaces of the illustrative group manager server 422 of FIG . 4 ) . As such , 
IoT device 350 ( e.g. , via the network interface 368 ) , as well the need for a pre - shared secret can be avoided , which can 
as the egress buffers / queues associated therewith . Further , provide more flexibility in headless environments and poten 
the network communication manager 710 is configured to tially prevent a malicious device that is unauthenticated 
packetize or otherwise construct / add the appropriate headers 30 from joining an online group to retrieve secret data of the 
at the applicable layers to the network packet , encapsulate authenticated IoT devices 350 . 
the payload and any footers ( e.g. , cyclic redundancy check In block 806 , the IoT device 350 determines whether 
( CRC ) data verification information ) . group member private key has been received from the 
The group membership manager 730 , which may be authority center server 402. In some embodiments , the 

embodied as hardware , firmware , software , virtualized hard- 35 authority center server 402 may be an EPID authority , 
ware , emulated architecture , and / or a combination thereof as instead of traditional public key cryptography , which can 
discussed above , is configured to authenticate the IoT device result in private key operations being performed at lower 
350 with an authority center ( e.g. , the authority center server computing costs . Accordingly , in such embodiments , the 
402 of FIG . 4 ) and a group manager ( e.g. , the group manager group member private key may be an EPID member private 
server 422 of FIG . 4 ) . To do so , the IoT device 350 is 40 key usable to show a proof - of - possession of the credential to 
configured to establish a secure offline commination channel a group manager and setup a secure channel using the 
( e.g. , via the network communication manager 710 ) with the credential . If the IoT device 350 has received the group 
authority center and request a group shared key from the member private key , the method 800 advances to block 808 , 
group manager . in which the IoT device 350 stores the received group 

The key manager 740 , which may be embodied as hard- 45 member private key in a secure storage location ( e.g. , the 
ware , firmware , software , virtualized hardware , emulated secure storage 702 of the illustrative IoT device 350 of FIG . 
architecture , and / or a combination thereof as discussed 7 ) . 
above , is configured to store received keys ( e.g. , a group Referring now to FIG . 9 , a method 900 for performing an 
member private key , a group shared key , a peer shared key , online group joining phase between an IoT device ( e.g. , the 
etc. ) in a secure storage location , as necessary , such as in the 50 illustrative IoT device 350 of FIG . 3 ) and a group manager 
key data 704 of the secure storage 702 . ( e.g. , the illustrative group manager server 422 of FIG . 4 ) is 

The message encrypter 750 , which may be embodied as shown which may be executed by the IoT device 350. The 
hardware , firmware , software , virtualized hardware , emu- method 900 begins in block 902 , in which the IoT device 
lated architecture , and / or a combination thereof as discussed 350 establishes a secure communication channel with the 
above , is configured to apply the applicable public and / or 55 group manager server 422 using one or more protocols 
private keys to encrypt messages ( i.e. , convert from plain- establish the secure communication to perform the negotia 
text to ciphertext ) based on the intended recipient . To do so , tion , such as Diffie - Hellman , SIGMA , or the like . To do so , 
it should be appreciated that the message encrypter 750 may in block 904 , the IoT device 350 generates an authentication 
use one or more public and / or private keys of the key data signature using a group member private key previously 
704 in a secure storage 702 to perform the encryption . 60 received during an offline authentication phase with an 
The message decrypter 760 , which may be embodied as authority center ( e.g. , the illustrative authority center server 

hardware , firmware , software , virtualized hardware , emu- 402 of FIG . 4 ) , as described previously in the method 800 of 
lated architecture , and / or a combination thereof as discussed FIG . 8. Additionally , the IoT device 350 transmits the 
above , is configured to apply the applicable public and / or generated signature to attest the IoT device 350 with the 
private keys to decrypt messages ( i.e. , convert from cipher- 65 group manager server 422 . 
text to plaintext ) based on the device from which the In block 908 , the IoT device 350 determines whether the 
encrypted message was received . To do so , it should be signature has been validated by the group manager server 
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422. If so , the method 900 advances to block 912 , in which manager server 422 transmits an indication of the signature 
the IoT device 350 negotiates a shared secret with the group verification failure to the IoT device 350 ; otherwise , the 
manager server 422 via the secure communication channel . method 1000 branches to block 1016 . 
In block 914 , the IoT device 350 determines whether a group In block 1016 , the group manager server 422 assigns the 
shared key has been received from the group manager server 5 IoT device to the group managed by the group manager 
422 indicating the shared secret negotiation was successful . server 422. In block 1018 , the group manager server 422 
If so , the method 900 advances to block 916 , in which the negotiates a shared secret with the IoT device via the secure 
IoT device 350 stores the received group shared key in a communication channel using a key management protocol , 
secure storage location ( e.g. , the secure storage 702 of the such as Diffie - Hellman , SIGMA , etc. In block 1020 , the 
illustrative IoT device 350 of FIG . 7 ) . 10 group manager server 422 derives an individual key as a 

In block 918 , the IoT device 350 determines whether to function of the shared key . In block 1022 , the group manager 
transmit secret data to another one or more IoT devices 350 server 422 generates a group shared key for the IoT device 
( e.g. , in the same group or in another group ) . If so , the 350. Additionally , in block 1024 , the group manager server 
method 900 advances to block 920 , in which the IoT device 422 records a key context of the group shared key . In block 
350 encrypts the secret data to be transmitted using the 15 1026 , the group manager server 422 encrypts the group 
appropriate shared key . For example , in block 922 , the IoT shared key using the derived individual key ( s ) . In block 
device 350 may encrypt the secret data using a peer shared 1028 , the group manager server 422 transmits the group 
key if the receiving IoT device 350 is in the same group as shared key to each IoT device 350 of the group , including 
the IoT device 350 transmitting the secret data . It should be the requesting IoT device 350. It should be appreciated that 
appreciated that if the IoT device 350 does not already have 20 if the group already includes other IoT devices , the group 
a peer shared key for sharing secrets with the intended IoT manager server 422 is additionally configured to encrypt the 
device 350 , the IoT device 350 may request the peer shared group shared key as a function of a previous group shared 
key from the group manager server 422 by reaching a key and transmit the group shared key encrypted using the 
peer - to - peer key agreement with the group manager server previous group shared key to the other IoT devices 350 of 
422 using the individual key assigned to the IoT device 350 25 the group . 
to authenticate itself to the group manager server 422 . Referring now to FIG . 11 , an illustrative hierarchy of 
Otherwise , in block 924 , if the receiving IoT device 350 is groups for key management for IoT devices which includes 
in another group , the IoT device 350 may encrypt the secret multiple group manager servers ( e.g. , multiple instances of 
data using the group shared key . Additionally , in some the illustrative group manager server 422 of FIG . 4 ) and 
embodiments , in block 926 , the IoT device 350 may mark 30 multiple IoT devices ( e.g. , multiple instances of the IoT 
the transmission as a multicast transmission and provide an devices 350 of FIG . 3 ) . The multiple group manager servers 
indication as to which other IoT devices 350 are to receive illustratively include a first group manager server 422 , 
the encrypted secret data . designated as group manager server ( 1 ) 11 a second 

In block 928 , the IoT device 350 transmits the encrypted group manager server 422 , designated as group manager 
secret data to the receiving IoT device ( s ) 350. To do so , in 35 server ( 2 ) 1106 , and a third group manager server 422 , 
block 930 , the IoT device 350 may transmit the encrypted designated as group manager server ( 3 ) 1102. As illustra 
secret data ( i.e. , encrypted using the peer shared key ) tively shown , the group manager server ( 1 ) 1104 and the 
directly to the receiving IoT device ( s ) . Additionally or group manager server ( 2 ) 1106 form a hierarchical group , 
alternatively , in block 932 , the IoT device 350 transmits the designated as group ( 3 ) 1108 , which is managed by the 
encrypted secret data ( i.e. , encrypted using the group shared 40 group manager server ( 3 ) 1102. While only a single - level 
key ) to the group manager server 422 . hierarchy of group manager servers 422 is shown , it should 

Referring now to FIG . 10 , a method 1000 for managing an be appreciated that additional levels of group hierarchy may 
online group joining phase between an IoT device ( e.g. , the be supported as a function of the operations described 
illustrative IoT device 350 of FIG . 3 ) and a group manager herein , in other embodiments . 
( e.g. , the illustrative group manager server 422 of FIG . 4 ) is 45 The multiple IoT devices 350 are illustratively shown in 
shown which may be executed by the group manager server a first group of IoT devices 350 designated as group ( 1 ) 
422. The method 1000 begins in block 1002 , in which the 1118 , which is managed by the group manager server ( 1 ) 
group manager server 422 transmits a request for a group 1104 , and a second group of IoT devices 350 designated as 
public key to an authority center ( e.g. , the illustrative group ( 2 ) 1128 , which is managed by the group manager 
authority center server 402 of FIG . 4 ) . In block 1004 , the 50 server ( 2 ) 1106. The illustrative group ( 1 ) 1118 includes a 
group manager server 422 determines whether the requested first IoT device , designated as IoT device ( 1 ) 1112 , a second 
group public key has been received . If so , the method 1000 IoT device , designated as IoT device ( 2 ) 1114 , and a third 
advances to block 1006 , in which the group manager server IoT device , designated as IoT device ( N ) 1116. It should be 
422 establishes a secure communication channel with an IoT appreciated that the IoT device ( N ) 1116 represents the 
device 350 requesting to be authenticated to join the group 55 “ Nth ” IoT device 350 of the group ( 1 ) 1118 and “ N ” is a 
managed by the group manager server 422 . positive integer . Similarly , the illustrative group ( 2 ) 1128 

In block 1008 , the group manager server 422 determines includes a first IoT device , designated as IoT device ( 1 ) 
whether an authentication signature ( i.e. , generated by the 1122 , a second IoT device , designated as IoT device ( 2 ) 
IoT device 350 using the group member private key assigned 1124 , and a third IoT device , designated as IoT device ( N ) 
by the authority center ) has been . If the authentication 60 1126. It should be appreciated that the IoT device ( N ) 1126 
signature has been received , the method 1000 advances to represents the “ Nth ” IoT device 350 of the group ( 2 ) 1128 
block 1010 , in which the group manager server 422 verifies and “ N ” is a positive integer . 
the authenticity of the signature using the corresponding As described previously , each group manager server 422 
group public key received from the authority center server generates and assigns the group shared keys for the group 
402. In block 1012 , the group manager server 422 deter- 65 managed by the respective group manager server 422 . 
mines whether the signature has been verified . If not , the Accordingly , each IoT device 350 or group manager server 
method 1000 branches to block 1014 , in which the group 422 of a respective group shares the group shared key . In an 
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illustrative example , each of the IoT devices 1112 , 1114 , key of group ( 1 ) 1118 , marks the encrypted secret data as a 
1116 of the group ( 1 ) 1118 share a group shared key assigned multicast package , and transmits the multicast package to 
by the group manager server ( 1 ) 1104 , while each of the IoT the group manager server ( 1 ) , which forwards the multicast 
devices 1122 , 1124 , 1116 of the group ( 2 ) 1128 share another package to each of the IoT devices 1114 , 1116 of the group 
group key assigned by the group manager server ( 2 ) 1106.5 ( 1 ) 1118 as described above and / or decrypts / encrypts the 
The group manager server ( 1 ) 1104 securely stores the group secret data of the multicast package and transmits the 
shared key of the group ( 1 ) 1118 and the group manager re - encrypted secret data to the group manager server ( 2 ) 
server ( 2 ) 1106 securely stores the group shared key of the 1106 for decryption / encryption of the encrypted secret data 
group ( 2 ) 1128. Additionally , because the group manager and distribution across the group ( 2 ) 1128 as described 
server ( 1 ) 1104 and the group manager server ( 2 ) 1106 are 10 above . 
in group ( 3 ) 1108 managed by the group manager server ( 3 ) As noted previously , the group manager servers 422 ( e.g. , 
1102 , the group manager server ( 1 ) 1104 and the group group manager server ( 1 ) 1104 , group manager server ( 2 ) 
manager server ( 2 ) 1106 also include the group shared key 1106 , and group manager server ( 3 ) 1102 ) are also config 
of the group ( 3 ) 1108 . ured to maintain a regular check for the key context asso 
As such , an IoT device 350 of one group ( e.g. , the group 15 ciated with each group shared key . Accordingly , if at any 

( 1 ) 1118 ) can communicate with another IoT device 350 of given point in time a group manager server 422 determines 
another group ( e.g. , the group ( 2 ) 1128 ) . To do so , in an a context is invalid ( e.g. , a lifetime attribute associated with 
illustrative example in which the IoT device ( 1 ) 1112 of the a particular one of the IoT devices 350 of the group expired ) , 
group ( 1 ) 1118 wants to communicate with the IoT device the group manager server 422 will perform key update and 
( 2 ) 1114 of the group ( 2 ) 1128 , the IoT device ( 1 ) 112 will 20 revocation operations . 
first encrypt the secret data using the group shared key and It should be appreciated that asymmetric key based 
send the cipher text to the group manager server ( 1 ) 1104 . authentication , authorization , revocation , and other key life 
Upon receipt of the cipher text , the group manager server ( 1 ) cycle operations can occur in their entirety within the group 
1104 is configured to perform a lookup operation ( e.g. , on a using group shared keys as the authority and root - of - trust for 
route table ) to determine whether the group manager server 25 all intra - group interactions . To do so , the group ‘ locality ' 
( 1 ) 1104 is in the same group as the other group manager enables efficient intra - group key management that has a 
server ( 2 ) 1106 ( i.e. , whether the manager server ( 1 ) 1104 minimum of overhead due to trust anchor management 
can access the group shared key of the group manager server certificate path validation and revocation checking . Addi 
( 2 ) 1106 ) . If so , the group manager server ( 1 ) 1104 decrypts tionally , group membership is managed such that intra 
the cipher text using the group shared key of group ( 1 ) 1118 30 group interactions can be minimized . For example , a con 
to retrieve the secret data , re - encrypts the secret data using nection graph may be computed that lists the set of 
the group shared key of the group ( 3 ) 1108 , and transmits the collaborating IoT devices 350 that most often interact . It 
cipher text to the group manager server ( 2 ) 1106. Upon should be further appreciated that grouping based on the 
receipt of the cipher text , the group manager server ( 2 ) 1106 connection graph is not limited to IoT device 350 interac 
is configured to decrypt the cipher text using the group 35 tions , and may extend to social media , e - commerce , or other 
shared key of the group ( 3 ) 1108 to retrieve the secret data , applications where a connection graph may be computed . 
re - encrypts the secret data using the group shared key of the The group manager server 422 is configured to generate 
group ( 2 ) 1128 , and transmits the cipher text to the IoT a new group shared key and encrypt the group shared key 
device ( 2 ) 1114. Accordingly , the IoT device ( 2 ) 1114 is using the individual key for each remaining IoT device 350 . 
configured to retrieve the secret data by decrypting the 40 In an illustrative example in which the IoT device ( N ) 1116 
cipher text using the group shared key of the group ( 2 ) . As of the group ( 1 ) 1118 leaves the group ( 1 ) 1118 , the group 
such , the IoT device ( 1 ) 1112 of the group ( 1 ) 1118 can share manager server ( 1 ) 1104 is configured to generate a new 
a secret with the IoT device ( 2 ) 1114 of the group ( 2 ) 1128 . group shared key for the group ( 1 ) 1118 and distributed the 

Each of the IoT devices 350 of a respective group can new group shared key to the remaining IoT devices 1112 , 
communicate with each of the IoT devices 350 within the 45 1114. To do so , the group manager server ( 1 ) 1104 is 
respective group via a peer shared key . To do so , in an configured to encrypt the new group shared key using the 
illustrative example in which the IoT device ( 1 ) 1112 wants individual key of the IoT device ( 1 ) 1112 and transmit the 
to communicate with the IoT device ( 2 ) 1114 , the IoT device encrypted new group shared key to the IoT device ( 1 ) 1112 . 
( 1 ) 1112 raises a peer - to - peer key agreement to the group The group manager server ( 1 ) 1104 is additionally config 
manager server 1104 , using the assigned individual key to 50 ured to encrypt the new group shared key using the indi 
authenticate itself , requesting to communicate with the IoT vidual key of the IoT device ( 2 ) 1114 and transmit the 
device ( 2 ) 1114 of the group ( 1 ) . Upon receipt of the request , encrypted new group shared key to the IoT device ( 2 ) 1114 . 
the group manager server 1104 creates a related key context Accordingly , the present group members can share the new 
and assigns a peer shared key to both the IoT device ( 1 ) 1112 group shared key . 
and the IoT device ( 2 ) 1114 ( e.g. , using fluffy protocol ) . As 55 FIG . 12 illustrates a drawing of a cloud computing 
such , the IoT device ( 1 ) 1112 and the IoT device ( 2 ) 1114 are network , or cloud 1200 , in communication with a number of 
now peers and can communicate with each other securely Internet of Things ( IoT ) devices ( e.g. , multiple IoT devices 
using the peer shared key . 350 ) . The cloud 1200 may represent the Internet , or may be 

Further an IoT device 350 can perform multicast sharing a LAN , or a WAN , such as a proprietary network for a 
inside of a single group of IoT devices 350 or across multiple 60 company . The IoT devices may include any number of 
groups of IoT devices 350. For example , the IoT device 1112 different types of devices , grouped in various combinations . 
can share a secret to all of the IoT devices in the same group For example , a traffic control group 1206 may include IoT 
( i.e. , IoT devices 1114 , 1116 of the group ( 1 ) 1118 ) via devices along streets in a city . These IoT devices may 
multicast and / or to all of the IoT devices 350 in another include stoplights , traffic flow monitors , cameras , weather 
group ( e.g. , IoT devices 1122 , 1124 of the group ( 2 ) 1128 ) 65 sensors , and the like . The traffic control group 1206 , or other 
via multicast . To do so , in an illustrative example , the IoT subgroups , may be in communication with the cloud 1200 
device 1112 encrypts the secret data with the group shared through wired or wireless links 1208 , such as LPWA links , 
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optical links , and the like . Further , a wired or wireless or more physical or logical blocks of computer instructions , 
sub - network 1212 may allow the IoT devices to communi- which may , for instance , be organized as an object , proce 
cate with each other , such as through a local area network , dure , or function . Nevertheless , the executables of an iden 
a wireless local area network , and the like . The IoT devices tified component or module need not be physically located 
may use another device , such as a gateway 1210 or 1228 to together , but may comprise disparate instructions stored in 
communicate with remote locations such as the cloud 1200 ; different locations which , when joined logically together , 
the IoT devices may also use one or more servers 1230 to comprise the component or module and achieve the stated 
facilitate communication with the cloud 1200 or with the purpose for the component or module . gateway 1210. For example , the one or more servers 1230 Indeed , a component or module of executable code may 
may operate as an intermediate network node to support a 10 be a single instruction , or many instructions , and may even local edge cloud or fog implementation among a local area be distributed over several different code segments , among network . Further , the gateway 1228 that is depicted may 
operate in a cloud - to - gateway - to - many edge devices con different programs , and across several memory devices or 
figuration , such as with the various IoT devices 1214 , 1220 , processing systems . In particular , some aspects of the 
1224 being constrained or dynamic to an assignment and use is described process ( such as code rewriting and code analysis ) 
of resources in the cloud 1200 . may take place on a different processing system ( e.g. , in a 

Other example groups of IoT devices may include remote computer in a data center ) , than that in which the code is 
weather stations 1214 , local information terminals 1216 , deployed ( e.g. , in a computer embedded in a sensor or 
alarm systems 1218 , automated teller machines 1220 , alarm robot ) . Similarly , operational data may be identified and 
panels 1222 , or moving vehicles , such as emergency 20 illustrated herein within components or modules , and may 
vehicles 1224 or other vehicles 1226 , among many others . be embodied in any suitable form and organized within any 
Each of these IoT devices may be in communication with suitable type of data structure . The operational data may be 
other IoT devices , with servers 1204 , with another IoT fog collected a single data set , or may be distributed over 
device or system ( not shown , but depicted in FIGS . 2 and 3 ) , different locations including over different storage devices , 
or a combination therein . The groups of IoT devices may be 25 and may exist , at least partially , merely as electronic signals 
deployed in various residential , commercial , and industrial on a system or network . The components or modules may be 
settings ( including private and public environments ) . passive or active , including agents operable to perform 
As can be seen from FIG . 12 , a large number of IoT desired functions . devices may be communicating through the cloud 1200 . 

This may allow different IoT devices to request or provide 30 EXAMPLES 
information to other devices autonomously . For example , a 
group of IoT devices ( e.g. , the traffic control group 1206 ) Illustrative examples of the technologies disclosed herein may request a current weather forecast from a group of are provided below . An embodiment of the technologies may remote weather stations 1214 , which may provide the fore 
cast without human intervention . Further , an emergency 35 include any one or more , and any combination of , the 

examples described below . vehicle 1224 may be alerted by an automated teller machine 
1220 that a burglary is in progress . As the emergency vehicle Example 1 includes an internet - of - things ( IoT ) device for 
1224 proceeds towards the automated teller machine 1220 , key management , the IoT device comprising one or more 
it may access the traffic control group 1206 to request processors ; and one or more data storage devices having 
clearance to the location , for example , by lights turning red 40 stored therein a plurality of instructions that , when executed 
to block cross traffic at an intersection in sufficient time for by the one or more processors , cause the IoT device to 
the emergency vehicle 1224 to have unimpeded access to the authenticate with an authority center server via an offline 
intersection . communication channel ; receive a group member private 

Clusters of IoT devices , such as the remote weather key as a function of the authentication with the authority 
stations 1214 or the traffic control group 1206 , may be 45 center server ; authenticate with a group management server 
equipped to communicate with other IoT devices as well as via a secure online communication channel using the group 
with the cloud 1200. This may allow the IoT devices to form member private key ; receive a group shared key as a 
an ad - hoc network between the devices , allowing them to function of the authentication with the group management 
function as a single device , which may be termed a fog server ; encrypt secret data with the group shared key ; and 
device or system ( e.g. , as described above with reference to 50 transmit the encrypted secret data to the group management 
FIG . 2 ) . It should be understood that the functional units or 
capabilities described in this specification may have been Example 2 includes the subject matter of Example 1 , and 
referred to or labeled as components or modules , in order to wherein to authenticate with the authority center server 
more particularly emphasize their implementation indepen- comprises to establish the offline communication channel 
dence . Such components may be embodied by any number 55 using a key management protocol ; and transmit an authen 
of software or hardware forms . tication request to the authority center server via the offline 

For example , a component or module may be imple- communication channel , wherein the authentication request 
mented as a hardware circuit comprising custom very - large- is usable to determine that the IoT device has requested to 
scale integration ( VLSI ) circuits or gate arrays , off - the - shelf be assigned the group member private key . 
semiconductors such as logic chips , transistors , or other 60 Example 3 includes the subject matter of any of Examples 
discrete components . A component or module may also be 1 and 2 , and wherein to authenticate with the group man 
implemented in programmable hardware devices such as agement server comprises to generate a credential as a 
field programmable gate arrays , programmable array logic , function of the group member private key ; and transmit the 
programmable logic devices , or the like . Components or generated credential to the group manager server , wherein 
modules may also be implemented in software for execution 65 the generated credential is usable to attest the IoT device to 
by various types of processors . An identified component or the group manager server using a corresponding group 
module of executable code may , for instance , comprise one public key . 

server . 
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Example 4 includes the subject matter of any of Examples Example 14 includes the subject matter of any of 
1-3 , and wherein the credential comprises an authentication Examples 10-13 , and wherein authenticating with the group 
signature generated using the group member private key . management server further comprises negotiating a shared 
Example 5 includes the subject matter of any of Examples secret with the group manager server , and wherein the 

1-4 , and wherein to authenticate with the group management 5 shared secret is usable to derive an individual key . 
server further comprises to negotiate a shared secret with the Example 15 includes the subject matter of any of 
group manager server , and wherein the shared secret is Examples 10-14 , and wherein receiving the group shared 
usable to derive an individual key . key comprises to receive the group shared key encrypted by 

Example 6 includes the subject matter of any of Examples the group manager server using the individual key . 
1-5 , and wherein to receive the group shared key comprises 10 Example 16 includes the subject matter of any of 
to receive the group shared key encrypted by the group Examples 10-15 , and further including authenticating , by the 
manager server using the individual key . IoT device , the IoT device to the group manager server using 

Example 7 includes the subject matter of any of Examples the individual key ; transmitting , by the IoT device and 
1-6 , and wherein the plurality of instructions further cause subsequent to having successfully authenticated with the 
the IoT device to authenticate the IoT device to the group 15 group manager server , a request to the group manager server 
manager server using the individual key ; transmit , subse- requesting to communicate peer - to - peer with another IoT 
quent to having successfully authenticated with the group device of a group to which the IoT device corresponds and 
manager server , a request to the group manager server is managed by the group manager server ; and receiving , by 
requesting to communicate peer - to - peer with another IoT the IoT device , a peer shared key assigned by the group 
device of a group to which the IoT device corresponds and 20 manager server to the IoT device and the other IoT device . 
is managed by the group manager server ; and receive a peer Example 17 includes the subject matter of any of 
shared key assigned by the group manager server to the IoT Examples 10-16 , and further including encrypting , by the 
device and the other IoT device . IoT device , other secret data using the peer shared key ; and 

Example 8 includes the subject matter of any of Examples transmitting , by the IoT device , the encrypted other secret 
1-7 , and wherein the plurality of instructions further cause 25 data to the other IoT device . 
the IoT device to encrypt other secret data using the peer Example 18 includes the subject matter of any of 
shared key ; and transmit the encrypted other secret data to Examples 10-17 , and further including marking , by the IoT 
the other IoT device . device , the encrypted secret data as a multicast package prior 

Example 9 includes the subject matter of any of Examples to the transmission of the encrypted secret data to the group 
1-8 , and wherein the plurality of instructions further cause 30 management server . 
the IoT device to mark the encrypted secret data as a Example 19 includes one or more machine - readable stor 
multicast package prior to the transmission of the encrypted age media comprising a plurality of instructions stored 
secret data to the group management server . thereon that , in response to being executed , cause an inter 
Example 10 includes a method for key management of net - of - things ( IoT ) device to perform the method of any of 

internet - of - things ( IoT ) devices , the method comprising 35 Examples 10-18 . 
authenticating , by an IoT device , with an authority center Example 20 includes an internet - of - things ( IoT ) device 
server via an offline communication channel ; receiving , by comprising one or more sensors ; one or more processors ; 
the IoT device , a group member private key as a function of and one or more memory devices having stored therein a 
the authentication with the authority center server ; authen- plurality of instructions that , when executed by the one or 
ticating , by the IoT device , with a group management server 40 more processors , cause the IoT device to perform the 
via a secure online communication channel using the group method of any of Examples 10-18 . 
member private key ; receiving , by the IoT device , a group Example 21 includes an internet - of - things ( IoT ) device 
shared key as a function of the authentication with the group for key management , the IoT device comprising group 
management server ; encrypting , by the IoT device , secret membership management circuitry to authenticate with an 
data with the group shared key ; and transmitting , by the IoT 45 authority center server via an offline communication chan 
device , the encrypted secret data to the group management nel , receive a group member private key as a function of the 

authentication with the authority center server , authenticate 
Example 11 includes the subject matter of Example 10 , with a group management server via a secure online com 

and wherein authenticating with the authority center server munication channel using the group member private key , 
comprises ( i ) establishing the offline communication chan- 50 and receive a group shared key as a function of the authen 
nel using a key management protocol and ( ii ) transmitting an tication with the group management server ; message encryp 
authentication request to the authority center server via the tion circuitry to encrypt secret data with the group shared 
offline communication channel , wherein the authentication key ; and network communication management circuitry to 
request is usable to determine that the IoT device is request- transmit the encrypted secret data to the group management 
ing to be assigned the group member private key . 

Example 12 includes the subject matter of any of Example 22 includes the subject matter of Example 21 , 
Examples 10 and 11 , and wherein authenticating with the and wherein to authenticate with the authority center server 
group management server comprises ( i ) generating a cre- comprises to establish the offline communication channel 
dential as a function of the group member private key and using a key management protocol ; and transmit an authen 
( ii ) transmitting the generated credential to the group man- 60 tication request to the authority center server via the offline 
ager server , wherein the generated credential is usable to communication channel , wherein the authentication request 
attest the IoT device to the group manager server using a is usable to determine that the IoT device has requested to 
corresponding group public key . be assigned the group member private key . 

Example 13 includes the subject matter of any of Example 23 includes the subject matter of any of 
Examples 10-12 , and wherein the credential comprises an 65 Examples 21 and 22 , and wherein to authenticate with the 
authentication signature generated using the group member group management server comprises to generate a credential 
private key . as a function of the group member private key ; and transmit 
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the generated credential to the group manager server , credential to the group manager server , wherein the gener 
wherein the generated credential is usable to attest the IoT ated credential is usable to attest the IoT device to the group 
device to the group manager server using a corresponding manager server using a corresponding group public key . 
group public key . Example 33 includes the subject matter of any of 

Example 24 includes the subject matter of any of 5 Examples 30-32 , and wherein the credential comprises an 
Examples 21-23 , and wherein the credential comprises an authentication signature generated using the group member 
authentication signature generated using the group member private key . 
private key . Example 34 includes the subject matter of any of 

Example 25 includes the subject matter of any of Examples 30-33 , and wherein the means for authenticating 
Examples 21-24 , and wherein to authenticate with the group 10 with the group management server further comprises to 
management server further comprises to negotiate a shared negotiate a shared secret with the group manager server , and 
secret with the group manager server , and wherein the wherein the shared secret is usable to derive an individual 
shared secret is usable to derive an individual key . key . 
Example 26 includes the subject matter of any of Example 35 includes the subject matter of any of 

Examples 21-25 , and wherein to receive the group shared 15 Examples 30-34 , and wherein to receive the group shared 
key comprises to receive the group shared key encrypted by key comprises to receive the group shared key encrypted by 
the group manager server using the individual key . the group manager server using the individual key . 

Example 27 includes the subject matter of any of Example 36 includes the subject matter of any of 
Examples 21-26 , and wherein the group membership man- Examples 30-35 , and further including means for authenti 
agement circuitry is further to authenticate the IoT device to 20 cating the IoT device to the group manager server using the 
the group manager server using the individual key , and individual key ; circuitry to transmit , subsequent to having 
wherein the network communication management circuitry successfully authenticated with the group manager server , a 
is further to transmit , subsequent to having successfully request to the group manager server requesting to commu 
authenticated with the group manager server , a request to the nicate peer - to - peer with another IoT device of a group to 
group manager server requesting to communicate peer - to- 25 which the IoT device corresponds and is managed by the 
peer with another IoT device of a group to which the IoT group manager server , and circuitry to receive a peer shared 
device corresponds and is managed by the group manager key assigned by the group manager server to the IoT device 
server , and receive a peer shared key assigned by the group and the other IoT device . 
manager server to the IoT device and the other IoT device . Example 37 includes the subject matter of any of 

Example 28 includes the subject matter of any of 30 Examples 30-36 , and further including means for encrypting 
Examples 21-27 , and wherein the plurality message encryp- other secret data using the peer shared key and wherein the 
tion circuitry is further to encrypt other secret data using the network communication management circuitry is further to 
peer shared key and wherein the network communication transmit the encrypted other ecret data to the other IoT 
management circuitry is further to transmit the encrypted device . 
other secret data to the other IoT device . Example 38 includes the subject matter of any of 

Example 29 includes the subject matter of any of Examples 30-37 , and further including means for marking 
Examples 21-28 , and wherein the group membership man- the encrypted secret data as a multicast package prior to the 
agement circuitry is further to mark the encrypted secret data transmission of the encrypted secret data to the group 
as a multicast package prior to the transmission of the management server . 
encrypted secret data to the group management server . Example 39 includes a group manager server for key 

Example 30 includes an internet - of - things ( IoT ) device management for a plurality of IoT devices , the group 
for key management , the IoT device comprising means for ager server comprising one or more processors ; and one or 
authenticating with an authority center server via an offline more data storage devices having stored therein a plurality 
communication channel , means for receiving a group mem- of instructions that , when executed by the one or more 
ber private key as a function of the authentication with the 45 processors , cause the group manager server to transmit a 
authority center server , means for authenticating with a request for a group public key to an authority center server ; 
group management server via a secure online communica- receive the group public key from the authority center 
tion channel using the group member private key , and means server ; receive an authentication request from an IoT device 
for receiving a group shared key as a function of the of the plurality of IoT devices ; authenticate the IoT device 
authentication with the group management server ; circuitry 50 as a function of the authentication request ; assign , subse 
to encrypt secret data with the group shared key ; and quent to having authenticated the IoT device , the IoT device 
circuitry to transmit the encrypted secret data to the group to a group of IoT devices managed by the group manager 
management server . 

Example 31 includes the subject matter of Example 30 , Example 40 includes the subject matter of Example 39 , 
and wherein the means for authenticating with the authority 55 and wherein to authenticate the IoT device comprises to 
center server comprises means for establishing the offline establish a secure communication channel using a key 
communication channel using a key management protocol ; management protocol ; receive a credential from the IoT 
and circuitry to transmit an authentication request to the device via the secure communication channel ; and verify the 
authority center server via the offline communication chan- credential using the group public key . 
nel , wherein the authentication request is usable to deter- 60 Example 41 includes the subject matter of any of 
mine that the IoT device has requested to be assigned the Examples 39 and 40 , and wherein the credential comprises 
group member private key . an authentication signature generated using a group member 

Example 32 includes the subject matter of any of private key issued to the IoT device by the authority center 
Examples 30 and 31 , and wherein the means for authenti 
cating with the group management server comprises to 65 Example 42 includes the subject matter of any of 
means for generating a credential as a function of the group Examples 39-41 , and wherein the plurality of instructions 
member private key ; and circuitry to transmit the generated further cause the group manager server to negotiate a shared 
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secret with the IoT device via a secure communication Example 50 includes the subject matter of any of 
channel ; derive an individual key as a function of the shared Examples 46-49 , and wherein generating the group shared 
secret ; generate a group shared key ; encrypt the group key includes recording a context of the group shared key . 
shared key using the derived individual key ; and transmit the Example 51 includes the subject matter of any of 
group shared key to the IoT device . 5 Examples 46-50 , and further including receiving , by the 

Example 43 includes the subject matter of any of group manager server , an authentication request from the 
Examples 39-42 , and wherein to generate the group shared IoT device ; authenticating , by the group manager server , the 
key includes to record a context of the group shared key . IoT device as a function of the individual key ; receiving , by 

Example 44 includes the subject matter of any of the group manager server , a request from the IoT device 
Examples 39-43 , and wherein the plurality of instructions 10 requesting to communicate peer - to - peer with another IoT 
further cause the group manager server to receive an authen device of the group to which the IoT device corresponds and 
tication request from the IoT device ; authenticate the IoT is managed by the group manager server , generating , by the 
device as a function of the individual key ; receive a request group manager server , a peer shared key ; creating , by the 

from the IoT device requesting to communicate peer - to - peer 15 manager server , a key context ; and assigning , by the group 
group manager server , a key context ; storing , by the group 

with another IoT device of the group to which the IoT device manager server , the peer shared key to each of the IoT device 
corresponds and is managed by the group manager server , and the other IoT device using a key management protocol . 
generate a peer shared key ; create and store a key context ; Example 52 includes the subject matter of any of 
and assign the peer shared key to each of the IoT device and Examples 46-51 , and further including receiving , by the 
the other IoT device using a key management protocol . 20 group manager server , a message with secret data from the 

Example 45 includes the subject matter of any of IoT device , wherein the secret data has been encrypted using 
Examples 39-44 , and wherein the plurality of instructions the group shared key , and wherein the message includes an 
further cause the group manager server to receive a message indication that the secret data is to be transmitted to another 
with secret data from the IoT device , wherein the secret data IoT device in another group managed by another group 
has been encrypted using the group shared key , and wherein 25 manager server ; performing , by the group manager server , a 
the message includes an indication that the secret data is to lookup operation to identify whether the group manager 
be transmitted to another IoT device in another group server has a shared key with the other group ; decrypting , by 
managed by another group manager server ; perform a the group manager server , the secret data using the group 
lookup operation to identify whether the group manager shared key ; encrypting , by the group manager server , the 
server has a shared key with the other group ; decrypt the 30 secret data using the shared key of the other group ; and 
secret data using the group shared key ; encrypt the secret transmitting , by the group manager server , the encrypted 
data using the shared key of the other group ; and transmit the secret data to the other group manager server . 
encrypted secret data to the other group manager server . Example 53 includes one or more machine - readable stor 

Example 46 includes a method for key management for a age media comprising a plurality of instructions stored 
plurality of IoT devices by a group manager server , the 35 thereon that , in response to being executed , cause a group 
method comprising transmitting , by the group manager manager server device to perform the method of any of 
server , a request for a group public key to an authority center Examples 46-52 . 
server ; receiving , by the group manager server , the group Example 54 includes a group manager server for improv 
public key from the authority center server ; receiving , by the ing throughput in a network , the group manager server 
group manager server , an authentication request from an IoT 40 comprising one or more processors ; one or more memory 
device of a plurality of IoT devices ; authenticating , by the devices having stored therein a plurality of instructions that , 
group manager server , the IoT device as a function of the when executed by the one or more processors , cause the 
authentication request ; assigning , by the group manager group manager server to perform the method of any of 
server and subsequent to having authenticated the IoT Examples 46-52 . 
device , the IoT device to a group of IoT devices managed by 45 Example 55 includes a group manager server for key 
the group manager server . management for a plurality of IoT devices , the group man 

Example 47 includes the subject matter of Example 46 , ager server comprising network communication manage 
and wherein authenticating the IoT device comprises estab- ment circuitry to transmit a request for a group public key to 
lishing a secure communication channel using a key man- an authority center server , receive the group public key from 
agement protocol ; receiving a credential from the IoT device 50 the authority center server , receive an authentication request 
via the secure communication channel ; and verifying the from an IoT device of the plurality of IoT devices ; and group 
credential using the group public key . member management circuitry to authenticate the IoT 

Example 48 includes the subject matter of any of device as a function of the authentication request , and 
Examples 46 and 47 , and wherein the credential comprises assign , subsequent to having authenticated the IoT device , 
an authentication signature generated using a group member 55 the IoT device to a group of IoT devices managed by the 
private key issued to the IoT device by the authority center group manager server . 

Example 56 includes the subject matter of Example 55 , 
Example 49 includes the subject matter of any of and wherein to authenticate the IoT device comprises to 

Examples 46-48 , and further including negotiating , by the establish a secure communication channel using a key 
group manager server , a shared secret with the IoT device 60 management protocol ; receive a credential from the IoT 
via a secure communication channel ; deriving , by the group device via the secure communication channel ; and verify the 
manager server , an individual key as a function of the shared credential using the group public key . 
secret ; generating , by the group manager server , a group Example 57 includes the subject matter of any of 
shared key ; encrypting , by the group manager server , the Examples 55 and 56 , and wherein the credential comprises 
group shared key using the derived individual key ; and 65 an authentication signature generated using a group member 
transmitting , by the group manager server , the group shared private key issued to the IoT device by the authority center 
key to the IoT device . 

server . 

server . 



9 

server 

US 11,115,193 B2 
37 38 

Example 58 includes the subject matter of any of Example 64 includes the subject matter of any of 
Examples 55-57 , and wherein the group member manage- Examples 62 and 63 , and wherein the credential comprises 
ment circuitry is further to negotiate a shared secret with the an authentication signature generated using a group member 
IoT device via a secure communication channel ; derive an private key issued to the IoT device by the authority center 
individual key as a function of the shared secret ; and 5 
generate a group shared key , wherein the group manager Example 65 includes the subject matter of any of 
server further comprises message encryption circuitry to Examples 62-64 , and further including means for negotiat 
encrypt the group shared key using the derived individual ing a shared secret with the IoT device via a secure com 
key , and wherein the network communication management munication channel ; means for deriving an individual key as 
circuitry is further to transmit the group shared key to the 10 a function of the shared secret ; means for generating a group 
IoT device . shared key ; circuitry to encrypt the group shared key using 

Example 59 includes the subject matter of any of the derived individual key ; and circuitry to transmit the 
Examples 55-58 , and wherein to generate the group shared group shared key to the IoT device . 
key includes to record a context of the group shared key . Example 66 includes the subject matter of any of 

Example 60 includes the subject matter of any of 15 Examples 62-65 , and wherein to generate the group shared 
Examples 55-59 , and wherein the network communication key includes to record a context of the group shared key . 
management circuitry is further to receive an authentication Example 67 includes the subject matter of any of 
request from the IoT device , wherein the group member Examples 62-66 , and further including circuitry to receive 
management circuitry is further to authenticate the lot an authentication request from the IoT device ; means for 
device as a function of the individual key , wherein the 20 authenticating the IoT device as a function of the individual 
network communication management circuitry is further to key ; circuitry to receive a request from the IoT device 
receive a request from the IoT device requesting to com- requesting to communicate peer - to - peer with another IoT 
municate peer - to - peer with another IoT device of the group device of the group to which the IoT device corresponds and 
to which the IoT device corresponds and is managed by the is managed by the group manager server ; means for gener 
group manager server , wherein the group manager server 25 ating a peer shared key ; means for create and storing a key 
further includes key generation circuitry to generate a peer context ; and means for assigning the peer shared key to each 
shared key , wherein the group manager server further of the IoT device and the other IoT device using a key 
includes key context management circuitry to create and management protocol . 
store a key context , and wherein the group member man- Example 68 includes the subject matter of any of 
agement circuitry is further to assign the peer shared key to 30 Examples 62-67 , and further including circuitry to receive a 
each of the IoT device and the other IoT device using a key message with secret data from the IoT device , wherein the 
management protocol . secret data has been encrypted using the group shared key , 

Example 61 includes the subject matter of any of and wherein the message includes an indication that the 
Examples 55-60 , and wherein the network communication secret data is to be transmitted to another IoT device in 
management circuitry is further to receive a message with 35 another group managed by another group manager server ; 
secret data from the IoT device , wherein the secret data has means for performing a lookup operation to identify whether 
been encrypted using the group shared key , and wherein the the group manager server has a shared key with the other 
message includes an indication that the secret data is to be group ; circuitry to decrypt the secret data using the group 
transmitted to another IoT device in another group managed shared key ; circuitry to encrypt the secret data using the 
by another group manager server , wherein the group mem- 40 shared key of the other group ; and circuitry to transmit the 
ber management circuitry is further to perform a lookup encrypted secret data to the other group manager server . 
operation to identify whether the group manager server has 
a shared key with the other group , wherein the message The invention claimed is : 
encryption circuitry is further to ( i ) decrypt the secret data 1. An internet - of - things ( IoT ) device for key management , 
using the group shared key and ( ii ) encrypt the secret data 45 the IoT device comprising : 
using the shared key of the other group , and wherein the one or more processors ; and 
network communication management circuitry is further to one or more data storage devices having stored therein a 
transmit the encrypted secret data to the other group man plurality of instructions that , when executed by the one 
ager server . or more processors , cause the IoT device to : 

Example 62 includes a group manager server for key 50 authenticate with an authority center server via an 
management for a plurality of IoT devices , the group man offline communication channel ; 
ager server comprising circuitry to transmit a request for a receive a group member private key as a function of the 
group public key to an authority center server ; circuitry to authentication with the authority center server ; 
receive the group public key from the authority center authenticate with a group management server via a 
server ; circuitry to receive an authentication request from an 55 secure online communication channel using the 
IoT device of the plurality of IoT devices ; means for group member private key ; 
authenticating the IoT device as a function of the authenti- receive a group shared key as a function of the authen 
cation request ; means for assigning , subsequent to having tication with the group management server ; 
authenticated the loT device , the IoT device to a group of encrypt secret data with the group shared key ; and 
IoT devices managed by the group manager server . transmit the encrypted secret data to the group man 

Example 63 includes the subject matter of Example 62 , agement server . 
and wherein to authenticate the IoT device comprises to 2. The IoT device of claim 1 , wherein to authenticate with 
circuitry to establish a secure communication channel using the authority center server comprises to : 
a key management protocol ; circuitry to receive a credential establish the offline communication channel using a key 
from the IoT device via the secure communication channel ; 65 management protocol ; and 
and means for verifying the credential using the group transmit an authentication request to the authority center 
public key . server via the offline communication channel , 
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wherein the authentication request is usable to determine transmit an authentication request to the authority center 
that the IoT device has requested to be assigned the server via the offline communication channel , 
group member private key . wherein the authentication request is usable to determine 

3. The IoT device of claim 1 , wherein to authenticate with that the compute internet - of - things ( IoT ) device has 
the group management server comprises to : requested to be assigned the group member private key . 

generate a credential as a function of the group member 12. The one or more non - transitory machine - readable 
private key ; and storage media of claim 10 , wherein to authenticate with the 

transmit the generated credential to the group manager group management server comprises to : 
server , generate a credential as a function of the group member 

wherein the generated credential is usable to attest the IoT private key ; and 
device to the group manager server using a correspond- transmit the generated credential to the group manager 
ing group public key . server , 

4. The IoT device of claim 3 , wherein the credential wherein the generated credential is usable to attest the 
comprises an authentication signature generated using the compute internet - of - things ( IoT ) device to the group 
group member private key . manager server using a corresponding group public 

5. The IoT device of claim 3 , wherein to authenticate with key . 
the group management server further comprises to negotiate 13. The one or more non - transitory machine - readable 
a shared secret with the group manager server , and wherein storage media of claim 12 , wherein the credential comprises 
the shared secret is usable to derive an individual key . 20 an authentication signature generated using the group mem 

6. The IoT device of claim 5 , wherein to receive the group ber private key . 
shared key comprises to receive the group shared key 14. The one or more non - transitory machine - readable 
encrypted by the group manager server using the individual storage media of claim 12 , wherein to authenticate with the 
key . group management server further comprises to negotiate a 

7. The IoT device of claim 5 , wherein the plurality of 25 shared secret with the group manager server , and wherein 
instructions further cause the IoT device to : the shared secret is usable to derive an individual key . 

authenticate the IoT device to the group manager server 15. The one or more non - transitory machine - readable 
using the individual key ; storage media of claim 14 , wherein to receive the group 

transmit , subsequent to having successfully authenticated shared key comprises to receive the group shared key 
with the group manager server , a request to the group 30 encrypted by the group manager server using the individual 
manager server requesting to communicate peer - to- key . 
peer with another IoT device of a group to which the 16. The one or more non - transitory machine - readable 
IoT device corresponds and is managed by the group storage media of claim 14 , wherein the plurality of instruc 
manager server ; and tions further cause the compute internet - of - things ( IoT ) 

receive a peer shared key assigned by the group manager 35 device to : 
server to the IoT device and the other IoT device . authenticate the compute internet - of - things ( IoT ) device 

8. The IoT device of claim 7 , wherein the plurality of to the group manager server using the individual key ; 
instructions further cause the IoT device to : transmit , subsequent to having successfully authenticated 

encrypt other secret data using the peer shared key ; and with the group manager server , a request to the group 
transmit the encrypted other secret data to the other IoT 40 manager server requesting to communicate peer - to 

device . peer with another compute device of a group to which 
9. The IoT device of claim 1 , wherein the plurality of the compute internet - of - things ( IoT ) device corre 

instructions further cause the IoT device to mark the sponds and is managed by the group manager server ; 
encrypted secret data as a multicast package prior to the and 
transmission of the encrypted secret data to the group 45 receive a peer shared key assigned by the group manager 
management server . server to the compute internet - of - things ( IoT ) device 

10. One or more non - transitory machine - readable storage and the other compute internet - of - things ( IoT ) device . 
media comprising a plurality of instructions stored thereon 17. The one or more non - transitory machine - readable 
that , in response to being executed , cause a compute inter- storage media of claim 16 , wherein the plurality of instruc 
net - of - things ( IoT ) device to : 50 tions further cause the compute internet - of - things ( IoT ) 

authenticate with an authority center server via an offline device to : 
communication channel ; encrypt other secret data using the peer shared key ; and 

receive a group member private key as a function of the transmit the encrypted other secret data to the other 
authentication with the authority center server ; compute device . 

authenticate with a group management server via a secure 55 18. A method for key management of internet - of - things 
online communication channel using the group mem- ( IoT ) devices , the method comprising : 
ber private key ; authenticating , by an IoT device , with an authority center 

receive a group shared key as a function of the authenti server via an offline communication channel ; 
cation with the group management server ; receiving , by the IoT device , a group member private key 

encrypt secret data with the group shared key ; and as a function of the authentication with the authority 
transmit the encrypted secret data to the group manage center server , 
ment server . authenticating , by the IoT device , with a group manage 

11. The one or more non - transitory machine - readable ment server via a secure online communication channel 
storage media of claim 10 , wherein to authenticate with the using the group member private key ; 
authority center server comprises to : receiving , by the IoT device , a group shared key as a 

establish the offline communication channel using a key function of the authentication with the group manage 
management protocol ; and ment server ; 
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encrypting , by the IoT device , secret data with the group 23. An internet - of - things ( IoT ) device for key manage 
shared key ; and ment , the IoT device comprising : 

transmitting , by the IoT device , the encrypted secret data means for authenticating with an authority center server 
to the group management server . via an offline communication channel , 

19. The method of claim 18 , wherein authenticating with 5 means for receiving a group member private key as a 
the authority center server comprises ( i ) establishing the function of the authentication with the authority center 
offline communication channel using a key management server , 

protocol and ( ii ) transmitting an authentication request to the means for authenticating with a group management server 
authority center server via the offline communication chan via a secure online communication channel using the 
nel , wherein the authentication request is usable to deter- 10 group member private key , and 
mine that the IoT device is requesting to be assigned the means for receiving a group shared key as a function of 

the authentication with the group management server ; group member private key . 
20. The method of claim 18 , wherein authenticating with circuitry to encrypt secret data with the group shared 

the group management server comprises ( i ) generating a key ; and 
credential as a function of the group member private key and 15 circuitry to transmit the encrypted secret data to the group 
( ii ) transmitting the generated credential to the group man management server . 
ager server , wherein the generated credential is usable to 24. The IoT device of claim 23 , wherein the means for 
attest the IoT device to the group manager server using a authenticating with the authority center server comprises : 
corresponding group public key . means for establishing the offline communication channel 

21. The method of claim 20 , wherein the credential 20 using a key management protocol ; and 
comprises an authentication signature generated using the circuitry to transmit an authentication request to the 
group member private key , wherein authenticating with the authority center server via the offline communication 

channel , group management server further comprises negotiating a 
shared secret with the group manager server , and wherein wherein the authentication request is usable to determine 
the shared secret is usable to derive an individual key . that the IoT device has requested to be assigned the 

22. The method of claim 21 , further comprising : group member private key . 
authenticating , by the IoT device , the IoT device to the 25. The IoT device of claim 23 , wherein the means for 

group manager server using the individual key ; authenticating with the group management server comprises 
to : transmitting , by the IoT device and subsequent to having 

successfully authenticated with the group manager means for generating a credential as a function of the 
server , a request to the group manager server requesting group member private key ; and 
to communicate peer - to - peer with another IoT device circuitry to transmit the generated credential to the group 
of a group to which the IoT device corresponds and is manager server , 
managed by the group manager server ; and wherein the generated credential is usable to attest the IoT 

receiving , by the IoT device , a peer shared key assigned 35 device to the group manager server using a correspond 
by the group manager server to the IoT device and the ing group public key . 
other IoT device . 
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