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EFFICIENT PROCESSING OF MULTICAST TRANSMISSIONS

The present invention generally relates to multicast transmissions
on network processors and, more particularly, to a method of performing
multicast transmission on a network processor more efficiently than
previous approaches.

In implementing a wulticast transmission scheme on a network
processor, several complicaticns that do not arise in a unicast scheme
must be addressed. For example, when transmitting a frame or frames to a
single target (Le’., unicast tranemission), buffers associated with a

frame {(i.e., all associated data stored in memory buffers) may be returned.

to the free buffer queue (i.e., linked list of available memory buffers
For frame data) as the data is read from each buffer. However, in a
multicast scenario where several target locations exist, buffers
associated with a frame way not be returned directly to the free queue but
instead must be returned by "re-walking" the linked list after the final
multicast transmission has occurred. Another complication in the
multicast problem that doesn’t arise for unicast transmission is the
possibility that each multicast target location may require a different
starting point within the reference frame or reguire that additional
information be added. Typical solutions to these problems involve
creating an entire copy of the reference frame for each multicast reguest
(hence for each multicast target). Creating multiple copies solves the
preblem but requires leasing many memory buffers to satisfy the multicast
request and therefore burdens system performance.

If instead of creating multiple copies of the frame, the multicast
transmission is implemented by linking to the reference frame, then,
because some ports may operate at a higher performance level than others,
port performance discrepancies become an issue that must be addressed. In
particular, linking back to a reference frame may cause problems because
the last frame tg start transmission may not be the last frame to finish.
This discrepancy between the starting and stopping frames creates a
problem of knowing when to return the reference frame buffers back to the
free buffer qgueue. In particular, one cannot simply return the buffers
after the starting frame has finished. One solution ig to wait until all
multicast transmissions are complete, but again such an approach may
hamper system performance umeéessarily.

In a high performance network processor, a novel solution that
minimizes multicast transmission memory requirements and accounts for port
performance discrepancies is needed.

JP 2004-524781 A 2004.8.12
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The present invention is drawn to a methed for multicast
transmission on a network processor, as claimed in claim 1.

The invention is also drawn to a network processor as claimed in
claim 7, and a computer program as claimed in claim 6.

According to the invention, the new approach eliminates the need to
copy the entire frame for each multicast instance (i.e., each multicast
target), thereby both reducing memory requirements and solving problems
due to port performance discrepancies. In addition, preferably, leased
buffers are returned to thée free queue as they are used (independent of
when other irnstances complete transmission) and a counter is used to
determine when all instances are transmitted so that a reference frame can
likewise be returned to the free queus.

The foregoing and other cbjects, aspects and advantages will be
better understood from the following detailed description of a preferred
embodiment of the invention with reference to the drawings, in which:

Figure 1 is a block diagram illustrating the data structures;

Figure 2 is a block diagram showing the chip set system environment
of the preferred embodiment of the present invention;

Figure 3 is a block diagram showing in more detail the embedded
processor complex and the dataflow chips used in the chip set of Figure 2;

Figure 4 is a diagram showing the general message format;

Figure 5 is a block diagram illustrating the data structures
according to the preferred embodiments of the present invention; and

Figure 6 is a flow diagram showing the process implemented by the
preferred embodiment of the invention.

Referring now to the drawings, and wore particularly to Figure 1,
there is shown the data structures according to a preferred embodiment of
the invention. A frame is stored in a series of buffers 10l: to 10ls, Each
buffer 101 has a corresponding Buffer Control Block (BCB) 102 to 102,
which is used to link the series of buffers into a frame. Bach frame has a
corresponding Frame Control Block (FCB) 103; to 103, which is used to link
a series of frames into a queue. Each gueue has a Queue Control Block
(QCB) 104, which maintains the address of the first and last FCB 103 in
the queue, and a count of the number of frames in the queue.

JP 2004-524781 A 2004.8.12
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Data Structure Definitions

Buffers 101 are used for storage of data. Each buffer 101 is
64-bytes in size and may store from 1 to 64 bytes of valid data. ALl valid
data within a buffer 101 must be stored as a single contiguous range of
bytes. Multiple buffers are chained together via a linked list to store
frames larger than 64- bytes.

Initially, all buffers are placed in the free buffer queue. When a
frame arrives, buffers are popped (removed) from the head of the free
buffer gueue and used to store the frame data. When the final
transmission of a frame is performed, the buffers used to store the frame
data are pushed onto the tail of the free buffer queue.

A Buffer Control Block (BCB) 102 forms the linked list for chaining
multiple buffers into a frame. It also records which bytes of the buffexr
101 contain valid data. For every buffer 101 there is a corresponding BCB
102. The address of a buffer 101 in Datastore Memory {205 and 206 shown
in Figure 2) also serves as the address of the corresponding BCB 102 in
the BCB Array. A BCB 102 contains the following fields:

. The Next Buffer Address (NBA) field is used to store the pointer to
the next buffer 101 in a frame. The NBA field in the BCB 102 for
the current buffer 101 contains the address of the frame’s next
buffer 101 (and corresponding BCBE 102).

The Starting Byte Position (8BP) field is used to store the offset
of the first valid byte of data in the next buffer 101 of a frame.
Valid values are from 0 toc 63.

The Ending Byte Position (EBP) field is used to store the offset of
the last valid byte of data in the next buffer 101 of a frame.
Valid values are from 0 ta 63.

. The Transient Buffer (TBUF) bit is used only when transmitting
multicast frames to specify whether the next buffer 101 in the frame
should be returned to the free buffer queue after its data is read
for tramsmission. This bit is valid only for multicast frames. It
is set to a default state of zero upon frame reception.

Note that the $BP, EBP, and TBUF fields apply to the "nmext" buffer 101 in
the frame and not the buffer 101 corresponding to the current BCB 102.
These fields are defined in this way to permit the SBP, EBP, and TBUF
information for the next buffer 201 to be fetched concurrently with its
address (NBA) .
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IS

Each of the fields in a BCB 102 is initially loaded by the Dataflow
hardware 202 (Figure 2) during frame reception. Picocode may subsequently
modify the fields in the BCB 102 to Medit® the frame prior to
transmission. The NBA field may be modified to add or delete buffers in a
frame. The SBP and EBP fields may be modified to change the number of
valid bytes in a buffer 101. The TBUF bit may be set for buffers that are
part of a multicast frame to request that the buffer 101 be returned to
the free buffer queue immediately after its data is transmitted.

The NBA field of the BCB 102 is also used to form the linked list of
buffers in the freé buffer queue. The NBA iz thé only field in the BCB
102 that contains valid information when the corresponding buffer 101 is

in the free buffer queue.

A Frame Control Block (FCB) 103 forms the linked list of frames in a
queue. It also records the total number of valid bytes in the frame, the
buffer address and SBP/EBP of the first buffer 101 in the frame, and a two
bit frame "Type® f£ield. An FCB 103-includes the following fields:

The Next Frame Address (NFR) field is used to store the pointer to
the next frame in a gqueue of frames. The NFA field in the FCB 103
for the current frame contains the address of the FCB 103 for the
next frame in the queue. This field contains no valid data if the
corresponding frame is the last frame in the queue. If the "QCNT"
field in the QCB is zero, then no frames exist in the queue. If the
"QCNT" field in the QCB is 1, then the "NFA" field in the FCB at the
head of the queue is not valid as there is no "next frame' in the
quene.

The Byte Count (BCNT) field is used to store a count of the total
number of valid bytes in all buffers of the next frame in a queue of
frames. Note that the BCNT applies to the "next" frame in the
queue, and mot’ the frame associated with the FCB 103 in which the
BCNT field is stored. The BCNT field is defined in this way to
permit the address (NFA) and 'length (BCNT) of the next frame in the
queue to be fetched concurrently.

The First Buffer Address (¥BA) field is used to store the address of
the first buffer 101 (and corresponding BCB 102) in a frame.

The SBP and EBP fields are used to store the starting and ending
byte positions of valid data in the first buffer 101 of a frame.

The Type field is used by picocode to instruct the Dataflow hardware
202 on the format and type of the frame to be transmitted.

JP 2004-524781 A 2004.8.12
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0

. 00 "Unicast frame with FACB" The f£rame is to be transmitted to
a single destination (unicast), and each buffer 101 is to be
returned to the free buffer queue as data is read for
transmission. One or more Frame Alteration Control Blocks
(FACBs) are stored in the first buffer 101 of the frame.

01 "Static Frame with FACB" The frame is te be transmitted
without returning any of the buffers to the free buffer queue.
One or more Frame Alteration Control Blocks (FACBs) are stored
in the first buffer 101 of the frame.

10 "Unicast frame without FACB" The Exame is to be transmitted
to a single destination (unicast), and each buffer 101 is to
ke returned to the free buffer queues as data is read for
transmission. No Frame Alteration Control Blocks (FACBs) are
stored in the first buffer 101 of the frame.

11 "Multicast -frame with FACB and first buffer is TBUF" The
frame is to be transmitted to multiple destinations
(multicast), and the buffers that are common teo all instances
of the frame are to be returned to the free buffer gueue only
after the frame has been completely transmitted to all
destinations. One or wore Frame Alteration Control Blocks
(FACBs) are stored in the first buffer 101 of each frame
inﬁtance. Also, the first buffer 101 of the frame, and any
subsequent buffer 101 with the TBUF bit set in the BCB 102,
are assumed to be associated with a single frame instance and
are returned to the free buffer gqueue immediately after data
is transmitted from the buffer 101.
Each of the fields in an FCB 103 is initially loaded by the Dataflow
hardware 202 (Figure 2} during frame reception. Picocode may subsequently
overlay the BCNT, FBA, SBP, EBP, and Type fields of the FCB 103 prior to
frame transmission. The BCNT field may be modified if the length of the
frame was changed as a result of editing. The FBA, SBP, and EBP fields
may be modified if there is a change in the address or valid data range of
the first buffer 101 of the frame. The Type field is written to set the
type of frame transmission.

A free FCB queue is used to maintain a linked list of FCBs that are
not currently allocated to a frame. The NFA field of the FCB 103 is used
to form the linked list of FCBs in the free FCB gueue. The NFA is the
only field in the FCB 102 that contains valid information when the
corresponding FCB 103 is in the free FCB queue.

JP 2004-524781 A 2004.8.12
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A Queue Control Block (QCB) 104 maintains a queue of frames by

storing the address of the first and last FCBs in the gueue, and a count
of the total number of frames in the gueue. A QUB 104 contains the

following fields:

Head FCBA - Used to store the FCB Address (FCBA) of the frame at the
head of the gqueue.

Head BCNT - Used to store a count of the total number of valid
bytes in the frame at the top of the gueue.

Tail FCBA - Used to store the FCB Address (FCBA) of the frame at
the tail of the queue.

QCNT - Used to store a count of the number of frames currently in

the queue.

Frames are added to the tail of a queue as follows:

If one or more frames are already in the queue (QCNT greater than or
eqgual to 1), the NFA and BCNT fields in the FCB 103 originally at
the tail of the queue are written to chain to the new frame onto the
tail of the queue. If no frames were previously in the queue (QCNT
egual to 0), the Head FCBA and Head BCNT fields of the QCB 104 are
written to establish the new frame as the head of the queue.

The Tail FCBA of the QCB 104 is written to point to the new FCB 103

_ added to the tail of the queue.

‘The QONT of the QUB 104 is incremented by 1 to reflect omne

additional frame in the queue.

Frames are removed from the head of a queue as follows:

If more than one frame is already in the queue (QCNT greater than
1), the NFA and BCNT fields in the FCB 103 at the head of the queus
are read to obtain the FCBA and BCNT for the new frame that will be
at the head of the gueue. These FCBA and BCNT values are then
written to the Head FCBA a)vfld Head BCNT of the QCB 104 to establish
the new frame at the head of the queue.

The QCNT of the QCB 104 is decremented by 1 to reflect one less

frame in the queue.
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Frame Reception

This section describes the use of the data structures from frame
reception through dispatch to the network processox.

Step 1: BAs the f£irst frame data is received, a free buffer address
is popped from the head of the free buffer gueue and a free FCB 103 is
popped from the head of the free FCB gueue. Up to 64-bytes of frame data
are written to the buffer 101. The FCB 103 is written with the FBA, SBP,
and EBP values for the first-buffer 101. A working byte count register is
set to the number 6f bytedg written to the first buffer 101, If the entire
frame fits in the first buffer 101, then go to sv‘:ep 3; otherwise,
continue with step 2, ’

Step 2: An additional buffer 101 is popped from the free buffer
queue and up to 64-bytes of data are written te the buffer 101. The BCB
102 for the previous.buffer 101 is written with the NBaA, SBP, and EBP
values for the current buffer 10L.  The number of bytes written to the
buffer 101 is added to the working byte count register. If the end of the
frame is received, then go to step' 3; otherwise, repeat step 2.

Step 3: The frame is then engueued onto the tail of an input-queue
to await dispatch to the network processor.

1. If there were previously no frames in the input-queue, then
the Head FCBA and Tail FCBA in the input-gueue's QCB 104 are !
written with the address of the new frame’s FCB 103. The Head
BCNT in the QCB 104 is written with the working byte count
register to record the total length of the haw frame. The
QUNT in the QCB 104 is incremented by 1. | )

2. If there were already one or more frames in the input-gueue,
then ‘the NFA and BCNT fields of the FCB 103 for the prior
frame on the tail of the input-queue are written. The NFA
field is written with the address of the new frame’'s FCB 103.
The BCNT field is written with the working byte count register
to record the length of the new frame, The Tail FCBA of the
input-queue’s QCB 104 is then written with the address of the
new frame’'s FCB 103. The QCNT in the QCB 104 is incremented
by 1.

When the frame reaches the head of the inmput-queue, it is then de-queued

for dispatch to the network processor. The Head FCBA and Head BCNT fields
are read from the input-gueue’s QCB 104. The Head FCBA value is then used
to read the contents of the FCB 103 at the head of the guene. The NFA and
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BONT values read from the FCB 103 are used to updakte Head FCBA and Head
BCNT fields of the QCB 104. The FBA, SBP, and EBP values read from the
FCB 103 are used to locate and read the frame data for dispatch to the
network processor. The BCB 102 chain is followed until the frame data
required for dispatch is read. The QCNT in the QCB 104 is decremented by
1.

Figure 2 depicts the chip set system environment upon which the
preferred embodiment of this invention is implemented. More specifically,
data flows from the switch fabric 201 to Dataflow chip 202 and then to POS
(Packet-Over-SONET) Framer or. Ethernet MAC (medium access contxol) 203.
From the POS Framer or Ethérnet MAC 203, data flows to the Dataflow chip
204 and then to the switch fabric 201. Dataflow chips 202 and 204 are
supported by data stores (dynamic random access memory (DRAM)) 205 and
206, respectively, and control stores (static random access memory (SRAM))
207 and 208, respectively. Dataflow chips 202 and 204 communicate with
respective Embedded Processor Complexes (EPCs) 209 and 210, respectively,
and optionally with Scheduler chips 211 and 212, respectively. The EPC
chips 209 and 210 are supported by lookup tables 213 and 214,
respectively, implemented in DRAM, and lookup tables 215 and 216,
respectively, implemented in SRAM. EPC chip 209 additionally is provided
with a coprocessor interface and a Peripheral Component Interconnect (PCTI)
local bus, while EPC chip 210 is additionally supported by content
addressable memory (CAM) 217. If Scheduler chips 211 and 212 are used,
they are supported by flow gueues 218 and 219, respectively, implemented
in SRAM.

Figure 3 shows in more detail the Dataflow chip 202 (204), EPC chip
209 (210) and Scheduler chip 211 (212). The EPC chip 209 (210) executes
the software responsible for forwarding metwork traffic. It includes
hardware assist functions for performing common operations like table
searches, policing, and counting. The Dataflow chip 202 (204) serves as
the primary data path for transmitting and receiving traffic via network
port and/or switch fabric interfaces. It provides an interface to a large
Datastore Memory 205 (206) for bufferihg of traffic as it flows through
the network processor subsystem. It dispatches frame headers to the EPC
for processing, and responds to requests from the ERC to forward frames to
their target destination. An optional Scheduler chip 211 (212} may be
added to emhance the Quality of Service (QoS) provided by the network
processor subsystem. It permits thousands of network traffic *flows" to

be individually scheduled per their assigned QoS level.

The EPC chip 209 (210) includes twelve Dyadic Protocol Processor
Units (DPPUs) 301 which provide for parallel processing of network
traffic. Each DPPU contains two "picocode" engines. Each picocode engine

JP 2004-524781 A 2004.8.12
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supports two threads. Zero overhead context switching is supported
between threads. A picocode instruction store is integrated within the
EPC chip. Incoming frames are received from the Dataflow chip 202 (204)
via the Dataflow interface 302 and temporarily stored in a packet buffer
303. A dispatch function distributes incoming frames to the Protocol
Processors 301. Twelve input queue categories permit frames to be
targeted to specific threads or distributed across all threads. A
completion unit function ensures frame order is maintained at the output

of the Protocel Processors 301.

an embedded PowerPC® microprocessor core 304 allows execution of
higher level system management software. An 18-bit interface to extermal
DDR SDRAM provides for up to 64 Mbytes of instruction store. A 32-bit PCI
interface is provided for attachment to other control functions ox for
configuring peripheral circuitry such as MAC or framer components.

A hardware based classification function parses frames as they are
dispatched to the Protocol Processors to identify well known Layer-2 and
Layer-3 frame formats. The output of classifier is used to precondition
the state of a picocode thread before it begins processing of each frame,

A table search engine provides hardware assist for performing table
searches. Tables are maintained as Patricia trees with the termimation of
a search resulting in the address of a "leaf" entry which picocode uses to
store information relevant to a flow. Three table search algorithms are
supported: Fixed Match (FM), Longest Prefix Match (LPM}, and a unigue
software Managed Tree (8MT) algorithm for complex rules based searches.
Control Store Memory 206 (207) provides large DRAM tables and fast SRAM
tables to support wire speed classification of millicns of flows. The B
SRAM interface may be optionally used for attachment of a Content =~~~
Addressable Memoxy (CAM) (217 in Figure 2) for increased lookup
performance. .

Picocode may directly edit a frame by reading and writing Datastore
Memory 205 (206) attached to the Dataflow chip 202 {204). For higher
performance, picocode may alsc generate frame alteration commands to
instruct the Dataflow chip to perform modifications as a frame is

transmitted via the output port.

A Counter Manager function assists picocode in maintaining
statigtical counters. On-chip SRAMs and an optional extermal SRAM (shared
with the Policy Manager) may be used for counting events that occur at
frame inter-arrival rates. One of the extermal Control Store DDR SDRAMS
(shared with the table search function) may be used to maintain large

numbers of counters for events that occur at a slower rate.

JP 2004-524781 A 2004.8.12
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2 Policy Manager function assists picocode in policing incoming
traffic flows. It maintains thousands of leaky bucket meters with
selectable parameters and algorithms. 1K Policing Contrel Blocks (PolCBs)
may be maintained in an on-chip SRAM, An optional external SRAM (shared
with the Counter Manager) may be added to increase the number of PoICBs.

The Dataflow chip 202 (204) implements transmit and receive
interfaces that may be independently configured to operate in "port" oxr
ngwitch" interface mode., In port mode, the Dataflow chip exchanges frames
for attachment of various netvgo_rk media such as Ethernet MACs or Packet-
Over~ SONET (pOS) framers. It doeés this by means of a receive controllex
305 and a transmit controller 306. In switch mode, the Dataflow chip
exchanges frames in the form of 64-byte cell segments for attachment to
tell based switch fabrics, The physical bus implemented by the Dataflow
chip’s transmit and receive interfaces 306 and 305, respectively, is a
64-bit data bus. The interface supports direct attachment of industry POS
Eramers, and may be adapted to industry Ethernet MACs and switch fabric
interfaces (such as CSIX) wvia Field Programmable Gate Array (FPGA) logic.

A large data memory 205 (206) attached to the Dataflow chip 202
(204) via a database arbiter 307 provides a "network buffer" for absorbing
traffic bursts when the incoming frame rate exceeds the outgoing frame
rate, It also serves as a repository for reassembling IP Fragments, and
as a repository for frames awaiting possible retransmission in
applications like TCP terminatiom. Multiple DRAM interfaces are supported
to provide sustained transmit and receive bandwidth for the port interface
and switch interfaces. Additional bandwidth is reserved for direct
read/write of Datastore Memory by EPC picocode. The Datastore Memory 205
(206) is managed via linked lists of buffers. Two external SRAMs are used
for maintaining linked lists of buffers and frames.

The Dataflow chip 202 (204) implements advanced congestion control
algorithms such ;is "random early discard" (RED) to prevent overflow of the
Datastore Memory 205 (206). The congestion control algorithms operate
from input provided by the EPC picocode, EPC policing function, both
communicated via the EPC interface 308 and various gueue thresholds
maintained by the Dataflow and Scheduler chips. A "discard probability
wmemory" within the Dataflow is maintained by EPC picocode and referenced
by the congestion control function te allow implementation of various’
standard or proprietary discard algorithms.

The Dataflow chip 202 (204) implements a rich set of hardware assist
functions for performing frame alterations in frame alteration logic 309
based on commands stored in the Frame Alteration Control Block (FACB)
{shown in Figure 5). Well known alterations include modifications of the
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following frame fields: Ethernet DA/SA, VLAN, DIX, SAP, SNAP, MPLS, IP
TTL, IP TOS byte, and IP header checksum. The FACB serves two purposes It
stores the Reference FCB address for use in the multicast algoritbm, and
it stores frame alteration commands that instruct the frame alteration
logic 309 {part of the Dataflow’s transmit controller 306) to perform
modifications to the frame data as it is transmitted via an output port.
Examples of well known frame modifications performed by the frame
alteration logic 309 are as follows: Ethernet destination or source
address overlay, Sthernet protocol type overlay, MultiProtocol Label
Switching (MPLS) la_bel insert- and deletes, Internet Protocol (IP)
Time-to-Live (TTh) decrements, etc. Note that the frame alteration logic
i& not required to implement this invention. The same multicast technique
could be used even if the Dataflow chip 202 (204) does not contain the

‘frame alteration logic function.

The Dataflow chip 202 (204) implements a technigue known as "virtual
output gueuing" where separate output gqueues are maintained for frames
destined to different output ports or target destinations. This scheme
prevents "head of line blocking" from occurring if a single output port
becomes blocked. High and low priority gueues are maintained for each
output port ko permit reserved and non-reserved bandwidth traffic to be

queued independently.

The optional Scheduler chip 211 (212) provides for "guality of
sexvice" by maintaining flow queues that may be scheduled using various
algorithms such as "guaranteed bandwidth", "best effort", Mpeak
bandwidkth", etc. Two external SRAMs are used to maintain thousands of
flow gueues with hundreds of thousands of frames actively queued. The
scheduler chip 211 (212) supplements the Dataflow chip’s congestion
control algorithms by permitting frames to be discarded based on per £low

queue thresholds.

Note that all information flowing between the Dataflow 202 (204),
EPC 209 (210} and Scheduler 211 (212) is exchanged in a format called
"messages". Information flowing between the Switch Fabric 201, Dataflow
202, and POS Framer/Ethernet MAC 203 is in the form of "frames". Messages
are used only for the exchange of "control" information between the
Dataflow, EPC and Scheduler chips. Examples of such messages include:
dispatch, engueue, interr\,\pt/exceﬁtion, data read, data write, register
read and register write. A message may consist of a request or raesponse.

The general message format is depicted in Figure 4. With reference
to Figure 4, the message format contains the following components:

JP 2004-524781 A 2004.8.12
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Message-~ID: The Message ID field is an 8~bit encoded value in the
first word of the message that uniguely identifies the message
type.

Message-Parameters: The Message Parameters field is a 24-bit value
in the first word of a message that may be specified on a per
message-type basis for various puxposes as follows:

. May be used as an extension to the M _In field to
define other message types.

: May be used on a per messageftirpe basis to further
qualify the purpese of the message.

- May be used to carry "sequence numbers’ or other
"reference id" information that correlates the data
returned in a response.

- May be used to specify the message length in the case of
variable length messages.

- May be used to carry any other data parameter specific
to the message.

Data: The remainder of the message may consist of from "0" to "N-1"
additional 32-bit "Data" words.

Multicast Transmission

This section describes the process of .enq:«ieu.ing and trra.nsmittiing a
multicast frame. Figure 5 illustrates an example of a multicast
transmission. In this case, the wulticast frame is being transmitted to
three destinations and is therefore said to have three "instances". The
FCB that was assigned when the frame was originally received is retained
throughout the life of the frame and is called the "Reference FCB® 501.
The network processor obtains additional FCBs (named FCB 1, FCB 2, and FCB
3 in Figure 5) 502;, 502; and 502; and buffers 503, 503: and 503:, and links

them into the original Reference Frame 501 to create each instance of the

multicast frame transmission. Hach instance is then gqueued for

transmigsion.

The FCBg 502 and buffers 503 unique to each instance are discarded
as each instance is transmitted. But the Reference FCB 501 and associated
buffers 505; to 505; are discarded only after all instances have been
transmitted. Because each instance of the frame may be transmitted via a
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different port, they may complete transmission in a differxent oxder than
they were engueued. A Multicast Counter (MCC) is used to determine when
all the instances have been transmitted so that the reference frame can be
discarded. The MCC is stored in the unused NFA field of the Reference FCB
501, as indicated in the upper left of Figure 5. It is initialized with
the number of instances in the multicast, and then decremented as each
multicast instance is transmitted. When the MCC reaches zero, the
Reference FCB 501 and its associated buffers 505. to 505; are discarded by
returning them to the free FCB and free buffer queues respectively.

Reference FCB .501 and the other FCBs 502, .502; and 502; all come
from the same free pool of FCBs. When the FCB is being used as the
Reference FCB, the NFA/MCC field is used as an MCC. When the FCB is being
used as a regular (non Reference FCB), the NFA/MCC field is used as an
NFA. The relationship between QCBs and FCBs is illustrated in Figure 1.
FCBs 502;, 502; and 502; are all placed into a queue for transmission. The
Dataflow includes a QCB for every output queue. Each output gueue is
typically associated with a port (i.e., network communications link via
the POS framer/Ethernet MAC, or another Network Processor via the Switch
Fabric). Each of the three multicdast instances illustrated in Figure 5
are queued into an output queue. It is possible all three instances may
be queued for transmission via the same port, or they may be queued for
transmission via different ports. But each of the three FCBs will be
placed in a gueue of frames for transmission via exactly one port. The NFA
field in these FCBs is used to form the linked list of frames in the
gueue. The Reference FCB 501, however, is not included in any queue. I
stores parameters that are used to return the buffers of the original
{reference) frame to the free gueue of buffers after all instances of the
frame have been transmitted. Since the Referemce FCB 501 is not included
in a queue of frames,‘the NFA field is not required to form a linked list.
Instead these bits of the NFA are used for storage of the MCC. The
address of the Reference FCB is stored in the FACB (illustrated in Figure
5) in fromt of thHe frame data where is used to locate the Reference FCB as

each frame instances is transmitted.

The EPC chip 202 performs the following actions to enqueue each
instance of the multicast frame:

1. An FCB 502 is obtained from the free FCB queue and is assigned to
the instance.

2. one or more buffers 503 are obtained from the free buffer gueue to
contain the FACB and any unique header data for the instance. Use
of the FACB is mandatory for multicast transmissions.
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Any unigque data for the instance is written to the buffers 503
obtained above. It is common for different instances of a multicast
to have different header data. For example, one instance of the
multicast may have an Ethernet header because it is being
transmitted via an Ethernet port, while another instance requires a
POS header because it is being transmitted via a POS port.

The BCEs 504 associated with the unigue instance buffers are written
to create a linked list that attaches them to the buffers of the
original "reference frame". The unique instance buffers are not
required to ﬁe linked to the first buffer of the reference frame.

If some of the leading bytes in the reference frame are to be
omitted from the instaﬁce, then the unique buffers for the instance
may be linked to a buffer other than the first buffer in the
reference frame. The SBP and EBP values are written in each BCB 504
to reflect the valid bytes in the next buffer. This permits the BCB
504 for the la:‘st unique buffer for the instance to specify a
starting byte offiset in the first linked buffer Lrom the reference
frame that is different from other the byte offset specified for
other instances. The TBUF bit is set to indicate if the next buffer
should be returned to the free buffer queue immediately after its
data is transmitted. The last unigue buffer for the instance shall
have the TBUF bit in its BCB 504 set to zero. The TBUF bit in the
BCB 504 of all other unique buffers for the instance shall have
their TBUF bit set to one.

The network processor then issues an engueue operation to release
the instance to the Dataflow 202 for transmission. The following
information is provided to the Dataflow 202 as part of the en@eue
operation: o ’

. Target Queue Number - Specifies which output gueue the
multicast instance is to be enqueued into.

FCBA - Specifies the Frame Control Block Address (FCBA)
assigned to the multicast instance by the network processor.

BCNT - Specifies the total length of the frame. It may be
different for each multicast instance.

FBA - Specifies the address of the first buffer 101 in the
multicast instance. The first buffer 101 is always uniqgue to
the multicast instance.

JP 2004-524781 A 2004.8.12
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SBP / EBP - Specifies the starting and ending byte position of
valid data in the first buffer 101.

Type - Specifies the type and format of the frame to be
transmitted. Always set to binary value "11" for “"wMulticast®
frames. This value implies 1) that the frame is a multicast
instance, 2} the first buffer 101 containg an FACB, and 3) the
first buffer 101 is a transient buffer (TRUF=1).

FACB - Frame Alterationm Control Block (FACB) information that
specifi’.es the alterations for the Dataflow 202 to apply to the
frame data as it is transmitted. The FACB may include
different frame alteration requests for each multicast
instance. However, each instance shall include the address of
the Reference FCB 501 for use in discarxded the reference frame
after all instances have been transmitted.

Multicast Action - When engueuing a multicast instance, the
network processor specifies whether the current engueuve is the
first, middle, or last instance of the multicast transmission.

* 01 - Multicast First - The first instance engueued is
identified as "multicast first".

* 10 - Multicast Middle - If the multicast frame consists
of more than two instances, then any intermediate
instances are identified as "multicast middle”.

* 11 - Multicast Last - The last instance enqueued is
identified as “multicast last".

The following describes the Dataflow chip’s actions from reception
of the enqueue operation through transmission of the multicast frame

instance via the target output port:

1. The Dataflow chip 202 writes the FACB information to the frame’s
first buffer 502, using the FBA and SBP values provided in the
engueue as the buffer address and offset where the information is to
be written. ‘ '

2. The Dataflow chip 202 extracts the address of the Reference FCB 501
from within the FACB information. This address is used to access
the Reference FCB 501 for storage of an MCC value. The MCC value is
stored in the NFA field of the Reference FCB 501 (the NFA field of
the Reference FCB 501 is unused since the Reference Frame is not

JP 2004-524781 A 2004.8.12
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directly in any gueue). The value of the MCC 506 is updated as
follows on engueue:

If Multicast Action is 01 - Multicast First, then the MCC 506
is set to 2.

If Multicast Action is 10 - Multicast Middle, then the MCC 506
is incremented by 1.

- If Multicast Action is 11 - Multicast Last, then the MCC 506
is not modified. ’

The Dataflow chip 202 writes the FBA, SBP, EBP and Type values to
the FCB 502 specified by the FCBA value provided in the engueue.

The Dataflow chip 202 enqueues the frame into the requested output
queue specified by the Target Queue Number value provided in the
engueuve. It does this as follows:

a. If there were previouély no frames in the output gueue, then
the Head FCBA and Tail FCBA in the output queue’s QCB 104
{Figure 1) are written with the FCBA value provided in the
engueue. The Head BCNT in the QCB 104 is written with the
BCNT value provided in the engueue. The QCNT in the QCB 104
is incremented by 1.

b. If there were already one or more frames in the output queue,
then the NFA and BCNT fields of the FCB 502 for the frame
previously on the tail of the ocutput queue are written. The
NFA and BONT fields are written with the FCBA and BCNT values
provided in the engueue. The Tail FCBA field of the output
queue’s QCB 104 (Figure 1) is then written with the FCBA value
provided in the engueue. The QCNT in the QCB 104 is
incremented by 1.

When the frame reaches the head of the ocutput queue, it is then de-
queued for transmission via the output port. The Head FCBA and Head
BCNT fields are read from the cutput queue’s QCB 104. The Head BCNT
value is loaded into a working byte count register for use during
transmission of the frame. The Head FCBA value is used to read the
contents of the FCB 502 at the head of the gueus. The NFA and BCNT
values read from the FCB 502 are used to update Head FCBA and Head
BCNT fields of the QCB 104 (Figure 1). The FBA, SBP, EBP, and Type
fields read from the FCB 502 are loaded into working registers for
use during transmission of the data from the first buffer 504,. The

JP 2004-524781 A 2004.8.12
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FCB 502 is then discarded as its address is pushed onto the tail of
the free FCB queue. The QCNT in the QCB 104 is decremented by 1,

The FBA, SBP, EBP, and Type values read from the FCB 103 are used to
locate and read the contents of the first buffer 101 of the frame.
The Type field indicates multicast, which implies that an FACB is
present. Therefore the FACB is then read and transferred to the
Frame Alteration logic where it is used to apply the requested
modifications to the frame data as it is transmitted. The address
of the Reference FCB 501 alsc extracted from the FACB and stored in
a working reéister for use after the frame transmission is complete.
The frame data from the buffer 101 (if amy is present) is then
placed into an output FIFO (first in, first out buffer) to be
transmitted via the output port. The number of bytes placed into
the output FIFO is the lesser of the working byte count register and
the number of valid bytes in the buffer 101 as indicated by the SBP
and EBP valuesi The working byte count register is then decremented
by the number of bytes of data placed into the output FIFO. If the
value in the working byte count register is still greater than zero,
then the NBA, SBP, EBP, and TBUF values are read from the BCB 102
corresponding to the first buffer 101 and are loaded into working
registers for use in transmission of the next buffer 101L. The first
buffer 101 is then discarded as its buffer addresgs is pushed onto
the tail of the free buffer queue.

The NBA, S$BP, EBP, and TBUF values read from the BCB 102 are used to
locate and read the contents of the next buffer 101 of the frame.
The frame data from the buffer 101 is then placed intc the output
FIFO to be transmitted via the output port. The number of bytes
placed into the output FIFO is the lessex of the working byte count
register and the number of valid bytes in the buffer 101 as
indicate§ by the SBP and EBP v;lues. The working byte count
register is then decremented by the number of bytes of data placed
into the output FIFO. IT the value in the working byte count
register is still greater than zero, then the NBA, SBP, EBP, and
TBUF values are read from the BCB 102 for the current buffer 101 and
are loaded into working registers for use in transmission of the
next buffer 101. If the TBUF bit for the current buffer 101 was
set, then it ig discarded by pushing its buffer address onto the
tail of the free buffer queue. Step 7 is then repeated until the
working byte count register has been decremented to zero.

After completion of the frame transmission, the Reference FCB
address previously stored in a working register is used to read the
MCC field in refersnce FCB 501 stored in the NFA field of the

JP 2004-524781 A 2004.8.12
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Reference FCB 501. One of the following two actions is then
performed:

- If the MCC value is greater than one, then it is decremented
by one and written back to the NFA field of the Reference FCB
501. Transmission of this multicast instance is then
complete., However the reference frame may not be discarded
because the other multicast instances have not completed
transmission.

If the MCC value is equal to cne, then the Reference FCB 501
is engueued intc a "discard queus” to return the FCB and
buffers associated with the reference frame to the free queue.
Transmission of all instances of the multicast frame are then
complete.

Static Frame transmission also applies te Figure 5. Static Frame
transmission is identical "to Multicast transmission except that no FCBs or
buffers are returned to the free FCB or buffer queues, and the MCC value
in the Reference FCB 501 is not deécremented. Static Frame transmission is
used in cases where it is necessary to retain a copy of a frame for
re-transmission at a later time. Each of the frame instances illustrated
in Figure 5 may be transmitted one or more times as static frames (by
setting the Type field of the FCB to binary "01" to indicate static
frame). When a frame instance ig being transmitted for the final time, it
is transmitted as a normal multicast frame (by setting the Type field of
the FCB to binary "11" to indicate multicast frame)}. Thus, each frame
instance may be transmitted as a static frame one to "N times followed by
a single transmission as a normal multicast frame. When each instance has
been transmitted as a normal multicast frame, the Reference ¥CB 501 and
buffers from the reference frame are returned to the free FCB and buffer
queues. Picocode software executing in the EPC chip 209 determines
whether frames instances are transmitted as static or multicast frames.

The Dataflow chip 202 transmits a static frame exactly like a
"Unicast with FACB" frame Type with the one exception that the frame's FCB
103 and buffers 101 are not returned to the free queues. The EPC chip 202
may then issue another enqueue operation specifying the same FCB 103 to
re-transmit the frame. The fxame can be re-transmitted any number of
times by specifying the Static Frame type value. The Static Frame type
may be applied to permit re-transmission of either a unicast or multicast
frame type. 1In the case of multicast, the TBUF parameter is ignored for
Static Frames so that no buffers are discarded even if the TBUF bit is
set.

JP 2004-524781 A 2004.8.12
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When the final re-transmission of the Static Frame is pexrformed, it
is simply enqueued as a Type binary "00" (Unicast with FACB), or Type
binary "11" (Multicast). The frame is then transmitted as described in
the previous sections and the FCBE 103 and associated buffers 101 are
returned to the free queues.

Figure 6 depicts a flowchart for use in describing the operation of
the preferred embodiment of the invention. The process begins in function
block 601 by the EPC 209 issuing credits for the Dataflow chip 202 to
dispatch frames to the EPC 209, determination is made in decision block
602 as to whether a frame has been.dispatched. If not, the process waits
in function block 603. Whén & frame has been dispatched, Lhe EPC 209
reguests a lease of "N" free FCB addresses £rom the Dataflow chip 202 in
‘function block 604. A determination is made in decision block 605 as to
whether the FCB addresses have been transferred. If not, the process
waits in function block 606. When the FCB addresses have been
transferred, the EPC7209 requests lease of "N" buffers from the Dataflow
chip 202 in function block 607. A determination is then made in decision
block 608 as to whethexr the buffers have been transgferred. If not, the
process waits in function block 609. When the buffers have been
transferred, the EPC 209 chains a new first buffer or buffers to an
original first buffer 101 in function block 610. Next, the EPC 209
engueues each instance with FACE (frame alteration control block)
information in function block 611. Finally, the EPC 209 signals the
Dataflow chip 202 to update the counter for each transmitted packet in
function block 612. A similar process applies to the EPC chip 210 and
Dataflow chip 202. The flow depicted bere applies equally to ingress and
egress. As shown in Figure 2, the three primary chips, EPC, Dataflow and
Scheduler, are used in both ingress and egress; only the direction of the
flow of data is different. BAll functions such as multicast are identical
between ingress and egress.

JP 2004-524781 A 2004.8.12
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CLAIMS
1. A method of multicast transmission on a network processor comprising

the steps of:

storing the frame to be transmitted in a series of buffers, chained
together by a linked list;

agsociating a buffer control block with each buffer;

associating a frame control block with each frame;

receiving frames into a queue to await dispatch by a network
processor; .

associating é queue control block with the. queue of frames to be
transmitted; . )

assigning additional buffers and additicnal frame control blocks for
each multicast target and linking these additional frame control blocks
with the original frame control block associated with the frame;

using a multicast counter to determine when the frame has been sent
to each of the multicast targets;

returning the buffers and frame control blocks assigned to each
multicast target to free queues as the frame is sent to each target;
and ’

returning the original buffers and frame control blocks to the free
queues after the frame has been sent to all of the multicast targets.

2. The method for multicast transmission as recited in claim 1, wherein
the buffer control block associated with each buffer forms a linked list
for chaining buffers into a frame and contains a plurality of fields,
including separate fields to

store a pointer to the next buffer in the frame;

store the offset of the first valid byte of data in the next buffer
of d frame; T

store the offset of the last valid byte of data in the next buffer
of a frame; and )

indicate whether the next buffer in the frame should be returned to
the free buffer or queue or retained go as to continue multicast
transmission.

3. The method for multicast transmission as recited in claim 1 or 2,
wherein the frame control block associated with each frame forms a linked
ligt for chaining frames intoc a queue and contains a plurality of fields,
including separate f£ields to

store a pointer to the next frame in the gueue;

store a count of the total number of bytes of the next frame in the
queue;

store the address of the first buffer in a frame;

JP 2004-524781 A 2004.8.12
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store the starting byte position of valid data in the first buffer
of a frame;

store the ending byte position of valid data in the first buffer of
a frame; and '

store information on the format and the type of the frame to be
transmitted.

4, The method for multicast transmission as recited in any preceding
claim, wherein the step of receiving frames into a queue comprises the
further steps of: e
ropping a frée buffer address from the head of the free buffer
queue; : . °

popping a free frame control block from the head of the free frame
‘control block queue;

writing frame data to the buffer;

writing control information, including the first buffer address, the
starting and ending byte positions for valid data in the first buffer, to
the frame control block; -

setting a working byte count register to the number of bytes written
to the first buffer;

repeating this process until the entire frame is written to buffers;
and

adding the frame to the tail of an imput gueue to await dispatch te
the network processor.,

5. The method for multicast transmission as recited in any preceding
claim, wherein the gueue control block associated with the queue of frames
to be transmitted includes a plurality of fields, including separate
fields to

- store the address of the frame control block associated with the
frame at the head of the gqueue;

store a count of the total number of valid bytes in the frame at the
top of the quetes and )

store the address of the- frame control block associated with the
frame at the tail of the queue. -

6. 2 computer program having program code adapted to perform the method
steps of any preceding method claim, when said program is run on a
computexr system.

7. A network processor supporting multicast transmission comprising:
means for storing a frame to be transmitted in a series of buffers,
chained together by a linked list;
means for associating a buffer control block with each buffer and
associating a frame control block with each frame;

JP 2004-524781 A 2004.8.12
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means for receiving frames into a queue to await dispatch;

means for associating a queue control block with the gueue of frames
to be transmitted;

means for assigning additional buffers and additional frame control
blocks for each multicast target and linking these additional frame
control blocks with the original frame control block associated with the
frame; B

means using a multicast counter for determining when the frame has
been sent to each of the multicast targets; and

means returning the buffers and frame control blocks assigned to
each multicast taréét to free _»q\‘:eu‘es as the frame is sent to each target
and returning the original buffers and frame écnt;rcl blocks to the free
queues after the frame has been sent to all of the multicast targets.

8. The network processor as recited in claim 7, wherein the buffer
control block associated with each buffer forms a linked list for chaining
buffers into a frame and containg a plurality of fields, including
geparate fields to

store a pointer to the next buffer in the frame;

store the offset of the first valid byte of data in the next buffer
of a frame;

store the offset of the last valid byte of data in the next buffer
of a frame; and

indicate whether the next buffer in the frame should be returned to
the free buffer or gueue or retained so as to continue multicast

transmission.

9 The network processor as recited in claim 7 or 8, wherein the frame
control block assoclated with each frame forms a linked list.for chaining
frames into a gueue and contains a plurality of fields, including - separate
fields to

store a pointer to the next frame in the queue;

store a count of the total mumber of bytes of the next frame in the
queue;

store the address of the first buffer in a frame;

store the starting byte position of valid data in the first buffer
of a frame;

store the ending byte position of valid data in the firgt buffer of
a frame; and

store information on the format and the type of the frame to be
transmitted.

10. The network processor as recited in claim 7, 8 or 9, wherein the
means for receiving frames into a gueue comprises:

JP 2004-524781 A 2004.8.12
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means for popping a free buffer address from the head of the free
buffer queue;

means for popping a free frame control block from the head of the
free frame control block queue;

means for writing frame data to the buffer;

means for writing control information, including the first buffer
address, the starting and ending byte positions for valid data in the
first buffer, to the frame control block;

means for setting a working byte count register to the number of
bytes written to the first buffer; and

means, in response to the entire frame is written to buffers, for
adding the frame to the tail of an input queué to await dispatch to the
network processor.
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