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S11  Encrypt service data generated by a service system, so as to obtain ciphertext

data, and acquire encryption information of the ciphertext data

According to the encryption information of the ciphertext data and according to
a preset data header generation rule, generate data header information
corresponding to the ciphertext data, wherein the data header information is
represented by a character string, which includes a plurality of characters,
which characters in the character string are used for identifying the encryption
information of the ciphertext data

Add the data header information to the head position of the ciphertext data, so
as generate target data, and store the target data in a ciphertext database of
the service system

S12

S13

(57) Abstract: The present application is applicable to the technical field of data security. Provided are a ciphertext data storage method
and apparatus, and a device and a storage medium. The method comprises: encrypting service data generated by a service system, so
as to obtain ciphertext data, and acquiring encryption information of the ciphertext data; according to the encryption information of the
ciphertext data and according to a preset data header generation rule, generating data header information corresponding to the ciphertext
data, wherein the data header information is represented by a character string, which includes several characters, which characters in
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the character string are used for identifying the encryption information of the ciphertext data; and adding the data header information
to a head position of the ciphertext data, so as to generate target data, and storing the target data in a ciphertext database of the service
system. On the basis of the method, technical problems such as it being difficult to distinguish, when a service system uses a plurality of
cryptographic algorithms in a combined manner, the algorithms applied to ciphertext, it being impossible to find a key corresponding
to ciphertext in a scenario where the service system changes a key, and it being impossible to trace a relationship of ciphertext data
in the service system can be solved.
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