wo 2011/14040°7 A2 I 10K OO

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization /25 | ]| HINIHNN D000 W0 0D 0O OO O O
A 5 (10) International Publication Number
(43) International Publication Date Vs

10 November 2011 (10.11.2011) WO 2011/140407 A2
(51) International Patent Classification: (81) Designated States (unless otherwise indicated, for every
HO4L 29/06 (2006.01) kind of national protection available). AE, AG, AL, AM,
(21) International Application Number: ég’ éﬁ’ ég’ CAI\ZI, CBS > CBRB’ CBI(J}, g;l’ DB]IE{ ? DB%V ’];313[{ ? ]];é’
PCT/US2011/035446 DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT.,
(22) International Filing Date: HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,
6 May 2011 (06.05.2011) KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,
. . ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
(25) Filing Language: English NO, NZ, OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD,
(26) Publication Language: English SE, 8G, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR,

TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(30) Priority Data:

61/332.578 7 May 2010 (07.05.2010) ys (84) Designated States (unless otherwise indicated, for every
61/332,609 7 May 2010 (07.05.2010) Us kind of regional protection available): ARIPO (BW, GH,
13/101,402 5 May 2011 (05.05.2011) Us GM, KE, LR, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG,

ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,

(71) Applicant (for all designated States except US): TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
RAYTHEON COMPANY [US/US]; 870 Winter Street, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
Waltham, MA 02451-1449 (US). LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SL SK,

(72) Tnventors and SM, TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ,
(75) Inventor/Applicant (for US only): VARGAS, Bogart GW., ML, MR, NE, SN, TD, TG).
[US/US]; 3128 Arlington Blvd., Arlington, TX 22204 Published:

S).
(Us) —  without international search report and to be republished
(74) Agent: ICHIYE, Keiko; Baker Botts L.L.P., 2001 Ross upon receipt of that report (Rule 48.2(g))
Avenue, Suite 600, Dallas, TX 75201 (US).

(54) Title: TIME-KEY HOPPING

(57) Abstract: In certain embodiments, a first network device stores a security key associated with a second network device. The
first network device computes access information according to the security key and a time value. The access information may be a
network address or a port/socket. The first network device sends a packet to the second network device using the access informa-
tion. The first network device then computes next access information according to the security key and a next time value and
sends a packet to the second network device using the next access information.



10

15

20

25

30

WO 2011/140407 PCT/US2011/035446

TIME-KEY HOPPING

BACKGROUND

An attack of a computer network system may attempt
to gain unauthorized access to or make unauthorized use
of a resource of the network system. For example, a
hacker can mask his or her identity and sniff packets to
learn the mapping of the network system, such as how the
network is designed and where key items (e.g., routers)

are located. The hacker can then attack the key items.

SUMMARY OF THE DISCLOSURE

In accordance with the present invention,
disadvantages and problems associated with previous
techniques for access information hopping may be reduced
or eliminated.

In certain embodiments, a first network device
stores a security key associated with a second network
device. The first network device computes access
information according to the security key and a time
value. The access information may be a network address
or a port/socket. The first network device sends a
packet to the second network device using the access
information. The first network device then computes next
access information according to the security key and a
next time value and sends a packet to the second network
device using the next access information.

Certain embodiments of the invention may provide one
or more technical advantages. A technical advantage of
one embodiment may be that changing the network addresses
makes it more difficult for unauthorized users to access

a network. Another technical advantage of one embodiment
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may be that changing the ports/sockets makes it more
difficult for unauthorized processes to access a device.
Certain embodiments of the invention may include
none, some, or all of the above technical advantages.
OCne or more other technical advantages may be readily
apparent to one skilléd. in the art from the figures,

descriptions, and claims included herein.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present
invention and its features and advantages, reference ig
now made to the following description, taken in
conjunction with the accompanying drawings, in which:

FIGURE 1 illustrates an example of a network system
that implements a technique that may be referred to as
Network-to-Network Time-Key Hopping (NNTKH) ;

FIGURE 2 illustrates another example of a network
system that implements a Network-to-Network Time-Key
Hopping technique;

FIGURE 3 illustrates an example of a network system
200 that implements a technique that may be referred to
as Port/Socket Time-Key Hopping (PSTKH); and

FIGURE 4 illustrates another example of a network
system that implements a Port/Socket Time-Key Hopping

technique.

DETAILED DESCRIPTION OF THE DRAWINGS

Embodiments of the present invention and its
advantages are best understood by referring to FIGURES 1
through 4 of the drawings, like numerals used for like

and corresponding parts of the various drawings.
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Security was not originally built into Internet
Protocol (IP) networks. Certain protocols, such as the
access control 1list (ACL) protocol, address security for
accessing a resource or securing a communication link. In
certain situations, however, a hacker can mask his or her
identity and sniff paékets to learn the mapping of a
network, such as how the network is designed and where
key items (e.g., routers) are located. For example, the
hacker may learn accegss information, such as network
addresses and/or ports/sockets. The hacker can then
attack key items or create diversionary attacks to steal
information. If static access information is used, then
the hacker can continue the attacks.

Certain embodiments described herein may provide
enhanced security over computer systems that use static
access information. Certain embodiments may change the
access information such that unauthorized users cannot
maintain an attack on a system using previously known
access information. For example, certain embodiments may
change the network addresses to make it more difficult
for wunauthorized wusers to access a network. Other
embodiments may change ports/sockets to make it more

difficult for unauthorized processes to access a device.

NETWORK TIME-KEY HOPPING

FIGURE 1 illustrates an example of a network system
10 that implements a technique that may be referred to as
Network-to-Network Time-Key Hopping (NNTKH) . In certain
embodiments, source network device 20 may calculate an
Internet Protocol (IP) address of a destination network
device 20 from a security key and a time value in order

to send a packet to the destination network device. The
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IP address may change when calculated at a different
time. In the embodiments, destination network device 20
may calculate the IP address of source network device 20
from a security key and a time wvalue in order to validate
a packet sent from the source network device 20.

In the example, network system 10 includes network
devices A-C 20 (20a-c) coupled by communication networks
24 (20a-b). A network device 20 includes one or more
interfaces (IFs) 30, logic 32, and one or more memories
34. Logic 32 includes one or more processors 40 and one
or more applications such as Internet Protocol (IP)
address engine 42. Memory 34 stores security keys 44.

A communication network 24 may comprise all or a
portion of one or more of the following: a public
switched telephone network (PSTN), a public or private
data network, a local area network (LAN), a metropolitan
area network (MAN), a wide area network (WAN), a local,
regional, or. global communication or computer network
such as the Internet, a wireline or wireless network or
link, an enterprise intranet, other suitable
communication 1link, or any combination of any of the
preceding.

A communication network 24 may include any suitable
number of devices and links. For example, if network
devices 20 belong to the same communication network,
communication network 24 may be a 1link within the
network. If network devices 20 belong to different
communication networks, network 24 may be an entire
network. In certain embodiments, each communication
network 24 may be configured to operate independently of

other networks 24. If one communication network 24 is
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compromised, devices of that network 24 may be instructed
to use a new key.

A network device 20 may be any suitable device that
mediates data 1in a computer network. Examples of
network devices include gateways, routers, switches,
bridges, hubs, repeaters, and endpoints. An endpoint may
be any suitable device that communicate with another
endpoint wusing a communication network, and may be
operated by a user. Examples of endpoint 20 include a
telephone such as a cellular telephone, a personal
digital assistant, a computer such as a laptop, or a
mobile device. In certain embodiments, a first network
device 20 of a path may be adjacent to a second network
device 20 of the path if the first network device 20
sends a packet along the path by addressing the packet to
the second network device 20. |

In certain embodiments, access information may be
calculated from a key and a time value. For example, a
network address for a network may be calculated from a
key of the network and a time value, as described with
reference to FIGURES 1 and 2. As another example, a
port/socket for an application may be calculated from a
port/socket security key of the application and a time
value, as described with reference to FIGURES 3 and 4. In

certain embodiments, the key/time wvalue pair may be

represented as a time-key = (tian a, keyuan a) where t =
time. The access information may change as the time
values change. For example, the network address for a

network may change, or the port/socket for an application
may be calculated may change. The access information may

be computed in any suitable manner, for example, by
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applying mathematical functions to the key and/or time
value.

A security key may be a sequence with pseudo-random
characteristics that can be used as an encryption key at
one end of communication, and as a decryption key at the
other end. Examples of keys include public/private key
sets that may be used according to Public Key
Infrastructure (PKI).

A time value may be any suitable time value, such as
an objective or relative time value. An objective time
value that may be a function of a time distributed by a
timekeeper. For example, a central server may distribute
a time value T used to synchronize other network devices.
An objective time value may be a function £(T) of a time
T. A relative time value may be a function of time
values tl and t2 (which may be relative or objective),
such as an elapsed time t2-tl.

In certain embodiments, a communication network 24
defines its own time such that network devices 20 of the
network 24 are synchronized. Synchronized devices 20 can

determine their own time values as well as the time

values of other devices. In certain embodiments, the
time values may have an acceptable deviation (or
acceptable variation or error), such a t +/- d, where t

represents the time value and d represents the acceptable
deviation.

In certain embodiments, network device B stores a
first security key associated with an adjacent network
device C. Network device B determines a time value and
computes a first IP address of network device C according
to the security key and the time value. Network device B

sends a packet to network device C using the first IP
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address. At a later time, network device B determines a
next time value and computes a next IP address of network
device C according to the security key and the next time
value.

In the example of operation, network device B stores

‘a second security key associated with adjacent network

device A. Network device B determines a time value and
computes an IP address of network device A according to
the second security key and a second time value. The IP
address is an address that an authorized device would be
expected to use. Network device B receives a packet sent
by network device A and having a source address. Network
device B validates the source address according to the
second IP address. For example, network device B may
check whether the source address matches the second IP
address.

In certain embodiments, network device B may change
to a different security key for network device C. Network
device B computes the IP address of network device C
according to that security key and the current time
value.

In certain embodiments, the network addresses (or
post/sockets) may change according to a hopping schedule.
The schedule may define the times for address changes in
any suitable manner. For example, the schedule may
indicate an elapsed time between address changes. The
frequency of change may be set according to any suitable
factor, such a Service Level Agreement (SLA) metric,
mission, threat level, Jjitters, and intelligence. For
example, the frequency may be higher (such as more than
once an hour) during a higher threat 1level and Ilower

(such as less than once a day) for a lower threat level.
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Moreover, different networks 24 may have the same or
different frequencies of change, and may change addresses
at the same or different times. .

FIGURE 2 illustrates another example of a network
system 100 that implements a Network-to-Network Time-Key
Hopping technique. In certain embodiments, Network-to-
Network Time-Key Hopping may be implemented wusing the
Domain Name System (DNS) and may be referred to as Domain
Name System Hopping IP (DNSHip) .

Network system 100 includes one or more
communication networks 124 that communicate with one
another. Networks 124 include one or more local area
networks (LANs) 126 (126a-b), one or more wide. area
networks (WANs) 128, and one or more honey LANs 129
(129a-b) . Each network 124 includes one or more network
devices, such as hosts 112 (112a-4d), servers 114 (114a),
clients 116 (116a), routers 118 (ll8a-b), and/or honey
pots 120 (120a-b). Network system 100 also includes a
central DNS server 130 and one or more LAN DNS servers
132 (132a-c).

DNS sgervers may facilitate distribution of time-key
information. In certain embodiments, DNS servers may
facilitate distribution of time information. For example,
a communication network 24 defines its own time t +/- d,
where t represents the time value from central DNS server
30, and stores the time in local DNS server 32. In
certain examples, the time value may be Greenwich Mean

Time (GMT). Local DNS server 32 shares the time with the

adjacent network DNS servers 32 with which it plans to

communicate.
In certain embodiments, DNS servers may facilitate

distribution of key information. For example, each
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network 24 authenticates and/or loads its security key to
devices (such as routers 18) between the networks 24.
Central DNS server 30 serves security keys to DNS servers
32, which may distribute the keys to devices. The
security Kkeys may instruct routers 18 operating as
gateways to modify their gateway network address and the
gateway network addresses of the other network 24.

The time-key information may be communicated in any
suitable  manner. For example, DNS server 30 may
distribute a record type that includes the time-key for a
network on which the DNS server 30 resides and the
Greenwich Mean Time (GMT) for which the packet was
created. An IP address may be computed from the key, the
time wvalue, and/or the GMT. If router 18 receives a
packet with a key that does not match the key of the
router 18, router 18 may forward the packet according to
protocols such as Time To Live (TTL) . TIf zrouter 18
receives a packet with a key that matches, router 18
resolves the packet to the requested server.

A network device of a network may use the security
key to compute its next network address at a particular
time, for example, after a particular timé has elapsed.
At a specified time, the network addresses change. For
example, host 12a may have a network address of
192.168.1.150 and run mySql while honey-pot 20a may have
a network address of 192.168.1.10 and run mySgl. Host
l2a’s network address changes to 192.168.1.32 and honey-
pét 20a’s network address changes to 192.168.1.150. When
the addresses change, the authorized devices know where
to listen for packets and where to send packets, so

communication 1is not lost. An unauthorized device,
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however, does not know where to listen for packets and
where to send packets.

In the illustrated example, router 18a may have a
hash key that comprises security keys Keyian » for LAN 26a
and Keyyay a for WAN 28. Router 18a may use Keywyan » and a
time value to calculate an network address to send
packets to WAN 28. If WAN 28 receives a packet that does
not have the correct network address, WAN 28 can perform
a defensive action on the packet. For example, WAN 28
may ignore the packet or send the packet to a honey-pot.

In the illustrated example, router 18a may use Keyiay
a and a time wvalue to calculate an network address to
validate packets from LAN 26a. If router 18a receives a
packet that does not have the correct network address,
router 18a can ignore the packet. In certain
embodiments, a network device may have N number of
security keys, for N networks. A device may store at
least three keys, in case a key is compromised.

Honey devices such as honey pots 20 and honey LANs
provide false information to an wunauthorized user and
typically serve no other function. Any suitable number of
honey devices may be used such as at least approximately

5 percent of network devices.

PORT/SOCKET TIME-KEY HOPPING

FIGURE 3 illustrates an example of a network system
200 that implements a technique that may be referred to
as Port/Socket Time-Key Hopping (PSTKH). In certain
embodiments, an endpoint 220 may calculate a port/socket
for a procesé from a security key and a time wvalue in
order to send a packet for the process. The port/socket

may change when calculated at a different time. In the
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embodiments, a port/socket may refer to a port, a socket,
or both a port and a socket.

In the example, system 200 includes endpoints 220
(220a-b) coupled by a communication network 214. Each
endpoint 220 includes one or more interfaces (IFs) 230
(230a-b), logic 232 (232a-b), and one or more memories
234 (234a-b). Interfaces 230 may include one or more
ports 248. Logic 232 may include one or more processors
240 (240a-b) and a port/socket engine 242 (242a-b).
Memory 234 may store security keys 244 (244a-b). System
100 may include devices of system 200, and system 200 may
include devices of system 100. For example, system 200
may include honey pots 120 or honey LANs 129,

In certain embodiments, a first endpoint 220a
initiates communication with a second endpoint 220b.
First endpoint 220a determines a port/socket security key
for the communication, synchronizes time between first
and second endpoints 220, and calculates a port/socket
according to a time value and the port/socket security
key. First endpoint 220a communicates with second
endpoint 220b using the port/socket. At a different time,
first endpoint 220a calculates a next port/socket
according to a next time value and the port/socket
security key and communicates with second endpoint 220b
using the next port/socket. In certain embodiments, a
first endpoint 220a derives the port/socket security key
from a network security key.

A port 248 of a computer is a software address and
may be mapped to a particular process (or application).
A socket address may be the combination of an IP address
of the computer and a port. In certain embodiments, a

port/socket may refer to a port, a socket, or both a port
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and a socket. In certain embodiments, a port/socket for
an application may be calculated £from a port/socket
security key of the application and a time value.

In certain embodiments, port/socket hopping engine
24 computes a port/socket using a security key and an
elapsed time. Port/socket hopping engine 242 generates a
security key and defines and shares its own time with
port/socket hopping engine 242 with which it wants to
communicate.

An endpoint may obtain the port/socket security key
in any suitable manner. In certain embodiments, the
port/socket security key may be derived from a network
security key. For example, a mathematical function may
be applied to the network security key in order to derive
the port/socket security key.

FIGURE 4 illustrates an example of a system 200 that
may utilize the PSTKH technique. A port/socket hopping
engine 242 includes a socket randomizer 252 and a port
randomizer 254 that selects a port/socket from multiple
ports/sockets. In the illustrated example, communication
network 214 includes 1links 272, the Internet 270, an
Asynchronous Trangfer Mode (ATM) network 280, a
Synchronous Optical Network (SONET) network 282, and an
Ethernet ﬁetwork 284 to establish connections between
applications 260 (260a-b).

An application 260 may be any suitable computer
application or process. For example, application 260 may
be an Internet Relay Chat (IRC) application 260 executed
on one endpoint 220 and may be communicating with another
IRC application 260 on the other endpoint 220. At a
first time, the IRC applications 260 may communicate

through port 293 of a Transfer Control Protocol (TCP)
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connection. After a period of time specified by the
security key, a new port may be selected such that
applications 260 communicate through port 524 of a TCP
connection, . The security key may also instruct
port/socket hopping engine 242 to select a socket such
that the IRC applications 260 are coupled together
through a User Datagram Protocol (UDP) connection.

In the illustrated example, port/socket hopping
engine 242 creates a connection between applications 260

using a security key. In the example, a network time-key

is known.
1. A process requests a socket.
2. The network access privilege and security key

of the process are checked.

3. The network time key is checked.

4. Port/socket hopping engine 242a authenticates
that the process has access rights to communicate on a
specific channel with a destination network address. For
example, port/socket hopping engine 242a checks one or
more of the following parameters: a process ID (PID), a
security key, and a destination network address.

5. Time-Sync packet is sent to the destination
network address.

6. Endpoints 220 may establish a synchronized time
and variance allowance between endpoints.

7. Port/socket hopping engine 242a changes
ports/sockets from which packets are sent and/or
ports/sockets at which packets are received according a
schedule. Port/socket hopping engine 242b follows the
same schedule. If an endpoint 220 receives a packet that

does not satisfy the schedule, for example, does not have
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the correct port/socket at the particular time, endpoint
220 may perform a defensive action on the packet.

In certain embodiments, PSTKH may be implemented on
certain ports and/or sockets but not . on other ports
and/or sockets. For example, a File Transfer Protocol
(FTP) static port may remain open for a system that does
not support hopping. »

Changing ports/sockets may increase resource costs.
Memory is 0O(1l), and computer performance utilization may
be approximately O(log log n) at the low end and 0(n"2)
at the high end. To help distribute computer
utilization, other processors can be used by the system.
For instance, by using Open Computing Language (OpenCL),
PSTKH may leverage processing capabilities of a Graphics
Processing Unit (GPU). The number of resources utilized
may correlate to the number of network connections.

In certain embodiments, PSTKH may address security
short-falls of protocols such as Secure Shell
(SSH) /Secure Sockets Layer (ssL) . In SSH/SSL, the
communication port associated with each application is
static once a connection has been established, and
SSL/SSH assumes that the connection established between
points is legitimate. An external threat might identify
the SSH/SSL vendor and release, then attack. Metadata or
other protocol mechanisms used between endpoints may be
discovered without decrypting the communication. With
PSTKH, the ports/sockets change such that the external
threat cannot maintain a valid connection.

In certain embodiments, port/socket hopping engine
242 may configure a connection to have a discreet time-
to-live before the connection is reset, or may compute a

new key and jump to a new hopping sequence. If a security
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key is compromised, only the hopping sequence between two
endpoints 220 is affected and the messages may remain
encrypted.

In certain embodiments, port/socket hopping engine
242 may diregt packets with invalid ports/sockets to a
honey port/socket. A honey port/socket provides false
information to an unauthorized user and typically serves
no other function. Any suitable number of ports/sockets
may be used.

Modifications, additions, or omissions may be made
to the systems and apparatuses disclosed herein without
departing from the scope of the invention. The
components of the systems and apparatuses may Dbe
integrated or separated. Moreover, the operations of the
systems and apparatuses may be performed by more, fewer,
or other components. For example, the operations of an
engine 42 or 242 may be performed by more than one
component. Additionally, operations of the systems and
apparatuses may be performed using any suitable logic
comprising software, hardware, and/or other logic. As
used in this document, “each” refers to each member of a
set or each member of a subset of a set.

Modifications, additions, or omissions may be made
to the methods disclosed herein without departing from
the scope of the invention. The methods may include
more, fewer, or other steps. Additibnally, steps may be
performed in any suitable order.

In certain embodiments, an entity that performs a
first step that precedes (such as leads to) a second step
may be regarded as facilitating the second step. For
example, i1f an entity performs step A that precedes step

B, the entity also facilitates step B. In certain
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embodiments, a first entity that performs a £first step
that precedes a second step that may be performed by a
second entity may be regarded as allowing the second
entity to perform the second step. For example, if a
first entity performs step A that precedes step B that
may be performed by a second entity, the first entity
also allows the second entity to perform step B.

A component of the systems and apparatuses disclosed
herein may include an interface, logic, wmemory, and/or
other suitable element. An interface receives input,
sends output, processes the input and/or output, and/or
performs other suitable operation. An interface may
comprise hardware and/or software.

Logic performs the operations of the component, for
example, executes instructions to generate output from
ipput. Logic may include hardware, software, and/or other
logic. Logic may be encoded in one or more tangible

media and may perform operations when executed by a

computer. Certain logic, such as a processor, may manage
the operation of a component. Examples of a processor
include one or more computers, one or more

microprocessors, one or more applications, and/or other
logic.

In particular embodiments, the operations of the
embodiments may be performed by one or more computer
readable media encoded with a computer program, software,
computer executable instructions, and/or instructions
capable of being executed by a computer. In particular
embodiments, the operations of the embodiments may be
performed by one or more computer readable media storing,

embodied with, and/or encoded with a computer program
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and/or having a stored and/or an encoded computer
program.

A memory stores information. A memory may comprise
one or more non-transitory, tangible, computer-readable,
and/or computer-executable storage media. Examples of
memory include computer memory (for example, Random
Access Memory (RAM) or Read Only Memory (ROM)), mass
storage media (for example, a hard disk), removable
storage media (for example, a Compact Disk (CD) or a
Digital Video Disk (DVD)), database and/or network
storage (for example, a server), and/or other computer-
readable medium.

Components of the systems and apparatuses may be
coupled by any suitable communication network. A

communication network may comprise all or a portion of

one or more of the following: a public switched
telephone network (PSTN), a public or private data
network, a local area network (LAN), a metropolitan area
network (MAN), a wide area network (WAN), a local,

regional, or global communication or computer network
such as the Internet, a wireline or wireless network, an
enterprise intranet, other suitable communication 1link,
or any combination of any of the preceding.

Although this disclosure has been described in terms
of certain embodiments, alterations and permutations of
the embodiments will be apparent to those skilled in the
art. Accordingly, the above description of the
embodiments does not constrain this disclosure. Other
changes, substitutions, and alterations are possible
without departing from the spirit and scope of this

disclosure, as defined by the following claims.
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WHAT IS CLAIMED IS:

1. A method comprising:

storing, at one or more memories of a network
device, a first security key associated with a first
adjacent network device;

determining, by one or more processors of the
network device, a time value;

computing, by the one or more processors, a first
Internet Protocol (IP) address of the first adjacent
network device according to the first security key and
the time value; and

sending a packet to the first adjacent network

device using the first IP address.

2. The method of Claim 1:

the network device belonging to a first
communication network; and

the first adjacent network device belonging to a

second communication network.

3. The method of Claim 1:
the network device and the first adjacent network

belonging to the same communication network.

4. The method of Claim 1, further comprising:

determining, by the one or more processors, a next
time wvalue; and

computing, by the one or more processors, a next IP
address of the first adjacent network device according to

the first security key and the next time wvalue.
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5. The method of Claim 1, further comprising:

storing, at the one or more memories, a second
security key associated with a second adjacent network
device;

computing, by the one or more processors, a second
IP address of the second adjacent network device
according to the second security key and a second time
value; and

receiving a packet sent by the second adjacent
network device using the second IP address.

6. The method of Claim 1, further comprising:

computing, by the one or more processors, a second
IP address of a second adjacent network device according
to a second security key and a second time value;

receiving a second packet sent by the second
adjacent network device, the second packet having a
source address; and

validating the source address according to the

second IP address.

7. The method of Claim 1, further comprising:

storing, at the one or more memories, a third
security key associated with the first adjacent network
device; and

computing, by the one or more processors, a third IP
address of the first adjacent network device according to

the third security key and a next time wvalue.

8. One or more non-transitory computer readable
media storing logic when executed by a processor operable

to:
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store, at one or more memories of a network device,
a first security key associated with a first adjacent
network device;

determine a time value;

compute a first Internet Protocol (IP) address of
the first adjacent network device according to the first
security key and the time value; and

send a packet to the first adjacent network device

using the first IP address.

9. The non-transitory computer readable media of
Claim 8:

the network device belonging to a first
communication network; and

the first adjacent network device belonging to a

second communication network.

10. The non-transitory computer readable media of
Claim 8:
the network device and the first adjacent network

belonging to the same communication network.

11. The non-transitory computer readable media of
Claim 8, the logic further operable to:

determine a next time value; and

compute a next IP address of the first adjacent
network device according to the first security key and

the next time wvalue.

12. The non-transitory computer readable media of

Claim 8, the logic further operable to:
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store a second security key associated with a second
adjacent network device;

compute a second IP address of the second adjacent
network device according to the second security key and a
second time wvalue; and

receive a packet sent by the second adjacent network

device using the second IP address.

13. The non-transitory computer readable media of
Claim 8, the logic further operable to:

compute a second IP address of a second adjacent
network device according to a second security key and a
second time value;

receive a second packet sent by the second adjacent
network device, the second packet having a source
address; and

validate the source address according to the second

IP address.

14. The non-transitory computer readable media of
Claim 8, the logic further operable to:

store a third security key associated with the first
adjacent network device; and

compute a third IP address of the first adjacent
network device according to the third security key and a

next time value.

15. A method comprising:

initiating, by one or more processors of a first
endpoint, communication with a second endpoint;

determining one or more port/socket security keys

for the communication;
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synchronizing time between the first endpoint and
the second endpoint;

calculating a port/socket according to a time value
and the port/socket security keys; and

éommunicating with the second endpointt using the

port/socket.

16. The method of Claim 15, further comprising:

calculating a next port/socket according to a next
time value and the port/socket security keys; and

communicating with the second endpoint wusing the

next port/socket.

17. The method of Claim 15, the determining the
port/socket security key further comprising:
deriving at least one port/socket security key from

a network security key.

'18. The method of Claim 15, further comprising:

determining a static port/socket of the second
endpoint; and

communicating with the second endpoint using the

static port/socket.

19. One or more non-transitory computer readable
media storing logic when executed by a processor operablé
to:

initiate, by a first endpoint, communication with a
second endpoint; |

determine one or more port/socket security keys for

the communication;
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synchronize time between the first endpoint and the
second endpoint;

calculate a port/socket according to a time value
and the port/socket security keys; and

communicate with the second endpoint using the

port/socket.

20. The non-transitory computer readable media of
Claim 19, the logic further operable to:

calculate a next port/socket according to a next
time value and the port/socket security keys; and

communicate with the second endpoint using the next

port/socket.

21. The non-transitory computer readable media of
Claim 19, the determining the port/socket security key
further comprising:

deriving at least one port/socket security key from

a network security key.

22. The non-transitory computer readable media of
Claim 19, the logic further operable to:

determine a static port/socket of the second
endpoint; and

communicate with the second endpoint wusing the

static port/socket.
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