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(57) Abréegée/Abstract:

A system and method for determination the relative location of a mobile object is described that includes building a database of
known/expected locations with the exact longitude and latitude for each location. Next, an estimated location for a mobile object is
generated using information from the cellular network and an area boundary Is defined around the mobile object that defines™ with
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(57) Abrege(suite)/Abstract(continued):

some probabllity, where the object Is actually located. The known locations In the database that fail within the area boundary are
then identified and a relative probabflity is calculated for each known location that indicates its relative likelihood of where the mobile

object Is actually located. From this information at least the most probable location of the mobile object Is determined along with a
m easure of estimation confidence.
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(57) Abstract: A system and method for determination the relative location of a mobile object 1s described that includes building a
database of known/expected locations with the exact longitude and latitude for each location. Next, an estimated location for a mo -
bile object 1s generated using information from the cellular network and an area boundary 1s defined around the mobile object that
& defines™ with some probability, where the object 1s actually located. The known locations in the database that fail within the area
boundary are then identified and a relative probability is calculated for each known location that indicates its relative likelihood of
where the mobile object i1s actually located. From this information at least the most probable location of the mobile object 1s determ -
ined along with a m easure of estimation confidence.
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DESCRIPTION
DYNAMIC REVERSE GEOFENCING

FECHNICAL MIELD

. .-

and more particularly to using known object Iocations and cellular focation service to

determine the location of the mobile device.

BACKGROUND ARY

--------------------------------------------

Geotenemy is a teehmique used 11 wireless location-based services to wdentify an
area of interest that will be used to evaluate whether a mobile object is located at the area

of interest. Used traditionally, a geofence is a contiguous boundary enclosing an area.

The geofence boundary can be stoved either within the mobtle object or within & central

application that can communicate wirelessly with the mobile object. In the traditional

2

eofence technique, the moebile object deterniines its approximate position using GPS,

and then compares that position to a set of defined geofences, and also compares that

position to a previously determined position. Depending on the specific application,
application events ocour depending on how the mobile object relates to a geotence: 1)
move from outside a geofence in the previous location report to inside 8 geofence in the

current focation report; 2) move from inside a geofence to outside i} 3} stay within a

geofence in which it was also previeusly located. Geofencing 15 used extensively in

vehicle tracking and fleet management applications to track when vehicles leave one

location and arrive at a destination, and to assure that a vehicle remains at an authorized
location. As traditionally used, geofencing relies on the relatively accurate and relatively

A
. :3.

stable locations provided by GPS

DISCLOSURE OF THE INVENTION

A system and method for determination the relative location of an object is

described. In a preferred embodinient, the system and naethod includes butlding a
database of known/expected Jocations, with the exact fongitude and latitude for each
location. The system and method then generate an estimated location for a mobile object

using information from the ceflular netwaork, for which the estimation error is generally
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much targer than that provided by GPS-based Iocations. The sysiem and method then
define an arca boundary around the mobile object that defines, with some probability,

w}*xamrthej{.‘sbjﬁz-;:t s ﬁe;mfxii}f* located, and iids:’:.ntiﬁﬂ the Known _fi-o.c-.a.'tism-s in the database that

3 <+

Pmbdhiht\z for each known loc timeﬁ is ca.lgculaifﬂd 'th_ﬁt--fi.ndic-.a&:s .itS _r-z’:latiw tikelihood of
where the mobile object is actually located, and at least the most probable location of the
mobile object 1s provided along with a measure of estimation confidence.,

In another preferred embodiment, a method of determining the relative Jocation

of a mobile object is described. The method includes generating an estimated location

f

for the mobile object using a location determination mechanism, and defining a reverse
scofence boundary arcund the estimated location of the mobile object, the reverse
geofence boundary defining an area where the mobile object is located, The method then
identifies a set of known locations within the reverse geolence boundary from a database

of known loecations, and calculates a relative probability for each known location in the

set of known locations that indicates a refative likelihood of where the mobile object is

actually located. The most probable focation of the mobile object 15 determined based on
the calculations.

in vet another preferred embodiment, a system for determining the location of a

mobile object is described. The system includes at least one m{)bﬂ.b object, each mobile

Obj ect including one or more location determination mechanisms producing an estimated

focation for the at least ong maobile unit, and a data center m communication with one

mabile object and operable to receive the estintated location from the mobile object. The

data center is then operable to define a reverse geofence boundary around the estimated

U

focation of the at least one mobile object. The d ata center then identifies a set of known
focations within the reverse geofence boundary from a databage of known locations, and
calculates a relative probability for cach known location in the set of known locations
that indicates a relative likelthood of where the at least one mobiie object s actually
located. The most probable location of the mobile object is then determined based on the
calculations.

The foregoing has outlined rather broadly the features and technical advantages
of the present invention in order that the detatled deseription of the invention that foliows
may be better understood. Additional features and advantages of the invention will be

described hereinafter which form the subject of the claims of the mvention. It should be

1o
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appreciated by those skilled in the art that the conception and specific embodiment
disclosed may be readily utilized as a basis for modifying or designing other structures
for carrving out the same purposes of the present invention. H should also be realized by

those skilled in the art that such equivalent constructions do not depart from the spirit

LA

and scope of the invention as set forth in the appended claims. The novel features which
are believed to be characteristic of the tnvention, both as to its oreanization and method
of operation, together with further objects and advantages will be better understood from
the following description when considered in connection with the accompanying figures.
it is to be expressly understood, however, that cach of the figures is provided for the

10 purpose of sllustration and description only and 13 not intended as a definition of the

Limits of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS
Fora more conmplete understanding of the present invention, reference is how
15 made to the [ollowing descriptions taken in conjunction with the accompanying
drawings, in which:
FIG. 1A 15 a diagram illustrating the operation of an embodiment of a location
determination system and method according to the concepts described herein;
FIG. 1B isa flow chart of a method for determining the location of a mobile
2t device according to the concepts deseribed herein;
FIG, 2 is a block diagram of an embodiment ot a system for {ocation
determination and r:e-p{t;rtiﬁg. accordin g to the concepts described herein;
FIG. 3 is a block diagram of an embodiment of an electronics madule for ase m
focation determination and reporting according to the concepts described hergin; and

FIG, 4 is a block diagram of an embodiment of an analytical engine used 1o

2
LA

implement the location determination system as nd method described herein.

BEST MODES FOR CARRYING OUT THE INVENTION

...................

The concepts described herein describe a system and method that addresses a set
30 of asset tracking and mooitoring applications in which the estimated position 18 not
pravided by GPS, but rather is provided by information solely from the interaction of the.
mobile device with the cellular communications network. The location estimation error

nsiing these technigques is typically very large (often 1,000s of metorsy and potentially
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very unstable (i.c., farge variations in reported position from one estimation to another
tor a stationary object). The typical application needed in these situations is primarily to
determine that a mobile object 15 probably at the focation where 1t is expected to be, or
not {i.e., that a bilsppnw contaner is still at the warehouse to which it was shipped).

R:;?:‘ferrin ¢ now to Figures 1A and 1B, an embodiment of a system and method for

estimating the location of an Ob;u,t 102 is described. The System and method describe a

position estimation technique 100 and method 110 that in a preferred embodiment

includes the following actions:

Butld a database 111 of knownfexpecied locations 103, 104, 103, with the
exact fon &Timde and latitude for each location;

Generate an estimated location 112 for a mobile object 102 using
information {from the cellular network;

Generate an estimation error 113, 1o radial distance, trom the specitic
gstintation error metric provided by the cellular network along with the estimated
location itself’

Define an area 114 arcund the mobile obievt that defines, with soms
probability, where the object is actually located (i.c., termed the “reverse
geofence™ 101);

fdentify 115 the known locstions 103, 104, 105 in the database that {all
within the reverse geofence boundary 101,

Calealate a relative probability 116 for each known location that indicates
its relative likelthood of where the mobile object 102 1s actoally located; and

Pravide at least the most probable location 117 of the mobile object along
with a measure of estimation confidence.

Calculating the reverse geofence 101, as is described in the “define an area

around the mobile object action is, 10 preferred embodiments, very similar to calculating
the Circular Ervor Probability for the estimated position of the mobite object. In the

preferred embodiment, the reverse geofence 101 is a circular area with radius v, in which

r = f{/P). where P is the prabability of the mobile object being inside the reverse

ceofence. The reverse geofence houndary can be caleulated for each reported estimation

of mobile object position based on the requirements of each application and on the

sccuracy metric provided for that estimation by the cellular network locating process
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(i.e., the reverse geofence 101 can be determined dynamically). The specific accuracy
metric {i.e., the specilic measure for P} s different tor each cellular network locating
process, so a separate caleulating function v = f(4/ P), is used for ench cellular
network locating process for converting P, in its network-specific form, into a standard
radius 1, i feef, for the Cwoular Error Probability,

The action of caleulating a relative probability among multiple potential known

focations within the reverse geotence can be done for multiple possible locations ~

1,2.....u. The relative probability of any ong location Px is

| | D
Py = ] — e

Where Dy is the radial distance of the estimated position of the mobile object from

known location x. i the case in which only one known location 15 within the reverse

geotence 101, the calculation reduces to the trivial expression

Px =1

For the case when no known jocations Hie within the reverse geofence 101, a

L]
e

similar calculation can be used to estimate a probability that the mobile object may
actually be at a known location that is outside the caleulated reverse geofence but is

*close™ {in a statistical measure). In this case, the probability that the mobile objents

actually at the closest known Jocation is caleulated by

y P »
PJ{: — f (r}},*?')

Using network-based location services in machine-to-machine (M2M)

applications is relatively new since network-based location services are themselves a

new and evolving technology. There are relatively few applications which use these low
accuracy services for asset tracking, particularly to try to identify whether a mobile asset
or object is in an expected location. To the extent that existing, application-specific

solutions use network-based location services and attempt to maich mobile objects to

expected locations, they sim nly select the nearest expected ocation 1o the reported

posttion (i.e., use location with the lowest Dx).

This technique for estimating whether a mobile object is at a Known location can

actually be used when the estimated location is derived from a highly accurate

technology, such as GPS. Applying this technigue with GPS-derived locations results in

LAY
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usually the obvious best choice when Dx is smali relative to the size of .

This technique uses a more statistically based method to rdentify the population
quantitatively how likely the pearest location is to be the actual location of the mobile
object. This method also provides a mechanism for identifvin g and ranking the situation
in which multiple known lecations could be the actual location, which is likely given the
low accuracy (and large reverse geofence radiusy that result from using network-based
focation Services,

Referring now to Figure 2, an ermabodiment of a system for monitoring a mobile
obiect according to the concepts described herein is shown. The mobile object 210
includes electronics capable of communicating with one or more types of networks, In
certain embodiments, the mobile object 210 or its associated electronics module would
be able to receive GPS signals from sateliite network 244 wherg they are avatlable and
send its location coordinates to a data center 203 using the cellular network 203, satellite
Figure 1, if the mobile object cannot receive the GPS signals or does not have GPS
capabilities, then it could use location based services using cellular network 2035
according to the concepts deseribed herein,

In addition to location detection capabilities, mobile object 210 has the

-

a:;_:«,;::_mpriam;ei’ec:-tro_n, ¢s to communicate with a data center, or monitoring center, 203.
The data center 203 receives the location information from the mobile object 210 using

any type of appropriate comnuuucations network, such as satellite network 204, cetlular
network 203, or data network 202, Using the appropriate communications network, the
muobile object 210 is able to commumicate its location, or an approximation thereot, and

status. The owner, or service provider, of the mobile object 210, asset owner 206, can

retrieve location status and other data from data center 203 using a data network 202

connection.

Referring now to Figure 3, a preferred embodiment of an electronics module for

L

use with a mobile object according to the concepts described herein is shown. The
module 300 includes a microprocessor 301 programmable to execute desired nstructions
and to control the operation of modale 3003, The processor 331 may have internal

memory capable of storing data and programming information or may use memaory

O
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external to the microprocessor, The module 300 alse inchudes a cellular transcetver 306

and associated cellular antenna 314 to perform cellular communications. Power for the

include a satellite location determination device 308, which can be GPS or satellite

service based, and a satellite interface 309, which can be a transmitter, receiver or

transceiver, which uses sateihite antenna 312, Wireless interface 307 controls

communication with wireless data networks, such as wifi or bluetooth, using antenna

3

Interfaces 302 and 303 allow for interaction with the module through a physical
connector, input device, wireless interface or other mechanism to interact directly with

the mobile object. Sensors 304 and 3035 can be any tvpe of sensor that 15 used to collect

data by module including sensors to detect environment conditions around the module,

contact sensors, vibratioy sensors, motion sensors, short range radar sensors, or other

type of sensor that can be used 1o detect information of interest. Other sensors can also

be included that detect other mobile object atiributes or environmental information.

Such information can be collected and reporied to the data center or can alse be used to

frigger actions by the mobile device. Reed switch 15 an electrical switch that is activated

by a magnetic field and can be used to enable or disable the device.

The location and status information of the mobile object can be periodically
particular event. Embodiments of the mobile object can also be programimed (o recerve
information from the monitoring center, such as software and program updates,

Retirring now to Figure 4 an embodiment of an analytical engine 401 that can be
used with the location determination, or raverse geofence, system 100 and method 110
from Fignres 1A and 1B described herein is shown, System 400 includes the analytical
engine 401, A device communications gateway 403 in analvtical engine 401 Is operable
to receive nmessages from remote devices 402a-402n over various conim unications

networks, which can include fow earth orbit (LOE) satellite {for example,

R

v

OrbitOne/GlobalStar), GPRS or radio frequency (RF) wireless networks, and/or general

IP networks (such as the Internet). The gateway 403 parses messages based on
device/natwork type to extract encoded data that can be unique for each of the devices.

This can include any type of information and may include location information such as

7.
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A device history data model 404 maintains the population of devices that can
report data, including the network over which it can communicate and its unique identity

on that network. The device history data model 404 also maintains a history of readings

received from each device and maintains properties for cach device. The device history
data modet 404 recerves readings queued up by the gateway 403 for avarlability to the

scoring engine 405, The scoring engine also maintains in a database a set of “device

L 0

measwres,” 407 cach device measure utifized to capture customizable aggregate statistics

»

of data from all readings for each device for a specific penod start and duration. This
data is collected for all “scorable™ devices and is independent of any scope.

The scoring engine 405 is operable 1o processes readings for all devices 402a-
4020 1o create device measures and in the case of the location determination technique

described herein can be used to perform the caleulations and analysis deseribed above,

The scoring engine 405 also can be used to maintain a set of scope/device notification

nolicies 408, These notification policies 408 can contain customizable information about
what kind of notification, typically an emanl sent 1o a recipient, or recipients, 410a~410n

interested in a particular score or in the case of the location determination described

herein, an alert with the focation of the remote device, or an alert when the remote device

is not where it is expecied 1o be.

Additionally, analytical engine 401 includes a web application 406 that provides

a portal for users to log into system 400 and view information concerming the remote

devices, such as location, the information collected from the remote devics or to push

information or programming to the remote devices. The users tnteract with web

application 406 using standard browser interfaces 40%a-4(9n.
Although the present invention and its advantages bave been described in detatl,

it should be understood that various changes, substitutions and alterations can be made

herein without departing from the spirit and scope of the invention as detined by the

appended claims. Moreover, the scope of the present application is pot intended to be
fimited to the particular embodiments of the process, machine, manufacture, composition
of matter, means, methods and steps described in the specification. As one of ordinary
skill in the art will readily appreciate from the disclosure of the present invention,
processes, machines, manufacture, compositions of matter, means, methods, or steps,

presently existing or fater to be developed that perform substantially the same function or

achieve substantially the same result as the corresponding embodiments described herein

8
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may be utilized according to the present nvention. Accordingly, the appended claims
are intended to inclnde within their scope such processes, machines, manufacture,

compositions of matter, means, methods, or steps.
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LLAIMS

What is claimed is:

5 1. A method of determining the relative location of 2 mobile object. the method
comprising:
generating an estimated focation for the mobile object using a location
determnation mechanmsm;
deftiiing a reverse geofence boundary around the estimated location of the mobile
10 object, the reverse geotonce boundary defining an area where the mobile object is
{ocated;
wdentifving a set of known locations within the reverse geofence boundary from a

calculating a relative pmhab:h’t} for each known location in the set of known

€0

locations that indicates a relative likelthood of where the mobile obijg vect is actually
located; and

determining the most probable location of the mobile object based on the

calcadations.

20 2 The method of claim | further comprising with determining the most probable

{ocation, determining an estimation of confidence in the most probable location.

3. The method of ¢claim | further comprising building a database of known/expected

jocations with the exact longitude and latitude for cach tocation.

2
‘_;J.;

4, The method of claim 1 wherein the reverse geofence boundary is a circular area
with radius v, in which 7 = f({/P), where ' is the probability of the mobile object

being inside the reverse geofence boundary.

a 2. The method of claim 1 wherein the location determination mechanism is a

cellular location service.

5, The method of claim 1 wherein the location determination mechanism s GPS.

10
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1. The method of clim 1 wherein the reverse peofence boundary is determined in

part from an accuracy metric provided by the location defermination mechanism.

8. A system for determining the location of a mobile object, the system comprising:

at least oue mobile object, each of the at least one mobile objects including one or
more location determination mechanisms, wherein the location determination mechanism
produces an estimated Iocation for the at least one mobile unit; and

a data center in communication with each of the at least one mobile objects and
operable 1o recetve the estimated location from the at least one mobile object;

wherein the data center i1s operable to:

define a reverse geofence boundary around the estimated location of the

at least one mobile object, the reverse geofence boundary defining an area where

75

the at least one mobile object is located;

identify a set of known locations within the reverse geofence boundary
front a database of known focations;

caloulate a relative probability for each known location in the set of

known tocations that indicates a relative likelihood of where the at least one
mobile object is actually located; and
determine the most probable location of the at least one mohile object

bhased on the calculations,

9. The method of claim § further comprising with determining the most probable

lncation, determining an estimation of confidence in the most probable focation.

t0.  The method of claim 8 further comprising building a database of known/expected

locations with the exact fongitude and latitude for gach location.

11, The method of claim § wherein the reverse geofence boundary is a circular area
‘."e. . LI . . A A f A . - _— L SR U 37 MR Pt Tl bl N
with radius r, in which ¥ = f(/ P), where P is the probability of the mobile object

seofence boundary.

o
Mc

being inside the reverse

i3
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12, The method of claim 8 wherein the location determination mechanism is a

cellular location service.
13, The method of claim 8 wherein the location determination mechanisn is GPS.

14, The method of claim & wherein the reverse geofence boundary is determined in

part from an accuracy metric provided by the location determination niechanism.

I3, A method for determining the relative focation of an object comprising:
building a database of known/expected {ocations with the exact longitude and
fatitude for cach location;
cellular network;
defining an area boundary around the mobile abject that defines, with some
probability, where the object 15 actually locateq,;
identifving the known locations in the database that fall within the arca boundary;
calculating & relative proi}abilit}«-‘ for each known location that falls within the
area boundary that indicates its relative likelthood of where the mobile object 1s actually
located; and
determining at least the most probable location of the mobile object along with a

measure of estimation confidence.

16.  The method of claim 13 wherein the reverse geofence boundary is a circular area
with radius v, in which r = f{/ P}, where P is the probability of the mobile object

being inside the reverse geofence boundary.

17.  The method of claim 15 wherein the reverse geofence boundary 1s determuned

part from an accuracy metric provided by the location determination mechanism,
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