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(57) Abstract: An access management system is disclosed that can provide
access to resources by password-less authentication. The access management
system can provide multiple layers of security for authentication taking into
account risk factors (e.g., device, location, etc.) to ensure authentication
without compromising access. Contextual details ot a user based on a mobile
device can be used for authentication based on possession of a device. Pass -
word-less authentication of a user may be enabled by registration of devices
and/or a location (e.g., a geo-graphic location) as trusted. Security data em-
bedded with encrypted data can be sent to a first device for password-less au-
thentication of a user at the device. A second device registered with the user
can obtain the security data from the first device. The second device can de-
crypts the data and send the decrypted data to the access management system
for verification to enable password-less authentication at the first device.
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PASSWORD-LESS AUTHENTICATION FOR ACCESS MANAGEMENT

CROSS-REFERENCES TO RELATED APPLICATIONS
[0001] This PCT patent application claims the benefit and priority of U.S. Provisional
Application No. 62/245,891, filed on October 23, 2015, entitled “PASSWORD-LESS
AUTHENTICATION FOR ACCESS MANAGEMENT,” the content of which is herein

incorporated by reference in its entirety for all purposes.

BACKGROUND
[0002] Generally, the present application relates to data processing. More specifically, the

application is related to techniques for multi-stage authentication.

[0003] Modern businesses rely on a variety of applications and systems that control and
generate information that is critical to business operations. Different applications often
provide different services and information, and different users may require access to different
levels of information within each system or application. The level of access that users are
granted may depend on the role of the user. For example, a manager may need access to
certain information about employees that report to him, but it may be improper for that

manager to access the same information about those whom he reports to.

[0004] Earlier, less sophisticated applications incorporated access management business
logic directly into the application code. That is to say, each application would require users
to have a separate account, separate policy logic, and separate permissions, for example.
Furthermore, when a user is authenticated by one of these applications, this authentication
remains unknown to other applications in the enterprise because the fact that authentication
with the first application has taken place is not shared. Thus, there is no concept of trust
between applications using different systems for authentication and access control.
Engineers quickly realized that having an access management system for each application in
an enterprise was much like having a gas station for each car, and determined that
authentication and access control would be more efficiently implemented and managed as a

shared resource. These shared resources became known as an access management systems.

[0005] Access management systems often use policies and other business logic to make a
determination regarding whether a particular access request should be granted to a particular
resource. Upon making a determination that access should be granted, a token is provided

to the requestor.  This token is like a key that can be used to open a door that guards
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restricted data. For example, a user may attempt to access a human resources database to
gather information about certain employees such as salary information. The user’s web
browser makes a request to the application, which requires authentication. If the web
browser does not have a token, the user is asked to log in to the access management system.
When the user is authenticated, the user’s browser receives a cookie that represents a token

that may be used to access the human resources application.

[0006] In an enterprise, users (e.g., employees) typically may have access to one or more
different systems and applications. Each of these systems and applications may utilize
different access control policies and require different credentials (e.g., user names and
passwords).  Single sign-on (SSO) can provide a user with access to multiple systems and
applications after an initial login. For example, when the user logs-in to their work
computer, the user can then also have access to one or more other resources, such as systems
and applications. An access management system may challenge a user to verify his/her
identity to determine access to a resource. The user may be challenged for information

2%

based on a combination of “what you have,” “what you know,” and “who you are.”

[0007] Access management systems can prompt a user with a graphical user interface on a
client device to challenge the user for information to verify the user’s credentials.
Sometimes, information requested of a user may include sensitive, confidential information,
which if comprised, may threaten the identity and personal information (e.g., financial
information or account information) of the individual. ~ As a result, users may be hesitant to
provide sensitive information to a system, such as a server, to gain access to resources,
without being sure that the system requesting the information does actually control access to

those resources.

[0008] With on-going technology-based advances in identity theft using techniques such as
spoofing and phishing, users are even more reluctant to provide their credentials without
being sure that the recipient is an access management system. Access management systems
are also unsure as to the authenticity of the source of credentials. In some instances, a client
system may receive a one-time code (e.g., password) to enable the user operating the client
system to access a resource via the access management system. The client system, if
compromised or stolen, may enable a user operating the client system to obtain unauthorized

access to a resource using the one-time code.
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[0009] Though passwords have been an accepted norm for authenticating users and
providing access, they are fraught with problems — people forget their passwords or make it
easy enough to be guessed. Using layered security and multiple factors of authentication is

gaining ground as a more secure method authentication to prevent fraud.

BRIEF SUMMARY

[0010] The present disclosure relates to an access management system. Certain
techniques are related to enabling password-less authentication. These techniques provide
multiple layers of security for authentication taking into account the various risk factors
(device, location etc.) to ensure legitimate users have an easy way to authenticate and access
the resources they need while making it difficult for fraudsters to game the system. With
the rise in use of mobile devices, techniques disclosed herein enable use of a mobile device as
a point of trust for multi-factor authentication. The access management system in the
present disclosure can utilize contextual details of a user based on a device to ensure

authentication of a user based on possession of the device.

[0011] The access management system can coordinate registration of devices (e.g., mobile
devices) and/or a location (e.g., a geo-graphic location) associated with a user. Once
registered, the devices and/or locations can be trusted by the access management system for
access to users associated with those devices and/or locations. The access management
system may enable password-less authentication of a user associated with any of a trusted
device and/or location. Using devices registered with the access management system, a user
can be provided with access to resource(s). A device registered with the access
management system can be utilized for password-less authentication to authenticate the user
at a trusted device and/or location. The possession of a registered device can serve as a
point of trust to ensure that a user associated with the device is legitimate as a previously

authenticated user.

[0012] In at least embodiment, device fingerprinting and geo-location techniques can be
utilized to reliably identify a device or a location associated with a device as being a trusted
from which the user is requesting access. To register a device or a location as trusted, the
access management system may employ one or more authentication processes (e.g., multi-
factor authentication). For example, multi-factor authentication may include using an out-

of-band verification process with a device (e.g., a mobile phone) that has been pre-registered
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against the user’s account. Once registered, the device can be used for password-less
authentication to capture security data sent to a different device from which password-less
authentication is to be performed. Further authentication (e.g., biometric authentication) at
the pre-registered device may be used to reliably identify a user before allowing the user to
perform password-less authentication. Contextual details of a user based on a mobile device
can be used for authentication of the user based on possession of a device pre-registered with

the access management system.

[0013] Access management system may perform password-less authentication by
generating security data embedded with encrypted data. The security data can be sent to a
first device from which password-less authentication is to be performed. A second device
registered with the user can obtain the security data from the first device. The second
device can decrypts the data using security information (e.g. a key) provided to it by the
access management system. The second device can send the decrypted data to the access
management system for verification. Upon successful verification, the access management
system can send a message to the first device to enable access by password-less

authentication.

[0014] Techniques disclosed herein enable use of multiple, different authentication
processes for password-less authentication. Device fingerprinting and geo-location can
reliably identify a device requesting access. Using out-of-band authentication (e.g., a one-
time password) can allow a user to authorize sensitive access. Controlling access at a
registered device through use of biometrics for local authentication can further ensure
security of devices in possession of a user. Use of encryption for security data can secure
communication between a device used for password-less authentication and a device at which
password-less authentication is requested. The use of multiple authentication techniques
including the use of a registered device as an authenticator, can improve security to ensure

that access via an access management system is not compromised.

[0015] In some embodiments, an access management system may include a computer
system that is configured to implement methods and operations disclosed herein. A
computer system may include one or more processors and one or more memory accessible to
the one or more processors and storing one or more instructions that, upon execution by the
one or more processors, causes the one or more processors to implement methods and/or

operations disclosed herein.  Yet other embodiments relate to systems and machine-readable
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tangible storage media which employ or store instructions for methods and operations

disclosed herein.

[0016] In at least one embodiment, a method includes receiving, from a first device, a
request by a user for access to a resource. The method may include, based on the request,
determining that the first device is registered for the user based on an authentication of the
user at the first device prior to the request. The method may include generating security
data for determining authentication of the user to access the resource using the first device.
The security data may include first data that is based on information related to the user, and
wherein the first data is encrypted based on an encryption key. The method may include
sending the encryption key to a second device that the user has registered with the access
management system, wherein the second device is different from the first device. ~ The
second device may be a mobile device, and the first device may be a computer system. The
method may include sending the security data to the first device, wherein the first device
presents the security data at an interface of the first device. The method may include
receiving, from the second device, second data that is generated by the second device based
on decryption of the first data included in the security data. The decryption of the first data
may be performed by the second device using the encryption key sent to the second device.
The security data may be obtained by the second device from a presentation of the security
data at the first device. The method may include determining whether the second data
includes the information that is included in the first data. The method may include, based
on determining that the second data includes the information, enabling the first device to

access the resource.

[0017] In some embodiments, the presentation of the security data at the first device is
displaying the security data at the first device. The security data may include a quick
response (QR) code that is displayed at the first device for the presentation of the security.
The first data included in the security data may be embedded in the QR code.

[0018] In some embodiments, the method may include identifying the first device as being
registered for the user based on one or more authentication processes for determining the
authentication of the user at the first device, and wherein the encryption key is sent to the
second device upon identifying the second device as being registered for the user. The
second device, based on authenticating the user for access at the second device, may enable

the user to operate the second device to obtain the security data from the presentation of the
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security data at the first device. The authenticating the user for access at the second device
may include performing biometric authentication of the user based on previous biometric

input provided for registration of the user.

[0019] In some embodiments, the request includes information identifying the first device.
The first device may be identified by the first device being registered based on the

authentication of the user associated with the information identifying the first device.

[0020] In some embodiments, the authentication of the user is determined based on one or
more authentication processes including a first authentication process and a second
authentication process. The second authentication process may be different from the first
authentication process. The method may further include, prior to the request, performing
the first authentication process. The first authentication process may include verifying
credential information of the user received from the first device. The method may include,
prior to the request, sending temporary access information to the second device and receiving
the temporary access information from the first device. The method may include, prior to
the request, performing a second authentication process. The second authentication process
may include determining that the received temporary access information matches the
temporary access information sent to the second device. In some embodiments, the
temporary access information is a personal identification number associated with a time
period for which the temporary access information is valid for the second authentication

process.

[0021] In some embodiments, the method includes sending, to the first device, a message
indicating that access to the resource is enabled. The first device may generate a graphical

interface to enable access to the resource at the first device.

[0022] The foregoing, together with other features and embodiments will become more

apparent upon referring to the following specification, claims, and accompanying drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

[0023] Illustrative embodiments of the present disclosure are described in detail below with

reference to the following drawing figures:
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[0024] FIG. 1 illustrates a high-level diagram of a system for enabling multi-factor
authentication for access by an access management system, in accordance with an

embodiment.

[0025] FIGs. 2A and 2B illustrate sequence diagrams showing operations for enabling
multi-factor authentication for access by an access management system, in accordance with

an embodiment.

[0026] FIGs. 3-18 illustrate interfaces for enabling multi-factor authentication for access by

an access management system.

[0027] FIGs. 19 and 20 illustrate examples of flowcharts of processes for authentication

according to some embodiments.

[0028] FIG. 21 depicts a simplified diagram of a distributed system for implementing an

embodiment.

[0029] FIG. 22 illustrates a simplified block diagram of one or more components of a
system environment in which services may be offered as cloud services, in accordance with

an embodiment of the present disclosure.

[0030] FIG. 23 illustrates an exemplary computer system that may be used to implement an

embodiment of the present disclosure.

DETAILED DESCRIPTION

[0031] In the following description, for the purposes of explanation, specific details are set
forth in order to provide a thorough understanding of embodiments of the present disclosure.
However, it will be apparent that various embodiments may be practiced without these
specific details. For example, circuits, systems, algorithms, structures, techniques,
networks, processes, and other components may be shown as components in block diagram
form in order not to obscure the embodiments in unnecessary detail. The figures and

description are not intended to be restrictive.

I.  High-Level Overview of an Access Management System for Password-less

Authentication

[0032] Some embodiments, such as systems, methods, and machine-readable media, are

disclosed for multi-factor authentication using multiple clients, e.g., a computing device 104
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and computing device 114. FIG. 1 illustrates a system 100 in which a user (e.g., user 102)
can register a device as a “trusted device”to enable password-less authentication with access
management system 140. Password-less authentication may enable devices to be registered
as “trusted” devices for authentication of a user via access management system to obtain
access to resources. Trusted devices may be registered for password-less authentication of a
user associated with those devices. A geographical location that is identified with a device
may be registered as a “trusted location,” which upon detection, can be a location where

password-less authentication can be implemented after registration.

[0033] System 100 can provide single sign-on (SSO) access. A SSO session may provide
a user with access to one or more systems after an initial authentication based on
authentication of credential information (e.g., a username and a password). Accessto a
system may provide access to one or more resources. Resources may include any item
managed and/or stored by a computing system, such as an application, a document, a file,
electronic content, and/or the like. A resource may be identified by a uniform resource

locator (URL) or other data indicating a source of the resource.

[0034] A client may include a computing device or an application executing on a
computing device. In FIG. 1, computing device 104 (e.g., a dektop computer system) may
include application 106 executing on computing device 104.  Application 106 may be
downloaded from a source, such as an online application store, e.g., app store 180.
Application 106 may be a web browser that provides access to an access management portal
(e.g., “OOW Access Portal”) that communicates with access management system 140 to
control access to resources. Computing device 114 (e.g., a mobile device) may include
application 116 executing on computing device 114. Application 116 may be downloaded
from app store 180. Application 116 may be an authentication application that manges
authentication for access management system 140.  An example of an application may be a
mobile authenticator application provided by Oracle, Corporation. As will be described
below, applications 106, 116 may be used to registered a client with access management
system 140. Application 106 may provide access to resources, while application 116

enables registration and password-less authentication of user 102 at computing device 104.

[0035] For purposes of illustration, “session” as described herein includes an SSO session;
however, a session may include other types of sessions enabling access to a user. Access

management system 140 may provide access one or more resources. Access management



10

15

20

25

30

WO 2017/070412 PCT/US2016/058016

system 140 may implement a sign-on system, e.g., a SSO system, which can establish an SSO

session to provide SSO access to one or more resources.

[0036] Resources may include, without restriction, a file, a web page, a document, web
content, a computing resource, or an application. For example, system 100 may include
resources such as applications 120 and/or content accessible through those applications 120.
A resource may be requested and accessed using an application. For example, an
application may request access to a web page from a resource server based on a URL
identifying a requested resource. Resources may be provided by one or more computing
systems, e.g., a resource server that provides access to one or more resources upon

authentication of user 102 in a SSO system.

[0037] Access management system 140 may be implemented by a computing system.

The computing system may include one or more computers and/or servers (e.g., one or more
access manager servers), which may be general purpose computers, specialized server
computers (including, by way of example, PC servers, UNIX servers, mid-range servers,
mainframe computers, rack-mounted servers, etc.), server farms, server clusters, distributed
servers, or any other appropriate arrangement and/or combination thereof.  Access
management system 140 may run any of operating systems or a variety of additional server
applications and/or mid-tier applications, including HTTP servers, FTP servers, CGI servers,
Java servers, database servers, and the like. Exemplary database servers include without
limitation those commercially available from Oracle, Microsoft, and the like. Access
management system 140 may be implemented using hardware, firmware, software, or

combinations thereof.

[0038] In some embodiments, access management system 140 may be implemented by
multiple computing devices (e.g., access manager servers) deployed as a cluster in a data
center, which allows for scalability and high availability. Multiple such geographically
dispersed data centers with access manager server clusters can be connected (wired or
wirelessly) to constitute a multi-data center (MDC) system. An MDC system may satisfy
high availability, load distribution, and disaster recovery requirements of access servers
within an enterprise computer network. An MDC system may act as a single logical access

server to support SSO services for access management system 140.

[0039] Access management system 140 may include at least one memory, one or more

processing units (or processor(s)), and storage. The processing unit(s) may be implemented
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as appropriate in hardware, computer-executable instructions, firmware, or combinations
thereof. In some embodiments, access management system 140 may include several
subsystems and/or modules. For example, access management system 140 may include
access manager 142, which may be implemented in hardware, software (e.g., program code,
instructions executable by a processor) executing on hardware, or combinations thereof. In
some embodiments, the software may be stored in a memory (e.g., a non-transitory computer-
readable medium), on a memory device, or some other physical memory and may be
executed by one or more processing units (€.g., one or more processors, one or more
processor cores, one or more GPUs, etc.). Computer-executable instructions or firmware
implementations of the processing unit(s) may include computer-executable or machine-
executable instructions written in any suitable programming language to perform the various
operations, functions, methods, and/or processes described herein. The memory may store
program instructions that are loadable and executable on the processing unit(s), as well as
data generated during the execution of these programs. The memory may be volatile (such
as random access memory (RAM)) and/or non-volatile (such as read-only memory (ROM),
flash memory, etc.). The memory may be implemented using any type of persistent storage
device, such as computer-readable storage media. In some embodiments, computer-
readable storage media may be configured to protect a computer from an electronic
communication containing malicious code. The computer-readable storage media may
include instructions stored thereon, that when executed on a processor, perform the

operations described herein.

[0040] Each of computing devices 104, 114 may communicate with access management
system 140 via one or more communication networks. Access management system 140
may communicate with computing device 104 via one or more communication networks 170.
Access management system 140 may communicate with computing device 114 via one or
more communication networks 130. Examples of communication networks may include a
mobile network, a wireless network, a cellular network, a local area network (LAN), a wide

area network (WAN), other wireless communication networks, or combinations thereof.

[0041] FIG. 1 shows an example in which user 102 can engage in communication with
access management system 140 to prevent his access from being denied based on his actions
at a client (e.g., computing device 104). In this example, user 102 operating computing
device 114 may attempt to access a resource such as an application 106, e.g., any one of

applications 120 or the resources accessible through applications 120.  Applications 120

10
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may be accessible to user 102 upon successful authentication of credential information for
user 102. User 102 may attempt to provide credential information, which after several
unsuccessful attempts, the user 102 may be denied access. Access may be denied based on
an access threshold number of attempts being satisfied. Access management system 140
can communicate with a destination, e.g., computing device 114, to provide the user with
temporary access information, which the user can provide to the access management system

at computing device 104 to prevent his access from being denied.

[0042] In attempting to access an application, user 102 may operate an application (e.g.,
application 106) that manages access to a user’s account via access management system 140.
For example, application 106 is an access management application that may present
interfaces, such as graphical user interfaces (GUIs), some of which are disclosed herein.

The application may be provided as part of a service (e.g., a cloud service) or a network-
based application. Applications may enable a user to access and perform services provided
by access management system 140. Access management system 140 may be configured to
run one or more services or software applications described in the foregoing disclosure. For
example, access management system 140 may provide many SSO services including
management of access (e.g., granting/denying access) to resources, automatic sign-on,
application password change and reset, session management, application credential
provisioning, as well as authentication of a session. In some embodiments, access
management system 140 can provide automatic single sign-on functionality for applications
120, such as Windows® applications, Web application, Java® applications, and
mainframe/terminal-based applications running or being accessed from client devices. As
explained above, access management system 140 may perform authentication of a user (e.g.,
user 102) operating a client device (e.g., computing device 114). Authentication is a process

by which a user verified to determine that he/she is who he/she claims to be.

[0043] Access management system 140 may also provide services or software applications
can include non-virtual and virtual environments. In some embodiments, these services may
be offered as web-based or cloud services or under Software as a Service (SaaS) model to the
users of clients. The services offered by access management system 140 may include
application services. Application services may be provided by access management system
140 via a SaaS platform. The SaaS platform may be configured to provide services that fall
under the SaaS category. The SaaS platform may manage and control the underlying

software and infrastructure for providing the SaaS services. By utilizing the services

11
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provided by the SaaS platform, customers can utilize applications executing in access
management system 140, which may be implemented as a cloud infrastructure system.
Users can acquire the application services without the need for customers to purchase
separate licenses and support. Various different SaaS services may be provided. Users
operating clients may in turn utilize one or more applications to interact with access
management system 140 to utilize the services provided by subsystems and/or modules of

access management system 140.

[0044] In some embodiments, access management system 140 may use one or more
policies stored in a data store 160 (“policies”) to control access to resources. Policies 160
may include an authentication policy that specifies the authentication methodology to be used
for authenticating the user for whom the access must be provided on a given resource.
Policies 160 define the way in which the resource access is to be protected (e.g., type of
encryption, or the like). Policies 160 may include an authorization policy that specifies the
conditions under which a user or group of users has access to a resource. For example, an
administrator may only authorize certain users within a group to access particular resources.
Access management system 140 may determine authentication for an SSO session based on

one or more of policies 160.

[0045] Access management system 140 may also include or be coupled to additional
storage, which may be implemented using any type of persistent storage device, such as a
memory storage device or other non-transitory computer-readable storage medium. In some
embodiments, local storage may include or implement one or more databases (e.g., a
document database, a relational database, or other type of database), one or more file stores,
one or more file systems, or combinations thereof. For example, access management system
140 is coupled to or includes one or more data stores for storing data such as access data 150,
policies 160, app store 180, and client registration data 190 (“client reg data”). The memory
and the additional storage are all examples of computer-readable storage media. For
example, computer-readable storage media may include volatile or non-volatile, removable or
non-removable media implemented in any method or technology for storage of information

such as computer-readable instructions, data structures, program modules, or other data.

[0046] Access manager 142 may handle processing to determine whether a valid session
exists for user 102 to access a resource. Access manager 142 checks for a valid session for

user 102 to access a requested resource that is protected. Access manager 142 may assess

12



10

15

20

25

30

WO 2017/070412 PCT/US2016/058016

validity of a session for user 102 based on consideration of one or more access policies
applicable to user 102. Based on determining that a valid session does not exist for user
102, access manager 142 may request credential information (“credentials”) from user 102.
Successful authentication of the credential information may provide the user with access to
one or more resources, which may include a requested resource. Access manager 142 may
implement multi-factor authentication to determine authentication of a user. Multi-factor

authentication may involve use of multiple, different authentication techniques.

[0047] In some embodiments, access manager 142 can register a client associated with a
user, such as computing device 104. A client may be registered as described in FIG. 2A
using a different client, e.g., computing device 114. Information about a registered client,
including geolocation information may be stored in client reg data 190.  Authentication
credentials for a user may be stored in access data 150. During registration, access manager
142 may generate or determine security information (e.g., one or more encryption keys)
which is shared with clients, e.g., computing device 104 and computing device 114) to
support registration and multi-factor authentication of devices by access management
system 140. The encryption key may be stored in access data 150. Encryption performed
as disclosed herein may use one or more known techniques for encryption. Security data
may be generated by access manager 142 or may be pre-generated by another system.

Security data may be encrypted using an encryption key designated for a registered user.

[0048] User 102 may operate computing device 104 to use application 106 to access a
portal (e.g., a web page) provided by access management system 140 to register devices, such
as computing devices 104, 114, as trusted authentication devices. Computing device 104
may request, though the portal, access management system 140 to access features for
registration of a device. A request may be communicated to computing device 104, which
in response, prompts user 102 for user credentials to determine authentication of a session.
The request may include information (e.g., a URL) to a web page or a user interface (e.g., a
web page, portal, or dashboard) to receive credential information. Access manager 142 may
perform operations to authenticate credential information for user 102. In some
embodiments, access manager 142 may store information about sessions established upon
successful authentication of a user. For a SSO session (e.g., SSO authenticated sessions),
the SSO session may be managed as a SSO session enabling access to all resources accessible

to user based upon successful authentication of credential information for a user.  Access
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manager 142 can determine resources that are protected and based on authentication sessions,

can determine resources that are permitted and/or restricted for a session.

[0049] Upon registration of a device (e.g., computing device 114) to be trusted for use as a
mobile authenticator for password-less authentication, the device may be used to perform
password-less authentication for subsequent attempts to access resources at the portal. For
example, computing device 114 may be used for password-less authentication of user by
capturing security data presented at computing device 104.  After computing device 104 is
registered as a trusted device/location, access manager 142 may determine authentication of
user 102 using password-less authentication upon a request from computing device 104 to
access a resource. Access manager 142 may generate and send to computing device 104
security data including information that is encrypted. Computing device 104 may present
the security data touser 102. Computing device 114 may obtain 190 the security data
presented by computing device 104. Computing device 114 may communicate with
computing device 104 to obtain the security data. FIG. 2B illustrates examples of password-
less authentication upon registration of a device. Access manager 142 can manage
information about trusted devices, such that the access manager 142 can communicate
security information (e.g., a security key) to registered devices to enable those devices to
operate as an authenticator for password-less authentication. Techniques for password-less

authentication are further disclosed herein.

[0050] Communications between computing devices 104, 114 and access management
system 140 can be received through a gateway system. The gateway system may support
access management services. The gateway system may support access management
services. For example, a single sign-on (SSO) gateway may implement one or more access
agents, such as agent (e.g., web gate agent), to balance and/or handle requests from clients
and access management system 140. In some embodiments, access management system
140 may be implemented in system 100 according to an agent-server model for
communication between computing devices 114, 104 and any one of access manager servers
implemented for access management system 140. The agent-server model may include an
agent component (e.g., a gateway system) and a server compontent. The agent component
may be deployed on a host system and the server component may be deployed on a server,
e.g., an access manager server. Computing device 114 may be a workstation, personal
computer (PC), laptop computer, smart phone, wearable computer, or other networked

electronic device.
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[0051] Access management system 140 may present user 102 with a request for
authentication credentials in the form of a challenge (e.g., via the user’s web browser at
computing device 114). In some embodiments, user 102 can access an SSO user interface
through a client executing on computing device 114 or through a web browser on computing
device 114. The SSO user interface may be implemented at access management system
140. Access management system 140 may send the SSO user interface or information (e.g.,

a URL) enabling access to the SSO user interface.

[0052] In some embodiments, an SSO user interface can include a list of the applications
user 102 commonly utilizes. User 102 can manage their credentials and policies associated
with applications through the SSO user interface. When user 102 requests to access an
application, e.g., application 140, through the SSO user interface, a request may be sent from
computing device 114 to access management system 140 to determine a policy type for the
application from one or more policies 160 applicable to user 102.  Access management
system 140 may determine whether a valid session exists for the user and if so, then it can

determine user’s 102 credential information based on the policy type.

[0053] In some embodiments, the request may include an authentication cookie from a
previous login that can be used to determine whether user 102 is authorized to retrieve the
credential. If authorized, the user can be logged into the application using the credential.
In some embodiments, agent can enable users to access applications 120 using SSO services
provided by access management system. Access may be provided through a web browser
directly, without first accessing the SSO user interface or using a client executing on
computing device 114. If user 102 is not authorized, then access management system may
request credentials from user 102. The SSO user interface may present an interface to
receive input including credential information. The credential information may be sent to

access management system 140 to determine authentication of user 102.

[0054] In some embodiments, credential types can be supported, such as Oracle Access
Management protected resources, federated applications/resources, and form-fill applications.
Examples of credential types may include a Smartcard/Proximity card, a token, a public key
infrastructure (PKI), a Windows Logon, a lightweight directory access protocol (LDAP)
logon, a biometric input, or the like. For OAM protected resources, user requests can be
authenticated and then directed to URLs associated with the requested resources. For

Federated Applications, links to federated partners and resources can be provided, including
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business to business (B2B) partner applications and SaaS applications. For form fill
applications, templates can be used to identify fields of application web pages through which

credentials can be submitted.

II.  Process for Registration of a Device as an Authenticator for Password-Less

Authentication

[0055] The some embodiments, such as those disclosed with respect to FIGs. 2A, 2B, and
3-18, may be described as a process which is depicted as a flowchart, a flow diagram, a data
flow diagram, a structure diagram, a sequence diagram, or a block diagram. Although a
sequence diagram or a flowchart may describe the operations as a sequential process, many
of the operations may be performed in parallel or concurrently. In addition, the order of the
operations may be re-arranged. A process is terminated when its operations are completed,
but could have additional steps not included in a figure. A process may correspond to a
method, a function, a procedure, a subroutine, a subprogram, etc. When a process
corresponds to a function, its termination may correspond to a return of the function to the

calling function or the main function.

[0056] The processes depicted herein, such as those described with reference to FIGs. 2A,
2B, and 3-18, may be implemented in software (e.g., code, instructions, program) executed
by one or more processing units (e.g., processors cores), hardware, or combinations thereof.
The software may be stored in a memory (e.g., on a memory device, on a non-transitory
computer-readable storage medium). In some embodiments, the processes depicted in
flowcharts herein can be implemented by a computing system of an access management
system, e.g., access management system 140 of FIG. 1. The particular series of processing
steps in this disclosure are not intended to be limiting.  Other sequences of steps may also be
performed according to alternative embodiments. For example, alternative embodiments of
the present disclosure may perform the steps outlined above in a different order. Moreover,
the individual steps illustrated in the figures may include multiple sub-steps that may be
performed in various sequences as appropriate to the individual step. Furthermore,
additional steps may be added or removed depending on the particular applications. One of

ordinary skill in the art would recognize many variations, modifications, and alternatives.

[0057] In an aspect of some embodiments, each process in FIGs. 2A, 2B, and 3-18 can be
performed by one or more processing units. A processing unit may include one or more

processors, including single core or multicore processors, one or more cores of processors, or
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combinations thereof. In some embodiments, a processing unit can include one or more
special purpose co-processors such as graphics processors, digital signal processors (DSPs),
or the like. In some embodiments, some or all of processing units can be implemented using
customized circuits, such as application specific integrated circuits (ASICs), or field

programmable gate arrays (FPGAs).

[0058] Now turning to FIG. 2A, examples are shown of operations 200 for multi-factor
authentication which may be used to enable password-less authentication, in accordance with
an embodiment. The operations described with reference to access management system 140
may be implemented by access manager 142,or multiple modules or blocks in access

management system 140.

[0059] Starting at step 210, at user may operate a client 202 (e.g., computing device 114) to
access or download an application (e.g., mobile authenticator application) from a source (e.g.,
app store 180). The source may be part of access management system 140. The

application may be used for registration of client 202 with access management system 140 for
password-less authentication. The application may be used for password-less authentication

of a user after registration of client 202.

[0060] The user may need to register clients 202, and 204 with access management system
140 as part of an authentication process. Using the application, the application may request
the user to provide credential information to authenticate the user. The credential
information may be sent to access management system 140, at step 212. At step 214, access
management system 140 may authenticate the user, and once authenticated, may store access
data indicating authentication of the user. At step 216, access management system 140 may
send security or access information (e.g., an encryption key) to client 202. The information
may include a key pair, including a private and a public key, enabling client 202 to encrypt
communications from access management system 140. Subsequent communication
between access management system 140 and client 202 will be encrypted with these keys to

ensure security.

[0061] At step 218, user can operate the application to configure the application for
password-less authentication. Client 202 can be operated to register security information for
multi-factor authentication. The security information may be used to configure additional
security for use of the application for password-less authentication. Security information

such as an access code (e.g., a 4 to 6 digit PIN) and biometric data (e.g., fingerprint) for
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biometric identification, may be registered for accessing the application. For every
subsequent use of the application, the user may have to provide the security information to

ensure additional security for using a trusted device for password-less authentication.

[0062] At step 220, the user may operate a different client, client 204 (e.g., a desktop
computer, such as computing device 104) to access a resource protected by access
management system 140. The access may be based on authentication of the user to access
the resource. The resource may be accessed through an interface, such as a graphical user
interface, presented in an application (e.g., a browser). To determine access, an application
of access management system 140 may facilitate an authentication process. The
authentication may include registration of other devices, as trusted devices, for password-less
authentication. The application may provide interactive controls to facilitate registration of
devices. The registration process may include authentication of the user using single or
multi-factor authentication. At step 220, a user may interact with an application provided by
access management system 140 to manage access to resources. The application may be
presented with an interface (e.g., a portal) for access before resources can be accessed. An
example of the interface is shown in FIG. 3. The resources may be through provided via an
interface such as shown in FIG. 10. The interface may enable a user to request registration

of a device to use for future authentication.

[0063] Client 204 may be a device that facilitates registration of other trusted devices, such
as client 202. Client 204 may provide an interface to enable clients 202, 204 to be
registered for password-less authentication. At step 220, client 204 may send a request to
access management system 140 to be registered as a trusted device. In some embodiments,
the request may include information about client 204, such as device information or
information about an application through which the resource is requested.  Such information
may be determined based on factors like browser version, plugins etc. The request may
include the geo-location of the user from the IP address of the browser. The information
may be determined by client 204 and/or the application. The request may indicate

information about a user requesting to register a device.

[0064] In at least on embodiment, upon a user requesting access to register a device, at step
222, access management system 140 may determine authentication of the user to register
client 202. Access management system 140 can determine whether the user has

authentication by the access management system 140, and if so, whether the access permitted
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includes registration of a device for password-less authentication. In some embodiments,
access management system 140 may further determine the device for which authentication is
requested is one which has been registered. Access management system 140 may further
use the information from the request at step 220 to determine whether any devices correspond
to a device which is requested to be registered. In some embodiments, access management
system 140 can determine whether location information in the request matches information
about the user, such as a location associated with the user’s access. The information about
the user may be obtained from an authoritative sources, such as a human resources system,
accessible to the access management system.  Access management system 140 may
determine the device/geo-location for the device to be registered and validate if it is one of
the user’s trusted device/geo-location from its repository. A device is trusted if the user has
authenticated using that device previously. In this example, client 204 is not trusted so

access management system 140 may determine that the device is not authenticated.

[0065] At step 224, upon determining that the user is not authenticated at client 204, access
management system 140 may send a request for credential information (“credentials”) to
authenticate the user to register a device. Client 204 may prompt a user at the application to
request credential information based on the request from access management system 140.

In some embodiments, the credential information may be provided automatically to access
management system 140 as part of a SSO process implemented by access management
system 140. At step 226, the user may provide credential information to the application,
which sends the credential information to access management system 140 for authentication

of the user.

[0066] At step 228, access management system 140 may validate the credential information
to determine whether it matches credential information previously stored when access for the
user was created. In some embodiments, access management system 140 can determine
whether client 204, from which the request for registration originated, is a trusted device from
which the user can register other devices. Access management system 140 may determine
whether client 204 is found in the user’s trusted list based on geolocation or some other
information. Upon determining that the device is found in the list, access management
system 140 may not challenge a user for credentials, and may proceed to step 242.  Upon
determining that client 204 is not found in a trusted list, access management system 140 will

challenge the user for access information (e.g., a one-time pin or password) after the user.
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The access information may be temporary such that it remains valid based on one or more

criteria, such as use, time, or a combination thereof.

[0067] At step 230, access management system 140 may request client 204 to provide
temporary access information. The request for temporary information may be sent before or
after the temporary access information is generated. At step 232, temporary access
information may be generated by access management system 140. In some embodiments,
access management system 140 may send a request to the application at client 204 to request
the application to generate the temporary access information. In some embodiments, the
temporary access information is limited in use based on one or more criteria.  Access
management system 140 may request another device, e.g., client 202, registered with access
management system 140 to generate temporary access information. Access management
system 140 may generate temporary access information and then send it to client 202 in an
encrypted form that enables client 202 to decrypt the information using security information

previously provided upon registration of the application on client 202.

[0068] In some embodiments, at step 230, access management system 140 may request the
application to initiate a process for authentication using temporary access information. An
application at client 204 may prompt a user with an interface to choose an option for
receiving temporary access information. Step 232 may be performed based on the option
selected. The application may communicate with access management system 140 to
provide the option for temporary access information. At step 232, temporary access
information may be provided using a variety of techniques to ensure secure access for
registration of a device as a trusted device. Techniques include sending the temporary
access information to a device (e.g., client 202) of the user, an email account of the user, a
device associated with a phone number (e.g., an short messaging system message), or to a
device through an application, such as one downloaded at client 202. The information about
the user may be obtained from an authoritative source, such as a human resources system.

At step 234, client 202 may be operated to access the temporary access information. If the
user is a legitimate user, he will be able to use his fingerprint to authenticate himself in on the
application at client 202. The application on client 202 may provide temporary access
information. The temporary access information may be generated at client 202 or received
from access management system 140. The temporary access information may be accessed
by email using client 202 or an application that provides access to email where the temporary

access information was sent.
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[0069] At step 236, client 204 may be used to retrieve temporary access information, which
may be accessible from client 204. The application at client 204 may provide an interface to
receive temporary access information. The user may operate client 204 to provide the
temporary access information requested by access management system 140. The
information may be provided with other information identifying client 204 as a trusted

device/location from which access to access management system 140 is permitted.

[0070] At step 238, the application on client 204 may send the temporary access
information to access management system 140. At 240, access management system 140
may verify the temporary access information to determine that the temporary access
information is correct as generated and is valid for the criteria defined for the temporary
access information. Upon determining that the temporary access information does not
match that was generated, access to register client 204 may be denied at the application.
Upon determining that the temporary access information is correct, access management
system 140 can store information about client 204 by adding the information to the trusted

list. The geo-location may be saved with the information.

[0071] In some embodiments, access management system 140 may sent security
information to devices associates with the user authenticated for client 204 registered as a
newly trusted device. The security information may be sent to client 202. Devices
associated with the user may be identified based on information about the user obtained from
an authoritative source. The security information may have been sent before client 204 is

determined to be a trusted device.

[0072] At step 242, access management system 140 may send a message to client 204
indicating that the user is authenticated to access the resource upon determining that the
temporary access information is verified. The application at client 204 may change an
interface enabling user to access resources and register a device for password-less
authentication. Access management system 140 may send information that the user is
authenticated such as access to resources and other information about devices and locations

that are registered for the user.

[0073] FIG. 2B illustrates an example of operations 250 for password-less authentication
according to some embodiments. In FIG. 2B, a client 204 may provide a user with access to
an application upon successful authentication of the user. The user may be authenticated to

access the application by the operations disclosed with reference to FIG. 2A. At step 260 of
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FIG. 2B, client 204 may provide an interface to enable a user to logout or end a session for
access of the application. A user may interact with the interface to terminate an access
session through the application. At step 262, a user may request access again to features and
resources through the application. A user may interact with the application to request
access. Client 204 may send a request for access at 304. The request may include
information about client 204 (e.g., device information) and/or geo-location information.

The information may be obtained using techniques disclosed herein, such as those described

with reference to FIG. 2A.

[0074] At step 264, access management system 140 may determine whether the user is
authenticated for the access using the application. Access management system 140 may
determine that client 204 is a trusted device based on information included in the request.
The information in the request may be compared to information stored by access
management system for trusted devices that are registered for the user. Because client 204
is registered on the trusted list based on a previous registration process by performing

operations 200, access management system may determine that client 204 is a trusted device.

[0075] At step 264, access management system 140 may deny access to client 204 upon
determining that a device is not trusted. Access management system 140 may initiate an
authentication process such as described with reference to FIG. 2A.  Upon determining that
client 204 is a trusted device that is registered, access management system 140 may generate
security data. The security data may be audio data, video data, image data, other types of
data, other perceptible data that can be recognized or captured by device, or combinations
thereof. In at least one embodiment, the security data is generated as image data (e.g., a
quick response (QR) code). The security data may be generated with information to
implement a password-less authentication process. For example, the security data may be
generated with security information (e.g., an encryption key) that is unique to the user
provided with access. The information may be generated based on information unique or
related to the user (e.g., birthdate, phone number, personal information, etc). The
information may be a token. The information may be encrypted using security information
(e.g., an encryption key). The information may be encrypted using one or more techniques
for encryption known in the art. The security data may contain a unique request id that will
be encrypted with an encryption key that was previously send to client 202 operated by user.
The security data may be decrypted by an application on a device having access such as client

202 that is associated with the user. The security data serves as a convenient way of
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transferring a personal information about the from one device (e.g., client 204) to another

device (e.g., client 202).

[0076] In some embodiments, because client 204 is a trusted device (e.g., a device
identified as being authenticated for a user based on multi-factor authentication), at step 266,
access management system may send the security information to client 204 for the
application at client 204 to generate the security data. The security information may be sent
to other devices that are registered with access management system through an application
(e.g., mobile authenticator application). The security information may be sent to client 202
upon determining that client 204 is a trusted device. The mobile devices, such as client 202,
may be used to perform password-less authentication by having the security information to
decrypt information in the security data. Client 202 may be associated with the user based on
information obtained from an authoritative source. To prevent unauthorized access at client
204, the security data may be sent with security information so as to prevent client 202 from
obtaining the security information. The security information in security data may be
encrypted using an encryption key for the user. The encryption key may be sent to devices,
such as client 202 that are registered with access management system 140 for mobile
authentication by password-less authentication. The encryption key may be used to read

and/or decrypt the security information in the security data.

[0077] At step 268, client 204 may present the security data at client 204.  The security
data may be presented in an application that provides an interface to access management
system 140. For example, an application provided by access management system 140 may
display the security data at client 204. The security data may be presented based on one or
more criteria.  The criteria may be configurable to limit the security data to be displayed for
a temporary period of time, such as 60-90 seconds within which a legitimate (e.g., an
authorized user) can be expected to complete password-less authentication. This reduces
the time available for a fraudster to access the security data code meant for an authorized
user. The presentation of the security may prompt the user to operate another device (e.g.,
client 202) registered with access management as a trusted device for password-less

authentication.

[0078] At step 270, access management system may send security data to client 202,
Client 202 may be a device registered with access management system as a device of the

user. The device may include an application for enabling password-less authentication.

23



10

15

20

25

30

WO 2017/070412 PCT/US2016/058016

The security data may be different from security data sent at step 266. The security data
may include security information to enable client 202 to read (e.g., decrypt) the security data

presented at client 204.

[0079] At step 272, the user may operate client 202 to gain access to client 202.  Access
may be controlled using one or more authentication techniques. Multi-factor authentication
may be used to improve security for use of client 202 for password-less authentication.
Authentication techniques may include biometric authentication and other input driven
authentication techniques. Client 202 may include an application provided by access
management system 140 for authentication via access management system 140. The
application may enable access to the application using one or more authentication techniques.
The user authenticates him-self locally in the application and then enables a feature of the
application to read the security data sent to client 204. The application may be configured to
utilize one or more functions (e.g., camera, mic, or video recorder) on a device to capture
security data presented at a client. In some embodiments, the security data sent at step 270
may be sent upon the user gaining access to the application at step 272. The application
may communicate with access management system 140 for authentication of the user. Upon

successful authentication, access management system 140 may sent the security data.

[0080] At step 274, upon gaining access at client 202, the user operates client 202, in
particular the application. The client 202 may be operated to use one of its functions (e.g., a
camera) to read or capture the security data displayed at step 268. For example, client 202
may be operated to use its camera to capture security data (e.g., a QR code) encrypted with

security information provided by access management system 140 to client 204,

[0081] At step 276, client 202 is operated to process the security data obtained at step 274.
In at least one embodiment, the application on client 202 may be operated to capture the
security data presented by client 204 at step 268. If client 202 is registered for the user with
access management system 140 it can read security information in the security data captured.
The client 202 may have security data obtained from access management system 140. The
application may use the security data to read security information from the security data
captured at step 274.  Since the application will be able to decrypt the security data with the
security data that it obtained from access management system 140, the application may show

the user the request details in the application and present one or more interactive elements to
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confirm receipt of the security data. When he confirms, the application may sends a secure

communication back to access management system 140 at step 278.

[0082] At step 276, the application may perform operations to obtain data in the security
data that is capture from client 204. The data may be obtained by decryption using security
data provided by access management system. In some embodiments, the security data

obtained from client 204 may be sent to access management system 140 for decryption.

[0083] At step 278, the application on client 202 may communicate with access
management system 140. A secure communication may be sent with information about the
security data captured from client 204. The information may include the security data
obtained from client 204. For example, the application may send security information
determined by decryption of the security data obtained from client 204. The communication
may include authentication information of the user. The secure communication may not
include authentication information upon determining that the application has authenticated

the user for access management system 140.

[0084] At step 280, access management system 140 may verify access based on
communication received from client 202.  Access management system may verify that the
information (e.g., a request identifier or a security key) received from client 202 as obtained
from the security data captured from client 204 matches the information in the security data
sent to client 204 at step 266. The information may be compared to determine whether they
match. The information may be a decrypted form of the information included in the security
data. The information in the decrypted form may be compared with information decrypted
from the information encrypted in the security data. The information may be associated
with criteria of the security data generated by access management system 140, such that the
criteria are assessed to determine whether the security information is received from client 202

in satisfaction of the criteria (e.g. time).

[0085] At step 280, upon determining that the information received from client 202 at step
278 does not match the information in the security data that was generated, access
management system 140 may deny access to client 204. The user may operate client 202 to
request access management system 140 to send new security data to client 202. The access
that 1s denied may include access to resources. The access management system 140 may

communicate with client 204 to send new security data. The operations disclosed herein
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may be repeated to enable another attempt for password-less authentication. The number of

attempts may be configurable as criteria to secure access at a desired level.

[0086] Upon determining that the information received from client 202 at step 278 matches
the information in the security data that was generated, access management system 140 may

permit access to client 204.

[0087] At step 282, access management system 140 may communicate with client 202 to
send information as to whether access is permitted for user based on the communication sent
at step 278. The information may be a notification as to whether access is permitted to user.

At step 284, client 202 may provide the information.

[0088] At step 286, access management system 140 may communicate with client 204 to
enable access to a resource. Access management system 140 may send information to
notify an application on client 204 to enable access to resources. The information may
include information about resources that are accessible or information for displaying options
to enable access. At step 288, an application on client 204 may enable access to resources.
For example, the application may provide an interface (e.g., portal) to access different

resources. The resources may be provided by one or more resource management systems.

[0089] As described above, the operations disclosed with reference to FIGs. 2A and 2B
enable password-less authentication upon registration of a device as a trusted with access
management system 140. A user can authenticate at a trusted device by providing
authentication at a mobile device (e.g., client 202) and use the mobile device to capture
information from the trusted device. If a registered user is not able to capture the security
data within the configurable period of time, access management system 140 may generate
new security data upon request from client 202. However, access management system 140
also maintains a retry counter. If the user tries to make more than the maximum configured
retry attempts to generate security data, access management system 140 may lock or prevent

the user’s access to deter fraud.

[0090] Optionally, access management system 140 can be configured to challenge user at a
mobile device (e.g., client 202) using multi-factor authentication. This may allow three
factors — something that the user has (his smart phone), something that the user has (e.g., a
fingerprint) and something that the user knows (e.g., a person access code) to provide

authentication. While the user may have to remember security information, the security
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information does not need to be as strong as the password since it is used in combination with
other factors at the mobile device and using the mobile device to capture information from

the trusted device.

[0091] Since the security data-based password less authentication may be implemented
from a legitimate user’s trusted device, a fraudster may not use it from any other device or
location. If a fraudster manages to access the resource from the legitimate user’s device and
location he will may not be able to capture the security data with an application in client 202
because the application may not have security information to decrypt the security data meant
for the legitimate user. If a fraudster manages to access the resource from the legitimate
user’s device and location and also steal the legitimate user’s smart phone, he will still not be
able to proceed because the application on client 204 may need the legitimate user’s

fingerprint to proceed with capturing the security data.
III.  Interfaces for Password-Less Authentication

[0092] FIGs. 3-18 illustrate interfaces, e.g., graphical user interfaces (GUIs) for multi-
factor authentication in an access management system, in accordance with an embodiment.
the GUIs in FIGs. 3-18 may be displayed as part of an access portal, such as a web site or an
application. Each of the GUIs in FIGs. 3-18 may be displayed in an application on a device.
Each of the GUIs in FIG. 3-18 may be displayed by an access management application that
manages access to one or more resources. Each of the GUIs may be accessed from access
management system 140 or a may be part of an application installed on a client for

communication with access management system 140.

[0093] Now turning to FIG. 3 is a GUI 300 for receiving credential information (e.g., a user
name and a password). GUI 300 may be presented at a computing device 104 or client 204

operated by auser. GUI 300 may be presented in an application (e.g., browser)

[0094] GUI 300 may be presented the first time a user operates the client device to obtain
access to resources by authentication via access management system 140.  GUI 300 may be
presented when a user requests access to a resource. GUI 300 may be presented as part of
an application (e.g., “OOW Access Portal”), such as an access portal application or website,
supporting access management system 140. GUI 300 may be presented as part of one or
more authentication processes for registering the client device for a user. Any type of

authentication process may be implemented in GUI 300.
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[0095] GUI 300 may include one or more interactive elements to provide input (e.g.,
credential information) for an authentication process. Interactive element 302 in GUI 300
may receive input for user identification (e.g., “username”). Interactive element 304 in GUI
300 may receive input for credentials (e.g., “password”). Interactive element 306 in GUI
may be interactive to submit a request for authentication with input received in the interactive

elements.

[0096] Upon interaction with interactive element 306, credential information input into
GUI 300 may be sent from the computing device 104 to access management system 140 for
authentication. The credential information may be that which he user has previously

provided for registration with access management system 140.

[0097] FIGs. 4 and 5 illustrate GUIs for an authentication process of multi-factor
authentication of a user for registration of a device as a trusted device for password-less
authentication. Each of GUI 400 of FIG. 4 or GUI 500 of FIG. 5 may present one or more
interactive elements for selecting an option to receive security information. The security
information may be associated with one or more criteria such that the security information is
temporarily usable for authentication. GUI 400 may display an interactive area 402 with
one or more interactive elements. Interactive element 402 may enable a user to select an
option for a device (e.g., computing device 104 or client 204) to receive security information
(e.g., a one-time password) at a mobile device, e.g., device 114 or client 202, in an
application (e.g., mobile authenticator application) at the mobile device. Interaction with
interactive element 406 may cause a device to request access management system 140 to
request the mobile device to provide the security information. GUI 500 may display an
interactive area 502 with one or more interactive elements, e.g., interactive elements 510,
512, 514, for selecting different options for obtaining security information. Interactive
element 510 may corresponding to an option to receive security information at an application
on a mobile device. Interactive element 512 may correspond to an option to receive security
information at a mobile device using a short messaging service (SMS), such as a text
message, to a location (e.g., phone number or email address) associated with the user.
Interactive element 514 may correspond to an option to receive security information at an
email address associated with the user. Interaction with interactive element 516 may cause
the device to request the security information corresponding to the selected option. By
sending the security information to another device or location associated with a user, ensures

that the security access information is not accessed by an unauthorized user.
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[0098] FIG. 6 illustrates an example of a device 602 (e.g., computing device 114 or client
202), that enables another device (e.g., computing device 104 or client 204) to be registered
as a trusted device. Device 602 is shown with different GUIs of an application (e.g., mobile
authenticator application) of access management system 140. The application may be used
for registration of a device (e.g., client 204) as a trusted device and/or may be used for
password-less authentication of a user at the trusted device after registration. Device 602
may provide one or more authentication processes to access features of the application. The
authentication processes may include multi-factor authentication, which can utilize
authentication processes on device 602. For example, device 602 pay provide an interface
with a prompt 604 requesting biometric (e.g., fingerprint) input for authentication.

Interactive element 606 may be used to provide the biometric input.

[0099] Device 602 may provide an interface with an element 622 that provides security
information for registration of a different device with access management system 140. As
disclosed herein, the security information may be provided by access management system or
may be generated at device 602 by the application. The security information may be
displayed with one or more criteria (e.g., time) for use of the security information.
Interactive element 624 may enable a user to request operation of device 602 to capture

security data displayed at a device to be registered with access management system 140.

[0100] FIGs. 7 and 8 illustrates an example of a device 700 for providing an application
(e.g., mobile authenticator application that provides a GUI for authentication of a user to
access the application.  Similar to FIG. 6, the application may support one or more
authentication process, such as input of credential information (e.g., a code or personal
identification number) and/or bio metric input. The authentication processes may be
determined based on information provided to access management system 140 for registration
of a user for authentication using the application. The credential information and biometric
input may be registered for the application previously. The application may provide an
interactive element 702 for receiving input of credential information. The application may
provide an interactive element 704 for receiving biometric input. The application may
determine authentication based on the input. The example in FIG. 7 shows successful
authentication 706 based on input to either of the interactive elements 702, 704. The
example in FIG. 8 shows unsucccessful authentication 806 based on user input to either of the
interactive elements 702, 704. In some embodiments, the authentication process may

prevent the application from being used for password-less authentication upon determining
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that authentication was not successful. FIG. 8 shows a notifcation that a user cannot

proceed with capturing security data using device 700.

[0101] FIG. 9 shows GUIs on multiple devices, a device (e.g., client 204) presenting GUI
900 to be registered as a trusted device and device 950 to be used as a mobile authenticator
for registration of the device. GUI 900 may include an interactive area 902 for a secondary
authentication process of a muti-factor auhentication process. For example, GUI 900 may
be displayed for a secondary authentication process after an initial authention process shown
in FIG. 3. Interactive area 902 may include interactive elements for the secondary
authentication process for registering the device (e.g., client 204). Interactive element 904
may be interactive to receive input of security information, such as a one-time password
provided by one of the options selected in FIGs. 4 or 5. As shown in FIG. 9, the security
information may be received by one option , which is at an application (e.g., mobile
authenticator application) at device 950. Device 950 shows a GUI similar to what is shown
in FIG. 6. Device 950 may provide a GUI with an interactive element 952 indicating
security information. The GUI may provide an interactive element 954 for reuqgesting to
capture security data from the GUI 900. Interactive element 906 in GUI 900 may be
interactive to enable a user to specify whether the device/location is to be registered as a
trusted device/location. Interactive elements 908 and 910 may receive input for configuring
information (e.g., name and location) for the trusted device/location. Interactive element
912 may receive input to request authentication for the secondary authentication process.
Interactive element 914 may receive input to change the GUI to present options for

secondarry authentication as disclosed in the GUIs in FIGs. 4 and 5.

[0102] FIG. 10 illustrates a GUI 1000 of an application providing access to one or more
resources upon authentication of a user with access management system 140. The
authentication may be performed as a multi-factor authentication process for registering a
client device as a trusted device/location. GUI 1000 may provide interactive elements 1010,
1012, 1014, 1016, 1018 for each resource that is accessible upon successful authentication.
GUI 1000 may include an interactive element 1002 to control one or more settings for access
management. Interaction with interactive element 1002 may cause any of the GUIs in FIG.

11 and 12 to be presented at the device.

[0103] FIG. 11 illustrates GUI 1100 which displays information about trusted devices and

trusted locations verified by access management system 140.  GUI 1100 may include
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interactive elements to configure and/or the locations and the devices. GUI 1100 may
include an interactive element for each device and each location registered as being trusted
with access management system. For example, GUI 1100 may include interactive elements
1102, 1104, and 1106, for each respective different device, device 1 (e.g., “MyDesktop —
Firefox™), device 2 (e.g., “My Work Iphone”), and device 3 (e.g., “Work Desktop”),
registered with access management system 140. Each of the devices may be associated with
one or more trusted locations. GUI 1100 may include interactive elements 1108, 1110, and
1112 for each respective location (e.g., “Acme — London”), location (e.g., “Home”), and
location (e.g., “Acme —HQ”). Each of the interactive elements may be interactive to cause
a GUI (e.g., a GUI in FIG. 12) to be displayed that is interactive to configure settings for
devices and/or locations that are trusted. GUI 1100 may include an interactive element

1120 (“save”) to configure settings saved using GUI 1100.

[0104] FIG. 12 illustrates a GUI 1200 which displays information about trusted devices
and trusted locations verified by access management system 140. Similar to FIG. 11, GUI
1200 can include one or more interactive elements 1202 for configuring devices that are
registered as trusted. GUI 1200 can include one or more interactive elements 1204 for
configuring locations that are registered as trusted. In some embodiments, GUI 1200 may
include one or more interactive elements 1206 to configure settings for managing access to
trusted devices and locations. The settings may include one or more attributes such as
challenge questions and answers. GUI 1200 may include one or more interactive elements
1208 to configure settings for one or more authentication processes, such as a second factor
authentication. The settings for a secondary factor authentication may include preferences
for receiving security information (e.g., a one-time password) and criteria associated with

those preferences.

[0105] The information displayed in FIGs. 11 and 12 may be obtained from access
management system upon authentication of a user at a device or location, such as any one of

the registered devices or locations.

[0106] FIG. 13 illustrates a GUI 1300 that can be displayed at a device that is registered as
trusted. GUI 1300 may be displayed upon a user requesting to terminate (e.g., logout or
sign0-off) an access session after authentication. GUI 1300 may be displayed after any of

the GUIs in FIGs. 10-12.  GUI 1300 may include an interactive element 1302 to request
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access management to terminate an access session after authentication. GUI 1300 may

display an indication 1304 upon successful completion of termination of an access session.

[0107] FIG. 14 illustrates a GUI 1400 at a device that is registered as a trusted device with
access management system 140. After a user terminates an access session, such as shown in
FIG. 13, a user may be presented with an option for password-less authentication from the
same device that was registered during a previous authentication. Upon determination by
access management system 140 that the device is registered as trusted device or that the
device is located at a trusted location, GUI 1400 may be presented in an application at the
device. GUI 1400 may provide security data for password-less authentication. As
explained above, the security data may include security information. The security data may
be presented 1402 (e.g., a QR code) at the device to enable another registered device, e.g.,
mobile device 1450 to be used for password-less authentication.  Device 1450 may be used

to capture the security data.

[0108] Device 1450 may be registered with access management system 140.  An
application (e.g., mobile authenticator application) on device 1450 may request a user to
authenticate to use the application. The authentication may include techniques disclosed
herein, such as with reference to FIG. 7. For example, device 1450 may provide an
interface for authentication, including interactive element 1452 for receiving input (e.g., a
personal identification code) and interactive element 1454 for receiving biometric input.
The authentication may include communication with access management system 140. The

authentication provides an added level of security for password-less authentication.

[0109] Upon successful authentication of a user, the application may be used to capture
security data presented 1402 in GUI 1400. For example, the application may enable

operation of a camera of device 1450 to capture the security data.

[0110] GUI 1500 of FIG. 15, GUI 1600 if FIG. 16, and GUI 1700 of FIG. 17 are similar to
GUI 1400, presenting security data 1502, 1602, 1702 at a device that has been registered as a
trusted device. Device 1550 of FIG. 15, device 1650 of FIG. 16 and device 1750 of FIG. 17
may be a device similar to device 1450 used as a mobile authenticator for password-less
authentication. In FIG. 15, the application on a device 1550 (e.g., device 1450) may change
its display to show the security data 1552 that is captured and status information about
processing of the security data to determine whether the security data can be accessed by the

user that authenticated at device 1450. As disclosed herein, a mobile device, such as device
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1550, may be operated as an authenticator to process the security data to determine whether
the application an decrypt information in the security data. Device 1550 may use security
information (e.g., an encryption key) provided by access management system 140 to decrypt
the security data. Device may send the decrypted security data to access management
system 140 for verification as to whether it matches security information included in security
data that was generated by access management system 140. Device 1550 may display a
notification 1554 (“scan successful”’) when it determines (e.g., receives a notification from

access management system 140) that the security data was decrypted successfully.

[0111] In another example of FIG. 16, device 1650 may display a notification 1652 that the
security data was read and decrypted successfully. The notification may indicate that the
trusted device which presented the security data may be enabled with access to a resource.

In another example of FIG. 17, device 1750 may display a notification 1752 that the security
data could not be decrypted (“invalid QR code”) upon determining that the security data
captured from GUI 1700 could not be decrypted.

[0112] FIG. 18 illustrates an example of a device 1800 that is used as a mobile
authenticator for password-less authentication. Interface 1802 may be presented as part of
an application (e.g., mobile authenticator application). Interface 1802 may indicate a
notification when access management system 140 receives a request from a trusted device to
access resources based on password-less authentication. Interface 1802 may include an
interactive element 1804 to allow the request and may include an interactive element 1806 to
deny the request. Interaction with the interactive elements may enable the application to
determine whether the user would like to engage in password-less authentication. The
interfaces on the mobile devices disclosed herein for a mobile authentication application may

be presented upon the user “allowing” the request for password-less authentication.

[0113] FIG. 19 illustrates a flowchart 1900 of a process for password-less authentication.
The process may be implemented by access management system 140 of FIG. 1. The
process may include registering a device/located as trusted before enabling password-less

authentication.

[0114] Flowchart 1900 may at step 1902 begin by receiving a request (e.g., a first request)
for access by a user from a device (e.g., a first device). The request may be to access a
resource or may be an explicit request to register the first device for password-less

authentication. Access may be based on authentication of the user at the device using one or
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more authentication process, such as multi-factor authentication. If a user is requesting
access from the first device for the first time, then authentication of the user may be

determined.

[0115] At step 1904, a determination is made whether the user is authenticated for the
request. The request may include information about the first device and/or geo-location
information about the first device. The information may be used to determine whether a
user associated with the first device is authenticated. At step 1906, a determination of
authentication of the user is made for the user at the first device. The authentication may be
determined based on previous authentication, and if no previous authentication, one or more
authentication processes may be performed for the user at the first device. Access
management system 140 may send information to the first device for an application to prompt
the user for input corresponding to each of the one or more authentication processes.
Determining the authentication may include an authentication process whereby security
information (e.g., one-time password) associated with criteria (e.g., time), is sent to one of
multiple options for receiving the security information. Determining the authentication may
include receiving credential information or other information (e.g., security information) for
verification to determine the authentication. Determining the authentication may include
communicating with a second device operated by the user as a mobile authenticator, which

may provide the security information.

[0116] Access may be permitted based on determining that the user is authenticated
according to the one or more authentication processes. The access may be terminated.
The access may be terminated upon receiving a request from the first device to terminate
(e.g., logout) of a session created to enable the user with access to one or more resources.

The access may be terminated upon satisfaction of one or more criteria defining the access.

[0117] At step 1908, identify the first device as being a trusted device or associated with a
trusted location. Upon determining that the user is authenticated at the first device,
information about the first device and/or its location may be obtained from the first device in
a communication with the first device for determining authentication. The information may
be associated with the user for access managed by access management system. The first
device and/or its location may be identified as a trusted source for access, thereby permitting

password-less authentication upon subsequent requests from the device/location.
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[0118]  Atstep 1910, a request (e.g., a second request) for access by the user may be

received from the first device. The second request may be received after the user previously
authenticated with the access management system. For example, the second request may be
received after an access session was terminated. The request may include information about

the first device or its location.

[0119] Atstep 1912, a determination is made that the first device is a trusted device or
location based on the information about the device and/or its location. The information may
be identified as being associated with authentication of the previous user. As such, access
management system can determine that the user is requesting access from a trusted

device/location.

[0120] At step 1914, security data (e.g., a QR code) is generated for enabling password-less
authentication since the request is from trusted device or location. The security data may be
generated to include information. The information may be information specific to the user,
such as identifying information about the user. The security data may be embedded with
encrypted data, such as encrypted information. The data may be encrypted using one or
more known techniques for encryption. The data may be encrypted using an encryption key.
The security data may be associated with one or more criteria (e.g., a time period) for further

ensuring secure use according to the criteria.

[0121] At step 1916, encryption information (e.g., an encryption key) may be sent to a
second device that is registered by the user with the access management system. The second
device is different from the first device. The second device may be a mobile device. The
user may have authenticated with the access management system using an application (e.g.,
mobile authenticator application) on the second device. Information about the second
device may be associated with the user. The second device can use the encryption key to

decrypt the information embedded in the security data.

[0122] At step 1918, the security data may be sent to the first device. The first device
may present (e.g., display) the security data at the first device. The security data may be
presented in a manner sufficient for the user to perceive the security data based on the type of

data.

[0123] At step 1920, data may be received from the second device. The second device

may capture the security data presented by the first device. The second device may use the
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encryption key to decrypt security information in the security data captured from the first
device. The decrypted security information may be the data received from the second

device.

[0124] At step 1922, a determination is made whether the data received from the second
device matches an unencrypted form of the data embedded in the security data generated at
step 1914.  The determination may include determining whether the data includes the
information (e.g, related to the user) included in the data embedded in the security data. The
user may be authenticated with access upon determining that the data received from the
second device matches the data embedded in the security data generated. The data may
match when the data includes the information originally included in the data encrypted in the
security data. The user may not be authenticated with access upon determining that the data
received from the second device does not match the data embedded in the security data
generated. Access to the resource may be enabled by the access management system upon
determining that the data includes the information (e.g, related to the user) included in the

data embedded in the security data.

[0125] At step 1924, a notification is sent to the first device indicating whether the user is
permitted with access based on authentication determined for the user at step 1922.  The
notification may be sent along with or separate from other information about resources that
are accessible. The information may be used by the first device to access the resources if
the user is authenticated to access those resources. An application (e.g., a portal on a
website) at the first device may permit the user access resources through the application at the

first device.

[0126] At step 1926, a notification is sent to the second device indicating whether the user
is permitted with access based on authentication determined for the user at step 1922.  An
application on the second device may present the notification to enable the user to determine

whether password-less authentication has permitted the user with access.
[0127] Flowchart 1900 may end at step 1928.

[0128] FIG. 20 illustrates a flowchart 2000 of a process for password-less authentication.
The process may be implemented by a device (e.g. computing device 104 of FIG. 1) to be
registered as a trusted device or associated with a trusted location. The process may include

registering a device/located as trusted before enabling password-less authentication.
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[0129] At step 2002, a request for access by a user is received at a first device. The
request may be received through an interface of an application at the first device. The
interface may be provided as part of a portal or application by access management system
140. The request may be for access to a resource or a request to register the first device as a

trusted device.

[0130] At step 2004, determine authentication of the user based on one or more
authentication processes defined for access by the access management system. The
authentication processes may be those disclosed with reference to FIGs. 3-9. The
authentication processes may include the user providing input, such as authentication
credentials and security information provided by access management system. The
authentication process(es) may be implemented with the aid of a second device, such as a
mobile device with an application (e.g., mobile authenticator application), which provides
information for aiding in the authentication process(es). The authentication process(es) may
include receiving input at the first device via an interface and communicating with access
management system 140 for verification of the input for the authentication processes. The
authentication processes may be implemented to register the first device as a trusted device or

at a trusted location.

[0131] At step 2006, the first device is permitted with access as being a trusted device or a
trusted location. The first device may receive information from access management system
indicating that the first device is trusted based on the authentication of the user at step 2004.
As such, the first device may permit the user with access to resources based on the

information received from access management system 140.

[0132] At step 2008, the first device receives a second request for access by the user at the
first device. The second request may be received after the user previously authenticated
with the access management system. For example, the second request may be received after

an access session was terminated.

[0133] At step 2010, the first device may send a request to an access management system
upon determining that the user is authenticated with access as a trusted device. In some
embodiments, the first device may send the second request and access management system
140 may send information indicating whether the first device is a trusted device and access is
permitted by password-less authentication. The request may include information about the

first device or its location.
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[0134] At step 2012, security data is received from the access management system. The
access management may generate the security data upon determining that the first device is a
trusted device or at a trusted location. The security data can be generated by the first device
upon receiving information (e.g., security information). The security data may be embedded
with encrypted data that is encrypted based on information accessible to access management

system 140.

[0135] At step 2014, the security data is presented in a format in which the security data is
generated or received. The security data may be capture by another device, such as a second
device that is registered for the user with access management system 140. The second
device may include an application (e.g., mobile authenticator application) that can capture the
security data presented at the first device. The second device may capture the security data,
or a portion thereof, and then send data to access management system. The data may be
obtained from the security data that is captured. The data may be generated based on
decryption of encrypted data in the security data. The access management system may
process the data received from the second device to determine whether the data received from
the second device matches the data embedded in the security data received by the first device

from the access management system 140.

[0136] At step 2016, the first device may receive a notification from the access
management system. The notification may indicate whether the user is permitted with
access based on authentication determined for the user. The notification may be sent along
with or separate from other information about resources that are accessible. The
information may be used by the first device to access the resources if the user is authenticated
to access those resources. An application (e.g., a portal on a website) at the first device may
permit the user access resources through the application at the first device. The user may be
permitted with access by password-less authentication based on the security data that is
captured by the second device and the data communicated to the access management system
for the access management system to determine whether the first device is permitted with

access for the user.

[0137] At step 2018, the first device may generate an interface (e.g., a GUI) for display
information about the notification. The information may indicate whether the user is
permitted with access based on authentication determined for the user. The interface may

be GUI 1000 shown in FIG. 10 for enabling access to resources when the user is permitted
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with access. The interface may indicate a message that access is not permitted when the

notification indicates access is not permitted.
[0138] Flowchart 2000 may end at step 2020.

[0139] FIG. 21 depicts a simplified diagram of a distributed system 2100 for implementing
an embodiment. In the illustrated embodiment, distributed system 2100 includes one or
more client computing devices 2102, 2104, 2106, and 2108, which are configured to execute
and operate a client application such as a web browser, proprietary client (e.g., Oracle
Forms), or the like over one or more network(s) 2110. Server 2112 may be
communicatively coupled with remote client computing devices 2102, 2104, 2106, and 2108

via network 2110.

[0140] In various embodiments, server 2112 may be adapted to run one or more services or
software applications. In certain embodiments, server 2112 may also provide other services
or software applications can include non-virtual and virtual environments. In some
embodiments, these services may be offered as web-based or cloud services or under a
Software as a Service (SaaS) model to the users of client computing devices 2102, 2104,
2106, and/or 2108.  Users operating client computing devices 2102, 2104, 2106, and/or
2108 may in turn utilize one or more client applications to interact with server 2112 to utilize

the services provided by these components.

[0141] In the configuration depicted in FIG. 21, software components 2118, 2120 and 2122
of system 2100 are shown as being implemented on server 2112.  In other embodiments,
one or more of the components of system 2100 and/or the services provided by these
components may also be implemented by one or more of the client computing devices 2102,
2104, 2106, and/or 2108.  Users operating the client computing devices may then utilize one
or more client applications to use the services provided by these components. These
components may be implemented in hardware, firmware, software, or combinations thereof.
It should be appreciated that various different system configurations are possible, which may
be different from distributed system 2100. The embodiment shown in FIG. 21 is thus one
example of a distributed system for implementing an embodiment system and is not intended

to be limiting.

[0142] Client computing devices 2102, 2104, 2106, and/or 2108 may include various types

of computing systems. For example, a client computing device may include portable
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handheld devices (e.g., an iPhone®, cellular telephone, an iPad®, computing tablet, a
personal digital assistant (PDA)) or wearable devices (e.g., a Google Glass® head mounted
display), running software such as Microsoft Windows Mobile®, and/or a variety of mobile
operating systems such as i0S, Windows Phone, Android, BlackBerry 10, Palm OS, and the
like. The devices may support various applications such as various Internet-related apps, e-
mail, short message service (SMS) applications, and may use various other communication
protocols. The client computing devices may also include general purpose personal
computers including, by way of example, personal computers and/or laptop computers
running various versions of Microsoft Windows®, Apple Macintosh®, and/or Linux
operating systems. The client computing devices can be workstation computers running any
of a variety of commercially-available UNIX® or UNIX-like operating systems, including
without limitation the variety of GNU/Linux operating systems, such as for example, Google
Chrome OS. Client computing devices may also include electronic devices such as a thin-
client computer, an Internet-enabled gaming system (e.g., a Microsoft Xbox gaming console
with or without a Kinect® gesture input device), and/or a personal messaging device, capable

of communicating over network(s) 2110.

[0143] Although distributed system 2100 in FIG. 21 is shown with four client computing
devices, any number of client computing devices may be supported. Other devices, such as

devices with sensors, etc., may interact with server 2112,

[0144] Network(s) 2110 in distributed system 2100 may be any type of network familiar to
those skilled in the art that can support data communications using any of a variety of
available protocols, including without limitation TCP/IP (transmission control
protocol/Internet protocol), SNA (systems network architecture), IPX (Internet packet
exchange), AppleTalk, and the like. Merely by way of example, network(s) 2110 can be a
local area network (LAN), networks based on Ethernet, Token-Ring, a wide-area network,
the Internet, a virtual network, a virtual private network (VPN), an intranet, an extranet, a
public switched telephone network (PSTN), an infra-red network, a wireless network (e.g., a
network operating under any of the Institute of Electrical and Electronics (IEEE) 802.11 suite
of protocols, Bluetooth®, and/or any other wireless protocol), and/or any combination of

these and/or other networks.

[0145] Server 2112 may be composed of one or more general purpose computers,

specialized server computers (including, by way of example, PC (personal computer) servers,
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UNIX® servers, mid-range servers, mainframe computers, rack-mounted servers, etc.), server
farms, server clusters, or any other appropriate arrangement and/or combination. Server
2112 can include one or more virtual machines running virtual operating systems, or other
computing architectures involving virtualization. One or more flexible pools of logical
storage devices can be virtualized to maintain virtual storage devices for the server.  Virtual
networks can be controlled by server 2112 using software defined networking. In various
embodiments, server 2112 may be adapted to run one or more services or software
applications described in the foregoing disclosure. For example, server 2112 may
correspond to a server for performing processing as described above according to an

embodiment of the present disclosure.

[0146] Server 2112 may run an operating system including any of those discussed above,
as well as any commercially available server operating system. Server 2112 may also run
any of a variety of additional server applications and/or mid-tier applications, including
HTTP (hypertext transport protocol) servers, FTP (file transfer protocol) servers, CGI
(common gateway interface) servers, JAVA® servers, database servers, and the like.
Exemplary database servers include without limitation those commercially available from

Oracle, Microsoft, Sybase, IBM (International Business Machines), and the like.

[0147] In some implementations, server 2112 may include one or more applications to
analyze and consolidate data feeds and/or event updates received from users of client
computing devices 2102, 2104, 2106, and 2108. As an example, data feeds and/or event
updates may include, but are not limited to, Twitter® feeds, Facebook® updates or real-time
updates received from one or more third party information sources and continuous data
streams, which may include real-time events related to sensor data applications, financial
tickers, network performance measuring tools (e.g., network monitoring and traffic
management applications), clickstream analysis tools, automobile traffic monitoring, and the
like. Server 2112 may also include one or more applications to display the data feeds and/or
real-time events via one or more display devices of client computing devices 2102, 2104,

2106, and 2108.

[0148] Distributed system 2100 may also include one or more databases 2114 and 2116.
These databases may provide a mechanism for storing information such as user interactions
information, usage patterns information, adaptation rules information, and other information

used by embodiments of the present disclosure. Databases 2114 and 2116 may reside in a

41



10

15

20

25

30

WO 2017/070412 PCT/US2016/058016

variety of locations. By way of example, one or more of databases 2114 and 2116 may
reside on a non-transitory storage medium local to (and/or resident in) server 2112.
Alternatively, databases 2114 and 2116 may be remote from server 2112 and in
communication with server 2112 via a network-based or dedicated connection. In one set of
embodiments, databases 2114 and 2116 may reside in a storage-area network (SAN).
Similarly, any necessary files for performing the functions attributed to server 2112 may be
stored locally on server 2112 and/or remotely, as appropriate. In one set of embodiments,
databases 2114 and 2116 may include relational databases, such as databases provided by
Oracle that are adapted to store, update, and retrieve data in response to SQL-formatted

commands.

[0149] In some embodiments, a cloud environment may provide one or more services.
FIG. 22 is a simplified block diagram of one or more components of a system environment
2200 in which services may be offered as cloud services, in accordance with an embodiment
of the present disclosure. In the illustrated embodiment in FIG. 22, system environment
2200 includes one or more client computing devices 2204, 2206, and 2208 that may be used
by users to interact with a cloud infrastructure system 2202 that provides cloud services.
Cloud infrastructure system 2202 may comprise one or more computers and/or servers that

may include those described above for server 2112.

[0150] It should be appreciated that cloud infrastructure system 2202 depicted in FIG. 22
may have other components than those depicted. Further, the embodiment shown in FIG.
22 is only one example of a cloud infrastructure system that may incorporate an embodiment
of the present disclosure. In some other embodiments, cloud infrastructure system 2202
may have more or fewer components than shown in the figure, may combine two or more

components, or may have a different configuration or arrangement of components.

[0151] Client computing devices 2204, 2206, and 2208 may be devices similar to those
described above for client computing devices 2102, 2104, 2106, and 2108.  Client
computing devices 2204, 2206, and 2208 may be configured to operate a client application
such as a web browser, a proprietary client application (e.g., Oracle Forms), or some other
application, which may be used by a user of the client computing device to interact with
cloud infrastructure system 2202 to use services provided by cloud infrastructure system

2202. Although exemplary system environment 2200 is shown with three client computing
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devices, any number of client computing devices may be supported. Other devices such as

devices with sensors, etc. may interact with cloud infrastructure system 2202.

[0152] Network(s) 2210 may facilitate communications and exchange of data between
client computing devices 2204, 2206, and 2208 and cloud infrastructure system 2202. Each
network may be any type of network familiar to those skilled in the art that can support data
communications using any of a variety of commercially-available protocols, including those

described above for network(s) 2110.

[0153] In certain embodiments, services provided by cloud infrastructure system 2202 may
include a host of services that are made available to users of the cloud infrastructure system
on demand. Various other services may also be offered including without limitation online
data storage and backup solutions, Web-based e-mail services, hosted office suites and
document collaboration services, database processing, managed technical support services,
and the like.  Services provided by the cloud infrastructure system can dynamically scale to

meet the needs of its users.

[0154] In certain embodiments, a specific instantiation of a service provided by cloud
infrastructure system 2202 may be referred to herein as a “service instance.” In general, any
service made available to a user via a communication network, such as the Internet, from a
cloud service provider’s system is referred to as a “cloud service.” Typically, in a public
cloud environment, servers and systems that make up the cloud service provider’s system are
different from the customer’s own on-premises servers and systems. For example, a cloud
service provider’s system may host an application, and a user may, via a communication

network such as the Internet, on demand, order and use the application.

[0155] In some examples, a service in a computer network cloud infrastructure may include
protected computer network access to storage, a hosted database, a hosted web server, a
software application, or other service provided by a cloud vendor to a user, or as otherwise
known in the art. For example, a service can include password-protected access to remote
storage on the cloud through the Internet. As another example, a service can include a web
service-based hosted relational database and a script-language middleware engine for private
use by a networked developer. As another example, a service can include access to an email

software application hosted on a cloud vendor’s web site.
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[0156] In certain embodiments, cloud infrastructure system 2202 may include a suite of
applications, middleware, and database service offerings that are delivered to a customer in a
self-service, subscription-based, elastically scalable, reliable, highly available, and secure
manner. An example of such a cloud infrastructure system is the Oracle Public Cloud

provided by the present assignee.

[0157] Cloud infrastructure system 2202 may also provide “big data” elated computation
and analysis services. The term “big data” is generally used to refer to extremely large data
sets that can be stored and manipulated by analysts and researchers to visualize large amounts
of data, detect trends, and/or otherwise interact with the data. This big data and related
applications can be hosted and/or manipulated by an infrastructure system on many levels
and at different scales. Tens, hundreds, or thousands of processors linked in parallel can act
upon such data in order to present it or simulate external forces on the data or what it
represents. These data sets can involve structured data, such as that organized in a database
or otherwise according to a structured model, and/or unstructured data (e.g., emails, images,
data blobs (binary large objects), web pages, complex event processing). By leveraging an
ability of an embodiment to relatively quickly focus more (or fewer) computing resources
upon an objective, the cloud infrastructure system may be better available to carry out tasks
on large data sets based on demand from a business, government agency, research
organization, private individual, group of like-minded individuals or organizations, or other

entity.

[0158] In various embodiments, cloud infrastructure system 2202 may be adapted to
automatically provision, manage and track a customer’s subscription to services offered by
cloud infrastructure system 2202.  Cloud infrastructure system 2202 may provide the cloud
services via different deployment models. For example, services may be provided under a
public cloud model in which cloud infrastructure system 2202 is owned by an organization
selling cloud services (e.g., owned by Oracle Corporation) and the services are made
available to the general public or different industry enterprises. As another example,
services may be provided under a private cloud model in which cloud infrastructure system
2202 is operated solely for a single organization and may provide services for one or more
entities within the organization. The cloud services may also be provided under a
community cloud model in which cloud infrastructure system 2202 and the services provided

by cloud infrastructure system 2202 are shared by several organizations in a related
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community. The cloud services may also be provided under a hybrid cloud model, which is

a combination of two or more different models.

[0159] In some embodiments, the services provided by cloud infrastructure system 2202
may include one or more services provided under Software as a Service (SaaS) category,
Platform as a Service (PaaS) category, Infrastructure as a Service (IaaS) category, or other
categories of services including hybrid services. A customer, via a subscription order, may
order one or more services provided by cloud infrastructure system 2202. Cloud
infrastructure system 2202 then performs processing to provide the services in the customer’s

subscription order.

[0160] In some embodiments, the services provided by cloud infrastructure system 2202
may include, without limitation, application services, platform services and infrastructure
services. In some examples, application services may be provided by the cloud
infrastructure system via a SaaS platform. The SaaS platform may be configured to provide
cloud services that fall under the SaaS category. For example, the SaaS platform may
provide capabilities to build and deliver a suite of on-demand applications on an integrated
development and deployment platform. The SaaS platform may manage and control the
underlying software and infrastructure for providing the SaaS services. By utilizing the
services provided by the SaaS platform, customers can utilize applications executing on the
cloud infrastructure system. Customers can acquire the application services without the
need for customers to purchase separate licenses and support. Various different SaaS
services may be provided. Examples include, without limitation, services that provide
solutions for sales performance management, enterprise integration, and business flexibility

for large organizations.

[0161] In some embodiments, platform services may be provided by cloud infrastructure
system 2202 via a PaaS platform. The PaaS platform may be configured to provide cloud
services that fall under the PaaS category. Examples of platform services may include
without limitation services that enable organizations (such as Oracle) to consolidate existing
applications on a shared, common architecture, as well as the ability to build new applications
that leverage the shared services provided by the platform. The PaaS platform may manage
and control the underlying software and infrastructure for providing the PaaS services.
Customers can acquire the PaaS services provided by cloud infrastructure system 2202

without the need for customers to purchase separate licenses and support. Examples of
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platform services include, without limitation, Oracle Java Cloud Service (JCS), Oracle

Database Cloud Service (DBCS), and others.

[0162] By utilizing the services provided by the PaaS platform, customers can employ
programming languages and tools supported by the cloud infrastructure system and also
control the deployed services. In some embodiments, platform services provided by the
cloud infrastructure system may include database cloud services, middleware cloud services
(e.g., Oracle Fusion Middleware services), and Java cloud services. In one embodiment,
database cloud services may support shared service deployment models that enable
organizations to pool database resources and offer customers a Database as a Service in the
form of a database cloud. Middleware cloud services may provide a platform for customers
to develop and deploy various business applications, and Java cloud services may provide a

platform for customers to deploy Java applications, in the cloud infrastructure system.

[0163] Various different infrastructure services may be provided by an IaaS platform in the
cloud infrastructure system. The infrastructure services facilitate the management and
control of the underlying computing resources, such as storage, networks, and other
fundamental computing resources for customers utilizing services provided by the SaaS

platform and the PaaS platform.

[0164] In certain embodiments, cloud infrastructure system 2202 may also include
infrastructure resources 2230 for providing the resources used to provide various services to
customers of the cloud infrastructure system. In one embodiment, infrastructure resources
2230 may include pre-integrated and optimized combinations of hardware, such as servers,
storage, and networking resources to execute the services provided by the PaaS platform and

the SaaS platform, and other resources.

[0165] In some embodiments, resources in cloud infrastructure system 2202 may be shared
by multiple users and dynamically re-allocated per demand. Additionally, resources may be
allocated to users in different time zones. For example, cloud infrastructure system 2202
may enable a first set of users in a first time zone to utilize resources of the cloud
infrastructure system for a specified number of hours and then enable the re-allocation of the
same resources to another set of users located in a different time zone, thereby maximizing

the utilization of resources.
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[0166] In certain embodiments, a number of internal shared services 2232 may be provided
that are shared by different components or modules of cloud infrastructure system 2202 to
enable provision of services by cloud infrastructure system 2202.  These internal shared
services may include, without limitation, a security and identity service, an integration
service, an enterprise repository service, an enterprise manager service, a virus scanning and
white list service, a high availability, backup and recovery service, service for enabling cloud

support, an email service, a notification service, a file transfer service, and the like.

[0167] In certain embodiments, cloud infrastructure system 2202 may provide
comprehensive management of cloud services (e.g., SaaS, PaaS, and [aaS services) in the
cloud infrastructure system. In one embodiment, cloud management functionality may
include capabilities for provisioning, managing and tracking a customer’s subscription

received by cloud infrastructure system 2202, and the like.

[0168] In one embodiment, as depicted in FIG. 22, cloud management functionality may be
provided by one or more modules, such as an order management module 2220, an order
orchestration module 2222, an order provisioning module 2224, an order management and
monitoring module 2226, and an identity management module 2228. These modules may
include or be provided using one or more computers and/or servers, which may be general
purpose computers, specialized server computers, server farms, server clusters, or any other

appropriate arrangement and/or combination.

[0169] In an exemplary operation, at step 2234, a customer using a client device, such as
client computing devices 2204, 2206 or 2208, may interact with cloud infrastructure system
2202 by requesting one or more services provided by cloud infrastructure system 2202 and
placing an order for a subscription for one or more services offered by cloud infrastructure
system 2202. In certain embodiments, the customer may access a cloud User Interface (UI)
such as cloud UI 2212, cloud UI 2214 and/or cloud UI 2216 and place a subscription order
via these Uls. The order information received by cloud infrastructure system 2202 in
response to the customer placing an order may include information identifying the customer
and one or more services offered by the cloud infrastructure system 2202 that the customer

intends to subscribe to.

[0170] At step 2236, the order information received from the customer may be stored in an

order database 2218. If this is a new order, a new record may be created for the order. In
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one embodiment, order database 2218 can be one of several databases operated by cloud

infrastructure system 2202 and operated in conjunction with other system elements.

[0171] At step 2238, the order information may be forwarded to an order management
module 2220 that may be configured to perform billing and accounting functions related to

the order, such as verifying the order, and upon verification, booking the order.

[0172] At step 2240, information regarding the order may be communicated to an order
orchestration module 2222 that is configured to orchestrate the provisioning of services and
resources for the order placed by the customer. In some instances, order orchestration
module 2222 may use the services of order provisioning module 2224 for the provisioning.
In certain embodiments, order orchestration module 2222 enables the management of
business processes associated with each order and applies business logic to determine

whether an order should proceed to provisioning.

[0173] As shown in the embodiment depicted in FIG. 22, at step 2242, upon receiving an
order for a new subscription, order orchestration module 2222 sends a request to order
provisioning module 2224 to allocate resources and configure resources needed to fulfill the
subscription order. Order provisioning module 2224 enables the allocation of resources for
the services ordered by the customer. Order provisioning module 2224 provides a level of
abstraction between the cloud services provided by cloud infrastructure system 2202 and the
physical implementation layer that is used to provision the resources for providing the
requested services. This enables order orchestration module 2222 to be isolated from
implementation details, such as whether or not services and resources are actually

provisioned on the fly or pre-provisioned and only allocated/assigned upon request.

[0174] At step 2244, once the services and resources are provisioned, a notification may be
sent to the subscribing customers indicating that the requested service is now ready for use.
In some instance, information (e.g. a link) may be sent to the customer that enables the

customer to start using the requested services.

[0175] At step 2246, a customer’s subscription order may be managed and tracked by an
order management and monitoring module 2226. In some instances, order management and
monitoring module 2226 may be configured to collect usage statistics regarding a customer

use of subscribed services. For example, statistics may be collected for the amount of
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storage used, the amount data transferred, the number of users, and the amount of system up

time and system down time, and the like.

[0176] In certain embodiments, cloud infrastructure system 2200 may include an identity
management module 2228 that is configured to provide identity services, such as access
management and authorization services in cloud infrastructure system 2200. In some
embodiments, identity management module 2228 may control information about customers
who wish to utilize the services provided by cloud infrastructure system 2202.  Such
information can include information that authenticates the identities of such customers and
information that describes which actions those customers are authorized to perform relative to
various system resources (e.g., files, directories, applications, communication ports, memory
segments, etc.) Identity management module 2228 may also include the management of
descriptive information about each customer and about how and by whom that descriptive

information can be accessed and modified.

[0177] FIG. 23 illustrates an exemplary computer system 2300 that may be used to
implement an embodiment of the present disclosure. In some embodiments, computer
system 2300 may be used to implement any of the various servers and computer systems
described above. As shown in FIG. 23, computer system 2300 includes various subsystems
including a processing unit 2304 that communicates with a number of peripheral subsystems
via a bus subsystem 2302. These peripheral subsystems may include a processing
acceleration unit 2306, an I/O subsystem 2308, a storage subsystem 2318 and a
communications subsystem 2324. Storage subsystem 2318 may include tangible computer-

readable storage media 2322 and a system memory 2310.

[0178] Bus subsystem 2302 provides a mechanism for letting the various components and
subsystems of computer system 2300 communicate with each other as intended.  Although
bus subsystem 2302 is shown schematically as a single bus, alternative embodiments of the
bus subsystem may utilize multiple buses. Bus subsystem 2302 may be any of several types
of bus structures including a memory bus or memory controller, a peripheral bus, and a local
bus using any of a variety of bus architectures. For example, such architectures may include
an Industry Standard Architecture (ISA) bus, Micro Channel Architecture (MCA) bus,
Enhanced ISA (EISA) bus, Video Electronics Standards Association (VESA) local bus, and
Peripheral Component Interconnect (PCI) bus, which can be implemented as a Mezzanine

bus manufactured to the IEEE P1386.1 standard, and the like.
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[0179] Processing subsystem 2304 controls the operation of computer system 2300 and
may comprise one or more processing units 2332, 2334, etc. A processing unit may include
be one or more processors, including single core or multicore processors, one or more cores
of processors, or combinations thereof. In some embodiments, processing subsystem 2304
can include one or more special purpose co-processors such as graphics processors, digital
signal processors (DSPs), or the like. In some embodiments, some or all of the processing
units of processing subsystem 2304 can be implemented using customized circuits, such as

application specific integrated circuits (ASICs), or field programmable gate arrays (FPGAs).

[0180] In some embodiments, the processing units in processing subsystem 2304 can
execute instructions stored in system memory 2310 or on computer readable storage media
2322. In various embodiments, the processing units can execute a variety of programs or
code instructions and can maintain multiple concurrently executing programs or processes.
At any given time, some or all of the program code to be executed can be resident in system
memory 2310 and/or on computer-readable storage media 2322 including potentially on one
or more storage devices. Through suitable programming, processing subsystem 2304 can

provide various functionalities.

[0181] In certain embodiments, a processing acceleration unit 2306 may be provided for
performing customized processing or for off-loading some of the processing performed by
processing subsystem 2304 so as to accelerate the overall processing performed by computer

system 2300.

[0182] I/O subsystem 2308 may include devices and mechanisms for inputting information
to computer system 2300 and/or for outputting information from or via computer system
2300. In general, use of the term “input device” is intended to include all possible types of
devices and mechanisms for inputting information to computer system 2300. User interface
input devices may include, for example, a keyboard, pointing devices such as a mouse or
trackball, a touchpad or touch screen incorporated into a display, a scroll wheel, a click
wheel, a dial, a button, a switch, a keypad, audio input devices with voice command
recognition systems, microphones, and other types of input devices. User interface input
devices may also include motion sensing and/or gesture recognition devices such as the
Microsoft Kinect® motion sensor that enables users to control and interact with an input
device, the Microsoft Xbox® 360 game controller, devices that provide an interface for

receiving input using gestures and spoken commands. User interface input devices may also
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include eye gesture recognition devices such as the Google Glass® blink detector that detects
eye activity (e.g., “blinking” while taking pictures and/or making a menu selection) from
users and transforms the eye gestures as input into an input device (e.g., Google Glass®).
Additionally, user interface input devices may include voice recognition sensing devices that
enable users to interact with voice recognition systems (e.g., Siri® navigator), through voice

commands.

[0183] Other examples of user interface input devices include, without limitation, three
dimensional (3D) mice, joysticks or pointing sticks, gamepads and graphic tablets, and
audio/visual devices such as speakers, digital cameras, digital camcorders, portable media
players, webcams, image scanners, fingerprint scanners, barcode reader 3D scanners, 3D
printers, laser rangefinders, and eye gaze tracking devices. Additionally, user interface
input devices may include, for example, medical imaging input devices such as computed
tomography, magnetic resonance imaging, position emission tomography, medical
ultrasonography devices. User interface input devices may also include, for example, audio

input devices such as MIDI keyboards, digital musical instruments and the like.

[0184] User interface output devices may include a display subsystem, indicator lights, or
non-visual displays such as audio output devices, etc. The display subsystem may be a
cathode ray tube (CRT), a flat-panel device, such as that using a liquid crystal display (LCD)
or plasma display, a projection device, a touch screen, and the like. In general, use of the
term “output device” is intended to include all possible types of devices and mechanisms for
outputting information from computer system 2300 to a user or other computer. For
example, user interface output devices may include, without limitation, a variety of display
devices that visually convey text, graphics and audio/video information such as monitors,
printers, speakers, headphones, automotive navigation systems, plotters, voice output devices

2

and modems.

[0185] Storage subsystem 2318 provides a repository or data store for storing information
that is used by computer system 2300. Storage subsystem 2318 provides a tangible non-
transitory computer-readable storage medium for storing the basic programming and data
constructs that provide the functionality of some embodiments. Software (programs, code
modules, instructions) that when executed by processing subsystem 2304 provide the
functionality described above may be stored in storage subsystem 2318. The software may

be executed by one or more processing units of processing subsystem 2304.  Storage

51



10

15

20

25

30

WO 2017/070412 PCT/US2016/058016

subsystem 2318 may also provide a repository for storing data used in accordance with the

present disclosure.

[0186] Storage subsystem 2318 may include one or more non-transitory memory devices,
including volatile and non-volatile memory devices. As shown in FIG. 23, storage
subsystem 2318 includes a system memory 2310 and a computer-readable storage media
2322. System memory 2310 may include a number of memories including a volatile main
random access memory (RAM) for storage of instructions and data during program execution
and a non-volatile read only memory (ROM) or flash memory in which fixed instructions are
stored. In some implementations, a basic input/output system (BIOS), containing the basic
routines that help to transfer information between elements within computer system 2300,
such as during start-up, may typically be stored in the ROM. The RAM typically contains
data and/or program modules that are presently being operated and executed by processing
subsystem 2304. In some implementations, system memory 2310 may include multiple
different types of memory, such as static random access memory (SRAM) or dynamic

random access memory (DRAM).

[0187] By way of example, and not limitation, as depicted in FIG. 23, system memory
2310 may store application programs 2312, which may include client applications, Web
browsers, mid-tier applications, relational database management systems (RDBMYS), etc.,
program data 2314, and an operating system 2316. By way of example, operating system
2316 may include various versions of Microsoft Windows®, Apple Macintosh®, and/or
Linux operating systems, a variety of commercially-available UNIX® or UNIX-like
operating systems (including without limitation the variety of GNU/Linux operating systems,
the Google Chrome® OS, and the like) and/or mobile operating systems such as 108,
Windows® Phone, Android® OS, BlackBerry® 10 OS, and Palm® OS operating systems.

[0188] Computer-readable storage media 2322 may store programming and data constructs
that provide the functionality of some embodiments. Software (programs, code modules,
instructions) that when executed by processing subsystem 2304 a processor provide the
functionality described above may be stored in storage subsystem 2318. By way of
example, computer-readable storage media 2322 may include non-volatile memory such as a
hard disk drive, a magnetic disk drive, an optical disk drive such as a CD ROM, DVD, a Blu-
Ray® disk, or other optical media. Computer-readable storage media 2322 may include, but

is not limited to, Zip® drives, flash memory cards, universal serial bus (USB) flash drives,
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secure digital (SD) cards, DVD disks, digital video tape, and the like. Computer-readable
storage media 2322 may also include, solid-state drives (SSD) based on non-volatile memory
such as flash-memory based SSDs, enterprise flash drives, solid state ROM, and the like,
SSDs based on volatile memory such as solid state RAM, dynamic RAM, static RAM,
DRAM-based SSDs, magnetoresistive RAM (MRAM) SSDs, and hybrid SSDs that use a
combination of DRAM and flash memory based SSDs. Computer-readable media 2322
may provide storage of computer-readable instructions, data structures, program modules,

and other data for computer system 2300.

[0189] In certain embodiments, storage subsystem 2318 may also include a computer-
readable storage media reader 2320 that can further be connected to computer-readable
storage media 2322. Together and, optionally, in combination with system memory 2310,
computer-readable storage media 2322 may comprehensively represent remote, local, fixed,
and/or removable storage devices plus storage media for storing computer-readable

information.

[0190] In certain embodiments, computer system 2300 may provide support for executing
one or more virtual machines. Computer system 2300 may execute a program such as a
hypervisor for facilitating the configuring and managing of the virtual machines. Each
virtual machine may be allocated memory, compute (e.g., processors, cores), I/O, and
networking resources. Each virtual machine typically runs its own operating system, which
may be the same as or different from the operating systems executed by other virtual
machines executed by computer system 2300. Accordingly, multiple operating systems
may potentially be run concurrently by computer system 2300. Each virtual machine

generally runs independently of the other virtual machines.

[0191] Communications subsystem 2324 provides an interface to other computer systems
and networks. Communications subsystem 2324 serves as an interface for receiving data
from and transmitting data to other systems from computer system 2300. For example,
communications subsystem 2324 may enable computer system 2300 to establish a
communication channel to one or more client computing devices via the Internet for

receiving and sending information from and to the client computing devices.

[0192] Communication subsystem 2324 may support both wired and/or wireless
communication protocols. For example, in certain embodiments, communications

subsystem 2324 may include radio frequency (RF) transceiver components for accessing

53



10

15

20

25

30

WO 2017/070412 PCT/US2016/058016

wireless voice and/or data networks (e.g., using cellular telephone technology, advanced data
network technology, such as 3G, 4G or EDGE (enhanced data rates for global evolution),
WiFi (IEEE 802.11 family standards, or other mobile communication technologies, or any
combination thereof), global positioning system (GPS) receiver components, and/or other
components. In some embodiments communications subsystem 2324 can provide wired

network connectivity (e.g., Ethernet) in addition to or instead of a wireless interface.

[0193] Communication subsystem 2324 can receive and transmit data in various forms.
For example, in some embodiments, communications subsystem 2324 may receive input
communication in the form of structured and/or unstructured data feeds 2326, event streams
2328, event updates 2330, and the like. For example, communications subsystem 2324 may
be configured to receive (or send) data feeds 2326 in real-time from users of social media
networks and/or other communication services such as Twitter® feeds, Facebook® updates,
web feeds such as Rich Site Summary (RSS) feeds, and/or real-time updates from one or

more third party information sources.

[0194] In certain embodiments, communications subsystem 2324 may be configured to
receive data in the form of continuous data streams, which may include event streams 2328 of
real-time events and/or event updates 2330, that may be continuous or unbounded in nature
with no explicit end. Examples of applications that generate continuous data may include,
for example, sensor data applications, financial tickers, network performance measuring tools
(e.g. network monitoring and traffic management applications), clickstream analysis tools,

automobile traffic monitoring, and the like.

[0195] Communications subsystem 2324 may also be configured to output the structured
and/or unstructured data feeds 2326, event streams 2328, event updates 2330, and the like to
one or more databases that may be in communication with one or more streaming data source

computers coupled to computer system 2300.

[0196] Computer system 2300 can be one of various types, including a handheld portable
device (e.g., an iPhone® cellular phone, an iPad® computing tablet, a PDA), a wearable
device (e.g., a Google Glass® head mounted display), a personal computer, a workstation, a

mainframe, a kiosk, a server rack, or any other data processing system.

[0197] Due to the ever-changing nature of computers and networks, the description of

computer system 2300 depicted in FIG. 23 is intended only as a specific example. Many
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other configurations having more or fewer components than the system depicted in FIG. 23
are possible. Based on the disclosure and teachings provided herein, a person of ordinary
skill in the art will appreciate other ways and/or methods to implement the various

embodiments.

[0198] Although specific embodiments of the present disclosure have been described,
various modifications, alterations, alternative constructions, and equivalents are also
encompassed within the scope of the present disclosure. The modifications include any
relevant combination of the disclosed features. Embodiments of the present disclosure are
not restricted to operation within certain specific data processing environments, but are free
to operate within a plurality of data processing environments. Additionally, although
embodiments of the present disclosure have been described using a particular series of
transactions and steps, it should be apparent to those skilled in the art that the scope of the
present disclosure is not limited to the described series of transactions and steps. Various

features and aspects of the above-described embodiments may be used individually or jointly.

[0199] Further, while embodiments of the present disclosure have been described using a
particular combination of hardware and software, it should be recognized that other
combinations of hardware and software are also within the scope of the present disclosure.
Embodiments of the present disclosure may be implemented only in hardware, or only in
software, or using combinations thereof. The various processes described herein can be
implemented on the same processor or different processors in any combination.
Accordingly, where components or modules are described as being configured to perform
certain operations, such configuration can be accomplished, e.g., by designing electronic
circuits to perform the operation, by programming programmable electronic circuits (such as
microprocessors) to perform the operation, or any combination thereof. Processes can
communicate using a variety of techniques including but not limited to conventional
techniques for interprocess communication, and different pairs of processes may use different

techniques, or the same pair of processes may use different techniques at different times.

[0200] The specification and drawings are, accordingly, to be regarded in an illustrative
rather than a restrictive sense. It will, however, be evident that additions, subtractions,
deletions, and other modifications and changes may be made thereunto without departing

from the broader spirit and scope as set forth in the claims. Thus, although specific
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embodiments have been described, these are not intended to be limiting. Various

modifications and equivalents are within the scope of the following claims.
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WHAT IS CLAIMED IS:

1. A method comprising:

receiving, by a computer system of an access management system, from a first
device, a request by a user for access to a resource;

based on the request, determining, by the computer system, that the first
device is registered for the user based on an authentication of the user at the first device prior
to the request;

generating, by the computer system, security data for determining
authentication of the user to access the resource using the first device, wherein the security
data includes first data that is based on information related to the user, and wherein the first
data is encrypted based on an encryption key;

sending, by the computer system, the encryption key to a second device that
the user has registered with the access management system, wherein the second device is
different from the first device;

sending, by the computer system, the security data to the first device, wherein
the first device presents the security data at an interface of the first device;

receiving, by the computer system, from the second device, second data that is
generated by the second device based on decryption of the first data included in the security
data, wherein the decryption of the first data is performed by the second device using the
encryption key sent to the second device, and wherein the security data is obtained by the
second device from a presentation of the security data at the first device;

determining whether the second data includes the information that is included
in the first data; and

based on determining that the second data includes the information, enabling

the first device to access the resource.

2. The method of claim 1, wherein the presentation of the security data at

the first device is displaying the security data at the first device.

3. The method of claim 1 or claim 2, wherein the security data includes a
quick response (QR) code that is displayed at the first device for the presentation of the

security data.
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4. The method of claim 3, wherein the first data included in the security

data is embedded in the QR code.

5. The method of any one of claims 1 to 4, further comprising:

identifying the first device as being registered for the user based on one or
more authentication processes for determining the authentication of the user at the first
device, and wherein the encryption key is sent to the second device upon identifying the

second device as being registered for the user.

6. The method of claim 5, wherein the second device, based on
authenticating the user for access at the second device, enables the user to operate the second

device to obtain the security data from the presentation of the security data at the first device.

7. The method of claim 6, wherein the authenticating the user for access
at the second device includes performing biometric authentication of the user based on

previous biometric input provided for registration of the user.

8. The method of any one of claims 1 to 7, wherein the request includes
information identifying the first device, and wherein the computer system identifies the first
device as being registered based on the authentication of the user associated with the

information identifying the first device.

0. The method of any one of claims 1 to 8, wherein the authentication of
the user is determined based on one or more authentication processes including a first
authentication process and a second authentication process, wherein the second
authentication process is different from the first authentication process, and wherein the
method further comprises:

prior to the request:
performing the first authentication process, wherein the first
authentication process includes verifying credential information of the user
received from the first device;
sending temporary access information to the second device;
receiving the temporary access information from the first

device; and
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performing a second authentication process, wherein the second
authentication process includes determining that the received temporary access
information matches the temporary access information sent to the second

device.

10. The method of claim 9, wherein the temporary access information is a
personal identification number associated with a time period for which the temporary access

information is valid for the second authentication process.

11. The method of any one of claims 1 to 10, further comprising:
sending, to the first device, a message indicating that access to the resource is
enabled, wherein the first device generates a graphical interface to enable access to the

resource at the first device.

12.  The method of claim any one of claims 1 to 11, wherein the second

device is a mobile device, and wherein the first device is a computer system.

13. A system comprising:
one or more processors; and
a memory accessible to the one or more processors, the memory storing one or
more instructions that, upon execution by the one or more processors, causes the one or more
processors to:
receive, by an access management system, from a first device, a
request by a user for access to a resource;
based on the request, determine that the first device is registered for the
user based on an authentication of the user at the first device prior to the request;
generate security data for determining authentication of the user to
access the resource using the first device, wherein the security data includes first data
that is based on information related to the user, and wherein the first data is encrypted
based on an encryption key;
send the encryption key to a second device that the user has registered
with the access management system, wherein the second device is different from the
first device;
send the security data to the first device, wherein the first device

presents the security data at an interface of the first device;
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receive from the second device, second data that is generated by the
second device based on decryption of the first data included in the security data,
wherein the decryption of the first data is performed by the second device using the
encryption key sent to the second device, and wherein the security data is obtained by
the second device from a presentation of the security data at the first device;

determine whether the second data includes the information that is
included in the first data; and

based on determining that the second data includes the information,

enable the first device to access the resource.

14.  The system of claim 13, wherein the one or more processors and the

memory are included in the access management system.

15.  The system of claim 13 or claim 14, wherein the security data includes
a quick response (QR) code that is displayed at the first device as the presentation of the
security data, and wherein the first data included in the security data is embedded in the QR

code.

16.  The system of any one of claims 13 to 15, wherein the one or more
instructions that, upon the execution by the one or more processors, further causes the one or
more processors to:

identify the first device as being registered for the user based on one or more
authentication processes for determining the authentication of the user at the first device, and
wherein the encryption key is sent to the second device upon identifying the second device as

being registered for the user.

17. The system of any one of claims 13 to 16, wherein the authentication
of the user is determined based on one or more authentication processes including a first
authentication process and a second authentication process, wherein the second
authentication process is different from the first authentication process; and

wherein the one or more instructions that, upon the execution by the one or
more processors, further causes the one or more processors to:

prior to the request:
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perform the first authentication process, wherein the first
authentication process includes verifying credential information of the user
received from the first device;

send temporary access information to the second device;

receive the temporary access information from the first device;
and

perform a second authentication process, wherein the second
authentication process includes determining that the received temporary access
information matches the temporary access information sent to the second

device.

18. A non-transitory computer-readable medium storing one or more
instructions that, upon execution by one or more processors, causes the one or more
processors to:

receive, by a computer system of an access management system, from a first
device, a request by a user for access to a resource;

based on the request, determine, by the computer system, that the first device
is registered for the user based on an authentication of the user at the first device prior to the
request;

generate, by the computer system, security data for determining authentication
of the user to access the resource using the first device, wherein the security data includes
first data that is based on information related to the user, and wherein the first data is
encrypted based on an encryption key;

send, by the computer system, the encryption key to a second device that the
user has registered with the access management system, wherein the second device is
different from the first device;

send, by the computer system, the security data to the first device, wherein the
first device presents the security data at an interface of the first device;

receive, by the computer system, from the second device, second data that is
generated by the second device based on decryption of the first data included in the security
data, wherein the decryption of the first data is performed by the second device using the
encryption key sent to the second device, and wherein the security data is obtained by the

second device from a presentation of the security data at the first device;
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determine whether the second data includes the information that is included in
the first data; and
based on determining that the second data includes the information, enable the

first device to access the resource.

19. The non-transitory computer-readable medium of claim 18, wherein
the security data includes a quick response (QR) code that is displayed at the first device as
the presentation of the security data, and wherein the first data included in the security data is

embedded in the QR code.

20. The non-transitory computer-readable medium of claim 18 or claim 19,
wherein the request includes information identifying the first device, and wherein the
computer system identifies the first device as being registered based on the authentication of

the user associated with the information identifying the first device.

62



PCT/US2016/058016

WO 2017/070412

124

8l

aWeuR
AISOH

e
)

vl
suoneolddy
aoM

| S —
. = )

443
suonel|ddy

SMOPUIAA

0cl
UORBULIoU|
[enuspaI)
J0 uonesuayiny
paseg JasM
0} 9|1S$390y
suoneolddy

|

|

|

suopeoddy | |
enef _

) _
= |

9cl |
suoneolddy |

N

771 1ebeue|y ss800y

ovl
Wa)sAS Juswabeuely ss800y

Ol

061
ele(
Bay ualD

09}
$9101/0d

0L T
< = uoneolddy
061 -
¥07T 221naq bupndwo)
A
. ws o 7 \\
7 o
ﬁ.«}\i\\o\
ocl
< S > oLl
uoneolddy
11 991naq bupndwo)
05} _ K 4
310)S ddy

SS900Y

/

00l



PCT/US2016/058016

WO 2017/070412

2/24

1444
41 R
QIR 3N KOV
1511 G3LSNYL OL 4QY + NI .
59300V AdVHOdNIL A4IE3A OFC O e NOILVIONI SS00V AUVOdIAL ONIS .
% ree
267 R
NOILVIRIOAN] SSF00Y AGVaOdNE L ILVaaNTD)
0€¢ >
NOLLVIW:OAN] SSF00Y AVHOdNIL 15303y "
1SI7 G3LSNY L ¥0FHY -
+ STYILNIATAD A4 822 S - ATIEERNES
vce
SWIINIQT)) [S3N079 >
NOILVOILNIHLAY o2z
N30 ¢zc > e I04N0STY S8300Y OL 15303y VMONN 81z
91¢
JENPNIEIRE g
ADA ALRMINDIS ILVAINTO 444
ONV 435N 3LVOUNTHLAY 7125 [¢ INETNORETSREN 0z
vt
WalsAs —_—
0¢ JualD ¢0¢ 3D

\V Juswabeuey
002 $S900Y




PCT/US2016/058016

WO 2017/070412

324

d¢ Ol

98¢

§6300v 319vN7

8¢

88¢

IN3ITO
0Ol §S303v

NOILVOI4ILON AN3S

81¢

JAINOYd 087 |

V1va ALIMND3S LNOAY NOILYINIOANI AN3S

v.ic

V1vV(J ALIMNO3S av3ay

0/¢
V1VQ ALRINO3S aN3S

89¢

VLVa ALMND3S
31V4ANTD + 1811 99¢ N
A3 797
¢9¢
ol 304N0STY SS300Y OL 153N03Y
9¢
0vr |\A
walsg 052 70T walo

Jawoabeueyy $5809y

8¢

9/¢

¢Le

¢0c W10




PCT/US2016/058016

WO 2017/070412

4/24

oom\

¢ 5l

90€—

{

pJIOMSSed
vomul/.V A
awep Jasn
[4s]3 ~ [euoneusdu|
/ away

m_v v o o 88|

[ELIOd SS90y MOO (7 PaMEIS BUMID(™}  PalISIA 150N []

yoJeas _ _.o a  03;ds(wdo/ddeuido)/woaBurninosinoAueduiod [erodssaade//:sdiy A@

8

E

=

+/x Jageuey ss920y G\




PCT/US2016/058016

5/24

WO 2017/070412

¥ Ol

07 ~_|

% N

vov/hemo_zmﬁ:,q aliqopy Auedwo?) ybnouyy uid swiy suQ O

s poylew palayald e 8s00yd ases|d
0y

uonesnuUIYINY 10joe4 pUoIdg

[euonewId)u|
7 Yoway
[eHOd $$800Y MOO (D PaielS Bume 3 payisiA 3o ]
= _ r 8 g ¢ 8|$ _ yoless o _ _.0 4 09;,ds[ uiboy/ddeuiolwod BuiainosinoAuedwod felodssacoe sy & mvv

\ +/x Jabeueyy ssa00y 1D \
8 ([O]|=
00y



PCT/US2016/058016

WO 2017/070412

6/24

009 \

G Ol

A5~

%10

1459
/__msm_ ybnouyy uid swi| suQ ©
Bnoiyy uid awi| su
Nrm\m_\,_m; Y} uld swil suQ O

e VINO ubnoays uid swi] suQ @

:poyiew pa.ayeld InoA 8s00y9 ases|d

[euoneuId)u|

" Yowoy

m_v v o o B8]

yoJess o _ _.o a 02 ds[ uiBojyddeuibojjwod BuininosinoAuedwod feuodsssode.sdny Amvv

8

1)

=

\ % Jofeueyy sssooy 1 [~




WO 2017/070412 PCT/US2016/058016
7/24

602 602
/ /

=N = )

oOC— oOC—
No Service =  12:40 PM $39%0 >+ No Service = 12:40PM  B39%I 3+
Company Mobile Authenticator s Company Mobile Authenticator -+

One-Time Password

Enter the one-time password when
prompted to sign-in to the account.

( @ 2’ 604 & tvalenti Access Portal
Touch ID for "Company Mobile 622~_
Authenticator" 524861 @

Authenticate to access Company
Mobile Authenticator

Cancel

624

< Authorize using QR Code >

_O- J O

FIG. 6




WO 2017/070412

-

PCT/US2016/058016

a

S

0

7/ 22NN
7

7
;gl ¢4

-

704

-

FIG. 7

i

,.&
)

NN
N

x‘ :
e

o
i\
RN
\

e
SN
W3 5

}

8/24
/ 700
0 N
OC—>
0eecoATET= 1151 PM 7 B58%TF

E Company Mobile Authenticator

Please enter PIN or use

your fingerprint

?)2
0 0 0 0
706~
[ as )
2 \\i\

S
s

e,

T

R
SR

{




WO 2017/070412 PCT/US2016/058016
9/24

700
/

=)

oOCT—>

00000 AT&T= 11:51 PM 7 B 58%CLr

; Company Mobile Authenticator

Please enter PIN or use
your fingerprint

702




PCT/US2016/058016

WO 2017/070412

10/24

-

@J

—

A apo) Yo buisn szuoyny v

S—

56

9,

198925

N

[BLO] 8300y

766 nusjeA) 3

Junoade ay) 0} ui-ubis o) pajdwold
uaym piomssed awi-suo ay) Jejug

PIOMSSEJ BWI] -dUQ

+  Jojeanuayiny ajiqojy Auedwoy =

+CD%6c% WA 0Vl < 80IMBG ON
—O0

6 Ol

Cl6——]

uibo suondQ 0} uinjey

orm/_

OH duwoy |

wom/,_

dopisaq Hom |

906~ uopeso/eomaq siyy 1sni| @

I 198926 |

=

uonedInuUIYINY 10joe4 pU0IdS

Uid SWI] 8uQ

\

€06

[euoneuId)u|

Yowoy

[BHOd SS820% MOOW  Ppaels bumao::

PSNSIA ISON ]

_ve@¢@_a_

TREES) _b a 00l uiboy/ddeuiBioyod Buianosinofuedusod |enodssadelsdy @ mvu

L

L

\

056

[B]=]

+\ x

Jabeuep $5800y @

\

)
006




PCT/US2016/058016

WO 2017/070412

11/24

0l Ol

‘pansasa sjybu Iy "saeljye syl Jojpue Auedwod G10Z'y10g @ WBLAdOD
$92IAIBG Aued-paiy L | 991n8S Jo swua] | Ao1j0d Aoeald

10}

L0}

010}

o enbo|3 Auedwo) 2

ao 12 Wdo G %|| & epodyH Q2 &M

o+ 12 sesuedky (0 %|| & spodaeiodiog | B

EH= PPy @ | weoey =l | seoneq SR ﬁ semmmdu

> [euoneuwdju|

200, e <) auway
[e)IOd $S300Y MOOLT PaUE)S Buman{™y payIsiA IS0 ]
= _ > ¢ 3 ¢ 88| 421283 Yo | [© 4 09;dsf uiboy/ddeuifol/wioy BuanosinoAueduiod lepodssease)/:sdjy m&@
+\ sabeueyy ss800y 17 \

oo B IE[=



PCT/US2016/058016

WO 2017/070412

12/24

AR=

anoway|  DH - swoy mﬂ_ anoway|  awoH ,/@\ 9AOWSY| UOPUOT - BWIOY mG
N\ N\ N\
2 ObLh qoL, SuopesoT paysniy A

anoway| dopsaq Mo

=

anoway| auoyd| op AN m anoway| xoyeui - domsagAy D

/ /

oneg

N
S\: z0,, S991neQ paysniL AW

sbunjog ssoaay Al

%

&

=1

[euoneuIdu|

“Yowoy

= U5 ¢ 8%

[eLIOd $S909Y MOO W PauelS Bumen:™: pajIsiA 1o ]

yoleas o _ _D 4 02 ds[ uBoj/ddeuiboy/wod BurninosinoAuedwod [epodssaaoesdy mwvv

8

5]

+\ x Jebeueyy 55990y L1 \

oo:\




PCT/US2016/058016

WO 2017/070412

13/24

¢l Ol

up3

VINO ubnoay) uid swij suQ e

90UdIdj0.d 10}oe4 puodag Ay —

_
up

]
g
EER \ swxsnnss ¢ PD| B DIOM NOA UBYM Ul BAI| NOA PIP J88AS YDIYAA ©
802!

-—
=]
L

L

sxxx ¢, 9SN0AS INOA 195W NOA pIp Jeak YaIypp ©
R ¢, uloq noA asam AJ9 YdIypn o

7 siamsuyjuonsanp abuajeyn Ay —/

[ onowsy | swoHe gz [oroway | OHawoy e

7 g

suoneso paysnil Ay —

9A0WBY

)
dopisag-Auoy o vom\v [ anoway | doyde7-Auo] o

y $991n0( pajsha) Al

(

20cl jeuoneutaiu|

7Yowoy

[BLOd $S890Y MO0 PaMelS BumeD:™: palsiA ISO (]

= o ¢ 88|

42Jeas Yo | [ 4 093 dsf uioyddeuboyuiod Buionosinofuedwiod [epodsseode/sdpy & m@

8 |[@|Z

+\ * Jabeueyy 55900y L7 \

oomr\




PCT/US2016/058016

WO 2017/070412

14/24

€l Ol

vogl

/

[ juay preoqysepysaBeuewuobolwoo BuiomosjnoAueduod |eHodssande

A|Inyss899ns o pabbo| 1asn

el

[euoneuwIu|

7Y awoy

[BHOd $5890Y MOO L PSMEIS BUNSD ™ PaISIA ISON []

=1 83 ¢ 8%

ya.eas o _ _.o 4 09,ds uiboj/ddeuibol/wod BuroinosinoAuedwod [epodssaaoe)/:sdny & mv.vv

8 |@[=

N\ x 4O-uBiS 3Buis 1

oomr&




PCT/US2016/058016

15/24

WO 2017/070412

vl Ol

N

1214

covl

1414
/ ‘uIBo| 0) P09 YO By} ULIS 8ses|d

wudiabuly Inok
asn 10 N|d Jejud ases|d [euoReUIau|
7
Joeanuayiny ayqojy Auedwio)s _ (v@EQ <
oGk s N 1S  R]yoosee [eHOd $S920% MOOW Pale)S bumen:: paysiA 1o O
—>o0 = _ > ¥ g 0 88| 0JeaS v | _.ozs%___E_S\&g_@o_\ss_g_osow_séges__mto%wgom\\”é; = A@
f 0 & I +\ x Jobeuepy sseooy @ [

omi\ ooi\




PCT/US2016/058016

WO 2017/070412

16/24

\

O

vsGl

N

2GSl ii INJSS8IINS UBIS
/ ......... OC_CCNOW

¥R [l

oo

9p0oJeq B UBdg

Jojeanuayny ajiqojy Auedwoy

HCD%85&4  INd 1G]] < 131Yooees

(.

—O
O

K

ommr\

Gl

Ol

J

c0sl

‘uIBo| 0) P02 YO By} ULIS 8ses|d

[euoneuId)u|

7Yoway

m_v. e 5 ¢ 98|

[BHOd $$890Y MOOW  Pake)S Bumen):

PSNSIA JSON ]

TREERS) _.o a  00;0sl uboyddeuiboywod Buininosinofuedulod jeyodsssaoe)/sdyy & A@

R

+\

sabeuey 5900y &

oomr\A




PCT/US2016/058016

WO 2017/070412

17/24

9l

Ol

O

N

apo2) Yo Buisn szuoyny

¢s9l

N

80I088) 0} $88008 BuImofy
$$399Ng

[EHOgSsToTy

e 5o

'Junoa2e aY} 0} ul-ubis o) paydwoud
Uaym piomssed awn-suo ay) Jejug

c09l

‘uIBo| 0) 9p02 HO) 9y} UBIS 3sEd|d

pJOMSSEd BWI[-auUQ ~ [euoneuldju|
+  Jojeayuayiny sjiqoly Auedwoy = (v ouny
%6 WNdO0PZl < 80IMG ON [el0d $$800Y M\OOW  PalelS Bumen:™:  palsIA 1SoN O
—>o0o0 = _ > 8 5 O 88| YoKedS o (o a  aoydsfuboyddeuoyuioo Buninosinofueduoy jeodsseacesdyy @ mvv
f o K +\ x Jobeueyy sseooy 1w [
8 [E][=

0591 A

009} A




PCT/US2016/058016

WO 2017/070412

18/24

AN

¢sll

._ooVoa

JOUURD NOA "9p09 YO PIeAU|

[=]
[m]:32 ]

4\A

[m] 32 [w]

‘uiBo| 01 8p09 YO 9Y} ULIS ases|d

Jojeanuayiny ajiqoly Auedwioy &

HED%5&4  Nd 1G]] < 131Yooees

[euoneuwIu|

7Y owoy

o

—>O0

°

m_v R NCIES

[BHOd $5890 MOOW  PSHEIS BUMSD::  PaysiA 15O [

;emmmd__.op

og%___c_@o_\&g_@o_\es_g_osow_ségea_go%wsﬁnm@

8

]

]

+\ x Jobeueyy sseooy 1 [

0521 A

00L} A




WO 2017/070412

19/24

P

CT/US2016/058016

1800
N

4 0

o C—>

No SIM = 2:00 pm

< Back  Company Mobile Authenticator

o

Access Request
é? Notification

N

User tom.dole has requested access
to portal.acme.com at 02:00 pm from
IP address 10.177.254.243.

' ?
N What would you like to do?

Allow

Deny

o

.

History

L —1802

— 1806

O

FIG. 18



WO 2017/070412 PCT/US2016/058016
20/24

RECEIVE A FIRST REQUEST FOR ACCESS BY A USER FROM A FIRST DEVICE
1902

v

f DETERMINE WHETHER THE USER IS AUTHENTICATED FOR THE FIRST DEVICE
1904

v
( DETERMINE AUTHENTICATION OF A USER AT A FIRST DEVICE BASED ON ONE OR MORE
AUTHENTICATION PROCESSES

1906

v
IDENTIFY THE FIRST DEVICE AS BEING A TRUSTED DEVICE OR ASSOCIATED WITH A TRUSTED
LOCATION 1908

v

( RECEIVE A SECOND REQUEST FOR ACCESS BY THE USER FROM THE FIRST DEVICE
1910

v

DETERMINE THAT THE FIRST DEVICE IS A TRUSTED DEVICE OR TRUSTED LOCATION
1912

v

GENERATE SECURITY DATA
1914

!

( SEND, TO THE SECOND DEVICE, ENCRYPTION INFORMATION USED TO GENERATE THE SECURITY
DATA 1916

v

SEND THE SECURITY DATA TO THE FIRST DEVICE
1918

v

RECEIVE DECRYPTED DATA FROM THE SECOND DEVICE
1920

v

( DETERMINE WHETHER THE DECRYPTED DATA MATCHES DATA EMBEDDED IN THE SECURITY DATA
1922

v
(" SEND A NOTIFICATION TO THE FIRST DEVICE TO INDICATE WHETHER THE USER IS PERMITTED
WITH ACCESS

1924

v

( SEND A NOTIFICATION TO THE SECOND DEVICE TO INDICATE WHETHER THE USER IS PERMITTED
WITH ACCESS
1926

FIG. 19

1900

\\

7

\,

N’

\\

HH




WO 2017/070412 PCT/US2016/058016

21/24
2000
\\, START
4 N
RECEIVE, AT A FIRST DEVICE, A FIRST REQUEST FOR ACCESS BY A USER
2002
\_

DETERMINE AUTHENTICATION OF A USER AT A FIRST DEVICE BASED ON ONE OR MORE
AUTHENTICATION PROCESSES
2004

v

PERMIT THE FIRST DEVICE WITH ACCESS AS BEING A TRUSTED DEVICE OR ASSOCIATED WITH A
TRUSTED LOCATION
2006

v

RECEIVE A SECOND REQUEST FOR ACCESS BY THE USER FROM THE FIRST DEVICE
2008

v

SEND, TO AN ACCESS MANAGEMENT SYSTEM, A REQUEST FOR ACCESS BY THE USER FROM THE
FIRST DEVICE
2010

v

RECEIVE SECURITY DATA
2012

v

PRESENT SECURITY DATA
2014

v

e ™
RECEIVE A NOTIFICATION FROM THE ACCESS MANAGEMENT SYSTEM INDICATING WHETHER ACCESS
BY THE USER IS PERMITTED
2016

;

(GENERATE AN INTERFACE BASED ON THE NOTIFICATION.
2018

END FIG. 20

2020



WO 2017/070412

22/24

DATABASE
2116

DATABASE
2114

( COMPONENT | COMPONENT
2118 2120

( COMPONENT |
2122

J/

SERVER 2112

NETWORK(S)

PCT/US2016/058016




PCT/US2016/058016

WO 2017/070412

23/24

¢¢ Ol

7€2¢ STOINGIS aFVHS TYNYILN]|

£¢¢ S30dN0STY FINLONGLSYHAN]

¢¢¢ INFWIOVYNVIN ALILNAQ|

7

07¢C ONIYOLINOI

~

rm_z< LINIFWIOVNVN w_m_m_w_O\

@#NN\»

{ [E— \ { N\
4444 7A44

| NOLVH1SIHOHO ¥IQHO0 | N_\Nmm ' | ONINOISINOH ¥3Q0 |

0vze \4
{ ﬁ \ { g N\
| INGNFOVNYIN HIQH0 ¢ S | IsvavivguIaio

8¢€¢¢
ommm.\/»
44 vice cice
IN ano19 IN ano19 IN ano19

7022 WILSAS FUNLONYLSYHANI ANO1)

vec
JOINY3S

m_m_m__>omn_/J

80¢C

301A3Q

N yez2

153ND3Y I0INA3S

(¥4
(S)ydoMLIN

14444
JOINES

eI J

IN3MD

90¢c

301A3Q

—  yEee
1S3ND3Y I0INI3IS

14444
JOIN3S

d3aIN0dd

IN3MD

v0ce

301A3Q

RS

RAAATCEIIOE
JOINY3S

IN3MD



PCT/US2016/058016

WO 2017/070412

24/24

€¢ Ol

Ad

81€¢ INALSASANS FOVHOLS
FA454
oT¢e VIQ3N IOVHOLS
IW3LSAS ONILYHIO 31gvavay
saivadn| |swvayis) | sa3ad V.1va WY490dd
IN3AT IN3AT v1iva AT 0cee
SINVYD0Yd NOLLYOIddY d3dv3d VIaIn
— JOVHOLS
veee Eo_\,_%_\”_m_\mm%a J18vdv3d
W3LSASANS SNOILYDINNANNOD d3.ndiNod
nv I
20€2 —
S 80¢tc NOILYYI 1300V
IW3LSASANS O/l ONISSIO0NY - -
LINN ONISS3O0Hd LINN ONISS3O0Hd

y0E¢ W3LSASENS ONISS3O0Hd

0€¢ W3LSAS ¥31NdNOD




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2016/058016

A. CLASSIFICATION OF SUBJECT MATTER

INV. GO6F21/32 GO6F21/36
ADD.

HO4L9/32

HO4L29/06

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

HO4L GO6F

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

18 June 2014 (2014-06-18)

figure 2

figures 1,2

ALEXANDER [US] ET AL)
6 August 2015 (2015-08-06)
figures 4A, 4B, 4C, 5A-5D,

paragraph [0022] - paragraph [0038];

X US 8 627 438 B1 (BHIMANAIK BHARATH KUMAR 1-20
[US]) 7 January 2014 (2014-01-07)
column 4 - column 8; figures 2, 7

A EP 2 743 857 Al (GEMALTO SA [FR]) 1-20

A US 2013/219479 Al (DESOTO DANIEL B [US] ET 1-20
AL) 22 August 2013 (2013-08-22)
paragraph [0019] - paragraph [0034];

A US 2015/222615 Al (ALLAIN FRANCOIS 1-20

D Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

29 November 2016

Date of mailing of the international search report

07/12/2016

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Jardak, Christine

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2016/058016
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 8627438 Bl 07-01-2014 US 8627438 Bl 07-01-2014
us 9178890 Bl 03-11-2015
US 2016036809 Al 04-02-2016
EP 2743857 Al 18-06-2014  EP 2743857 Al 18-06-2014
EP 2932428 Al 21-10-2015
US 2015312252 Al 29-10-2015
WO 2014090594 Al 19-06-2014
US 2013219479 Al 22-08-2013 US 2013219479 Al 22-08-2013
US 2015089610 Al 26-03-2015
US 2016162875 Al 09-06-2016
US 2015222615 Al 06-08-2015  NONE

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - description
	Page 47 - description
	Page 48 - description
	Page 49 - description
	Page 50 - description
	Page 51 - description
	Page 52 - description
	Page 53 - description
	Page 54 - description
	Page 55 - description
	Page 56 - description
	Page 57 - description
	Page 58 - description
	Page 59 - claims
	Page 60 - claims
	Page 61 - claims
	Page 62 - claims
	Page 63 - claims
	Page 64 - claims
	Page 65 - drawings
	Page 66 - drawings
	Page 67 - drawings
	Page 68 - drawings
	Page 69 - drawings
	Page 70 - drawings
	Page 71 - drawings
	Page 72 - drawings
	Page 73 - drawings
	Page 74 - drawings
	Page 75 - drawings
	Page 76 - drawings
	Page 77 - drawings
	Page 78 - drawings
	Page 79 - drawings
	Page 80 - drawings
	Page 81 - drawings
	Page 82 - drawings
	Page 83 - drawings
	Page 84 - drawings
	Page 85 - drawings
	Page 86 - drawings
	Page 87 - drawings
	Page 88 - drawings
	Page 89 - wo-search-report
	Page 90 - wo-search-report

