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(57) Abstract: Systems and methods for operating an RFID transponder (102). The methods involve: performing energy harvesting 

operations by a voltage scavenging device (130) of the RFID transponder to collect energy from an RF field, magnetic field, heat, 
f4 light or movement of the RFID transponder; increasing or decreasing, by a voltage converter of the RFID transponder, a voltage 

level of a signal received from the voltage scavenging device to a sub-threshold voltage level that is at least one order of magnitude 
below a normal operating range for the RFID transponder; and supplying an operating voltage at the sub-threshold voltage level to at 
least a transceiver circuit (124) of the RFID transponder.
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PASSIVE RFID TAGS WITH INTEGRATED CIRCUITS USING 
SUB-THRESHOLD TECHNOLOGY 

BACKGROUND OF THE INVENTION 

Statement of the Technical Field 

[0001] The present invention relates generally to Integrated Circuits ("ICs"). More 

particularly, the present invention relates to passive Radio Frequency Identification ("RFID") 

tags including ICs using sub-threshold technology.  

Description of the Related Art 

[0002] RFID technology has conventionally been used to transfer data for purposes of 

automatically identifying and tracking RFID tags attached to objects. In this regard, the 

RFID tags have information stored in a data store thereof, such as a unique identifier. During 

operation, the RFID tags transmit a response to a signal received from an RFID reader by 

backscattering the received signal. At a minimum, the response signal includes the unique 

identifier.  

[0003] Some RFID tags are passive. Passive RFID tags get their operating power by 

harvesting energy from the signal received from an RFID reader. More specifically, the 

RFID tags are powered by electromagnetic induction from magnetic fields produced near a 

reader thereof by a local radiator. Electromagnetic induction is the production of an 

electromotive force across a conductor when it is exposed to a varying magnetic field.  

Passive RFID tags have many advantages such as low cost, light weight, small form factor 

and long operational life. However, passive RFID tags have a limited read range since only a 

few microwatts can be harvested from the received signal.  

[0004] Gains in the read range have occurred because the power needed to run the 

passive RFID tags has decreased over time. Additionally, the passive RFID tags' sensitivity 

to incoming signals has gone down over time. However, in general, the small antennas of the 

passive RFID tags limit the amount of power supplied thereto. In effect, the read range of the 

passive RFID tags is still limited to 2-10 meters from the RFID reader.  
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SUMMARY OF THE INVENTION 

[0004a] It is an object of the present invention to substantially overcome or at least 

ameliorate one or more of the above disadvantages.  

[0004b] According to an aspect of the present invention, there is provided a method for 

operating a Radio Frequency Identification ("RFID") transponder, comprising: performing 

energy harvesting operations by a voltage scavenging device of the RFID transponder to collect 

energy from a Radio Frequency ("RF") field and store the energy in an energy storage device of 

the voltage scavenging device; causing a switch to change positions, when the energy storage 

device is charged to a pre-determined voltage level, from (A) a first position in which a closed 

circuit is formed between an antenna and the voltage scavenging device, and (B) a second 

position in which (i) an open circuit is formed between the antenna and the voltage scavenging 

device and (ii) a closed circuit is formed between the antenna and a transceiver circuit of the 

RFID transponder; increasing or decreasing, by a voltage converter of the RFID transponder, a 

voltage level of a signal received from the voltage scavenging device to a sub-threshold voltage 

level that is at least one order of magnitude below a normal operating range for the RFID 

transponder; and supplying an operating voltage at the sub-threshold voltage level to at least the 

transceiver circuit.  

[0004c] According to another aspect of the present invention, there is provided a method for 

operating a Radio Frequency Identification ("RFID") transponder, comprising: performing 

energy harvesting operations by a voltage scavenging device of the RFID transponder to collect 

energy from a Radio Frequency ("RF") field, magnetic field, heat, light or movement of the 

RFID transponder; increasing or decreasing, by a voltage converter of the RFID transponder, a 

voltage level of a signal received from the voltage scavenging device to a sub-threshold voltage 

level that is at least one order of magnitude below a normal operating range for the RFID 

transponder; and supplying an operating voltage at the sub-threshold voltage level to at least a 

transceiver circuit of the RFID transponder; wherein the sub-threshold voltage level is within 

200 milli-Volts to 600 milli-Volts.  

[0004d] According to another aspect of the present invention, there is provided a method for 

operating a Radio Frequency Identification ("RFID") transponder, comprising: performing 

energy harvesting operations by a voltage scavenging device of the RFID transponder to collect
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energy from a Radio Frequency ("RF") field, magnetic field, heat, light or movement of the 

RFID transponder; increasing or decreasing, by a voltage converter of the RFID transponder, a 

voltage level of a signal received from the voltage scavenging device to a sub-threshold voltage 

level that is at least one order of magnitude below a normal operating range for the RFID 

transponder; and supplying an operating voltage at the sub-threshold voltage level to at least a 

transceiver circuit of the RFID transponder; wherein the voltage level is increased to the sub

threshold voltage level when the energy is collected from the RF Field, magnetic field, heat or 

light.  

[0004e] According to another aspect of the present invention, there is provided a method for 

operating a Radio Frequency Identification ("RFID") transponder, comprising: performing 

energy harvesting operations by a voltage scavenging device of the RFID transponder to collect 

energy from a Radio Frequency ("RF") field, magnetic field, heat, light or movement of the 

RFID transponder; increasing or decreasing, by a voltage converter of the RFID transponder, a 

voltage level of a signal received from the voltage scavenging device to a sub-threshold voltage 

level that is at least one order of magnitude below a normal operating range for the RFID 

transponder; and supplying an operating voltage at the sub-threshold voltage level to at least a 

transceiver circuit of the RFID transponder; wherein the voltage level is decreased to the sub

threshold voltage level when the energy is collected from light or movement of the RFID 

transponder.  

[0004f] According to another aspect of the present invention there is provided a Radio 

Frequency Identification ("RFID") transponder, comprising: a voltage scavenging device that 

performs energy harvesting operations to collect energy from a Radio Frequency ("RF") field 

and store the energy in an energy storage device of the voltage scavenging device; a switch that 

is caused to change positions, when the energy storage device is charged to a pre-determined 

voltage level, from (A) a first position in which a closed circuit is formed between an antenna 

and the voltage scavenging device, and (B) a second position in which (i) an open circuit is 

formed between the antenna and the voltage scavenging device and (ii) a closed circuit is 

formed between the antenna and a transceiver circuit; and a voltage converter that increases or 

decreases a voltage level of a signal received from the voltage scavenging device to a sub

threshold voltage level that is at least one order of magnitude below a normal operating range 

for the RFID transponder; wherein the transceiver circuit is supplied an operating voltage at the 

sub-threshold voltage level.
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[0004g] According to another aspect of the present invention, there is provided a Radio 

Frequency Identification ("RFID") transponder, comprising: a voltage scavenging device that 

performs energy harvesting operations to collect energy from a Radio Frequency ("RF") field, 

magnetic field, heat, light or movement of the RFID transponder; a voltage converter that 

increases or decreases a voltage level of a signal received from the voltage scavenging device to 

a sub-threshold voltage level that is at least one order of magnitude below a normal operating 

range for the RFID transponder; and a transceiver circuit that is supplied an operating voltage at 

the sub-threshold voltage level; wherein the sub-threshold voltage level is within 200 milli-Volts 

to 600 milli-Volts.  

[0004h] According to another aspect of the present invention, there is provided a Radio 

Frequency Identification ("RFID") transponder, comprising: a voltage scavenging device that 

performs energy harvesting operations to collect energy from a Radio Frequency ("RF") field, 

magnetic field, heat, light or movement of the RFID transponder; a voltage converter that 

increases or decreases a voltage level of a signal received from the voltage scavenging device to 

a sub-threshold voltage level that is at least one order of magnitude below a normal operating 

range for the RFID transponder; and a transceiver circuit that is supplied an operating voltage at 

the sub-threshold voltage level; wherein the voltage level is increased to the sub-threshold 

voltage level when the energy is collected from the RF Field, magnetic field, heat or light.  

[0004i] According to another aspect of the present invention, there is provided a Radio 

Frequency Identification ("RFID") transponder, comprising: a voltage scavenging device that 

performs energy harvesting operations to collect energy from a Radio Frequency ("RF") field, 

magnetic field, heat, light or movement of the RFID transponder; a voltage converter that 

increases or decreases a voltage level of a signal received from the voltage scavenging device to 

a sub-threshold voltage level that is at least one order of magnitude below a normal operating 

range for the RFID transponder; and a transceiver circuit that is supplied an operating voltage at 

the sub-threshold voltage level; wherein the voltage level is decreased to the sub-threshold 

voltage level when the energy is collected from light or movement of the RFID transponder.  

[0005] The present disclosure concerns systems and methods for operating an RFID 

transponder. The methods involve: performing energy harvesting operations by a voltage 

scavenging device of the RFID transponder to collect energy from an RF field, magnetic field, 

heat, light or movement of the RFID transponder; increasing or decreasing, by a voltage
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converter of the RFID transponder, a voltage level of a signal received from the voltage 

scavenging device to a sub-threshold voltage level that is at least one order of magnitude below 

a normal operating range for the RFID transponder; and supplying an operating voltage at the 

sub-threshold voltage level to at least a transceiver circuit of the RFID transponder.  

[0006] In some scenarios, the normal operating range for a voltage level is 1.2 Volts to 3.6 

Volts. The sub-threshold voltage level is within 200 milli-Volts to 600 milli-Volts. The voltage 

level is increased to the sub-threshold voltage level when the energy is collected from the RF 

Field, magnetic field, heat or light. The voltage level is decreased to the sub-threshold voltage 

level when the energy is collected from light or movement of the RFID transponder.  

The energy harvesting operations involve: capturing RF energy emitted within a surrounding 

environment from equipment; passing the RF energy through a switch that is normally in a 

position which provides an electrical connection between an antenna of the RFID transponder 

and a full wave rectifier of the RFID transponder; converting the RF energy into direct current 

for generating electric power; supplying the electric power to an energy storage device (e.g., a 

super capacitor) of the RFID transponder for charging the energy storage device to a pre

determined voltage level; and supplying power from the energy storage device to a controller of 

the RFID transponder when a voltage level of the energy storage device is equal to or greater 

than the pre-determined voltage level. The controller may also generate and send a switch 

control signal to the switch to cause the switch to change positions such that that switch is 

disconnected from the antenna and connected to a transceiver of the RFID transponder.  

Information may also be communicated from the RFID transponder to an external device. The 

information can include, but is not limited to, information that is useful for determining whether 

to grant or deny a person access to a restricted area.
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] Embodiments will be described with reference to the following drawing figures, in 

which like numerals represent like items throughout the figures, and in which: 

[0009] FIG. 1 is a schematic illustration of an exemplary architecture for an RFID 

system.  

[0010] FIG. 2 is a block diagram of an exemplary architecture for the voltage scavenging 

device shown in FIG. 1.  

[0011] FIG. 3 is a graph that is useful for understanding the charging of an energy storage 

device.  

[0012] FIG. 4 is a flow diagram of an exemplary method for operating an RFID tag.  

[0013] FIGS. 5A-5B (collectively referred to as "FIG. 5") provide a flow diagram of an 

exemplary method for controlling access to a restricted area.  

DETAILED DESCRIPTION OF THE INVENTION 

[0014] It will be readily understood that the components of the embodiments as generally 

described herein and illustrated in the appended figures could be arranged and designed in a 

wide variety of different configurations. Thus, the following more detailed description of 

various embodiments, as represented in the figures, is not intended to limit the scope of the 

present disclosure, but is merely representative of various embodiments. While the various 

aspects of the embodiments are presented in drawings, the drawings are not necessarily 

drawn to scale unless specifically indicated.  

[0015] The present invention may be embodied in other specific forms without departing 

from its spirit or essential characteristics. The described embodiments are to be considered in 

all respects only as illustrative and not restrictive. The scope of the invention is, therefore, 

indicated by the appended claims rather than by this detailed description. All changes which 

come within the meaning and range of equivalency of the claims are to be embraced within 

their scope.  
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[0016] Reference throughout this specification to features, advantages, or similar 

language does not imply that all of the features and advantages that may be realized with the 

present invention should be or are in any single embodiment of the invention. Rather, 

language referring to the features and advantages is understood to mean that a specific 

feature, advantage, or characteristic described in connection with an embodiment is included 

in at least one embodiment of the present invention. Thus, discussions of the features and 

advantages, and similar language, throughout the specification may, but do not necessarily, 

refer to the same embodiment.  

[0017] Furthermore, the described features, advantages and characteristics of the 

invention may be combined in any suitable manner in one or more embodiments. One skilled 

in the relevant art will recognize, in light of the description herein, that the invention can be 

practiced without one or more of the specific features or advantages of a particular 

embodiment. In other instances, additional features and advantages may be recognized in 

certain embodiments that may not be present in all embodiments of the invention.  

[0018] Reference throughout this specification to "one embodiment", "an embodiment", 

or similar language means that a particular feature, structure, or characteristic described in 

connection with the indicated embodiment is included in at least one embodiment of the 

present invention. Thus, the phrases "in one embodiment", "in an embodiment", and similar 

language throughout this specification may, but do not necessarily, all refer to the same 

embodiment.  

[0019] As used in this document, the singular form "a", "an", and "the" include plural 

references unless the context clearly dictates otherwise. Unless defined otherwise, all 

technical and scientific terms used herein have the same meanings as commonly understood 

by one of ordinary skill in the art. As used in this document, the term "comprising" means 

"including, but not limited to".  

[0020] The present invention may be implemented on one or any combination of 

hardware, firmware and software. The present invention may also be implemented as 

instructions contained in or on a machine-readable medium, which may be read and executed 

by one or more processors to enable performance of the operations described herein. A 

machine-readable medium may include any mechanism for storing, transmitting and/or 

4
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receiving information in a form readable by a machine (e.g., a computer). For example, a 

machine-readable medium may include a tangible storage medium, such as but not limited to 

Read Only Memory ("ROM"), Random Access Memory ("RAM"), magnetic disc storage 

media, optical storage media, and/or a flash memory device. A machine-readable medium 

may also include a propagated signal which has been modulated to encode the instructions, 

such as but not limited to electromagnetic, optical or acoustical carrier wave signals.  

[0021] The term "wireless" and its derivatives may be used to describe circuits, devices, 

systems, methods, techniques, communications channels, etc., that communicate data by 

using modulated electromagnetic radiation through a non-solid medium. The term does not 

imply that the associated devices do not contain any wires, although in some scenarios they 

might not.  

[0022] Referring now to FIG. 1, the present invention concerns an RFID tag system 100 

including an RFID tag 102 and an RFID reader/writer 104. The RFID tag 102 (also referred 

to as an RFID transponder) comprises an RFID antenna 120 and an RFID IC 106. The RFID 

antenna 120 receives incoming wireless signals and transmits wireless responses in the form 

of modulated radio frequency signals. The RFID reader/writer 104 wirelessly receives the 

responses transmitted from the RFID tag 102. In some scenarios, the RFID reader/writer 104 

also transmits data and/or instructions to the RFID tag 102. RFID readers/writers are well 

known in the art, and therefore will not be described herein. Any known or to be known 

RFID reader/writer can be used herein without limitation.  

[0023] In some scenarios, the RFID reader/writer 104 comprises an antenna 108, 

transmitter 110, controller 112 and a receiver 118. The controller 112 includes a transmission 

data generator 114 and a processor 116. Each of the listed components 104-116 is known in 

the art, and therefore is not described in detail herein. Still, it should be understood that these 

components facilitate: the wireless reception of response signals transmitted from the RFID 

tag 102; and/or the wireless transmission of data and/or instructions to the RFID tag 102.  

[0024] Notably, the RFID tag 102 is a passive device that obtains its operating power by 

harvesting energy from RF fields, magnetic fields, heat, movement and/or light. In the RF 

field scenarios, the incoming wireless signals serve to activate the RFID tag 102. In other 

5
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scenarios, the RFID tag 102 is activated in response to a detection of heat, movement and/or 

light as described in more detail below.  

[0025] As shown in FIG. 1, the RFID IC 106 includes storage circuitry 122 to store a 

unique identifier of the RFID tag and/or other information. The storage circuitry 122 may 

include volatile memory and/or non-volatile memory. For example, the memory can include, 

but is not limited to, a Random Access Memory ("RAM"), a Dynamic Random Access 

Memory ("DRAM"), a Static Random Access Memory ("SRAM"), a Read-Only Memory 

("ROM") and/or a flash memory. The memory may also comprise unsecure memory and/or 

secure memory. The phrase "unsecure memory", as used herein, refers to memory 

configured to store data in a plain text form. The phrase "secure memory", as used herein, 

refers to memory configured to store data in an encrypted form and/or memory having or 

being disposed in a secure or tamper-proof enclosure.  

[0026] In some scenarios, the storage circuitry 122 comprises a computer-readable 

storage medium (not shown) on which is stored one or more sets of instructions 132 (e.g., 

software code) configured to implement one or more of the methodologies, procedures, or 

functions described herein. The instructions 132 can also reside, completely or at least 

partially, within the storage circuitry 122. The storage circuitry 122 also can constitute 

machine-readable media. The term "machine-readable media", as used here, refers to a single 

medium or multiple media (e.g., a flash memory, a RAM, a ROM, etc.) that store the one or 

more sets of instructions 132. The term "machine-readable media", as used here, also refers 

to any medium that is capable of storing, encoding or carrying a set of instructions 132 for 

execution by the RFID tag 102 and that cause the RFID tag 102 to perform any one or more 

of the methodologies of the present disclosure.  

[0027] The RFID IC 106 also includes receive circuitry 124 to receive incoming wireless 

signals through the antenna 120, transmit circuitry 124 to transmit the unique identifier and/or 

other information through the antenna 120, and power circuitry 126 to collect received energy 

from RF fields, magnetic fields, heat, movement and/or light. The collected energy is used to 

power the operations of the RFID tag 102. Receive and transmit circuitry is well known in 

the art, and therefore will not be described herein.  

6



WO 2016/090043 PCT/US2015/063526 

[0028] In the present invention, the RFID IC 106 runs at a sub-threshold power or voltage 

level. The term "sub-threshold", as used herein, means that a power level and/or voltage 

level falls at least one order of magnitude below a normal operating range for a given device.  

For example, traditional processing systems normally operate at a power level at 

approximately 3 milli-Watts and/or a voltage level within 1.2 Volts to 3.6 Volts. In contrast, 

the RFID IC 106 runs at a sub-threshold power level at approximately 3 micro-Watts and/or a 

voltage level within 200 milli-Volts to 600 milli-Volts.  

[0029] For example, the RFID IC 106 may include a diode junction (or rectifier) to 

rectify an incoming signal and a transistor to switch the incoming signal to/from a 

transceiver. In conventional RFID tags, the input voltage needed to operate the diode 

junction and transistor is of a threshold voltage level (e.g., 1.5-3.0 Volts, 0.7 volts for the 

diode junction and 0.6 volts for the transistor). In contrast, the input voltage needed to 

operate the diode junction and transistor of the RFID tag 102 is of a sub-threshold voltage 

level (e.g., 0.6 Volts) which is lower than the threshold voltage level (e.g., 1.5-3.0 Volts) of 

conventional RFID tags. For example, in the present invention, 0.3-0.4 Volts may be 

supplied to the diode bridge and 0.2-0.3 Volts may be supplied to the transistor. In effect, the 

operating voltage required to operate the RFID tag 102 is substantially reduced (e.g., from 

1.5-3.0 Volts to 0.6 Volts) as compared to that of conventional RFID tags. In some 

scenarios, the diode bridge employed by the present solution comprise low drop out diodes 

which enable active rectification at less than 20 milli-Volts compared to conventional diodes 

which enable rectification at 300-700 milli-Volts.  

[0030] In this regard, the power circuitry 126 of the RFID IC 106 comprises low power 

voltage scavenging device(s) 130 and voltage converter(s) 128. The voltage scavenging 

device(s) 130 are generally configured to collect received energy from RF fields, magnetic 

fields, heat, movement and/or light. Accordingly, the voltage scavenging device(s) 130 

include(s), but is(are) not limited to, low power RF field scavenging devices, low power 

magnetic field scavenging device, low power thermal scavenging devices, low power piezo 

devices, and low power photo voltaic scavenging devices. In all scenarios, the voltage 

scavenging device(s) 130 is(are) sized and shaped to minimize the amount of space taken up 

thereby on the RFID tag 102 having a height less than or equal to approximately 2 inches and 

a width less than or equal to approximately 3 inches.  

7
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[0031] For example, the voltage scavenging device(s) 130 can include, but is not limited 

to, a device having a part number BQ25570 which is available from Texas Instruments of 

Dallas, Texas. Additionally or alternatively, the voltage scavenging device(s) 130 can 

include, but is not limited to, that shown in FIG. 2 and discussed below. The architecture of 

FIG. 2 is applicable to RF scenarios and/or other scenarios in which the input voltage from 

the antenna 120 is Alternating Current ("AC"). The architecture of FIG. 2 can be modified 

for applicability in scenarios in which the input voltage from the antenna 120 is Direct 

Current ("DC"). For example, full wave rectifier 252 can be eliminated from the voltage 

scavenging device 130 in the DC scenarios.  

[0032] The voltage converter(s) 128 comprises an electric power converter which 

changes the output voltage of an electrical power source, such as a low power voltage 

scavenging device(s) 130. The voltage converter(s) 128 includes, but is not limited to, an 

inverter, a semiconductor switch (e.g., a transistor), passive components (e.g., inductors, 

capacitors, resistors, and/or diodes), and/or a transformer to change the voltage of AC power.  

[0033] In all scenarios, the voltage converter(s) 128 raise(s) or lower(s) the level of an 

input voltage received from the voltage scavenging device(s) 130 to the sub-threshold voltage 

level (e.g., 0.6 Volts). For example, in the RF field, magnetic field, thermal or light power 

scavenging scenarios, the input voltage (e.g., 30 millivolts or 0.5 Volts) may be increased to 

the sub-threshold voltage level (e.g., 0.6 Volts). In contrast, in the movement or light power 

scavenging scenarios, the input voltage (e.g., > 0.6 Volt) may be lowered to the sub-threshold 

voltage level (e.g., 0.6 Volts).  

[0034] Reducing the required operating voltage of the RFID tag 102 means a lower field 

level (volts per meter) is required for a given antenna size. In addition, running the RFID tag 

102 at a sub-threshold power or voltage level means the RFID IC 106 operates more slowly 

than normal super-threshold ICs, but runs at 100-1000 times lower current. Furthermore, 

operating the RFID tag 102 at sub-threshold levels allows the output antenna power of the 

RFID reader/writer 104 to be significantly lowered as compared to conventional non sub

threshold based RFID systems.  

[0035] The RFID IC 106 can be created by (1) changing the processing parameters for 

the mask sets during fabrication, (2) changing the implantation rules for dopants and/or (3) 
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changing processing parameters. However, the RFID IC 106 can be made on regular CMOS 

fabrication lines without affecting the normal operation of the line. This allows most FAB 

lines to create sub-threshold electronics on their standard lines using the normal mask 

processes used in fabrication.  

[0036] Normally, running the RFID IC 106 at half the voltage would cut the current by 

half as well as result in an IC operating at one quarter of the power. However, in this 

situation, the required power is reduced by 25-250 times more because of lower circuit losses 

and a slower operating speed. This lower power allows the very low input voltages into a 

voltage booster 128 to supply sufficient power to operate the RFID IC 106.  

[0037] The advantages of running the RFID IC 106 at a sub-threshold power or voltage 

level are substantial. For example, the RFID IC 106 is ideally suited to working with energy 

harvesting devices which are notorious for supplying very low power and voltages. Just as 

important is the RFID IC's 106 use with resulting inlays or RFID tags. Since the operating 

power of the RFID IC 106 is substantially reduced, the read range for a given sized inlay is 

ten to fifteen times larger as compared to that of conventional RFID tags. For example, an 

inlay that is only one centimeter long can operate like a conventional inlay that is ten to 

fifteen centimeters long. Notably, the size of the antenna 120 can be reduced as compared to 

that of conventional RFID tags, while still maintaining the larger read range. The size 

reductions of the inly and antenna provide significant advantages when placing the RFID IC 

106 in/on packaging or incorporating the RFID IC 106 into a swing ticket or price label.  

[0038] Referring now to FIG. 2, there is provided a detailed block diagram of an 

exemplary architecture for the voltage scavenging device 130 of FIG. 1. The voltage 

scavenging device 130 is generally configured to derive energy from an external source to 

power other electronic components internal to RFID tag 102. The voltage scavenging device 

130 comprises a switch 250, a full wave rectifier 252, an energy harvester power manager 

258, and an energy storage device 262. In some scenarios, the voltage scavenging device 130 

may also comprise matching circuits (not shown) to optimize a power transfer from an 

antenna 120 of the RFID tag 102 and/or to impedance match the antenna to a transceiver 124 

of the RFID tag 102. Antenna 120 can include any known or to be known antenna. For 
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example, in some scenarios, the antenna comprises an antenna described in U.S. Patent 

Publication No. 2015/0054696. The present invention is not limited in this regard.  

[0039] In some scenarios, the energy storage device 262 comprises a super capacitor.  

The switch 250 includes a Field Effect Transistor ("FET") switch. The FET switch may 

comprise a Heterostructure FET ("HFET") which without applied power directly couples the 

antenna 120 to the voltage scavenging device electronics. The present invention is not 

limited to the particulars of these scenarios.  

[0040] During operation, RF energy is emitted within a surrounding environment from 

equipment disposed within a facility (e.g., at an access point of a restricted area). Upon 

entering into the RF field which corresponds to the antenna operating frequency, the voltage 

scavenging device 130 charges up the energy storage device 262 (e.g., a super capacitor) to a 

pre-determined voltage level. In this regard, it should be understood that the switch 250 is 

normally in a position which provides an electric connection or closed circuit between the 

antenna 120 and the full wave rectifier 252, as shown in FIG. 2. In the absence of an energy 

source (and hence the application of a voltage to power the switch), the switch 250 is in an 

indeterminate state causing the RF signal to bleed through both channels thereof, but with 

significantly reduced output. However, the voltage output is sufficient to turn on or enable 

the voltage scavenging device electronics 252, 258, 262 such that RF energy can be captured 

thereby.  

[0041] The captured RF energy is passed through the switch 250 by virtue of the switches 

characteristics described above. The energy harvester power manager 258 converts the 

received RF energy into direct current for generating electric power. The electric power is 

supplied to the energy storage device 262 (e.g., a super capacitor) for charging the same to 

the pre-determined voltage level. A graph is provided in FIG. 3 that is useful for 

understanding the charging of an energy storage device, such as a capacitor. The voltage of 

the energy storage device 262 is sufficient to power up the components 124, 132 of the RFID 

IC 106 as the RFID tag 102 passes through or within the RF field generated by the external 

device (e.g., a wireless edge device located at an entryway of a facility).  

[0042] When the energy storage device 262 is charged to the pre-determined voltage 

level, power is supplied from the energy storage device 262 to the controller 132 via the 
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energy harvester power manager 258. The controller 132 generates and sends a switch 

control signal 266 to the switch 250. The switch control signal 266 includes a command to 

cause the switch 250 to change positions. In effect, the switch 250 is disconnected from the 

voltage scavenging device 130, whereby an open circuit is formed between the antenna 120 

and the full wave rectifier 252. The switch 250 is connected to the transceiver 124 so as to 

allow communication of information from the RFID tag 102 to a nearby communications 

device. Next, the controller 132 initiates communications with the external device such that 

certain information is passed from the RFID tag 102 to the external device. The external 

device processes the received information for pre-specified purposes (e.g., authentication of a 

user, verification of a successful purchase, tracking of an item, etc.).  

[0043] The antenna 120 of the RFID tag 102 may comprise a directional antenna 

arranged to point away from an item, article, object or person when the RFID tag 102 is 

attached thereto. The antenna 120 is coupled to Short Range Communication ("SRC") 

components 122, 124, 132 of the RFID IC 106 implementing SRC technology. The SRC 

technology includes, but is not limited to, RF technology which uses RF electromagnetic 

fields to identify RFID tags, items, articles, objects or persons when they come close to the 

RFID reader/writer 104. Accordingly, SRC components facilitate communication of at least 

one unique identifier and/or other information to the RFID reader/writer 104 via SRC reply 

signals in response to interrogation signals sent from the RFID reader/writer 104. The unique 

identifier is then used by the RFID reader/writer 104 to at least automatically identify the 

RFID tag, item, article, object or person.  

[0044] Referring now to FIG. 4, there is provided a flow diagram of an exemplary 

method 400 for operating an RFID tag (e.g., RFID tag 102 of FIG. 1). Method 400 begins 

with step 402 and continues with step 404 where RF energy is emitted within a surrounding 

environment from equipment disposed at an access point of a restricted area. Next in step 

406, the RFID tag enters into the RF field at an operating frequency of an antenna of the 

RFID tag. As a result, RF energy is captured by the RFID tag as shown by step 408. The 

captured RF energy is passed through a switch (e.g., switch 250 of FIG. 2) of the RFID tag, 

as shown by step 410. The switch is normally in a position which provides an electrical 

connection or closed circuit between an antenna (e.g., antenna 120 of FIG. 1) and a full wave 

rectifier (e.g., full wave rectifier 252 of FIG. 2) of the RFID tag. An energy harvester power 
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manager (e.g., energy harvester power manager 258 of FIG. 2) then performs operations in 

step 412 to convert the RF energy into direct current for generating electric power. The 

electric power is supplied to an energy storage device (e.g., energy storage device 262 of 

FIG. 2) of the RFID tag in step 414 for charging the same to a pre-determined voltage level.  

If the voltage of the energy storage device (e.g., a capacitor) is not equal to or greater than the 

pre-determined voltage level [416:NO], then method 400 returns to step 414 so that the 

energy storage device continues to be charged.  

[0045] If the voltage of the energy storage device (e.g., a capacitor) is equal to or greater 

than the pre-determined voltage level [416:YES], then steps 418-422 are performed. These 

steps involve: supplying power from the energy storage device to a controller (e.g., controller 

132 of FIG. 1) of the RFID tag via the energy harvester power manager and/or voltage 

converter; generating and sending a switch control signal from the controller to the switch so 

as to cause the switch to change positions so as to be disconnected from the antenna and 

connected to a transceiver of the RFID tag; and communicating information from the RFID 

tag to an external device. Upon completing step 422, step 424 is performed where method 

400 ends or other processing is performed.  

[0046] Referring now to FIG. 5, there is provided a flow diagram of an exemplary 

method 500 for controlling access to a restricted area using an RFID system (e.g., RFID 

system 100 of FIG. 1). Method 500 begins with step 502 and continues with step 504 where 

a voltage scavenging device (e.g., voltage scavenging device 130 of FIGS. 1-2) of an RFID 

tag (e.g., RFID tag 102 of FIG. 1) collects energy. The collected energy is then stored in an 

energy storage device (e.g., energy storage device 262 of FIG. 2) of the RFID tag. When the 

energy storage device charges to an operating voltage level of the SRC components (e.g., 

components 122, 124, 132 of FIG. 1) of the RFID tag, step 510 is performed where the RFID 

tag is transitioned from its energy harvesting mode to its communication mode. In its 

communication mode, step 512 is performed. Step 512 involves transmitting an SRC signal 

from the RFID tag. In some access control scenarios, the SRC signal includes, but is not 

limited to, a unique identifier and/or first information indicating a rate of change of the 

charging voltage of the energy storage device. The SRC signal is then received in step 514 at 

an antenna (e.g., antenna 108 of FIG. 1) coupled to an RFID reader/writer (e.g., RFID 

reader/writer 104 of FIG. 1).  
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[0047] In a next step 516, the direction and/or speed/velocity of motion of the RFID tag is 

detected. Techniques for detecting the direction and/or speed/velocity of motion are well 

known in the art. Any known or to be known technique can be used herein without 

limitation. Thereafter in step 518, second information is communicated to the RFID 

reader/writer specifying the detected direction and/or speed/velocity of the RFID tag's 

motion. The RFID reader/writer then communicates the following information to a data 

processing system (e.g., data processing system 152 of FIG. 1): the unique identifier, a time 

stamp, the first information; and/or the second information (as shown by step 520). After 

completing step 520, method 500 continues with step 522 of FIG. 5B.  

[0048] At the data processing system, operations are performed in step 522 to determine 

whether or not a person is attempting to enter or exit the restricted area using the information 

received in previous step 520. For example, if the received information indicates that the 

RFID tag is traveling towards an entrance in a first direction, then a determination is made 

that the person desires to enter the restricted area via an access point (e.g., a doorway). In 

contrast, if the received information indicates that the RFID tag is traveling towards an exit in 

a second direction opposed from the first direction, then a determination is made that the 

person desired to exit the restricted area via the access point. If the received information 

indicates that the RFID tag is traveling away from the entrance, then a determination is made 

that the person is not trying to enter the restricted area. Similarly, if the received information 

indicates that the RFID tag is traveling away from the exit, then a determination is made that 

the person is not trying to exit the restricted area. The present invention is not limited to the 

particulars of these examples. In this regard, it should be understood that the data processing 

system additionally or alternatively analyzes patterns of motion defined by the received 

information to determine whether or not the person desires to enter or exit the access point.  

[0049] After completing step 522, method 500 continues with a decision step 524. If it is 

determined that the person does not want to enter or exit the restricted area [524:NO], then 

step 526 is performed where the following information is logged in a data store: the unique 

identifier; a time stamp; the first information; the second information; and/or the third 

information indicating the results of the operations performed in previous step 522.  

Subsequently, step 536 is performed where method 500 ends or other processing is 

performed.  
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[0050] If it is determined that the person does want to enter or exit the restricted area 

[524:YES], then step 530 is performed where the data processing system performs actions to 

cause actuation of a door opening actuator (e.g., a lock). Upon completing step 530, steps 

532-534 are performed to log the following information: the unique identifier; the time 

stamp; the first information; the second information; the third information; and/or the fourth 

information indicating that the person entered or exited the restricted area at a particular time.  

Thereafter, step 536 is performed where method 500 ends or other processing is performed.  

[0051] Although the invention has been illustrated and described with respect to one or 

more implementations, equivalent alterations and modifications will occur to others skilled in 

the art upon the reading and understanding of this specification and the annexed drawings. In 

addition, while a particular feature of the invention may have been disclosed with respect to 

only one of several implementations, such feature may be combined with one or more other 

features of the other implementations as may be desired and advantageous for any given or 

particular application. Thus, the breadth and scope of the present invention should not be 

limited by any of the above described embodiments. Rather, the scope of the invention 

should be defined in accordance with the following claims and their equivalents.  
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CLAIMS: 

1. A method for operating a Radio Frequency Identification ("RFID") transponder, 

comprising: 

performing energy harvesting operations by a voltage scavenging device of the RFID 

transponder to collect energy from a Radio Frequency ("RF") field and store the energy in an 

energy storage device of the voltage scavenging device; 

causing a switch to change positions, when the energy storage device is charged to a pre

determined voltage level, from (A) a first position in which a closed circuit is formed between 

an antenna and the voltage scavenging device, and (B) a second position in which (i) an open 

circuit is formed between the antenna and the voltage scavenging device and (ii) a closed circuit 

is formed between the antenna and a transceiver circuit of the RFID transponder; 

increasing or decreasing, by a voltage converter of the RFID transponder, a voltage level 

of a signal received from the voltage scavenging device to a sub-threshold voltage level that is at 

least one order of magnitude below a normal operating range for the RFID transponder; and 

supplying an operating voltage at the sub-threshold voltage level to at least the transceiver 

circuit.  

2. The method according to claim 1, wherein the normal operating range for a voltage level 

is 1.2 Volts to 3.6 Volts.  

3. The method according to claim 1, wherein the energy harvesting operations involve: 

capturing RF energy emitted within a surrounding environment from equipment; passing the RF 

energy through the switch; converting the RF energy into direct current for generating electric 

power; supplying the electric power to the energy storage device for charging the energy storage 

device to a pre-determined voltage level; and supplying power from the energy storage device to 

a controller of the RFID transponder when a voltage level of the energy storage device is equal 

to or greater than the pre-determined voltage level.  

4. The method according to claim 3, wherein the energy storage device comprises a super 

capacitor.  

5. The method according to claim 3, further comprising generating and sending a switch
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control signal from the controller to the switch to cause the switch to change positions.  

6. The method according to claim 3, further comprising communicating information from the 

RFID transponder to an external device.  

7. The method according to claim 6, wherein the information is useful for determining 

whether to grant or deny a person access to a restricted area.  

8. A method for operating a Radio Frequency Identification ("RFID") transponder, 

comprising: 

performing energy harvesting operations by a voltage scavenging device of the RFID 

transponder to collect energy from a Radio Frequency ("RF") field, magnetic field, heat, light or 

movement of the RFID transponder; 

increasing or decreasing, by a voltage converter of the RFID transponder, a voltage level 

of a signal received from the voltage scavenging device to a sub-threshold voltage level that is at 

least one order of magnitude below a normal operating range for the RFID transponder; and 

supplying an operating voltage at the sub-threshold voltage level to at least a transceiver 

circuit of the RFID transponder; wherein the sub-threshold voltage level is within 200 milli

Volts to 600 milli-Volts.  

9. A method for operating a Radio Frequency Identification ("RFID") transponder, 

comprising: 

performing energy harvesting operations by a voltage scavenging device of the RFID 

transponder to collect energy from a Radio Frequency ("RF") field, magnetic field, heat, light or 

movement of the RFID transponder; 

increasing or decreasing, by a voltage converter of the RFID transponder, a voltage level 

of a signal received from the voltage scavenging device to a sub-threshold voltage level that is at 

least one order of magnitude below a normal operating range for the RFID transponder; and 

supplying an operating voltage at the sub-threshold voltage level to at least a transceiver 

circuit of the RFID transponder; wherein the voltage level is increased to the sub-threshold 

voltage level when the energy is collected from the RF Field, magnetic field, heat or light.
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10. A method for operating a Radio Frequency Identification ("RFID") transponder, 

comprising: 

performing energy harvesting operations by a voltage scavenging device of the RFID 

transponder to collect energy from a Radio Frequency ("RF") field, magnetic field, heat, light or 

movement of the RFID transponder; 

increasing or decreasing, by a voltage converter of the RFID transponder, a voltage level 

of a signal received from the voltage scavenging device to a sub-threshold voltage level that is at 

least one order of magnitude below a normal operating range for the RFID transponder; and 

supplying an operating voltage at the sub-threshold voltage level to at least a transceiver 

circuit of the RFID transponder; wherein the voltage level is decreased to the sub-threshold 

voltage level when the energy is collected from light or movement of the RFID transponder.  

11. A Radio Frequency Identification ("RFID") transponder, comprising: 

a voltage scavenging device that performs energy harvesting operations to collect energy 

from a Radio Frequency ("RF") field and store the energy in an energy storage device of the 

voltage scavenging device; 

a switch that is caused to change positions, when the energy storage device is charged to a 

pre-determined voltage level, from (A) a first position in which a closed circuit is formed 

between an antenna and the voltage scavenging device, and (B) a second position in which (i) an 

open circuit is formed between the antenna and the voltage scavenging device and (ii) a closed 

circuit is formed between the antenna and a transceiver circuit; and 

a voltage converter that increases or decreases a voltage level of a signal received from the 

voltage scavenging device to a sub-threshold voltage level that is at least one order of magnitude 

below a normal operating range for the RFID transponder; wherein the transceiver circuit is 

supplied an operating voltage at the sub-threshold voltage level.  

12. The RFID transponder according to claim 11, wherein the normal operating range for a 

voltage level is 1.2 Volts to 3.6 Volts.  

13. The RFID transponder according to claim 11, wherein the energy harvesting operations 

involve: capturing RF energy emitted within a surrounding environment from equipment; 

passing the RF energy through the switch; converting the RF energy into direct current for
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generating electric power; supplying the electric power to the energy storage device for charging 

the energy storage device to a pre-determined voltage level; and supplying power from the 

energy storage device to a controller of the RFID transponder when a voltage level of the energy 

storage device is equal to or greater than the pre-determined voltage level.  

14. The RFID transponder according to claim 13, wherein the energy storage device 

comprises a super capacitor.  

15. The RFID transponder according to claim 13, further comprising a controller that 

generates and sends a switch control signal to the switch to cause the switch to change positions.  

16. The RFID transponder according to claim 13, wherein the transceiver circuit 

communicates information to an external device when the operating voltage is supplied thereto 

at the sub-threshold voltage level.  

17. The RFID transponder according to claim 16, wherein the information is useful for 

determining whether to grant or deny a person access to a restricted area.  

18. A Radio Frequency Identification ("RFID") transponder, comprising: 

a voltage scavenging device that performs energy harvesting operations to collect energy 

from a Radio Frequency ("RF") field, magnetic field, heat, light or movement of the RFID 

transponder; 

a voltage converter that increases or decreases a voltage level of a signal received from the 

voltage scavenging device to a sub-threshold voltage level that is at least one order of magnitude 

below a normal operating range for the RFID transponder; and 

a transceiver circuit that is supplied an operating voltage at the sub-threshold voltage 

level; wherein the sub-threshold voltage level is within 200 milli-Volts to 600 milli-Volts.  

19. A Radio Frequency Identification ("RFID") transponder, comprising: 

a voltage scavenging device that performs energy harvesting operations to collect energy 

from a Radio Frequency ("RF") field, magnetic field, heat, light or movement of the RFID 

transponder;
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a voltage converter that increases or decreases a voltage level of a signal received from the 

voltage scavenging device to a sub-threshold voltage level that is at least one order of magnitude 

below a normal operating range for the RFID transponder; and 

a transceiver circuit that is supplied an operating voltage at the sub-threshold voltage 

level; 

wherein the voltage level is increased to the sub-threshold voltage level when the energy is 

collected from the RF Field, magnetic field, heat or light.  

20. A Radio Frequency Identification ("RFID") transponder, comprising: 

a voltage scavenging device that performs energy harvesting operations to collect energy 

from a Radio Frequency ("RF") field, magnetic field, heat, light or movement of the RFID 

transponder; 

a voltage converter that increases or decreases a voltage level of a signal received from the 

voltage scavenging device to a sub-threshold voltage level that is at least one order of magnitude 

below a normal operating range for the RFID transponder; and 

a transceiver circuit that is supplied an operating voltage at the sub-threshold voltage 

level; 

wherein the voltage level is decreased to the sub-threshold voltage level when the energy 

is collected from light or movement of the RFID transponder.  
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