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(57) Abstract: A cloud-based network receives a public key of a public/private key pair and a credential for accessing secrets associ-
ated with a user network. The cloud-based network receives, from a user interface configured to facilitate remote control of the user
network, a command to be executed at the user network. The cloud-based network encrypts, using the public key, the credential and
the command. The cloud-based network forwards, to one or more client devices, the encrypted credential and command. The client
devices are configured to decrypt the encrypted credential and command using a private key of the public/private key pair and execute

the command on the user network.
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CENTRALIZED REMOTE MIGRATION CLIENT CREDENTIAL
MANAGEMENT

BACKGROUND

{11 The use of clond-based computing services has greatly increased in recent years. When
enterprises expand their networks 1o the cloud-based computing services, limitations may be
encountered. Ensuring that users can securely access and control their on-premises data can be
challenging given the total amount of assets that many users typically have in their networks.

peg

Large scale operations such as migration of multiple virtual machines to the cloud may require

>

repetitive tasks to securely access and control the user’s machines. Furthermore, security
measures such as firewalls typically limit the accessibility of a user’s assets from the cloud
service provider. This can lead to a number of mnefficiencies, as security features must be applied
to the user’s assets, and yet such security features may hinder the accessibility and control of the

user’s assets by the cloud service provider. The additional effort and cost may become a barrier

for users to migrate their assets to the virtualized enviromment,

£21 Such hmitations can cause a mumber of inefficiencies and a less than desirable user
experience.

SUMMARY
3] Hmbodiments of this disclosure are divected to the centralized storage and management

of user credentials. Tt i often desirable o rernotely access and control a user’s network by a

cloud-based service provider. For example, for large scale migration of a user’s computing
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resources to the cloud involving multiple clienf machines, the service provider may need t© be
able to use the correct credentials required for the authorization for movement of content. The
disclosed embodiments provide for a centralized location that stores the credentials, receives
encrypted commands, and securely pushes down the credentials and conimands 1o enable remote
control of the user’s assets. This alleviates the need to individually be anthorized to access each
of the user’s wachines, while at the same time maintaining security of the vser’s assets and
protecting the integrity of the credentials. Thus the rooltiple steps to manually access individual
machines can be consohdated hy allowing for one central location to securely maintain the
credentials.

[4] The techmques disclosed herein provide a number of improvements over existing
systems. For instance, when the credeuntials are stored at a centralized service, sach as Google
Drive, iCloud, or OneDrive, the need to repeatedly access and provide credentials to multiple
assets can be avoided, as well as the need to contend with multiple credentials and synchronize
credential versions. The technigues disclosed herein further improve user interaction with a
computer afong with providing improvements with respect to processing resources, network
resources, and MeMOry resources.

{5} This Summary is provided to introduce a selection of concepts in a simplified form that
are further described below in the Detatled Description. This Summary is not intended to
identify key or essential features of the claimed subject matter, nor is it intended to be used as an
aid in determining the scope of the claimed subject matter. The term “technigues,” for instance,
may refer to systern(s), method(s), computer-readable nstroctions, module(s), algorithims,
hardware logic, and/or operation(s) as permitted by the context described above and throughout

the document.

[a]
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BRIEF DESCRIPTION OF THE DRAWINGS

i6] The Detailed Description 18 described with reference to the accompanying figures. In
the figures, the left-most digit(s) of a reference mumber identifies the figure in which the
reference wamber first appears. The same reference numbers in different figures indicate similar
or identical iterns. References rade to mdividanal items of a plurality of itewms can use a reference
nurnber with a letter of a sequence of letters to refer to each individual item. Generic references

to the items may use the specific reference munber without the sequence of letters.

(71 FIGURE 1 is a block diagram of a system for accessing a user network.

i8] FIGURE 2 is a block diagram showing a system for accessing a user network.

{9 FIGURE 3 is a flow diagram showing aspects of a routine for accessing a user network.
(1] FIGURE 4 is a flow diagram showing aspects of a routine for accessing a user network.
{11} FIGURE 3 is a flow diagram showing aspects of a routine for accessing a user network.
12} FIGURE 6 is a flow diagram showing aspects of a routine for accessing a user network

13} FIGURE 7 is a computer architecture diagram iHlustrating an illustrative computer

hardware and software architectore for a computing systern capable of implerenting aspects of
the techuigues and technologies presented herein.
[14] FIGURE § is a diagramw illustrating a distributed computing environment capable of

ioplementing aspects of the techniques and technologies presented herein.

DETAILED DESCRIPTION
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(151 Yarious embodiments are described for enabling the centralized storage and
management of user credentials. Erabodiments provide for a centralized location that stores the
credentials, receives encrypted commands, and securely pushes down the credentials and
commands to enables remote control of the dser’s assets.

(161 Referring to FIG. 1, illustrated is an example of a user network 106 that ncludes a
number of user sources 141, 142, 143, and 150, The user network may include one or more
virfual machines 130, 131, The sources 141, 142, 143, and 150 may host various data and
applications, including, for example, file system 150 that enables access to content 161, The
sources 141, 142, 143, and 150 at the user network 106 may be protected via firewall 161, In
some cases, the user may wish to remotely access their network and perform operations. For
example, the use may wish to migrate some of the user’s assets such as virtual machines 130,
131 to a cloud environment 110 via network 108, In user environments with multiple virtual
machines and multiple sonrces, accessing the user’s assets by the cloud environment 110 through
the firewall may require extensive credential management and complexity. The system 100 can
also include one or more networks 108 for enabling the computing devices to communicate. This
example is provided for illustrative purposes and is not to be construed as limiting. It can be
appreciated that the system 100 can include any number of computers. The cloud service can be
in the form of a personal cormputer, a server farm, a large-scale computer system or any other
computing system having components for processing, coordinating, collecting, storing, and/or
commmunicating data between one or more computing devices. Examples of such services
nclude storage services provided by OneDrive, Dropbox, Microsoft, Amazon, Apple, Google,

etc.

e
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[i71 in an embodiment, a control/view function may be provided that enables an
adrinistrator, via Ul 121, to remotely initiate actions on the user network 106. A credential
service 136 mav be provided for centralized control of the user assets. The credential service 136
may provide storage and management of credentials in one location, enabling control of the user
assets behind firewall 162.

[18] Referving to FIG. 2, llustrated is a cloud administrator 220 and cloud server 252, The
cloud admanistrator 220 may seand tasks and comunands to the cloud server 252, and may receive
resalis and reports from cloud server 252, The cloud server 2532 may send the tfasks and
commands to the clients 231 for action and cormapletion. The clients 231 may send results and
reports 0 cloud server 252, which may provide status o the cloud adwministrator 220, for
example via Ul 121 of FIG. 1.

(1%} In one embodiment, an installer or an agent may be created and installed on each nser
virtual maachine. The iustaller/agent may, for example, be added to each user virtnal machine. In
one embodiment, the installer/agent may be unique for each user, for example, with a unique 1D
or a unigue handshake. After the installer/agent is added, a connection may be initiated on each
machine. Registration may be unigque for each user and destination. In an embodiment,
registration may be implemented with credentials via HUTPS and not a virtual private network
{VPN). Viathe HUTPS connection, commmands may be dispaiched frorn the clond-based platform
into a machine inside the wuser environment in a secure fashion. In one immplementation,
credentials may be passed to each machine. In some embodiments, access may be focused or
limited, for example 1o access a specific location. For example, each virtual mmachine may only
access what it is awthorized for. The disclosed embodiments thus enable a remote service to

ACCess on-Premise resources via remote and centralized credential management.
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{26 The credentials may be of various types, for example username/password, or any form
of credential such as multi-factor authentication (MFA), active directory, ete. The commands
may include not only migration but any type of comamand that may be executed at the user
network, such ag obtaining file system information and deploying file system commands.

211 FIG. 3 illastrates an example procedure in accordance with the present disclowure. It
should be anderstood that the operations of the roethods disclosed herein are not presented in any
particular order and that performance of some or all of the operations in an alternative order{(s) is
possible and 1s contemplated. The operations have been presented 1o the demonstrated order for
ease of description and iHustration. Operations may be added, omitted, andfor performed
stmultaneously, without departing from the scope of the appended claims.

{221 It also should be onderstood that the ilustrated methods cau end at any time and need
not be performed in their entireties. Some or all operations of the methods, andfor substantially
eguivalent operations, can be performed by execution of computer-readable instructions included
on a computer-storage media, as defined below. The term “computer-readable instructions,” and
variants thereof, as used in the description and claims, is used expansively herein © include
routings, applications, application wodules, program modules, programs, components, data
structitres, algorithmos, and the like. Computer-readable instructions can be implemented on
various  system  configurations, inchiding  single-processor or multiprocessor  systems,
minicomputers, mainframe computers, personal computers, hand-held computing devices,
microprocessor-based, programmmable consumer electronics, combinations thereof, and the like.
{23} Thuos, it should be appreciated that the logical operations described herein are
implemented (1) as a sequence of computer imnplemented acts or program modules running on a

computing systern andfor (2) as intercovnected machine Jogic cirenits or circnit modules within
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the computing system. The implementation is a matier of choice dependent on the performiance
and other requirernents of the computing system. Accordingly, the logical operations described
herein are referred to variously as states, operations, structural devices, acts, or modules. These
operations, structural devices, acts, and modules may be implemented in software, in firmware,
in special purpose digital logic, and any combination thereof,

[24] For example, the operations of the routine 400 are described herein as being
oplemented, at least in part, by modules nunning the features disclosed herein and can be a
dynamically linked Bibrary (DLL), a statically linked bbrary, functionality produced by an
apphication prograrning interface (AP, a comopiled program, an interpreted program, a script or
any other executable set of instructions. Data can be stored 1o a data stracture in one of more
memory components. Data can be retrieved from the data stucture by addressing links or
references to the data structure.

[25] Although the following iHuastration refers to the components of the figores, it can be
appreciated that the operations of the routine 400 may be also implemented in many other ways.
For example, the routine 400 may be implemented, at least in part, by a processor of ancther
remote computer or a local circuit. In addition, one or more of the operations of the routine 400
may alternatively or additionally be implemented, at least in part, by a chipset working alone or
in conjunction with other software modules. In the example described below, one or more
modules of a computing system can receive and/or process the data disclosed herein. Any service,
circuit or application suitable for providing the techmiques disclosed herein can be used in
operations described heren.

[26] In an embodiment, a key pair may be generated including a public key that may be used

to encrypt the credentials. The wser may retain and store the private key. The cloud provider may

-3
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use the public key to encrypt credentials and/or commands. The public key may be saved in a
secure store at the cloud provider.

{27} In one emmbodiment, when a client is registered, the public key may be sent to the cloud
service provider, and the key pair may be stored in a secure key store. When a task is created by
an adroinistrator, for example at a Ul, the task and the encrypted password may be sent to the
cloud provider. The cloud provider may send the task to the client {e.g., an entity that will
gxecute the task at the user network) along with the encrypted password. The client may obtain
the private key using the credentials.

[28] By using this arrangervent, the cloud provider does not need o store wser information.
The cloud provider encrypts comrmands and passwords and forwards the encrypted information
to the clients for decryplion and execuotion. In an embodiment, the same private Key may be used
by multiple clients {multiple machines). In one embodiment, a temporary password may be ased
to protect the private key. The encrypted private key may be forwarded to another machine.

{268] ‘The progress of task completion may be provided to the cloud provider who may render
a status of the progress on the UL

{36] The cioud provider may implement a secure store to store the public key, the encrypted
login password {encrypied using the public key}, and the encrypted user passwords {encrypted
using the public kev). The client may use a local key store to store the public key and private key.
{313 When any operation is requested for an asset on the user’s network, the described
authorization process may be triggered. Once authorized, the accessed machine can treat
continue to receive and execute commands froro the cloud service provider

{323 By way of exarnple, and not lirpitation, computer storage media may inclode volatile

and non-volatile, removable and non-removable mwedia iroplemented in any method or
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technology for storage of information such as computer-readable instructions, data structures,
program modules or other data. For example, computer storage media includes, but is not limited
to, RAM, ROM, EPROM, EEPROM, flash memory or other solid-state memory technology,
CD-ROM, digital versatile disks ("DVD™), HD-DVD, BLU-RAY, or other optical storage,
magnetic casseties, magnetic tape, roagnetic disk storage or other magoetic storage devices, or
any other wedinm which can be used to store the desived information and which can be accessed
by the chent device 226. For purposes of the claims, the phrase “computer storage medium,”

i

“computer-readable storage wediwm,” and variations thereof, does not include waves, signals,
and/or other transitory and/for intangible communication media, per se.

[33] Turning now to FIGURE 4, aspects of an example data flow 400 are illustrated,
depicting an example 1mplementation of the described techniques. for controlling access to data
stored in a cloud-based storage service are shown znd described below. In an embodiment, a
chent 410 may be registered by a cloud service provider 430. A symmetric key may be generated
450 and a public key may be used to encrypt the symmetric key. The cloud service provider 430
may send the encrypted symmetric key fo the client 410, who may user a private key to decrypt
the encrypted symmetric key.

{34} The client 410 may obtain credentials from secure store 420. The service provider may
encrypt a task using the symmetric key and add the encrvpted task to quene 440. Client 410 may
obtain the encrypted task from quene 440 and decrypt the encrypted task. The client 410 may
exocute the task.

{35} The client 410 may encrypt a report of the completed task vsing the symmetric key and
add the encrypted report o quene 440, The service provider 430 may obtain the encrypted report

from gueue 440,
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{361 Turning now to FIGURE 5, aspects of an example data flow 400 are illustrated,
depicting an exarmple implementation of the described techniques. for controlling access to data
stored in a cloud-based storage service are shown and described below.

371 Turning now to FIGURE 35, aspects of a routine 300 for controlling access to data
stored in a cloud-based storage service are shown and described below. With reference to
FIGURHE §, the routine 300 begins at operation 501 which illustrates receiving, at a cloud-hased
network, a public key of a pablic/private key pair and a credential for accessing secrefs
associated with 4 nser network.

[38] Next, operation 303 iHustrates receiving, at the cloud-based network from a user
interface configured to facilitate remote control of the user network, a command to be executed
at the vser network.

{391 Operation 303 illustrates encrypting, by the cloud-based network using the public key,
the credential and the command.

{44} Next, operation 507 iHustrates forwarding, by the cloud-based petwork to one or more
client devices, the encrypted credential and command. In an embodiment, the client devices are
configured to decrypt the encrypted credential and conymand using a private key of the
public/private key pair and execute the conmmand on the user network.

{41} In an embodiment, the client devices include an agent configured to store the private
key and decrypt the encrypted credential and command using the private key.

{42} In an embodiment, the cloud-based network receives, from the client devices, a status
ndicative of a progress of execution of the comypand.

{43} In an ersbodiment, the comwmand i a command to migrate one or toore viritaal

machines from the user network to the cload-based network.

10
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f44] in an embodiment, the credential is usable to access the user network by a plurality of

client devices,

[45] In an embodiment, the encrypted credential and command are sent via an HTTPS
connection.

(461 In an embodiment, the user network 15 protected by a firewall.

1471 In an embodiraent, the credential is one or more of a osername, password, or MFA
credential,

[45] In an ernbodiment, the clond-based network does not persistently store the credential in

an ynencrypied form.

(491 In an embodiment, the user interface i3 configured to enable a remote user (o send a
comrnand for execution at the user network.

[3¢:] Turming now to FIGURE 6, aspects of a routine 600 for controtling access to a user
network are shown and described below. With reference to FIGURE 6, the routine 600 begins at
operation 601 where a clond-based network receives an encrypted credential and command that
is encrypted using a public key of a public/private kev pair. In an embodiment, the credential is
for accessing secrets associated with a user network and the command is to be executed at the
user network.

{51} Next, at operation 603, the encrypted credential and command are decrypted using a

private key of the public/private key pair.

{521 Gperation 603 illustrates accessing the user network using the decrypted credential.
{53} Orperation 607 illustrates executing the decrypted command on the user network.
{54} FIGURE 7 shows additional details of an example computer architecture 700 for a

computer, such as the computng device 107 (FIGURE 1), capable of execating the program

11
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components described herein. Thus, the computer architecture 700 illustrated in FIGURE 7
Hlustrates an architecture for a server computer, a mobile phone, a PDA, a smart phone, a
desktop computer, a netbook computer, a tablet computer, andfor a laptop computer. The
computer architecture 700 may be utilized to execute any aspects of the software components
presented herein,

[55] The computer architecture 700 iHustrated in FIGURE 7 includes a central processing
anit 702 (“CPU), a system memory 704, including a randorn access memory 707 ("RAM™) and
a read-only mersory ("ROM”) 708, and a systern bus 710 that couples the memory 704 to the
CPU 702, A basic input/output systern countaining the basic routines that help to transfer
information between elements within the computer architectare 700, such as during startup, i3
stored in the ROM 708. The computer architecture 700 further includes a mass storage device
712 for storing an operating systern 707, other data, and one or more application programs, such
as a productivity application 141 and a synchronization apphication 142,

[56] The mass storage device 712 is connected to the CPU 702 through a mass storage
controller (not shown} connected to the bus 710, The mass storage device 712 and its associated
computer-readable media provide non-volatile storage for the computer architecture 700,
Although the description of computer-readable media contained herein refers o a mass storage
device, such as a solid-state drive, a hard disk or CD-ROM drive, it should be appreciated by
those skilled in the art that computer-readable media can be any available computer storage
media or conumunication media that can be accessed by the computer architecture 700.

{571 Communication media includes computer readable imstructions, data structures,
program modiles, or other data in 2 modulated data signal such as a carrier wave or other

transport mechanism and inclodes any delivery media. The term “modulated data signal” mweans
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a signal that has one or more of its characteristics changed or set in a manner so as to encode
information in the signal. By way of example, and not imitation, comnmnication media inchides
wired media such as a wired network or direct-wired connection, and wireless media such as
acoustic, RF, infrared and other wireless media. Combinations of the any of the sbove should
also be inchuded within the scope of computer-readable media.

[88] By way of example, and not limitation, computer storage media may include volatile
and non-volatile, removable and pon-removable media implemented in any method or
technology for storage of mformation such as computer-readable instructions, data siroctures,
prograrn modules or other data. For examople, computer media includes, but is not Hmited to,
RAM, ROM, EPROM, EEPROM, flash memory or other solid-state memory technology, CD-
ROM, digital versatile disks ("DVD™), HD-DVD, BLU-RAY, or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, or any other
medium which can be used to store the desired information and which can be accessed by the
computer architecture 700. For purposes of the ciaims, the phrase “computer storage medium,”
“computer-readable storage meditm” and variations thereof, does not include waves, signals,
and/or other transitory and/or intangible conymunication media, per se.

{591 According to various configurations, the computer architecture 700 may operate in a
networked environment using logical connections to remote computers through the network 757
and/or another network {not shown). The computer architecture 700 may connect to the network
757 through a network interface unit 714 connected to the bus 710. It should be appreciated that
the network mterface unit 714 also may be utilized to connect to other fypes of networks and
remote computer systems. The computer architecture 700 also way include an input/oniput

controller 717 for receiving and processing input from a number of other devices, wnchuding a
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kevboard, mouse, or electronic stylus (not shown in FIGURE 7). Similarly, the input/output
controller 717 may provide output to a display screen, a printer, or other type of output device
{also not shown in FIGURE 7).

[60] It should be appreciated that the software components described herein may, when
loaded into the CPU 702 and executed, transform the CPU 702 and the overall computer
architecture 700 from a general-prarpose computing system into a special-purpose coruputing
system customized to facilitate the functonality presented herein. The CPU 702 may be
constructed from any murober of transistors or other discrete circuit elements, which way
individually or collectively assumoe any number of states. More specifically, the CPU 702 way
operate as a hnite-state machine, in response to executable instructions contatned within the
software modules disclosed herein. These computer-executable instructions may transform the
CPU 702 by specifying how the CPU 702 transitions between states, thereby transforming the
iransistors or other discrete hardware elerments constituting the CPU 702.

{61} Encoding the software modules presented herein alse may transform the physical
structure of the computer-readable media presented herein. The specific transformation of
physical structure may depend on various factors, in different implementations of this description.
Examples of such factors may inchude, but are not limited to, the technology used 1o implement
the computer-readable media, whether the computer-readable media is characterized as primary
or secondary storage, and the like. For example, if the computer-readable media is implemented
as semiconductor-based memory, the software disclosed herein may be encoded on the
computer-readable media by transforming the physical state of the semwiconductor meraory. For

example, the software may transform the state of transistors, capacitors, or other discrete cirenit

14
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elements constituting the semiconductor memory. The software also may transform the physical
state of such corponents in order to store data thereupon.

[62] As another example, the computer-readable media disclosed herein may be
implemented using magnetic or optical technology. In such implementations, the software
presented herein way transform the physical state of magnetic or optical media, when the
software is cucoded therein. These transformations may include altering the magnetic
characteristics of particular locations within given magnetic media. These transformations also
may include aliering the physical features or characteristics of particular Jocations within given
optical yedia, to change the optical characteristics of those locations. Other transformations of
physical media are possible without departing from the scope and spirit of the present description,
with the foregoing examiples provided only to facilitate this discussion.

[63] In light of the above, it shounld be appreciated that many types of physical
transformations take place in the computer architecture 700 in order (o store and execute the
software components presented herein. It also should be appreciated that the computer
architecture 700 may include other types of computing devices, including hand-held computers,
embedded computer systems, personal digital assistants, and other types of computing devices
known to those skilled in the art. ¥t is also contemplated that the computer architecture 700 may
not include all of the components shown in FIGURE 7, may inclode other componenis that are
not explicitly shown in FIGURE 7, or may utilize an architecture completely different than that
shown in FIGURE 7.

{64} FIGURE 8 depicts an lustrative distributed computing environment 830 capable of
executing the software componems described herein. Thus, the distributed compating

environment 800 illostrated in FIGURE 8 can be utilized to execnte any aspects of the software
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components presented herein. For example, the distributed computing environment 800 can be
utilized to execute aspects of the software components described herein.

[65] According to various implementations, the distributed computing environment 800
includes a computing environment 802 operating on, in communication with, or as part of the
network 804, The network 804 may be or may include the network 959, described above with
reference to FIGURE 9. The network 804 also can include various access networks. One or more
chient devices 800A-B06N (hereinafter referred to collectively and/or generically as “chients 8067
and also referred to herein as computing devices 86) can communicate with the computing
enviromnent 802 via the network 804 and/or other connections (not illustrated in FIGURE 3). In
one illustrated configuration, the clients 806 inchide a computing device B06A such as a laptop
computer, a deskiop computer, or other compating device; a slate or tablet computing device
{“tablet computing device”) 806B; a mobile computing device 806C such as a mobile telephone,
a smart phone, or other mobile computing device; a server computer 8J6D); andfor other devices
8OON. It should be understood that any number of clients 806 can communicate with the
computing environment 802, Two example computing architectures for the clients 806 are
illustrated and described herein with reference to FIGURES 9 and 8. It should be understood that
the iHustrated clients 806 and computing architectures illustrated and described herein are
ilustrative, and should not be construed as being limiting in any way.

[66] In the illustrated configuration, the computing envircnment 802 includes application
servers 808, data storage 88, and one or more network interfaces 812, According to various
implementations, the functionality of the application servers 808 can be provided by one or more
server computers that are executing as part of, or in communication with, the network 804, The

apphication servers 808 can host varions services, virteal machines, portals, andfor other

16
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respurces. In the illustrated configuration, the application servers &08 host one or more virtual
machines 814 for hosting applications or other functionality. According to  various
implementations, the virtual machines 814 host one or more applications and/or software
modules for enabling in-application support for topological changes to files during remote
synchromization. It shonld be nnderstood that thes configuration is ithustrative, and should not be
construed as being Hmiting in any way. The application servers 808 also host or provide access
to one of mare portals, link pages, Web sites, andfor other information (“Web portals™) 816.

[67] According to various iraplementations, the application servers BO8 also nclude ome or
more maithbox services 818 and one or more roessaging services 820, The wailbox services 818
can include electronic matl (“ernall”) services. The maitbox services 8IR also can inchude various
personal information wmanagement (PIM”) and presence services including, but not limted to,
calendar services, confact management services, collaboration services, and/or other services.
The messaging services 82{ can inchude, but are not limited to, instant messaging services, chat
services, forum services, and/or other communication services.

[68] The application servers 808 also may include one or more social networking services
822. The social networking services ¥22 can include various social networking services
including, but not limited to, services for sharing or posting statms updates, instant messages,
links, photos, videos, and/or other information; services for commenting or displaying interest in
articles, products, blogs, or other resources; and/or other services. In some configurations, the
social networking services 822 are provided by or include the FACEBQOK social networking
service, the LINKEDIN professional networking service, the MYSPACE social networkiog
service, the FOURSQUARE geographic networking service, the YAMMER office colleague

networking service, and the like. In other configurations, the social networking services 822 are
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provided by other services, sites, and/or providers that may or may not be explicitly known ag
social networking providers. For example, some web sites allow users to interact with one
ancther via email, chat services, and/or other means during various activities and/or contexts
such as reading published articles, commenting on goods or services, publishing, collaboration,
gaming, and the like. Examples of such services include, but are not linuted to, the WINDOWS
LIVE service and the XBOX LIVE service from Microsoft Corporation in Redmwond,
Washington. Other services are possible and are conteroplated.

[69] The social networking services 822 also can include commenting, blogging, and/or
nicro blogging services. Examples of such services include, but are not Hmited to, the YELP
commenting service, the KUDZL review service, the OFFICETALK enterprise micro blogging
service, the TWITTER messaging service, the GOOGLE BUZZ service, and/or other services. It
should be appreciated that the above lists of services are not exhaustive and that numercus
additional andfor alternative social networking services 822 are not mentioned herein for the
sake of brevity. As such, the above configurations are illustrative, and should not be construed as
being limited in any way. According to various implementations, the social networking services
{22 may host one or more applications and/or software modules for providing the functionality
described herein, such as enabling in-application support for topological changes to files during
remote synchronization. For instance, any one of the application servers 808 may communicate
or facilitate the functionality and features described herein. For instance, a social networking
apphication, matil client, messaging chient or a browser running on a phone or any other client 806
may conununicate with a networking service 822 and facilitate the functionality, even in patt,
described above with respect to FIGURE 8. Any device or service depicted herein can be used as

a resource for supplemental data, mchuding email servers, storage servers, etc.

[
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{781 As shown in FIGURE &, the application servers &0& also can host other services,
applications, portals, and/or other resources {“other resources”) 824, The other resources 824 can
include, but are not limited to, document sharing, rendering or any other functionality. It thus can
be appreciated that the computing environment 802 can provide integration of the concepts and
technologies disclosed herein with various mailhox, roessaging, social networking, and/or other
SErvices OF Tesources.

{711 As mentioned above, the computing environment 802 can include the data storage §8.
According to various inplementations, the functionality of the data storage 88 is provided by oue
or more databases operating on, Ot in conununication with, the network 804, The functionality of
the data storage 88 also can be provided by one or more server computers configured o host data
for the computing environment 302, The data siorage 88 cav jnclude, host, or provide one or
more real or virtual datastores 826A-826N (hereinafter referred to collectively and/or genenically
as “datastores 8267). The datastores 826 are configured to host data used or created by the
application servers 808 and/or other data. Although not iflustrated in FIGURE 8, the datastores
{26 also can host or store web page documents, word documents, presentation documents, data
structures, algorithms for execution by a recommendation engine, and/or other data utilized by
any application program or another module. Aspects of the datastores 826 mav be associated
with a service for storing files.

{72} The computing environment 802 can communicate with, or be accessed by, the network
imterfaces 812, The network interfaces 812 can include various types of network hardware and
software for supporting comumunications between fwo o1 more computing devices including, but

not limited to, the coroputing devices and the servers. It should be appreciated that the network
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interfaces &12 also may be utilized o connect o other types of networks and/or computer
systems,

[73] It should be understood that the distributed computing environment 800 described
herein can provide any aspects of the software elements described herein with any number of
virtual computing resources andfor other distributed computing functionality that can be
configured to execute any aspects of the software components disclosed herein. According to
various unplementations of the concepts and technologies disclosed herein, the distributed
computing envivonment BU0 provides the software functionality described herein as a service ©
the computing devices. It should be understood that the computing devices can inchude real or
virtual machines incloding, but not limited to, server computers, web servers, personal computers,
mobile computing devices, smart phones, and/or other devices. As such, various configurations
of the concepts and technologies disclosed herein enable any device configured to access the
distributed computing environment 800 to utilize the functionality described herem for providing
the techniques disclesed herein, among other aspects. in one specific example, as summarized
above, technigques described herein may be implemented, at least in part, by a web browser

application, which works in conjunction with the application servers 808 of FIGURE 8.
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CLAIMS
What is claimed is:
i. A method for accessing to computing resources, the method comprising:

receiving, at a cloud-based network, a public key of a public/private key pair and a
credential for accessing secrets associated with a user network;

receiving, at the cloud-based network from a vser interface configured to facilitate remote
comnirol of the user network, a command to be executed at the user network;

encrypting, by the cloud-based network using the public key, the credential and the
cornmand; and

forwarding, by the cloud-based network to one or more client devices, the encrypied
credential and cormmand, wherein the client devices are configured to decrypt the encrypted
credential and covomand using a private key of the public/private key pair and execute the

comrnand on the oser network.

2. The method of claim |, wherein the client devices jnclude an agent configured fo

store the private key and decrypt the encrypted credential and comimand using the private key.

3. The method of claim 1, further comprising receiving, by the cloud-based network

fromn the client devices, a status indicative of a progress of execution of the command.

4. The methed of claim 1, wherein the command is a command to migrate one or

more virtaal machines from the user network to the cloud-based network.
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5. The method of claim 1, wherein the credential is usable to access the user network

by a plurality of client devices.

6. The method of claim 1, wherein the encrypted credential and comrand are sent

via an HTTPS connection.

7. The method of claim 1, wherein the user netwaork is protected by a firewall.

8. The method of claim 1, wherein the credential is one or more of a username,

password, or MFA credential.

9. The method of claim 1, wherein the cloud-based network does not persistently

store the credential.

148 The method of claim 1, wherein the user iterface is configured 1o enable a

remote user 10 send a comrnand for execution at the user network.

11, A systern for accessing a user nefwork, the system comprising:
one or more data processing units; and
a computer-readable wedinm having encoded thereon computer-executable instructions

(o cause the one or more data processing units to perform operations comprising:
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receive, from a cloud-based network, an encrypted credential and command that is
encrypted using a public key of a public/private key pair, wherein the credential is for accessing
secrets associated with a user network and the conumand is to be executed at the user network;

decrypt the encrypted credential and command using a private key of the public/private
key pair;

access the user network using the decrypted credential; and

execute the decrypted command on the user network.

12, The systern of claim 11, wherein the credeniial and conunand is entered from a

aser interface configured to facilitate remote control of the user network,

13. The system of claim 11, further comprising installing an agent configured {o store

the private key and decrypt the encrypted credential and command using the private key.

t4.  The system of clain 11, further comprising sending a statos indicative of a

progress of execution of the command.

5. The systern of claim 11, wherein the credential is usable to access the aser

network by a plurality of client devices.

16. The system of claim 11, wherein the encrypted credential and cornmand are

received via an HTTPS connection.
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i7. The system of claim 11, wherein the credential is one or more of a username,

password, or MFA credential.

8. The system of claim 11, wherein the private key is stored in a key store on the
svsten.
19 A compputing device comprising:

one or more data processing units; and

a computer-readable medium having encoded thereon computer-executable instructions
to cause the one or more data processing units to perform operations comprising:

receiving, at a cloud-based network, a pubiic key of a public/private key pair and a
credential for accessing secrets associated with a user network;

recetving, at the cloud-based network from a user interface configured to facilitate remote
control of the user network, a command to be executed at the user network;

encrypting, by the cloud-based network using the public key, the credential and the
cornmand; and

forwarding, by the cloud-based network (o one or more client devices, the encrypied
credential and coramand, wherein the client devices are configored to decrypt the encrypied
credential and coramand using a private key of the public/private key pair and execute the

cornrnand on the user network.
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20.  The computing device of claim 19, wherein the client devices include an agent
configured to store the private key and decrypt the encrypted credential and command using the

private key.
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