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I’authentification de donnees d’entrée telles que des
donnc¢es d’utilisateur et des donnces de code
d’identification personnelle pour un systeme de
commande d’acces, consiste a recevoir les données
d’utilisateur et les donneces de code d’identification
personnelle depuis un clavier et/ou un lecteur de carte
(11), un combiné¢ des donnees decalees avec les donnees
d’utilisateur (13), a proceéder a un ajustement du modulo
de ces données d’utilisateur décalées, a obtenir une ou
plusieurs variables a partir des données d’utilisateur
decalées (14), a calculer un indice de matrice (15) en
placant certamnes variables dans une ¢€quation
predeterminee, a déterminer une constante (16) a partir
d’'une matrice a 1’axdde de 1'indice de matrice et a
comparer (17) la constante avec une valeur de chiffre
correspondante des donnees de code d’identification
personnelle. Lorsque la constante correspond a la valeur
du chiffre, un signal de validation est genere et la
constante suivante est obtenue a partir de la matrice a
I’aide de 1I'indice de matrice suivant qu’on obtient en
utilisant une seconde €quation preédéterminee, de sorte
que la valeur du chiffre suivant des données de code
d’identification personnelle soit comparée avec cette
constante. Le systeme suit cette procedure jusqu’a ce que
tous les chiffres swivants des donnces de code
d’identification personnelle soient controlés, pour
déterminer s1 les donnees d’entrée introduites dans le
systeme de commande d’acces sont justes ou non. S1 ces
données sont justes, 1’acces est accorde.
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(57) A method of authenticating input data including user
data and pin code data for an access control system. The
method 1includes the steps of receiving the user data and
the pin code data from a keyboard and/or a card reader
(II), combining an offset data with the user data (13),
making a modulo adjustment of said offset user data,
obtaining one or more variables from the offset user data
(14), calculating a matrix index (15) by bringing certain
variables into a predetermined equation, determining a
constant (16) from a matrix by the matrix mmdex and
comparing (17) the constant with a corresponding digit
value of the pin code data. If the constant matches the
digit value, a validation signal 1s generated and the next
constant 1s obtained from the matrix by the next matrix
index obtained by use of a predetermined second
equation so that next digit value of the pin code data 1s
compared with this constant. This procedure continues
until all subsequent digits of the pin code data are
checked to determine whether the input data entered 1nto
the access control system 1s true or not. If the data 1s true,
the access 1s granted.
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(57) Abstract

A method of authenticating input data including user data and pin code data for an access control system. The method in-~
cludes the steps of receiving the user data and the pin code data from a keyboard and/or a card reader (11), combining an offset
data with the user data (13), making a modulo adjustment of said offset user data, obtaining one or more varables from the offset
user data (14), calculating a matrix index (15) by bringing certain variables into a predetermined equation, determining a constant
(16) from a matrix by the matrix index and comparing (17) the constant with a corresponding digit value of the pin code data. If
the constant matches the digit value, a validation signal is generated and the next constant is obtained from the matrix by the next
matrix index obtained by use of a predetermined second equation so that next digit value of the pin code data is compared with
this constant. This procedure continues until all subsequent digits of the pin code data are checked to determine whether the input

data entered into the access control system is true or not. If the data is true, the access is granted.

*+ See back of page
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A RECOGNITION APPARATUS AND METHOD FOR SECURITY SYSTEMS

BACKGROUND OF THE INVENTION
1. Fields of the Invention

The present invention relates generally to an access
control system or a security system, and particularly to an
improvement on a recognition apparatus and method for secu-

rity systems.

2. Description of the Prior Art

The use of pin codes in conjunction with user input
identification codes has always been implemented as a means
of increasing the security of an access control system 1n
the access control industry. A user identification number
is a number (typically stored on a magnetic card) which is
given to a user and the user identification number has an
associated pin code number. When a person wants to gain
access to an access control system, he or she enters (typi-
cally by a keyboard) the pin code number and its assoclated
uyser identification number (hereinafter referred to as "user
number"™) into the system to let the recognition apparatus

check the user identification number based on the user num-
ber.

For an access control system sold to different purchas-
ers, such as different hotels or offices, if the pin codes
for the same available user numbers at different hotels or
offices are the same, the security of each of the hotels or
offices equipped with such a system may be compromised
because the users assigned with the same user number at dif-
ferent hotels or offices may gain access into more than one
hotel or office by also using the same pin code number.
Therefore, it is desirable that different pin codes be used
for available user numbers at different locations of pur-
chasers of the access control system. It 1s also desirable
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that the pin codes used for available user numbers be
quickly and easily modified by the purchasers or manufac-
turer without changing of any circuitry or software of the
access control system. Accordingly, various scrambling
methods for differentiating the pin codes at different loca-
tions have been developed for enhancing the security of
access control systems used by many customers. A possible
choice of a pin code number associated with a user number
under a scrambling principle or method is a so-called
"scramble mode". For an access control system, the more
"scramble modes” that are available, the more security is
achieved. 1If there are thousands of scramble modes availa-
ble for an access control system, such a system is not eas-
1ly accessed by a person without a correct pin code number
even 1f the scrambling method has been reverse engineered.

The pin code recognition technique normally utilizes a
programmed microprocessor or logic circuits as pin code rec-
ognition equipment for determining the authenticity of a
user number and an associated pin code number entered by a
person for access to an access control system. The access
control system may be a security lock system, a bank cashing
system, a membership checking system, a community facility
or the like., Whenever access is desired, a user number and
a pin code number are generally entered into a recognition
apparatus; then, the recognition apparatus processes the
user number 1in a predetermined manner and derives therefrom
data which is compared with the pin code input so that the
authenticity of the pin code input is determined. If the
pin code is authentic, then the user is granted access to
the facility,

A typical prior art computer system for authenticating
a8 pin code includes the steps of choosing one or more sets
of data bits (variables) of a user number input, generating
a matrix index value by using the variables in predetermined
equations, using the obtained matrix index to obtain a
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constant from a predetermined matrix, and then, comparing
the constant value with the corresponding digit of the pin
code input. If the two values match each other, then the
remaining other digits of the pin code input are checked 1in
a similar manner. Suppose the user number is a four-digit
decimal number, this number occupies 16 bits in a binary
computer. A number of variables, such as A-F (as shown
below) can be obtained by defining several octal numbers,
each of which contains three binary bits, as shown 1in the
following table 1:

|_Octal Variable F |
' Bits Occupled Dy
Binary User No. xixixlx|x{x/xix{xIxix|X{XIX{xX{X]|
| _Octal Variable A B C D E |
Table 1.

The predetermined equations for generating the matrix
indice can be algebraic equations. Different equations hav-
ing different combinations of the defined variables will
result in different octal digit values. Such digit values
will be used as matrix indices in a row of an 8 by 8 matrix
stored in a ROM to determine a constant for comparison with
the pin code input. Since the matrix is an 8 by 8, diago-
nally, symmetric matrix, there are eight scramble modes
available to such method or recognition apparatus. In other
words, if there is a pin code book for such a security sys-
tem, only eight sets of pin code numbers or eight scramble
modes can be selected for the system. When more than eight
customers use this system, some customers have to use the
same scramble mode. Further, the system 1s easlily accessed
if someone familiar with this art knows the scrambling
method because the system has very limited number of scram-
ble modes.

One of the important problems with such conventional
methods is that the number of scramble modes available 1s
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very limited so that the security of access control systems
using such techniques is very much reduced.

OBJECT OF THE INVENTION

It 1s an object of the present invention to provide an
improved access control system which has higher security
than conventional access control systems.

It is another object of the present invention to pro-
vide an improved pin code recognition apparatus for an
access control system.

It 1s stl1ll another object of the present invention to
provide an electric lock control system which has an
improved pin code recognition apparatus.

It is still another object of the present invention to
provide an 1improved access control system which allows a
plurality of choices of pin code numbers, or scramble modes
for each available user number and can be manufactured at

low cost.

It 1s a further object of the present invention to pro-
vide an improved pin code recognition apparatus having a
microprocessor which allows an easy adjustment of pin codes
from one scramble mode to another without changing the hard-
ware and software.

These and other objects or advantages of the present
invention will become apparent after studying the following
descriptions of the present invention.
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SUMMARY OF THE INVENTION

A preferred embodiment of the present invention dis-
closes a novel method and apparatus for reliably recognizing
the authenticity of pin code 1nputs to an access control
system. The apparatus contemplates the use of thousands of
possible pin code cholices or scramble modes to be selected
for each available user number. Further, only a predeter-
mined 1 by 8 matrix 1s necessarily stored in the memory of
the apparatus, instead of a 8 by 8 matrix. The method of
the preferred embodiment includes the following steps for
recognizing the authenticity of the user number and associ-
ated pin code number entered by a person for access to an
access control system,

In the preferred embodiment, a user number and a pin
code number are entered from a keyboard and/or a card
reader. The entered data signal 1s parsed into a user data
signal and a pin code data signal.

Then, the user data signal is combined with an offset
data signal to provide an offset-adjusted user data. The
offset-adjusted user data takes a value within the avallable
user numbers and a modulo adjustment, 1f any, with the user
data occurs. Under this arrangement, a plurality of scram-
ble modes can be achieved by changing the offset data. For
example, if the system is designed for use by 104 users, the
offset data can take any integer value smaller than 10% so
that modulo 10% is associated with the user data and up to
104 possible scramble modes for user data are achieved.
Stated differently, 10% different systems can be implemented
using virtually the same hardware and software., The offset-
adjusted user data (offset user data) is then used 1in the
following steps. If the offset-adjusted value exceeds 104,
the value is automatically adjusted by modulo 10%. Thus,
this modulo-adjusted data instead of offset-adjusted value,
will be used in the following steps.
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The next step includes selecting a number of variables
by utilizing the offset-adjusted user data signal (or
modulo-adjusted data signal 1f offset-adjusted user data
exceeds designed maximum user data). This can be obtained
by defining three bits of binary data as a variable. Cer-
tain such variables are utilized in a logic equation to pro-
duce a result which represents a2 matrix index with modulo 8.

After a matrix index output is produced, the following
steps occur. The index'output 1s used to determine a con-
stant from a predetermined 1 by 8 matrix stored in memory.
This constant 1s compared with the corresponding digit 1in
the pin code input signal. If the two values are the same,
some of the variables will be brought into a second equation
to get another matrix index to determine a second constant.
This constant will be compared with a subsequent digit 1in
the pin code 1i1nput to see whether they match or not. In
this way, if all the subsequent constants determined by the
produced matrix indices match the corresponding digit values
in the pin code 1input, the user data input and the associ-

ated pin code input are recognized as authentic and access

to the access control system 1s granted.
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BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram 1llustrating an embodiment
of the present invention for recognizing the authenticity of

a pin code input and user number input for access to an
access control system,

Figure 2 shows a flow chart of the operation of the
preferred embodiment of the present 1invention for recogniz-
ing the authenticity of a pin code input and user number
input for access to an access control system.

Figure 3 shows a hardware block diagram of an access
control system of the present invention.
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DETAILED DESCRIPTION OF THE INVENTION

Referring now to Fig. 1, Fig. 1 shows an embodiment of
the invention for recognizing the authenticity of input data
entered by a user to galn access tO an access control system
(not shown). The apparatus of Fig. 1 can provide thousands
of scramble modes each of which is a possible choice of a
pin code number associated with a user number under a scram-
bling method, so that security of the system 1s signifi-
cantly enhanced. For a particular system, one of the avail-
able scramble modes is selected and fixed before use.

The apparatus includes the following items: a data
input unit 11 for entering user numbérs and pin code numbers
and/or separating the two types of data, a register unit 12
for temporarily storing the pin code data input, an offset
adder unit 13 for adding a selected offset signal to the
user data input, a varilable organizing unit 14 for defining
a number of variables from the offset user data, a matrix
index calculation unit 15 for calculating a matrix index by
applying the variables to predetermined equations, a con-
stant determination unit 16 for determining a constant from
a predetermined 1 by 8 matrix by using the matrix index, and
a comparison unit 17 for comparing the obtained constant
with a first digit value of the pin code data stored in the
register unit 12. If a constant does not match the corre-
sponding digit value of the pin code data, then the pin code
input is not authentic. However, if the constant equals the
first digit value of the pin code data, certain variables
are used with a second predetermined equation for calculat-
ing a second matrix index in the index calculation unit 15.
A second constant 1s determined from the matrix in the con-
stant determination uvnit 16 by the second matrix index for
comparison with the subsequent digit wvalue of the pin code
data. If the second constant matches the second digit value
of the pin code data, the apparatus continues to operate 1in
the same way until all the digits of the pin code 1nput have
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been checked based on the user data input. The apparatus
can be easily constructed by using logic circults Or micro-

processor techniques.

The data input unit 1l may include a keyboard and/or a
card reader. The card reader may be used to read a user

number on a user card while the keyboard is used to enter
the pin code number, or vice versa. It is also possible

that only a keyboard is used to enter both the user number
and the pin code number.

An offset is chosen to be an integer value smaller than
the total number of possible users allowed. In this way |

modulo data is automatically associated with the user data.
For example, if an access control system or an electric lock
control system is designed for allowing up to 10% user num-
bers, the offset data must be selected between 0 and 9999.
Thus, number 104 is the modulo number associated with the
user data. In this case, up to 10% scramble modes are
available for the system to select one therefrom. Under
this confiquration, security of the system 1s very much
increased. Suppose the value 7235 is selected as the offset
number for an access control system. I1f a user data input
6527 is entered, the offset data 7235 is added to the user
data input for a result of 13762. Since this data 1s larger
than 9999, it is modulo adjusted 10% to generate 3762. This
of fset user data (or modulo-adjusted data 1f offset user
data exceeds 9999) is then used for selecting a number of
the variables therefrom.

in another embodiment, if the maximum number of users
1S 103, the offset data can be selected from 0-999 so that
the modulo data is 10° associated with each user number. In
this case, at least 103 possible scramble modes are availa-
ble to the system if a 1 by 8 matrix is used. If a 8 by &

diagonally symmetric matrix 1S used, 8x10° scramble modes
are available,.
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Since the present apparatus can provide a great number
of scramble modes by simply adjusting the offset, the appa-
ratus allows different purchasers of the access system to
use different scramble modes to generate new pin codes so
that high security among user of a system from the same man-
ufacture is achieved. Further, since a great number of
scramble modes can be obtained, such an access Control sys-
tem can not be easily accessed by a person without knowing
the correct pin code even though he may know the scrambling
method.

The pin code numbers for entering the system are pref-
erably multi-digit numbers. Each of the organized wvariables
1s an octal value, so that a 1 by 8 scalar matrix can be
used for determining a set of constants for each user data
input. The user numbers for entering the system are prefer-
ably multi-digit decimal number because people are familiar
with decimal numbers. Since each four-digit decimal number
occupies 16 binary bits in a binary system so that a number
of octal variables can be organized by defining any three
binary bits in the user data as an octal variable,.

The eguations used to calculate the matrix indices can
be any predetermined logic equations with modulo 8, each of
which preferably includes at least two variables derived
from the offset user data. The number of the equations
preferably equals the places of the maximum pin code number
so that each equation can be used for determining one matrix
index. Suppose the maximum pin code number is a five-digit
value, there will be five equations, exemplarily shown as
the following:

Equation 1: A + (F XOR E) + 1
Equation 2: A + (B XOR D) + 3
Equation 3: A + (F XOR C) + 5
Equation 4: A + B + 7
Equation 5: A + F

........
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The 1 by 8 data matrix 1is any predetermined scalar
matrix which has eight constant elements, such as
(1, 3, 6, 4, 2, 7, 5, 0). Once a matrix index with modulo 8
1s calculated, a constant from the matrix can be solely
determined.

In a preferred embodiment, a programmed mMiCroprocessor
is used in a data recognition apparatus for an access con-
trol system. Figure 2 shows a f£low-block diagram of a data
recognition routine 20 of the recognition apparatus. When-
ever the access control system i1s started, the recognition

apparatus is cleaned or reset at block 21 so that the system
is ready for a person to enter data. At block 24, the sys-

tem receives data input from a keyboard and/or a card

reader. If the data input (a user number and a pin code
number) is entered from an input device, such as a keyboard,
the data input is parsed at block 25 and separated i1nto user
data and a pin code data which 1s sent to a register.

In block 26, the user data i1s i1ncremented by an offset
data which has been programmed into the system. The offset
value is any number selected between 0 and n-1l, wherein n 1is
the maximum number of possible users, which 1s defined 1in
the design. In this case, a modulo n 1is added to the user
data by use of the offset data. Then, during block 27, a
determination is made as to the number of digits the pin
code data input contains. Assuming that the pin code input
contains less than five digits, then processing continues to
blocks 30, 33, 36 and 39 until the number of digits of the
pin code data has been determined. If the pin code data 1is
determined to have five digits, processing continues 1in
block 28 where a predetermined equation, such as A + (F & E)
+1, will be used to calculate the matrix index. It should
be noted that the variables A, F and E in the equation are
octal numbers derived from the user data input as discussed
previously. The calculated index value has a modulo 8.



WO 92/07437 209378 J

PCT/US91/0752,
~le- Y

After the index value is obtained, a constant M(index)
will be determined from a 1 by 8 matrix M by the index value'
and compared with the first digit of the pin code data at
block 29.  If the two values match, processing will continue
to block 31 and 32 to see whether a second constant obtained
by using a predetermined second equation matches the second
digit value of the pin code data. If the two values are
equal, the operation continues in this manner through
blocks 34, 35, 37, 38, 40 and 41 until all subsequent digits
of the pin code input have been checked as being egual to
corresponding constants determined through the predetermined
method. Thus, the data input entered by the person is rec-
ognized as true data. If the constant at any of the
blocks 29, 32, 35, 38 and 41 is determined to be not equal
to the corresponding digit value of the pin code data, pro-
cessing 1s terminated and access is denied, that is, the
operation of the system returns to block 22, ready for
re-entering a new data input.

Under this configuration, more scramble modes for an
access control system can be obtained and less storing space
1s needed for storing the data matrix. Further, the access
control system achieves much higher security than conven-
tional systems.

In some situations, even though the pin code number has
been recognized as authentic data, the user number may be an
invalid number. For example, an employment, or a membership
or the like have been terminated. Consequently, block 42
represents a step for checking the validity of the user num-
ber, If the user number is enabled, access is granted and a
control signal is fed to a strike control relay (51, Fig. 3)

for driving an access device, such as to open an electric
lock.

A preferred embodiment of an access control system 50
of the present invention 1is shown by Figure 3. The access
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control system 50 includes a microprocessor 45 for recogniz-
ing the authenticity of the data input and controlling the
operation of the system 50, a keyboard 46 and/or a card
reader 47 for entering the data, a strike control relay 31
responsive to the control signals from the microprocessor 45
for controlling the opening and closing of an access device
such as an electric lock or a door striker, an alarm

relay 52 for driving an alarm when the access device 1S
being destructed or other abnormal situations occur, a lamp
driver for controlling the on and off of a green lamp 1ndi-
cating the access is granted and a red lamp indicating a
denial of a data input of the user number and the pin code
number. The access control system 50 may further 1include an
optional access device contact input element 48 for allowing
‘the microprocessor 45 to monitor when access has been com-
pleted so it can lock, rather than being automatically
locked in a certain preset time after access granted, and an
optional switch element 49 for giving commands for directly
controlling the access device. Such input device 49 can Dbe
accessed only by the system operator. The input signals
from these optional input devices (keyboard, and card
reader) are then processed by the microprocessor 45 to con-
trol an optional output control relay 53 and a duress output
driver 54 so that the system can be properly administered DYy
the operator.

Wwhile the preferred application of the present inven-
tion has been shown and described, it should be apparent to
those skilled in the art that many more modifications are
possible without departing from the invention concept herein
described. It is intended to cover in the appended claims
all such modifications which fall within the true spirit and

scope of the invention.
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What 1s claimed 1is:

1. An apparatus for recognizing the authenticity of a
data input signal including a user data and a pin code data
entered by a person for access to an access control system,
comprising: '

means for entering said data:

means for combining a predetermined offset with
sald user data input to obtain an offset user data:

means for defining one or more variables within
said offset user data:

means for producing a set of index values;

means for obtaining a set of constants from a
matrix by use of said index values: and

means for comparing said pin code data with said
obtained constants from said matrix to determine whether

said pin code and said obtained constants are equal.

2. An apparatus 1i1n accordance with claim 1, wherein
said data entering means includes a card reader for reading
said data on a card used by a person.

3. An apparatus 1in accordance with claim 1, wherein

sald data entering means includes a keyboard for entering
sald data by a person.

4. An apparatus in accordance with claim 1, wherein
said combining means further includes a means for applying
modulo adjustments to said offset user data.

5. An apparatus in accordance with claim 1, wherein
said user data input is a decimal number, each digit of said
user data occupying four binary bits.

6. An apparatus in accordance with claim 5, wherein
saild decimal user data is preferably a three or a four digit
decimal number,
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7. An apparatus 1n accordance with claim 1, wherein
said index values are produced by Dringing one or more of

said variables into predetermined equations, respectively,

8. An apparatus 1in accordance with claim 7,wherein

sald pin-code data input is preferably a four or a five
digit number.

9. An apparatus 1n accordance with claim 4 wherein

said offset can be any number smaller than said
modulo. |

10. An apparatus in accordance with claim 1 or 4,
wherein each of said variables is a number corresponding to
three bihary bits among a number of binary bits occupied by
said offset user data or modulo adjusted user data.

l1l. An apparatus in accordance with claim 1, wherein
said matrix is a 1 by 8 matrix.

12. A method for recognizing the authenticity of a

data input including a user data and a pin code data for an
access control system comprising the steps of:

(a) entering said data input into said access
control system;

(b) combining a predetermined offset with said
user data to obtain an offset user data;

(c) defining one or more variables within said
offset user data:

(d) producing a set of index values, said set
including a quantity of said index values equal to the num-
ber of data digits of said pin code data:

(e) obtaining a set of constants from a matrix
according to said index values: and
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(f) comparing said pin code data with said set
Of constants to determine the authenticity of said data
lnput entered into said system.

13. A method in accordance with claim 12, further

including a step of applying a modulo adjustment to said

offset user data if said offset user data exceeds a modulo
data value of said modulo adjustment.

l4. A method in accordance with claim 12, wherein said
predetermined offset is a number smaller than a modulo

data value of said modulo adjustment.

15. A method in accordance with claim 12 or 13, |
wherein said step of defining one or more variables includes

a substep of defining each of said variables by choosing any
three binary bits of either of the offset user data or the

offset user data to which the modulo adjustment has been

applied.
l16. A method in accordance with claim 12, wherein said

step of producing index values includes a substep of using
predetermined respective equations each of which includes at

least one of said variables therein, to respectively produce
a 1ndex value,

l17. A method in accordance with claim 12, wherein said
matrix includes at least a predetermined 1 by 8 matrix.

18. An apparatus for ensuring correct access of an
electric lock control system automatically for protecting
one or more entrances, comprising:

means for locking said one or more entrances:

means for entering user data and a pin code data
for obtaining access through said one or more entrances;

means for recognizing the authenticity of said
user data and said pin code data; and said recognizing means
1ncluding means for combining an offset data with said user

data to obtain an offset user data, means for producing a
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set of i1ndex values, means for obtaining a set of constants
from a matrix according to said index values, and means for
comparing each digit of said pin code data with said each
corresponding constant to determine whether said pin code

data and said obtained constants are equal.

19. An apparatus 1n accordance with claim 18, wherein
said data entering means includes a card reader for reading
said user data on a user card.

20. An apparatus in accordance with claim 18, wherein
said data entering means includes a keyboard for entering
said pin code data and/or user data.

21. An apparatus in accordance with claim 18, further
including a lock control relay means for controlling the
said locking means under control of said recognition means.

22. An apparatus 1n accordance with claim 18, further
including an alarm relay means for actuating an alarm.

23. An apparatus 1n accordance with claim 18, further
including an override switch means for obtaining access
through said one or more entrances without entering said
user data and pin code data.

24. An apparatus in accordance with claim 18, further
including means for disabling authentic pin code data.

25. An apparatus in accordance with claim 18, wherein
saild index values are produced by bringing certain variables
derived from said offset user data into predetermined
equations.

26. An apparatus 1n accordance with claim 18, further
1ncluding a means for providing signals corresponding to

answers of said apparatus to said user data.
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27. An apparatus in accordance with claim 20, further
including a means for entering a command signal for dis-
abling said lock means.

28. A method for providing high security for an elec-
tric lock control system by using a microprocessor, compris-
ing the steps of:

(a) entering a user data and a pin code data
through an input device by a person for access of said
system;

(b) sequentially recognizing the authenticity of
each digit of said pin code data by the following steps;

(c) .combining an offset with said user data to
obtain an offset user data in such a way that a modulo 1is
associated with said offset user data;

(d) defining one or more variables within said
offset user data;

(e) producing an index value by bringing one or
more of said variables into a predetermined equation;

(f) obtaining a constant from a matrix by using

said i1ndex value;

(g) comparing said constant with a corresponding
digit value of said pin code data;

(h) repeating steps e-g if said constant matches
the corresponding digit value of said pin code data; and

(i) granting an access if all digit values of
said pin code data match said respective constants, other-
wise access is denied,
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28. A method 1n accordance with claim 28, further

including a step of applying said modulo to said offset user
data 1f said offset user data exceeds said modulo.
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