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capacitance of the interleaved connector to indicate a penetration of the device.
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DETECTING PHYSICAL PENETRATION OF SECURE DEVICE

BACKGROUND

(00017 Computing devices can be used {o store and protect data. Devices
can use protections against network infrusions, as well as against physical
penetrations. For example, banking and financial security markets may impose
physical security standards, such as payment card industry (PCl) and/or federal
information processing standard (FIPS), which detail a level of physical security
to be used with computing devices that deal with encrypted data. Such standards

can impose higher manufacturing costs.

BRIEF DESCRIPTION OF THE DRAWINGS/FIGURES

100602] FIG. 1 is a biock diagram of a system {o detect a physical penetration
of a secure device, including an interleaved connector according to an example.
[0603] FIG. 2 is a side view block diagram of a system to detect a physical
penetration of a secure device, including an interleaved connector according o
an exampie.

[0004] FIG. 3 is a top view block diagram of a system to detect a physical
penetration of a secure device, including an interleaved connector according to
an axampie.

[0005] FIG. 4 is a flow chart based on identifying a physical penetration of a

secure device according to an exampie.

DETAILED DESCRIPTION

100086 Attempts 1o breach and/or penetrate physical security of 2 computing

device, such as a device dealing with secure and/or encrypted data, should be
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detected and responded to guickly, 1o minimize the lime that an atlacker has o
retrieve any sensitive data. To address such issues, examples described herein
may identify a change in capacitance of an interleaved connecior, 1o indicate a
penetration of the secure device. in this manner, examples described herein may
use capacitance changes io detect penetration aitacks, such as attempted
penetration of the device via removal of a panel, penstration by piercing through
the interleaved connector itself, and/or penetration by removal of said connector
to indicate a poieniial attack in progress.

(008077 FIG. 1 is a block diagram of a system 100 {o detect a physical
penetration of a secure device 102, including an interleaved connector 110
according 0 an example. The connector 110 is arranged such that a bottom
surface of the connector 110 is disposed on a plurality of electrodes 120 (two are
shown, although additional electrodes can be used). As shown, the top surface
of the connector 110 is notin contact with electrodes 120 or any other electrodes.
The electrodes 120 may be formed as conductive coniact pads/contacts, such as
copper, aluminum, or other conductive material. The connector 110 can be
pressed toward the slectrodes 120, e.¢., by ancther portion of the device 102,
such as a panel or other component. In an alternate example, the connector 110
can be inserted inio a seam, or secured via adhesive {0 enable slectrical contact
with the slectrodes 120. The connector includes interleaved layers of conductive
material 112 and insulating material 114.

[0008] The connector 110 may be an elastomeric connector, such as a
ZEBRA® elastomeric electronic connector. The connector 110 includes many
layers of an insulator and a conducior interleaved in close proximity to each other.
Although five layers of conducting material 112, and five layers of insulating
material 114, are shown, exampie implementations may include tens, hundreds,
or thousands of interleaved layers 112, 114. The connector can include layers of
conductive material interleaved with an insulating material such as a rubber or
elasiomer mairix (including silicone rubber). The conductive material can be
formed of carbon, silver, gold, and other materials/combinations. In some
example implementations, a layer of conductive material 112 may be formed as

finely dispersed material distributed into the insulating matrix sufficient to produce
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conductivity.  In some alternate example impiementations, a given laver of
conducting material 112 can be formed by a grouping of individual wires disposed
in the connector 110, aligned parallel to each other and not in contact with each
other.

(00031 The connector 110 is not shown 1o scale, and can include layers at a
much higher number and/or density than the illustrated ten layers. In some
example implementations, the layers of conducting material 112 can be
distributed al a density of hundreds or thousands of layers per inch. The
electrodes 120, positioned as shown 1o include a plurality of conducting and/or
insulating material lavers between the slectrodes 120, can be used {0 identify
capacitive characteristics of the connector 110. Accordingiy, when the device
102 is assembled and force is applied to the connector 110, the electrodes 120
can be used to identify (e.g., by a controller, not shown in FIG. 1} a first
capacitance associated with proper instaliation. If disturbed (a.¢., disassembly of
the device 102, damage to and/or removal of the connector 110), the electrodes
120 can identify a change to the first capacitance, .g., by the capacitance
exceeding a threshold value. The deviation from threshold value can thereby be
used o guickly ideniify that a breach of the device 102, into a protected region of
the system 100, is occurring. Because the connector 110 includes such a
substantial number of layers, even a very slight disturbance/deformation of the
connector 110 can be delected. Even pushing the connecior 110 resulis in a
detectable change, due to deformation. However, drilling through the connector
110 also resulis in a detectable change, without deformation of the overall shape
of the connector 110. Thus, the system 100 can be used to detect various
different types of breaches. For example, the device 102 can sgueeze the
connector 110 vertically, causing the connector to slightly bulge laterally. The
large number of lavers are then spaced further apart, accumulating a detectable
change in capacitance. Accordingly, the nature of the connector 110 and
substantially high number of interleaved layers of conductive matlerial 112
together produce a synergistic effect that is greater than merely incrementally
adding an additional layer, because the densily of the layers exceeds a threshold

needed 1o produce a detectable change due to even very minimal disturbances
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of the connector 110, Additionally, because the layers can be spaced s0 closely
together, even a pinhole disturbance can be detected, because the conductive
layers can be spaced closer together than the width of a pin. Furthermore, the
layers of conductive material 112 accommodate misalignment or other shifis in
components (e.g., due o manufacturing tolerances, assembly errors, and the
like).

[0010] The connecior 110 can be arranged relative to the electrodes 120 as
shown, with the layers of conductive material 112 arranged vertically, paraliel o
the direction in which the connector 110 will be compressed when installed in the
device. Note that the conductors 120, as shown in the example implementation
of FIG. 1, do not form a circuit between each other directly through a given layer
of conductive material 112. Rather, the electrodes 120 are spaced from each
other zlong a distance running perpendicular 1o the arrangement of the layers of
conductive material 112, In some allernale example implementations, such
spacing between the elecirodes 120 can be achieved even if the elecirodes 120
do not share the same side/surface of the connector 110, For example, one of
the electrodes 120 can be disposed foward the left of the boltom surface of the
connector 110, and another of the electrodes 120 can be disposed toward the
right of the top surface of the connecior 110, in addition {o being disposed on
other sides/surfaces of the connector 110.

[0011] Dimensions of the connector 110 can be failored to fit the device 102,
Elastomeric connectors 110 provide a shock absorption effect (e.q., damping
sounds and vibration from removable panels of the device 102), and can create
a gasket-like seal between surfaces of the device 102. The connector 110 can
be tailored o enable a desired level of deformation/compression (e.q., 10-20%
compression/reduction in height) to provide good contact with the electrodes 120.
(00121 The electrodes 120 can be spaced from each other al an arbitrary
distance without a need for precise alignment, because connectors 110 can
accommodate misalignmentis the circuit boards by virtue of the substantiaily high
number of finely spaced layers of conducting material 112.  Similarly, the
glectrodes 120 can be of varying dimensions, so long as they can be in contact

with one or more of the layers of conducting material 112 {e.g., it is not needed



WO 2017/127083 PCT/US2016/014314

for the slectrodes 120 to contact a select/specific one of the lavers 112). in an
gxample implementation, a given electrode 120 can be in electrical contact with
tens, hundreds, or thousands of the lavers of conducting material 112. The
electrodesi20 can be spaced from each other to allow a sufficient number of
lavers of conducting material 112 to provide good capacitance readings. In an
example implementation, the electrodes 120 can be separated by a distance
greater than that of ten layers of conducting material 112. Wider selectrodes 120
enable redundancy of electrical conneclion and accommodation of alignment
intolerance. Because the electrode 120 is wider than the distance between layers
of conducting material 112, the electrode 120 is able 1o contact multiple ones of
the layers of conducting material 112, ensuring good/redundant electrical contact.
Assembly/manufacturing difficulty and cost are greatly reduced, by eliminating a
need for precise alignment of components, while providing enhanced penstration
detection.

[0013] FIG. 2is a side view block diagram of a system 200 to deiect a physical
penetration of a secure device 202, including an interleaved connecior 210
according o an example. The connector 210 includes a plurality of interieaved
layers of conducting material 212 and insulating material 214. A plurality of
glectrodes 220 are in contact with at least a portion of the layers of conducting
material 212 of the connector 210, The electrodes 220 are coupled to controlier
208, which uses a threshold value 208 o ideniify whether a penetration/breach
has ocourred.

[0014] The connector 210 is shown between an upper portion of the device
202, such as a housing/panel, and a lower portion such as a chassis. The device
202 can include a recess for receiving and alignment of the connector 210, Sides
of the recess can include spacing to accomimodate lateral expansion of the
connector 210 when compressed. The connector 210 can receive a compression
along a vertical direction, which is substantiaily parallel to the orientation of the
lavers of conducting material 212.

[0015] The controlier 2068 can identify changes in capacitance via the
glectrodes 220, and can distinguish between changes associated with

penetration as well as changes over time due to aging. The controller 208 can
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identify changes in capacitance from one time period {0 the next, and can seif-
calibrate to aging of the components in the system {0 accommodate changss in
the absolute values of capacitance. In some example implementations, the
controlier 208 can identify a capacitance delta from one reading {o the next, and
determine whether the delia is below the threshold value 208. Thus, the threshold
value 206 can be used as a baseline to establish whether a change in capacditance
corresponds to a breach or drift over time. The threshold value 208 can
accommodate characteristics of different connectors 210, For example, a first
type of connector 210 may be associated with a first rate of drift in capacitance
over time and g corresponding adjustment to threshold value 208, and a second
type of connector 210 may be associated with a second rate of drift in capacitance
over time and a corresponding adjustment to threshold value 208.

[0016] FIG. 3 is a top view block diagram of a system 300 to detect a physical
penetration of a secure device 302, including an interleaved connector 310
according to an example. The device 302 includes a removable panel 304 {o
access a secured area of the device 302, Electrodes 320 are coupled to the
connector 310, which includes interleaved layers of conducting material 312 and
insulating material 314. The electrodes 320 also are coupled o controlier 306,
which can identify penetration of the secured area of the device 300 based on
capacitance of the connector 310,

[0017] As Hlustrated in FIG. 3, the panel 304 includes one connector 310
arranged on one side of the panel 304. The panel 304 may be coupled o the
device 300 via a hinge, such that disturbance of the panel 304 is fransmitted
through changes in capacitance of the connector 310, In alternate examples, the
device 300 can include a plurality of connectors 310 (and corresponding plurality
of electrodes 320) on a given side, and may include connectors 310 on muitiple
different sides/sidewalls of the panel 304. Connectors 310, and corresponding
electrodes 320, may be used o completely surround the panel 304, Additional
elecirodes 320 may be daisy-chained together, e.q., by electrically coupling one
sat of electrodes 1o the next. Alternatively each set of elecirodes 320 may be

coupled to the controller 308,
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[0018] Referring o Figure 4, a flow diagram is illustrated in accordance with
varicus examples of the present disclosure. The flow diagram represents
processes that may be utilized in conjunction with various systems and devices
as discussed with reference {0 the preceding figures. While illusirated in a
particular order, the disclosure is not intended 1o be so limited. Rather, it is
expressly contemplated that various processes may occur in different orders
and/or simultaneously with other processes than those illustrated.

[0019] FIG. 4 is a flow chart 400 based on identifying a physical penetration
of a secure device according to an exampie. In block 410, a controlier is to check
a capacitance of an interleaved connector installed at the device. The interieaved
connector includes a substantial number of layers of conducting material
interspersed with insulating material. For example, the interleaved conneclor
includes substantially on the order of tens of layers of conducting material, far in
excess of the number of electrodes used to monitor changes of capacitance in
the interleaved conneclor. The substantial number of layers of conducting
material enable the elecirodes to identify very minute disturbances in the
interleaved connector, based on coresponding changes in capacitance. In block
420, a change in capacitance is identified of the interleaved connector exceeding
a threshold value. For example, a controller can determine that the capacitance
change corresponds {o penetration of the secure device based on excesding the
threshold value. The controller can also distinguish and compensate for changes
in capacitance over time due to aging of components, e.g., by adjusting the
threshold value over time. In block 430, a penetration of the device is identified
in response 1o exceeding the threshold value. For example, a controller can read
the capacitance via eleclrodes over time, and identify that the change in
capacitance is raped and not due o aging, based on the capacilance change
exceeding the threshold value within a time imit.

[0020] Examples provided herein may be implemented in hardware, sofiware,
or a combination of both. Example systems can include a processor and memory
resources for executing instructions stored in a tangible non-transitory medium
(2.g., volatile memory, non-volatile memory, and/or computer readable media).

Non-transitory computer-readable medium can be tangible and have computer-
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readable instructions siored thereon that are executable by a processor {o
implement examples according to the present disclosure.

[co21] An example system (e.g., including a controller and/or processor of a
computing device) can include and/or receive a tangible non-transitory computer-
readable medium storing a set of computer-readable instructions (e.q., software,
firmware, eic) 10 execute the methods described above and below in the claims.
For example, a system can execute instructions to direct a penetration
identification engine to identify a penetration of a device, wherein the engine(s)
include any combination of hardware and/or software {0 exacute the instructions
described herein. As used herein, the controller/processor can include ong or a
plurality of processors such as in a parallel processing sysiem. The memory can
include memory addressable by the processor for execution of computer readable
instructions. The computer readable medium can include volalile and/or non-
volatile memory such as a random access memory ("RAM”™), magnetic memory
such as a hard disk, floppy disk, and/or tape memeory, a solid state drive ("38D7},

flash memory, phase change memory, and so on.
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WHAT IS CLAIMED IS

1. A system to detect a physical penetration of a secure device,
comprising:

an interleaved connector including a plurality of n layers of conducting
material inferspersed with insulating material, wherein n is greater than five, and
wherein the interlsaved connector is to be installed on the device; and

a plurality of electrodes to identify a change in capacitance of the

interleaved connactor 1© indicate a penetration of the device.

2. The systemn of claim 1, wherein the n layvers of conducting material
are criented substantially parallel o each other and to a direction of compression

experienced by the interleaved connector when instalied.

3. The system of claim 1, wherein a given electrode is to be in contact
with a plurality of conductive layers of the installed interleaved conneclor, and
wherein the electrodes are separated from each other along a direction
perpendicular 1o an orientation of the conductive layers and a direction of

compression experienced by the inferleaved connector when installed.

4. The sysiem of claim 1, wherein the elecltrodes are separated from
each other by a distance thatl is substantially over ten times a distance belween

adjacent cnes of the lavers of conducting material of the interleaved connector.

5. The system of claim 1, wherein a width of a given electrode is
substantially wider than a distance belween adjacent ones of the layers of
conducting material such that a given electrode is electrically coupled to a plurality

of layers.

8. The gystem of claim 1, wherein the plurality of layers are arranged

at a density of substantially 100 layers per inch and higher.
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7. The sysiem of claim 1, wherein the interleaved conneclor includes

elastomeric conducting layers interspersed with elastomeric dislectric layers.

8. The system of claim 1, wherein the interleaved connector is an

elastomeric connecior.

9. The system of claim 1, further comprising a controller to check the
capacitance over time fo ideniify whether a change in capacitance exceeds g
threshold value o indicate a physical penetration, and to self-calibrate to adjust
the threshold value over time o compensate for capacitance drift over time due

to aging of components.

10. The system of daim 1, wherein the system is © comply with
physical security requirements of at least one of i) the payment card industry
(PCH, and i) the federal information processing standard (FIPS), regarding

physical security around a portion of the system dealing with encrypted data.

11. A system to detect a physical penetration of a secure device,
comprising:

an interieaved connector including a plurality of layers of conducting
material interspersed with insulating material, wherein the interleaved conneclor
is to be instalied at the device such that the layers of conducting material extend
paraliel to each other along a direction substantially parallel {o a direction of
comprassion to be experienced by the interleaved connector when installed; and

a plurality of eleclrodes to identify a change in capacilance of the

interleaved connector to indicate a penetration of the device.

12.  The system of claim 11, wherein a first electrode is to contact a first
pluraiity of layers of conducting material, and a second electrode offset from the
first electrode is to contact a second pluralily of layers of conducting material

different than the first plurality of layers, wherein a third plurality of layers between
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the first electrode and the second electrode are not in contact with the first

glectrode and are not in contact with the second electrode.

13. The system of claim 12, wherein the jayers of conducting material
extend o &t least one same surface of the interieaved connecior, and whersin
the first electrode and the second electrode are to contact the first and second
pluralities of layers of the interleaved connector to share a given one of the at

least one same surface of the interleaved connector.

14. A method 1o detect a physical penetration of a secure device,
comprising:

checking, by a controller, a capacitance of an interleaved connector
instalied at the device, wherein the interleaved connector includes n layers of
conducting malerial interspersed with insulating material, wherein n is
substantially greater than five;

identifying a change in capacitance of the interleaved connector exceeding
a threshold value; and

identifying a penetration of the device in response 1o exceeding the

threshold value.

15, The method of claim 14, further comprising adjusting the threshold
value over time o self-caiibrate and compensate for capacitance drift over time

due to aging of components.
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Check, by a controller, a capacitance of an
interleaved connector installed at the device,
wherein the interleaved connector includes n

layers of conducting material interspersed with
insulating material, wherein n is substantially
greater than five

v

identify a change in capacitance of the 420
interleaved connector excesding a threshold
value

¥

ldentify a penetration of the device in response ¥~ 430
to exceeding the threshold value
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