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@\ (57) Abstract: An electronic module is provided. The module includes a first logic device having at least two processors and a first
comparator and a second logic device having at least one prcessor and a second comparator. Each of the at least two processors are
coupled to each of first and second comparators. The first and second comparators operate as a distributed comparator system. Each
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REDUNDANT PROCESSING ARCHITECTURE FOR SINGLE FAULT
TOLERANCE

TECHNICAL FIELD
[0001] The present invention relates generally to the field of redundant architectures,

and in particular, to developing a single fault tolerant architecture.

BACKGROUND INFORMATION

[0002] Space missions require the highest upset rate immunity available to overcome
Single Event Upsets (SEUs). At times, electronic systems can operate outside normal
parameters thereby producing faulty data. In some circumstances, failure of these systems can
be catastrophic. Although radiation hardened processors are available, they offer lower
performance and higher cost than commercial off the shelf processors. In order to use non-
hardened devices, a fault tolerant scheme is used in architectures that include one or more
redundant systems. To identify the faulty system, voting mechanisms are used. The voting
mechanisms process the simultaneous outputs of the redundant systems to determine the system
producing the correct data. The voting mechanisms used in these architectures are implemented

through software. However, software implementations of the voting mechanisms are very slow.

[0003] One assumption using voting mechanisms is that only one fault occurs at a time.
This single fault assumption allows identification of the faulty output. In some applications
three systems operate simultaneously, so that when one system fails, it can be easily identified
by the other two. Essentially, the third system casts the tie-breéking vote. When only two
systems are used, it is possible to identify an error, but, not which output is incorrect because a

majority vote is required to determine the failed system.

[0004] Therefore, there is a need in the art for an improved architecture using off the

shelf components that provide a faster solution to overcome the SEU problems in architectures.

SUMMARY OF INVENTION
[0005] Embodiments of the present invention address enhancing the speed of voting

mechanism processes in systems with redundant processors.
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[0006] In one embodiment a system is provided. The system includes a first logic
device having at least two processors and a first comparator and a second logic device having at
least one processor and a second comparator. Each of the at least two processors are coupled to
each of the first and second comparators. The first and second comparators operate as a
distributed comparator system. Each comparator independently identifies faults in the

Processors.

[0007] In another embodiment, a method for identifying a fault in a programmable
device having at least three redundant processors each having a software implemented fault
tolerance (SIFT) function is provided. The method includes generating an output at each of the
at least three redundant processors, receiving the generated outputs at each of the SIFTs,
performing a first portion of a comparison function using each of the SIFTs, performing a )
second portion of the comparison function using a hardware comparator, combining results of
each of the first portion of the comparison function and the second portion of the comparison
function and analyzing the combined results. The analysis includes performing a voting
function of the combined results, comprising checking for a minority vote and determining

faulty processors among the at least three redundant processors based on the minority vote.

BRIEF DESCRIPTION OF DRAWINGS
[0008] Figure 1 is a block diagram of the architecture of one embodiment of an

electronic module having redundant processors and comparators.

[0009] Figure 2 is a block diagram of the architecture of one embodiment of a
programmable logic device having redundant processors, software implemented fault tolerance

functions and a hardware comparator.
[0010] Figure 3 is a block diagram of one embodiment of a hardware comparator.

[0011] Figure 4 is a flowchart of one embodiment of a method for accelerating a voting

mechanism in a programmable device.

DETAILED DESCRIPTION
[0012] In the following detailed description of the preferred embodiments, reference is

made to the accompanying drawings that from a part hereof, and in which is shown by way of
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illustration specific embodiments in which the invention may be practiced. It is to be
understood that other embodiments may be utilized and structural changes may be made

without departing from the scope of the present invention.

[0013] Figure 1 is a block diagram of the architecture of one embodiment of an
electronic module 110, indicated generally at 100 according to the teachings of the present
invention. Electronic module 110 includes a single fault tolerant architecture having first and
second, redundant logic devices 102 and 104. In one embodiment, the electronic module 110 is
an Application Specific Integrated Chip (ASIC). In another embodiment, the electronic module
110 is a Printed Wired Assembly (PWA).

[0014] In one embodiment, logic devices 102 and 104 are field programmable gate
arrays (FPGAs) that are programmed to include two processors in each. Logic device 102
includes a comparator 130 and logic device 104 includes comparator 140. Comparators 130
and 140 combine to perform the function of comparing in a distributed architecture. In one
embodiment, a distributed architecture is directed to dividing or separating the comparison
function into two or more units. In one embodiment, both comparators 130 and 140 perform
substantially the same function and in another embodiment thé:y complement each other and
together complete the function of comparison. The distributed architecture used for

comparators 130 and 140 provides an additional layer of redundancy.

[0015] In another embodiment, in order to achieve greater redundancy, the first logic
device 102 has processors 120-1 through 120-T and the second logic device has processors 121-
1 through 121-N. In first and second logic devices 102 and 104, processors 120-1 through 120-
T and 121-1 through 121-N are programmed to perform substantially the same function. In
addition to the normal system functions performed by each processor 120-1 through 120-T and
121-1 through 121-N, embodiments of the present invention have processors 120-1 through
120-T and 121-1 through 121-N generating output that is utilized to compare against each other
for possible faults in any of the processors 120-1 through 120-T and 121-1 through 121-N.

Both comparators 130 and 140 are coupled with each of processors 120-1 through 120-T and

121-1 through 121-N.

[0016] In operation, each output generated by processors 120-1 through 120-T and 121-
1 through 121-N are compared against each other using a distributed comparator mechanism

comprising comparators 130 and 140. Individual bit-level comparisons are performed and the
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results are then redistributed to the processors 120-1 through 120-T and 121-1 through 121-N.
Since the comparison is performed in hardware it is faster than software implementations that
maybe run on processors 120-1 through 120-T and 121-1 through 121-N. In one embodiment,
comparators 130 and 140 are identical and hence provide additional redundancy in performing a
fault identification function. In another embodiment, comparators 130 and 140 share the
workload of comparing the processor outputs and thereby reduce the total processing time.
Comparators 130 and 140 depend on each others results to complete the fault identification

function.

[0017] In one embodiment, the electronic module 110 includes at least three redundant
processors 120-1 to 120-T and 121-1 to 121-N. It is required that a minimum of three
redundant processors will be necessary to determine a single faulty processor among processors
120-1, 120-T, 121-1 and 121-N. When only two processors are present, the fact that a faulty
processor exists can be identified, but which procgésor is faulty cannot be determined. The

addition of a third ISrocessor provides a tie-breaking vote in determining the faulty processor.

[0018] Figufe 2 is a block diagram of the architecture of one embodiment of an
electronic module 210, indicated generally at 200 according to the teachings of the present
invention. In one embodiment, electronic module 210 includes one or more optional processors
220-1 to 220-M. In one embodiment, electronic module 210 operates essentially as a
programmable logic device. In another embodiment, processors 220-1 through 220-M are
separate processors separated from electronic module 210. In each of these embodiments
processors 220-1 to 220-M are independent and are de-coupled from each other for the

architecture to be radiation hardened.

[0019] In one embodiment, the electronic module 210 includes at least three redundant
processors 220-1 to 220-M. It is required that a minimum of three redundant processors will be
necessary to determine a single faulty processor among processors 220-1, 220-2 and 220-3. In
the event there are only two processors 220-1 and 220-2 present, the fact that a faulty processor
exist can be identified, however, which one of the two processors 220-1 and 220-2 is faulty
canmot be determined. The addition of a third processor will provide the tie-breaker vote in

determining the faulty processor.

[0020] In Figure 2, processors 220-1 to 220-M perform substantially the same function.
Each of processors 220-1 to 220-M includes a software implemented fault tolerance (SIFT)
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function represented by 222-1 to 222-M. SIFT 222-1 through 222-M is a programming
interface that has a library set to perform the function of comparison, management, voting and
reset functions with regard to the processors 220-1 through 220-M. SIFT 222-1 through 222-M
supports the detection of a single event error of one of the processors 220-1 through 220-M. In
one embodiment, the operation of SIFT functions 222-1 through 222-M are de-coupled to
perform independently from the operations of the processors 220-1 through 220-M. The
comparison is performed at some application (e.g., SIFT) designated checkpoint. Each SIFT
222-1 through 222-M performs its tasks at some pre-determined application period tha’; is
specified by the designer. In one embodiment, also included in the electronic module 210 is a
hardv;/are comparator 230 that is implemented in the remaining space of the electronic module
210. Hardware comparator 230 reduces the time and effort to perform the comparison function
executed by each of the SIFTs 222-1 through 222-M and relieves some of the burden of
executing the comparison function for SIFT 222-1 through 222-M. In one embodiment, the
hardware comparator 230 is radiation hardened by using a triple modular redundancy (TMR)

implementation.

[0021] In one operation, the SIFT software 222-1 through 222-M is executed on each
processor. As the software is being executed, a portion of the comparison function is forwarded
to the hardware comparator 230 to perform the bit-level comparison in hardware. The hardware
comparator 230 enhances SIFT 222-1 through 222-M in performing the comparison faster
through hardware. After the completion of thé comparison task, the hardware comparator 230
forwards the results to SIFT 222-1 through 222-M. Upon completion of the execution of the
SIFT software, the results are forwarded to each of the processors 220-1 through 220-M. In one
embodiment, each SIFT 222-1 through 222-M sends a message to the faulty processor among
processors 220-1 through 220-M to initialize or reset the processor. In one embodiment, the
faulty processor may also receive a copy of the current image of one of the other processors

220-1 through 220-M that would enable it to continue its duties as required.

[0022] Figure 3 is a block diagram of one embodiment of a hardware comparator,
indicated generally at 300. In one embodiment, hardware comparator 300 is as found in Figure
2 above labeled as 230. Hardware comparator 300 comprises a binary comparator 310, control
logic 320, selector 335 and a broadcaster 340. In one embodiment, binary comparator 310 is

coupled to a control logic device 320 which in turn is coupled to a selector 330.
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[0023] In operation, each of SIFT 222-1 through 222-M generates outputs C;-Cy.
Outputs C; through Cy are received by a binary comparator 310. The binary comparator 310
performs a bit-level comparison to detect any change in bit positions between processor outputs
thereby determining if there is a faulty or failed processor. The result of the bit comparison in
binary comparator 310 is forwarded to control logic device 320. Control logic device 320
generates a control signal based on the comparison results. The control signal from control
logic device 320 triggers selector 330. In the event of a failed processor, a control signal from
control logic 330 triggers selector 330 to choose an output other than the failed output to be sent
to broadcaster 340. Broadcaster 340 broadcasts the chosen signal back to all the processors
120-1 through 120-T, 121-1 through 121-N and 220-1 through 220-M and the failed procesSor

is reset consequently.

[0024] Figure 4 is a flow chart of one embodiment of a method for accelerating a voting
mechanism in an electronic module as shown generally at 400, according to the teachings of the
present invention. Method 400 is performed by an electronic module such as electronic module
210 shown in Figure 2 above. The electronic module includes a hardware comparator and at
least three or more redundant systems each having a software implemented fault tolerance
function. The method begins at block 410 where each of the redundant processors generates an
output for analysis. At block 420, each of the outputs from the redundant processors are
received by the SIFT. A portion of the output is sent to a hardware comparator in block 430.
The method then proceeds to block 440 and performs a comparison process in the hardware
comparator. The method proceeds to block 450 and the results of the comparison process are
retrieved by the SIFT. In block 460 the results are checked to determine if there is a minority
vote. Whep there is no minority vote the method proceeds to block 490 where it is terminated.
The presenc‘;e of no minority vote would indicate to all of the processors that there are no faulty

processors present.

[0025] Alternatively, when there is a minority vote, the method proceeds to block 470.
At block 470, the failed processors are identified, assuming that the number of failed processors
is less than the number of properly working processors. The method then proceeds to block 480
where the identified failed processors are initialized or corrective action is performed on it.

Following block 480, the method terminates at block 490.
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CONCLUSION
[0026] Embodiments of the present invention have been described. The embodiments
provide a redundant architecture that can increase the speed of the voting mechanism.
Ordinarily, the voting mechanism is performed using a software process. This invention
reduces the time taken to perform the voting process and also reduces the effort of the software
by transferring critical bit comparison operation and performing it in a hardware device on the
same programmable device. The electronic module of the described invention can be
assembled using many off the shelf components in providing a faster solution to overcome SEU
problems. This is particularly advantageous for overcoming SEU problems in architectures

used in space applications.

[0027] Although specific embodiments have been illustrated and described in this
speciﬁcation; it will be appreciated by those of ordinéry skill in the art that any arrangement that
1s calculated to achieve the same purpose may be substituted for the specific embodiment
shown. This application is intended to cover any adaptations or variations of the present

invention.



WO 2006/002069 PCT/US2005/021063

CLAIMS

What is claimed is:
1. A system comprising:
a first logic device having at least two processors and a first comparator; and
a second logic device having at least one processor and a second comparator;
wherein each of the at least two processors are coupled to each of the first and
second comparators;
wherein the first and second comparators operate as a distributed comparator
system;

wherein each comparator independently identifies faults in the processors.

2. The system of claim 1, wherein the first and second logic devices are
programmable.
3. The system of claim 1, wherein each of the first and second comparators is a

hardware device.

4. A logic device comprising:

at least three processors that are adapted to perform substantially the same
function;

at least one hardware comparator;

" wherein each of the at least three processors includes a software implemented

fault tolerance function (SIFT);

wherein each of the at least three SIFTs is communicatively coupled to each of
the hardware comparators; and

wherein each of the SIFTs operates independently of each other to identify faults

in one or more of the at least three processors.

5. A system comprising:
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a logic device having at least three processors; and

at least one comparator coupled to each of the at least three processors;

wherein each processor includes a software implemented fault tolerance (SIFT)
function;

wherein the SIFT and the at least one comparator in combination processes
outputs of the at least three processors;

wherein the SIFT determines if one or more of the at least three processors has

failed.
6. The system of claim 5, wherein the logic device is programmable.
7. The system of claim 5, wherein the at least one comparator is a hardware device.

8. A method for identifying a fault in a programmable device having at least three
redundant processors each having a software implemented fault tolerance (SIFT)
function, the method comprising:
generating an output at each of the at least three redundant processors;
receiving the generated outputs at each of the SIFTs;
performing a first portion of a comparison function using each of the SIFTs;
performing a second portion of the comparison function using a hardware
comparator,
combining results of each of the first portion of the comparison function and the
second portion of the comparison function; and
analyzing the combined results, wherein the analysis comprises:
performing a voﬁng function of the combined results, comprising
checking for a minority vote; and
determining faulty processors among the at least three redundant

processors  based on the minority vote;

9. The method of claim 8, further comprising initializing the faulty processor when

a minority vote is achieved.
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10. A method for accelerating a voting mechanism in a programmable device having
at least three redundant processors each having a software implemented fault tolerance
(SIFT) function, the method comprising: '

generating an output in each of the at least three redundant processors;

receiving the generated outputs at each of the SIFTs;

performing a first portion of a comparison function using each of the SIFTs;

performing a second portion of the comparison function using a hardware
comparator; and

retrieving results of each of the first portion of the comparison function and the

second portion of the comparison function.

11.  An electronic module, comprising:
a first logic device having at least two processors and a first comparator; and
a second logic device having at least one processor and a second comparator;
wherein each of the at least two processors are coupled to each of the first and
second comparators;
wherein the first and second comparators operate as a distributed comparator
system,;
wherein each comparator independently identifies faults in the processors;

wherein the logic devices are combined on a single chip.

12. The electronic module of claim 11, wherein the first and second logic devices are

programmable.

13. A machine readable medium having instructions stored thereon for identifying a
fault in a programmable device having at least three redundant processors each having a
software implemented fault tolerance (SIFT) function, the method comprising:
generating an output at each of the at least three redundant processors;
receiving the generated outputs at each of the SIFTs;

performing a first portion of a comparison function using each of the SIFTs;
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performing a second portion of the comparison function using a hardware
comparator;
combining results of each of the first portions of the comparison function and the
second portion of the comparison function; and
analyzing the combined results, wherein the analysis comprises:
performing a voting of the combined results comprising checking for a
minority vote; and
determining faulty processors among the at least three redundant

processors  based on the minority vote;

14.  The method of claim 13, further comprising initializing the faulty processor

when a minority vote is achieved.

15. A machine readable medium having instructions stored thereon for accelerating a
voting mechanism in a programmable device having at least three redundant processors
each having a software implemented fault tolerance (SIFT) function, the method
comprising:

generating an output in each of the at least three redundant processors;

receiving the generated outputs at each of the SIFTs; |

performing a first portion of a comparison function using each of the SIFTs

performing a second portion of the comparison function using a hardware
comparator; and

retrieving results of each of the first portion of the comparison function and the

second portion of the comparison function.
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