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1
METHOD AND COMPUTATION ENTITY
FOR PERFORMING COMPUTATION OF A
FUNCTION OVER ENCRYPTED DATA

This application is a U.S. National Phase application
under 35 U.S.C. § 371 of International Application No.
PCT/EP2021/053913, filed on Feb. 17, 2021, and claims
benefit to European Patent Application No. EP 20195198.5,
filed on Sep. 9, 2020. The International Application was
published in English on Mar. 17, 2022 as WO 2022/053182
Al under PCT Article 21(2).

FIELD

The present invention relates to a method for performing
computation of a function over encrypted data by a compu-
tation entity and to a corresponding computation entity.

BACKGROUND

Methods and systems for performing computation of a
function over encrypted data by a computation entity are
known from prior art.
Corresponding prior art documents are listed as follows:
[1] Dario Catalano and Dario Fiore. Using linearly-
homomorphic encryption to evaluate degree-2 func-
tions on encrypted data. ACM CCS 2015

[2] Dario Fiore, Rosario Gennaro, and Valerio Pastro.
Efficiently verifiable computation on encrypted data.
ACM CCS 2014

[3] https://en.wikipedia.org/wiki/Baby-step_giant-step

Homomorphic encryption warrants computation over
encrypted data, thereby enabling data-mining as a service
application where the server—i.e., the entity carrying out the
computation—is not trusted to see data in cleartext. In a
typical application scenario, data-sources encrypt their data
and upload it to a server or computation entity. Clients—
who may or may not be data-sources—ask the server or
computation entity to compute one or more specific func-
tions over the encrypted data or ciphertexts and obtain the
result. All operations are such that the server or computation
entity learns nothing about cleartext data nor it learns the
outcome of the computations it carries out on behalf of
clients. Similarly, clients learn nothing on cleartext data,
beyond the outcome of the computations they request—
unless they provided such data acting as data-sources.

The above blueprint provides data privacy but does not
cater for integrity of the computations carried out by the
server or computation entity. The problem is that the client
has no means to tell if the computation result, as provided by
the server or computation entity is correct, whereas a mali-
cious server or computation entity may provide an arbitrary
result.

SUMMARY

In an embodiment, the present disclosure provides a
method for performing computation of a function over
encrypted data by a computation entity, the method includ-
ing performing computation of a quadratic function by the
computation entity, and encrypting the encrypted data by a
linearly homomorphic encryption scheme, wherein a homo-
morphic message authentication code is used for providing
verifiable computation on encrypted data.

BRIEF DESCRIPTION OF THE DRAWINGS

Subject matter of the present disclosure will be described
in even greater detail below based on the exemplary figures.
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2

All features described and/or illustrated herein can be used
alone or combined in different combinations. The features
and advantages of various embodiments will become appar-
ent by reading the following detailed description with ref-
erence to the attached drawings, which illustrate the follow-
ing:

FIG. 1 shows in a diagram a system model according to
an embodiment of the invention comprising a computation
entity.

DETAILED DESCRIPTION

In an embodiment, the present invention improves and
further develops a method for performing computation of a
function over encrypted data by computation entity and a
corresponding computation entity so that a reliable compu-
tation result is obtainable by simple means.

In accordance with another embodiment of the invention,
the present invention provides a method for performing
computation of a function over encrypted data by a compu-
tation entity, wherein the computation of a quadratic func-
tion is performed by the computation entity, wherein the
encrypted data are encrypted by means of a linearly homo-
morphic encryption scheme, and wherein a homomorphic
message authentication code is used for providing verifiable
computation on encrypted data.

Further, in accordance with another embodiment of the
invention, the present invention provides a computation
entity for performing computation of a function over
encrypted data, preferably for carrying out the above
method, wherein the computation of a quadratic function is
performed by the computation entity, wherein the encrypted
data are encrypted by means of a linearly homomorphic
encryption scheme, and wherein a homomorphic message
authentication code is used for providing verifiable compu-
tation on encrypted data.

According to an embodiment of the invention it has first
been recognized that it is possible to obtain a very a reliable
computation result by simple means on the basis of simply
a smart modification of a prior method. It has been further
recognized that concretely the use of a homomorphic mes-
sage authentication code can provide verifiable computation
on encrypted data. Such a modification is effective. A
corresponding computation entity is provided for perform-
ing computation of the function over the encrypted data. The
above problem is solved by enabling any client to verify the
computation carried out by the computation entity. In order
to do so, embodiments of the current invention build on
techniques to compute quadratic functions from data
encrypted with a linearly-homomorphic encryption scheme
and homomorphic message authentication codes, to provide
verifiable computation on encrypted data.

Thus, an efficient method and computation entity for
obtaining a reliable computation result by simple means are
provided.

According to an embodiment of the invention the homo-
morphic message authentication code can be used to define
a verifiable computation scheme. This homomorphic mes-
sage authentication code can enable the computation of
quadratic functions over ciphertexts. The defined verifiable
computation scheme can enable the computation of qua-
dratic functions given ciphertext encrypted via a linearly
homomorphic encryption scheme.

According to a further embodiment the linearly homo-
morphic encryption scheme can be a linearly homomorphic
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ElGamal encryption scheme, particularly with EIGamal in
the exponent. This will provide a very reliable computation
result.

Within a further embodiment—for example during per-
forming the computation over the encrypted data—a com-
putation over authentication tags that accompany the
encrypted data can be performed, so that preferably the
computation entity can output an encoding that includes a
ciphertext encrypting the result of the computation and a tag.
On the basis of such an embodiment augmenting the com-
putation over ciphertexts carried out by a computation entity
or server in an application scenario where the computation
entity or server runs computation over encrypted data can
easily be performed, with the same computation over
authentication tags that accompany such ciphertexts, so that
the server outputs an encoding that includes the ciphertext
encrypting the result of the computation and a tag.

According to a further embodiment an integrity of the
result is verified by means of a final tag. There can be used
the final tag as received by the computation entity or server.
This verifying step can easily be performed by any client.

According to a further embodiment a data source can
encode or encrypt one or more data items by means of the
linearly homomorphic encryption scheme thereby producing
one or more encodings, a public evaluation key and/or a
private verification key. According to a further concrete
embodiment the linearly homomorphic encryption scheme
can produce one or more encodings, a public evaluation key
and/or a private verification key. As a result a reliable
computation result is obtainable by simple means.

Within a further embodiment a degree-2 function of the
encrypted or encoded data can be computed by the compu-
tation entity by means of homomorphic operations over the
encryptions or encodings, thereby producing an output
encoding.

According to a further embodiment it can be verified that
the output encoding encodes the result of the function over
the encrypted or encoded data and, if so, the output encoding
can be decoded. Such a verifying step can be performed by
any client.

Within a further embodiment the method can be used in
data-mining, for example as a service application, and/or in
machine learning, for example as a service application.
Within further use cases the current invention can have
direct applicability in machine learning as a service appli-
cation. For example, in the context of health-data applica-
tions, data-sources could be patients uploading encrypted
data, clients could be hospitals interested in mining such
data, and the server could be the national health authority.
The current invention could also be applied in the context of
smart cities. For example, data sources could be smart
energy meters installed into households, the server could be
an energy authority, and a client could be an energy com-
pany interested in obtaining insights on citizen’s energy
usage.

According to a further embodiment a data source provides
and/or encrypts the data.

Within further embodiments the data source transmits
and/or uploads the encrypted data to the computation entity.

As already mentioned above the data source can be a
metering device or a smart energy meter for use in any
possible application and not only within households.

According to a further embodiment the encrypted data can
be provided in the form of a ciphertext or ciphertexts
depending on the individual embodiment and use case.

Within a further embodiment the computation entity can
be a server or cloud server.
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Advantages and aspects of embodiments of the present
invention are summarized as follows:
Embodiments enable verifiable computation in data-min-
ing as a service application where, for example, a cloud
provider computes, on behalf of clients, quadratic functions
over data encrypted by means of a linearly homomorphic
encryption scheme. Previous approaches guarantee data
privacy by ensuring that the server has no access to cleartext
data but only computes over ciphertexts. Previous
approaches, however, do not guarantee integrity of the
computation. That is, the server may provide any result that
is treated as correct by the client. Embodiments of the
current invention allow the client to check that the server has
carried out the computation correctly. As a result, the
embodiments of the current invention refine the trust model
of data-mining as a service application because the compu-
tation entity or server is not trusted to see data in the
clear—as in previous approaches—nor it is trusted to carry
out the computation correctly. Embodiments of the current
invention have direct application in data-mining scenarios
like FIWARE-based loT platforms or machine-learning as a
service application where clients outsource the prediction
algorithm to the cloud.
Embodiments of the current invention solve the prior art
problems by enabling clients to verify the computation
carried out by the computation entity or server. In order to
do so, embodiments of the current invention build on
techniques to compute quadratic functions from data
encrypted with a linearly-homomorphic encryption scheme
and homomorphic message authentication codes, to provide
verifiable computation on encrypted data. Embodiments
provide a development of a homomorphic message authen-
tication code that enables the computation of quadratic
functions over ciphertexts like the ones described in [1] and
use it to define a verifiable computation scheme that enables
the computation of quadratic functions given ciphertext
encrypted via a linearly-homomorphic encryption scheme.
Further advantages and aspects of embodiments of the
present invention are summarized as follows:
Embodiments augment the computation over ciphertexts
carried out by a computation entity or server in an applica-
tion scenario where the computation entity or server runs
computation over encrypted data, with the same computa-
tion over authentication tags that accompany such cipher-
texts, so that the computation entity or server can output an
encoding that includes the ciphertext encrypting the result of
the computation and a tag.
Verifying, by a client, the integrity of the computation
result by means of the final tag as received by the compu-
tation entity or server can be provided by embodiments.
Designing a homomorphic message authentication code
that enables the verification of quadratic functions computed
over messages encrypted using the linearly-homomorphic
ElGamal encryption scheme can be provided by further
embodiments.
According to a further embodiment a method for verifi-
able computation of quadratic functions over encrypted data
by a computation entity or server can be provided, compris-
ing the steps of
1) Encoding, by a data source, one or more data items, by
means of the linearly-homomorphic ElGamal encryp-
tion scheme, thereby producing one or more encodings,
a public evaluation key and a private verification key.

2) Computing by a server a degree-2 function f of the data
encoded at the previous step, by means of homomor-
phic operations over the encodings, thereby producing
an output encoding.
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3) Verifying, by a client that the output encoding of the
previous step encodes the result of evaluating function
f over data encoded at step 1 and, if so, decoding the
output encoding of the previous step.

Embodiments of the invention can add verifiability to
applications that outsource computation of quadratic func-
tion over data encrypted by means of linearly-homomorphic
encryption. Embodiments of the invention can be used to
verify responses from the computation entity or server in
outsourced data-mining applications, e.g., FIWARE based
platforms or machine-learning as a service application.

There are several ways how to design and further develop
the teaching of the present invention in an advantageous
way. To this end it is to be referred to the following
explanation of examples of embodiments of the invention,
illustrated by the drawing.

EMBODIMENTS OF THE INVENTION

Linearly-Homomorphic ElGamal

Let G denote a group of order p where the Decisional
Diffie-Hellman assumption holds. Algorithm ElG.KeyGen
picks two random generators u,g of G, a random x Z,, and
outputs (pk=(g,u,h=u"),sk=x). Given a public key pk and a
message m_ 7, the encryption routine BlG.Enc picks a
random r[JZ, and outputs (a=g™h”, u"). Finally, given a
ciphertext (a,b) and secret key sk, the decryption routine
ElG.Dec first computes y=a(b**)™" and then outputs the
discrete logarithm of'y in base g (e.g., by using the giant-step
baby-step algorithm [3]).

This encryption scheme is linearly homomorphic. In
particular let ciphertexts (a;, b;) and (a,, b,) be encryption
of m;, m, under the same public key, respectively. One can
compute (a;, b;)B(a,, by)=(a,a,, b;b,); its decryption pro-
vides m,+m,. Similarly, given a constant c_ Z, and cipher-
text (a,b) encrypting message m, one can compute
cB(a,b)=(g,b); its decryption provides c+m. Finally, given
constant ¢l Z, and ciphertext (a,b), one can compute c®(a,
b)=(a“,b"); its decryption provides cm.

Correctness is straightforward whereas the scheme is
semantic secure if the Decisional Diffie-Hellmann assump-
tion holds in G.

Homomorphic Computations of Quadratic Functions Over
Linearly-Homomorphic Ciphertexts

The authors of [1] show how to homomorphically com-
pute a degree-2 function f over a set of ciphertexts
¢y, ..., C,, Where ¢, is produced by encrypting message m,
with the linearly-homomorphic ElGamal encryption
scheme. In particular, the authors of [1] define a ciphertext
of message m as ¢c=(a,b) where a=m-r and b=EIlG.Enc (),
for a random r. The authors of [1] also define a procedure
Evalf( ) that given a degree-2 function f and n ciphertexts

¢y, - . ., C, produces a ciphertext c=Enc(f(m,, . . .
m,)-f(r,, . . . r,)) by means of homomorphic computations
overc,, ..., cC,.

System or Computation Entity Model

The system or computation entity model is depicted in
FIG. 1. Prior to operations, we assume a key-generation
routine run by the client that defines message and ciphertext
spaces, as well as, an encoding key ek and a decoding key
dk. The encoding key can be distributed e.g., to data-
sources, whereas the decoding key is kept secret. Data
sources use the encoding routine Enc to encode data
m,, ..., m, using encoding key ek and an arbitrary label id;
the routine outputs encodings o,, . . . , T, a private
verification key vk,; and an evaluation public key epk,,.
Encodings and evaluation public key are uploaded to the
server, whereas the verification key is sent to the client.
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A client can ask the server to compute a specific function
f over encodings uploaded by data-sources. We assume f to
be quadratic, e.g., f(x)=ax*+bx+c. The server runs algorithm
Eval that produces an output encoding o; the latter is sent to
the client. Finally, the client executes the decoding algorithm
Dec with input the decoding key dk, a verification key vk, ,
and the output encoding o as received by the server, to
recover either f(m,, . . ., m,) or an error message L.

Note that the client can act as a data-source. Further, the
label used during Enc enables a limited form of access
control as only encodings produced with the same id can be
used together to compute a specific function.
Instantiation

KeyGen(.): The key-generation algorithm defines system
parameters to be used as implicit input to all the other
algorithms as well as the encoding and decoding keys.
Parameters include:

the description of bilinear groups G, G', G, of prime
order p, equipped with a bilinear map e:
GxG'—=G

a random generator of G' denoted as g,

the description of message space M=Z , and cipher-
text space C=G? for linearly-homomorphic FlGa-
mal as described above

the description of two pseudo-random functions:
PRF“ that maps arbitrary strings to M, and PRF?
that maps arbitrary strings to C

Keys are generated by running (pk=(g, u, h),
sk=x)<—FE1G.KeyGen(A) and setting ek=pk and
dk=sk.

Enc(ek, id, m,, . . .
Parse ek as pk
Sample at random t from M, as well as seeds K ,, K, for

the two PRFs.

Compute a fresh encryption of zero Z,=(u".,h*)<—El-
G.Enc(pk,0), and an authenticator of it ZO:uth s
W2y Z,C 2.

Fori [n]:

Sample a random r; from Z, and set a~=m,-r,,
b,=ElG.Enc(pk,r,).
Compute the following values:
V1,0 PRF %, (id, D)-a;t,
Yi 1=
Y, 0=PRF” 4, (id, i)_ bC -t),
i,lzbis
Set Gi:(yz',Os Vi Yio Yi,l)'
Set vk, ~(t, K, K,, r=r,, . .
Eval(epk,,, f, 0, . . ., O,):
For i_ [n], parse Gi:(Yi,Os Yi1s Yi,Os Yi,l) and treat (yi,Os
i, 1) (resp. Y, 0 Y, 1) as coeflicients of a degree-1 polynomial
v,(XOC M[X] (resp. Y,(X)C C[X]). The evaluation algorithm
computes an output encoding 0=(Y"y, Y,) as follows.

First, evaluate f homomorphically on the encodings by

using the following primitive operations.

Eval.add(epk,;, 0,, 0,). Given as input a public evalua-
tion key and two encodings, the steps of this operation
depend on the degrees of the encodings.

If both encodings are of degree 1:

Parse o, as ((Y1,0sY1,1)s (Yl,OsYl,l))s and o, as ((Y2,
05Y2,1)s (Yz,OsYz,l))

Compute 0:((}’1,0"'}’2,0:}’1,1"'}’2,1);
Yl,l[ Y2,1))

If both encoding are of degree 2
Parse 01:(Y1,Os Y, Yl,z)s 02:(Y2,Os Y, ,, Yz,z)
Compute 0:(Y1,0[ Yz,o: Yl,l[ Y2,1,Os Y1,2[ Yz,z)

Eval.add-const(epk;,, ¢, 0): on input a public evaluation
key, an element cC M and an encoding o, proceed as
follows:

,m,):

-» 1,) and epk,;~(Zo,Z,)

(Yl,oL Y2,Os
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It (Yo, Y1),

outputs  0°=((yo.¥ 1),

0=((Yo-¥1)-
Yo, Y,Cce).
If o=(Y,, Y,, Y,), outputs o°=o
Eval.mul-const(epk, ¢, 0): on input a public evaluation
key, an element c_ M and an encoding o, proceed as
follows:
If 0~((¥ory): (Yo Y1) output o°=((yoc.y,¢), (Yo
LcY,L c)).
If 0=(Y,, Y,, Y,), output o°=(Y," ¢, Y,Cc, Y, c).
Eval.mul(epk,,, o,, 0,): on input the public key and two
encodings o,, 0, of degree 1, outputs an encoding o of
degree 2 obtained as follows:
YOZ(}’l,o'}’z,O)L Yl,O* }’2,0L Yz,oL Yio
Y1:(Y1,0'Y2,1+Y2,0'Y1,1)[ (Yl,O[ Y2,1[ Yl,l[
}’2,0)L (Yz,oL }’1,1L Y2,1L Y1,0)
Yzz(yl,l'yLl)r Y1,17 }’2,1r Yz,lr Yiu
Once the homomorphic evaluation off is complete, given
Yo, Y, Y, proceed as follows:
Sample a random s from M
Compute Yo=e(Yo,8,)-e(Y1, g2)-e(Z,— (=5), 2)
Compute Y,=Y,"Z,_s
Set output encoding to 0=(Y,,Y,)
Dec(dk, vk, 1, id, 0):

Parse dk as sk and vk, as (t, K, K,, r=r;, .. ., 1,). Let
=Y, Y, G2xC.
Compute p=(p,, - . ., p,,) and S=(S,, . . ., S,), where

p,=PRF*._(id,i) and S, =PRF”,,(id,i)

Compute z=f(r)

Compute w=Evalf(p, S)

If Yoe(Y,, g,7) is equal to e(w, g,), then output the
discrete logarithm in base g of ElG.Dec(sk,Y, g%);
otherwise output “error”

Many modifications and other embodiments of the inven-
tion set forth herein will come to mind to the one skilled in
the art to which the invention pertains having the benefit of
the teachings presented in the foregoing description and the
associated drawings. Therefore, it is to be understood that
the invention is not to be limited to the specific embodiments
disclosed and that modifications and other embodiments are
intended to be included within the scope of the appended
claims. Although specific terms are employed herein, they
are used in a generic and descriptive sense only and not for
purposes of limitation.

While subject matter of the present disclosure has been
illustrated and described in detail in the drawings and
foregoing description, such illustration and description are
to be considered illustrative or exemplary and not restrictive.
Any statement made herein characterizing the invention is
also to be considered illustrative or exemplary and not
restrictive as the invention is defined by the claims. It will
be understood that changes and modifications may be made,
by those of ordinary skill in the art, within the scope of the
following claims, which may include any combination of
features from different embodiments described above.

The terms used in the claims should be construed to have
the broadest reasonable interpretation consistent with the
foregoing description. For example, the use of the article “a”
or “the” in introducing an element should not be interpreted
as being exclusive of a plurality of elements. Likewise, the
recitation of “or” should be interpreted as being inclusive,
such that the recitation of “A or B” is not exclusive of “A and
B,” unless it is clear from the context or the foregoing
description that only one of A and B is intended. Further, the
recitation of “at least one of A, B and C” should be
interpreted as one or more of a group of elements consisting
of A, B and C, and should not be interpreted as requiring at
least one of each of the listed elements A, B and C,
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regardless of whether A, B and C are related as categories or
otherwise. Moreover, the recitation of “A, B and/or C” or “at
least one of A, B or C” should be interpreted as including
any singular entity from the listed elements, e.g., A, any
subset from the listed elements, e.g., A and B, or the entire
list of elements A, B and C.

The invention claimed is:

1. A method for performing verifiable computation of a
quadratic function over encrypted data by a computation
entity, the method comprising:

generating the encrypted data or receiving the encrypted

data from a data source, wherein the encrypted data is
encrypted by a linearly homomorphic encryption
scheme, and
performing the computation of the quadratic function over
the encrypted data by the computation entity,

wherein a homomorphic message authentication code is
used for providing the verifiable computation on the
encrypted data,

wherein a computation over authentication tags that

accompany the encrypted data is performed, so that the
computation entity can output an encoding that
includes a ciphertext encrypting a result of the compu-
tation and a tag, and

wherein an integrity of the result is verified by a final tag,

and

wherein the tags are different from the homomorphic

message authentication code.

2. The method according to claim 1, wherein the homo-
morphic message authentication code is used to define a
verifiable computation scheme.

3. The method according to claim 1, wherein the linearly
homomorphic encryption scheme is a linearly homomorphic
ElGamal encryption scheme.

4. The method according to claim 1, wherein the linearly
homomorphic encryption scheme produces one or more
encodings, a public evaluation key and/or a private verifi-
cation key.

5. The method according to claim 4, wherein a degree-2
function of the encrypted or encoded data is computed by the
computation entity by homomorphic operations over the
encryptions or encodings, thereby producing an output
encoding.

6. The method according to claim 5, wherein it is verified
that the output encoding encodes the result of the function
over the encrypted or encoded data and, if so, the output
encoding is decoded.

7. The method according to claim 1, wherein the method
is used in data-mining and/or in machine learning.

8. The method according to claim 1, wherein the data
source provides and/or encrypts the data.

9. The method according to claim 8, wherein the data
source transmits and/or uploads the encrypted data to the
computation entity.

10. The method according to claim 8, wherein the data
source is a metering device or a smart energy meter.

11. The method according to claim 1, wherein the
encrypted data are provided in the form of a ciphertext or
ciphertexts.

12. The method according to claim 1, wherein the com-
putation entity is a server or cloud server.

13. A system for performing verifiable computation of a
quadratic function over encrypted data, the system compris-
ing:
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one or more hardware processors configured to:

generate the encrypted data or receive the encrypted data

from a data source, wherein the encrypted data is
encrypted by a linearly homomorphic encryption
scheme, and

perform the computation of the quadratic function, and

wherein a homomorphic message authentication code is

used for providing the verifiable computation on the
encrypted data,

wherein a computation over authentication tags that

accompany the encrypted data is performed, so that the
computation entity can output an encoding that
includes a ciphertext encrypting a result of the compu-
tation and a tag,

wherein an integrity of the result is verified by a final tag,

and

wherein the tags are different from the homomorphic

message authentication code.

14. The method according to claim 6, wherein the data
source encrypts the encrypted data by the linearly homo-
morphic encryption scheme and a client performs the veri-
fication that the output encoding encodes the result of the
function over the encrypted or encoded data.

#* #* #* #* #*

10

15

20

10



