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210 ... Entropy decoder

230 ... Partitioning unit

240 ... BIK generation unit

250 ... RBS generation unit

260 ... Watermark insertion unit
270 ... Entropy encoder

AA ... Input JPEG image

BB ... Watermarked JPEG image
CC ... Detected fineness factor (Th)
DD ... Metadata

EE ... User key

FF ... Bit determination unit

(57) Abstract: Disclosed is a method for inserting a watermark in a joint photographic experts group (JPEG) image, the method com-
prising the steps of: generating a quantized discrete cosine transform (DCT) coefficient by entropy-decoding a JPEG image; determin-
ing a target bit in a bit plane of the quantized DCT coefficient on the basis of a watermark-embedding table (WET); and inserting, in
the target bit, a watermark obtained on the basis of metadata of the JPEG image. Further, the present invention provides a method for
verifying integrity of an image by using an inserted watermark.
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=

1w of MY

2

2
ox T
=
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1<
18 =234, JIPEG(Joint Photographic Experts Group) ©] 7] | 5% 3}
$2](100)3= 4= o] H| A ZFE JPEG & 2] & & §H53t o] v X & &3 5
N, JPEG 1 Z &l A1 A3 4= 9la1, AxbA o 2 A W3] (color
convertor, 110), DCT(Discrete Cosine Transform)*#(120), %A} 3} 7| (quantizer, 130)
2 ol E 2 1] Q1 F(entropy encoder, 140)E X &3 4= 9lt},

71¥] W 37](110)3= RGB(Red-Green-Blue) & ¥ & ¥ 3= o] v| 2] & YCbCr
gkt 4= At 7] A, YCbCr 7 & Attt 9] & A +-(luma smaple) = A 2}
(chroma sample)& 7-%-3te] A= A& o 3o, Y& J =
& on e 4= 9laL, Cb 9 Crd Ak A& o2 o= vk Cb B Cr
Ao AEMEYE 4 Uk YCbCr &5 X9 = A&2np A H S
EFY-S 4:4:4, 4:2:2 2 4:2:0 T st 5 QAT

DCT(120):= YCbCr= £ & ¥ o] 1] #] dlo] ¥ o] thalo] 8x8 & F-7] "k
DCT(Discrete Cosine Transform)& 3 & = it} thA] 23, 8x8 &5-7] 1t
DCT+= Y, Cb 2 Cr& Z47}e thste] 3= 5= gl o 7] A4, DCT#(120)+=

A

oX oX &

v

o
o ® Hr Mz ot

Arte] Fuba= A o] AukzA o 7 AFEE = HPH SR ARl VA&
AL-g-ste] FZF =l o] ojnX] Ho|H & Fub4= =l 2] o|nX] Ho|H =
H3lsl = qlom 1 Az o 2 DCT Al (coefficient) S &5 4= T} DCT
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[74]

[75]

[76]

[77]
[78]
[79]

[80]

[81]

9

%Of’a 4l 3te] o] 214 Ql(discrete) %}o;czuﬂﬂzl#%gua léﬂi

%F23hE DCT ASE G538 5= 9l o714, %23171(130) 2] FAlshi= 4

Zof AP 5= gl A = mau A dol iz A3} o] F 2522

APl AR wisgE 5 vk o5 Bl E-2 Q 91 AK(quality factor) & <] 4 = 7

= | o]&f Alof= 4= e, 0471*1 Q A= 34 A4 =
g 51 9o}, o]o) A H = AL o},

S 1M, &y QR ol A0 88 BF A F 1A B S kA

A+t DCT A5 o m & = vk 129 A 3 12 2349 - 1bel] 91 %] &
52 R8s A8l AHEE 5 Ak o714, 12 0B A AL LR G A2
T ol st AEE onfe = glaL, L2 1™ o] v ] i o] 8x8 5] 1A
FE ou e ¢ gl 3 k= 0R T A7 A 638 T A e gk 5
o= shbel A8 ofm et = vk 3L A gy A KR0S A ol & e @

XA sk 2= 9] o1 K7} 00] ofd A o] 2 AL AC AT}

4 o

AERI ¢ i(140) FA1571(130)8] =85 F2lete] EEY R 53 E
T 9}9_111 1 AE JPEG WA 08 4S5 oA & 5T U
o] 7| M, AEZI] 1A (140)9] 12 T4 ¢F5ol sl 3t o o,
Aol Al ghEof whel AlEo] Lol & 7P A o 2 dste] ndel g
tlol B &= A3 4 st

L2 B o] A Aol whE et A AR o] & A ol

Y25 Fxeid, g o] A A o) wE fErkA 4] 4X](200)+=

E 23] T ZT(210), B B E A7 7220, FE] A 7(230), BIK

(240), RBS A4 H-(250), 9 A A H260) 2 A EZH] JIFAT(270)E

4220001 T4 Ao 49
7o 7152 shie FA ol AT 5

Ny

Ef i}
At o714, S E kA A
l_?‘l_

o <19 el 5 g,

30 52 M oox
jo o ot ox |

lm_@fﬂi_&:&m%-{mw
F

3}
= ’f} = ](200)1—: 71 4] JPEG
(@)

= —P:%Uég%l%‘/ﬂ]]w} I
A= Well s G217 F=7F= {:XH e »}S’—Uﬂl, ﬁﬂqﬂb & sk
A EL O FA o FdE L 931, JPEG 1 2Tl 9 Il o] A 2 & A5t
JPEG {1320 &} A2 ] 312 5= e, o] '&7‘35] A oftt.

v g o] o AAjdo] whE ol u| X A A A ol o] & o] u] K] A A
AT WHZ ol A7 A2 A hoke A9 £4 glol Al e E
FEE T UL, ol el & e A AA[oo whE S A
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[82]

[83]

[84]

[85]

[86]

10

A](200) = FAFeE DCT Algel e np=2E 449 e 4= )
AE 23] YA Q10)= 4 EH JPEG 2 o2 FEH ofu] %o tf3le]
AE=ZH fay S 53 5 ot oA e, A E 23] o] 2T (210)F JPEG
o| | # o] ths}o] JPEG oW A| F- 53} Aol A T3 JAEREY Y&
oy s 5 vk o 71A, AIEE ] v 12U (210)+= = 13 37 AH 3 E R
AAT| 9 Fo = tf3E 5 ATk EEPEW ANE =3 v 51T](210)= JPEG
ol M| A 2 7H 43t DCT Al C k) = =893+ 9

EFA B E AR 37220 AEZF v 2T 210)0)] 93] & 53 %2138 DCT
Ag T HEv A S A AP ES AT 5 ol opA] Ea,
WET(Watermark-Embedding Table)E 7| % = LSB(Least Significant Bit)-E]
MSB(Most Significant Bit)7}-4] 3£ 318}= AC A|5=2] H] E A ol A]
HAEAE Al ] g e B ES A = v e HEES

g AA S Ak 2 vl E et bk Vo A E
At T a4 5 o, oo thgh dAE dE 2 = 4 WA 73§

v}E] ﬁ Pr(230) A A 9] 8x8 DCT &5 M E &S Ed| %2 GOBs(Group
Of Blocks) & JE| M W= -8kt &= 9}211] FE Y-S E3)] FE(root) 2 HE]
?ﬂxﬂ GOB7}A] 2] #-7] A ¢l(branch chain)ol] th et A H & At 4= Q) a1, A 45t

AT} o7 A, FEIM Y R(230)= 2 GOB7F A& A% A<l T, 70 o] 42l
EPi] HEZ ¥ 33155 74380 GOBE #88 4= 9t} thA] 2,
AP 230)= A A 2] 8x8 DCT &5 M EEE 32| 5 GOBFE)&E
A T 1L E GOBE 559 A2 GOBRE +&& 4 9o, 3ti}e] #}2]

GOBell A o] &= T,70 o] Bt Bl E7}F 35 5 A&t GOBE w23 7 U
A7IA, AE A= A T, = FEMEF230)0) A8 Eo] #d AeE 24 5H=
dE gr B E 9T 5 9o, o] = GOB E GOBell 2 ¥ e nt=9]
A7 & AA T 5 o) o] thgt A s A2 &8 dA T35

2719 YA E ek A AW A5 A e FYAAE o,
e oju] A o] A & oFsiA Z 4= QU A e, Y nte] =27 |
e R AH o)u x| 9] 3}AL Ed o] = F(radeof) HA D 5 i, o] =
AAst= FeprHE HE A AAT,YE T+ A

BIK A A1 3-(240)% 4 7](user key), ¢} & JPEG O] u| 2] o] v Eld] o] ¥,
AE=I T r](210) B B2 B E AA 722009 9ol whE DCT Al &
e GOBol A BH Al H| EE A A &2 BE BB theh X 2
e} M (230)00 o] &l A A H = 75 GOBE -] &l d GOB7HA] &f 7]

A €1(branch chain)l] o+ A B & 7| & Z BIK(Block Identifying Key)E A4 & 5=
AT o714, 3l GOBol A EH Al | ER A 5 X| ¢&& & v Eo| tjgh A X
9 1 GOBEHH &9 GOB7FA| 2] 7] A 21 (branch chain)®l] th ¢+ A4 B.+=

E

(o3
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[87]

[88]

[89]

[90]

[91]

[92]

[93]

[94]

11

GOB B H. == 22 GOB A B.= A A ¢ = gl e, 2} GOBrttt A +
AN

5 gh BIK A4 H-(240)+= #H2] GOB 4 2.0l A2 GOB9] o] %-3 GOB Wl 2] E}7
H|E7} ol Bl Eof tf 3t A X 2 214 GOBY| ©]%-3 GOBL] ¥7] A A H =
U E3AZ 4= 9lo o5 V|2 & BIKE AAE -5 9t}

BIK A4 7(240)+= BIKE A at7] ¥l 4 71, 1= JPEG o] 1| #] 9]
et o] Bl W 22 GOB A H.ol| s A| &5 283 o+ 42, SHA-512
G FE AT T Ao, ofe) g E = A of T} HEgH BIKE
E5nit) S5 A o2 A EF ARE At of s DA E 5 vk

A7|A, A Tz el o] Hol o teolB 5 A H Aol to] Bl &
ZFHoFal= Wk sl oula 4= 9l o, A1 94 A 3] (preimage resistance),
A2 91/ #34d (second preimage resistance) = 5% 4| &/ (collision resistance) 2]
AAE 7HA = s Au e 5 3l

RBS A4 2(250)%= BIK A4 % (240)7F A4 8+ BIKo 7] 2 3Fe] B} 7 v] E o]
AFdsh7] 918k 9] Bl k=191 RBS(Random Bit Sequence)E A4 & 5= At} o] 714,
RBS+= BIK7} GOBPtH th 2 7] A = 9l o B = GOBvtH vh=A] A=
AN

A vEA AF A -(260)= 2 GOB2| BHZ H E ol RBS A/ (350001 4 A4 &
AE A E A = vk vhA] 2, B mk=L A 9HE(260)= 2 GOB 9 B
H| Eof] 39 GOBl| ©F2 RBSE A& = shrh.

MEZI) Q=T (270)3= A EIMEA 4 #(260)°0 2] & B& GOBoll thate]
T 7E Al 2, I e nb =71 2L € DCT Aol ko] dE R 9]
NS TS = e, 1 AHR=EA 9 Ent=E JPEG oA & 9
At ol 71A, IEZ Y] AFE(270)= = 13} g7 Hr 3 lE= 1]

A= (14009 TLE 7 5& TR S 7 Yo, o]0l gA = AL ot

Boubg o] Q] A A oo wpE S e nkA AH]] X1 (200)3= FE GOBol| o5}
At E AU o2 Fesh= o|n A A AT X7} g, F4,

2 AFo] A (resizing), AFZ 7], A=, AW 3k, 3 R A A A 53 ol
o|H|A] o] B o] ¢4 WMol Tl Eof, JPEG o] 1] A] 5}l o] wetel| o] ¥ =74 7}

A FAL o) g, A FAl, olu A A, ol v A FA R EF gk g2 ofA
HEEAsd 5 des o ¢k

Hobg o] o A ool whE e ntA AT AA1(200)= A o] &= it
ZEAA R ZZANAE FE e 2ol A3y Ao st WHE S
Agakal = vl B E 8 5= ol o VA, 2R A A = v B o] A74H
3z 22 719 4 ¥ (program command)& A 8 3 = 9151, F< A 2] A X](Central

Processing Unit, CPU), 223 A & &
o whE Sl 3 H= A8 ZEAME vt = vk W Y=
S A v A R/ WS A A 2 A e la, gl ] e

|(Graphics Processing Unit, GPU) 5= &
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[95]
[96]

[97]

[98]

[99]

[100]

[101]

[102]

[103]

12

] 2 2] (Read Only Memory, ROM) Z/®%E= # A2 v 2 2] (Random Access
Memory, RAM)Z -4 2 = 3]

olN

533 2o o A oo mhE e vt 7[Rk o|m A FAA A
J < o

A A Ao & o]n| %] A A A S X](300)=
JdE=Z I vl ZY(310), EFZ B E A A H(320), 3HE] 4 (330), BIK
A 2413 (340), RBS A A H-(350), HE v F+541360) 2 AEH(370)3 *35H8t
T Utk AVIA, o u] X FAA A S A A1(300)2] 7AW A of] $HA E X
ol
R

M, 750 ol el = 8, 8§40 7152 shfel o] £ 4
o, shtel 7152 Be] Foo] £AT 5 9

Eab, o] 9 A alol T o)A B 4% 4A(G00) ¥ 25}
QR E WIS I YA B2 R A FR0 IA EAT 5
Porl, B BAZ EAL S5 o, oo BAHE AL o

23] vl ZH(310), EF7 B E A A (320, J‘rﬂﬁ‘é (330), BIK
*g AR (340) 2 RBS A A (3500 52 29 37 A w ek Boubg o] o Al Ao o
2 etz A Ax20000 dEZS U FU](210), BH B E 24K (220),
J‘rﬂ 41134230, BIK A3 44 7(340) = RBS A4 F-(350)9 5L 3 7l 5& FA4 T
T AUtk
e Pk F557(360)= EFZL B E 274 7(320) 2 IHE] M & (330)l < @l
g54 7 GOBY B H|E = FE] 4 %ﬂﬁ AT RBSE FET 5 3
o714, YEnta FE55(360)7F F%3 RBSE YJEnAE oujst 4= 9}3111
ol = Y E M AF] A4A(200)00 ol 8 A | HE v AE o) o vk g
o= Fwoh= FH vk} ety 8l Al S Elnkaetar A 3 5l
AE1L(370)= Y E v F52360)7F 53 RBS(A 1 9 Bl vF=1)¢} RBS
A 5-(350)7F A3 g RBS(A2 91 EI k=) E GOBE & ¥ st = 9lon, W&
GOBOl| thsto] A1 e vtz 2 A2 Ejnt=17} 5 A g 79, JPEG ©| 1| A &
H 2 E ] & o|n| X2 AA T 4= T} ek, B GOB 5 o = 8ol
GOBeH: A1 Sl Emh=L B A2 91 E{wh=7} v 2vpar shakg -9, JPEG
oM A& HExH oA &2 AT = 9o, T GOBE THH 9=
=) 24 o} /\ 01 E}
AEF370)00 o8] A1 HE vtz 2 A2 e np=17) 98] AR 5 Ao
T FESFAE S AR A B S A ek, GOBoll A FEE
E o] 57} N_GOBZIaL 7HA A, A1 e vk 2 A2 91 e w7}
AR g5 2Noosd 4= 9l o, o] = N_GOB7} &3] At A4
A= el AEE 9
=29} A AEskl o Ur RBS<] 7| %<1 BIK+= FE(root) 2 F-F
GOB7HA €] 7] AQl, GOB Woll Bt H| E = A ¥ A % DCT Al

il
=

A
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13
HIE&, 919 " JPEG oV A o] wgtdlol g & /4 7| & 7] 2% 7} GOB 7t}
A= dorma oA FAA AT FA(300)= F=dt GEER QL
ol ] kg Mz ot Mz RFE AST 5 )

[104] ¥ 3o o AN o) wpe o 74 43)(300)%= % o] 1 BhLte]
)

2 w2 NS EH AL Bael AaAHE Hojw st S
AAehan Qiz W Re 2 £ 5 ek o /1A, TEA A= Wz 44y
=

3z 2 189 7 ® (program command)-S A 8 e = a1, <) A 2] X (Central
Processing Unit, CPU), “Z2| & A 2] 4 X](Graphics Processing Unit, GPU) == -
o] & i Eo] = HE Y ZRAME AT F vk w2 =
Sl A A B/ B A A = A E S AL, e R

] 2 2] (Read Only Memory, ROM) Z/®%E= # A2 v 2 2] (Random Access
Memory, RAM)Z 741 = 9l T}

[105]

[106] =4+ 2 g el A Ao uhE A EntA Al AT EA R ES
AAstr] A AL dlolHE YEbd SRl

[107] 5= 20 el A Ao uhE Enta Al AT EA R ES
AAs7] g A2 HolH E YEdl ot

[108] =6+ g el A Ao ubE A Ent Al AT EA R EES
AAst7] 913 A3 dol B & YErd Sriel )

[109] 54 WA 5 69 AL tlol B A A3 tlol B = 270, Foi=, A" 7kl et

olg) thepa ) 2 A9 B BH 107)9] AE o] u A
A7l HlolE Y 4 Qo] Earel 7| & A ThE o] u| X B
]

O

[110] Bouk

6 T . T
[111] Al SAE DB Z(raw) OV A ZHE A A
o

Ewap A2 A Hox
1Abel whet JPEG {139 & =3 3le] JPEG °| v A & & 53}aL, 91 JPEG
o|U] xS RGB A& 7o Hghste] 9l 2 ofu] x| 5 L JPEG o1 ]
ZFe] PSNR(Peak Signal-to-Noise Ratio) gb-= AF&3t= @AY 4 o
[112] o7 M, & 4= AR M BAEY EFQlo] 4:14:490 B9-E UER = 8ler, &=
57 AEv qEAEY BFYlo] 4:2:22¢1 B5-E YEbd 7 AL, & 62 AR}
MEAEE BF ol 4:2:091 355 WErE 5= vk thA] 2, Al Hl ol B 1=

N

Azvt qEAEY BFQlo] 4:4:4%0 B 5-E, A2 HlolH &= A=mnf EAEH
E}Qlo] 4:2:291 A5, A3 Hlo] B = A& nt A B MEZH gl o] 42:0¢1 A=
veRd 9 9o

[113] T =4 WA 2 el A A A Foll A% 3719] Hol &2 Q AATF 60
A5 vebd = AL, 7 iR Fell AA$ 3709 H ol & Q 1A 704!

u
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[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

[124]

[125]
[126]

14

B5-5 HEkd 5= Aok Al A Foll §1AE 370 9] Hl ol & Q 1A 809!
B5-5 HEkd 5= 2l oz, vl A Fol] §1AE 370 9] "ol & Q 1A 909!
355 HEtd 5= 3l

o] 7] A, 2= ¥ PSNR %} S PSNRypre 2 A1 4 8 4= gl .o, PSNR- o] 1] %] §}&
Aol g o] &¥ g oju x| A A2 Aol 4= gl gk PSNRO]
old T & M4 shd H7| A L(ob]ectlve image quality metric) & ©]-83 5~
o, A4 314 i 7F A 3= SSIM(Structural SIMilarity), VIF(Visual

Information Fidelity), MRSE(Mean Relative Squeared Error)-based
SNR(Signal-to-Noise), WS-PSNR(Weighted Spherical-Peak Signal-to-Noise Ratio) %
HDR-VDP(High Dynamic Range-Visual Difference Predictor) & ¢ = 3}}&
o v 4 glont, ofo] A= 5 ohch.

A2 A= mat A 22 E THE AT 6 () B AESE

Lol 18 A gar 6Bt 2 A2 4k =

shal, HEA ¥ JPEG ©|H] %] & RGB A ] & ite =

ol
o,
1 Al 5=2] pHH A least-significant-bitE REH (flip) A A,
=) o
2 AP E JPEG ©] 1 #4] 1Fe] PSNR #k& AFE sk

N

714, 115 PSNR k& PSNR; e 2 A & 5= QoM pi= 180} 274
2 mETH A e g % ol shike] 44l 4 gleh,

}]4 ?—}ﬁ]# PSNR jpec 2 PSNRg jprg 1F8] AFol & 4F=35lo] PSNRE| A4S
B W sh= oA 2= 9lt)

o] 71 A, x}ol & PSNR jpi - PSNRy pr S AV 23 A} 748 o)) sk 5= gl

E4 A 562 w4z o] @Al wtel =E3 dolv 2, A4 ald ARt
MEAEY ehe] 2 Q 9140l 2 PSNR g 2 PSNRp e 742] 7 T 8] PSNR
firpG A A ol ES YE ALY 5= ¢l

A
2=
At

L4 WA 65 Fast, QA R AR HAAEY Bl o] YA 7] 9
A = glom, Cb R Cr AW Ao 542 A2 vf$- AL o= o
Eoh Yy Ao 5PAdS b E Cr AT 58T OE 9

WA IPEG ol v] 17 ol 91 41-8-o] 4tel
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[127]

[128]

[129]

[130]

[131]

[132]

[133]

[134]

[135]

[136]

[137]

[138]

p4l Z7P 2 oE Ay AR =yl of sl pHA v E ol th sl
318 F A me HAGLQAA Y AR A EAEHE HYS 4 UA] &
62] 23 HolHE 7| x&E AR .

uhebA], pH A B E H ol thste] m 42 = 4 WA 65 F2ste] Y AT
tf & PSNR z}o] 7} 0.25 dBE.U} 2F o, 1 &2 wn} A ¥-of tf g PSNR x}o] 7} 0.1

BRCH 455 24 5 9]

L 7E& Fxsid, At }_Zﬂoﬂ upet 249 B H E= Y ARl thake] 1w
HIE ol Aol mgh23,4,5 H 6ol & o= glow, 2 v E FH o A o] m gL
5360l d = JlaL, 3¢ H| E ol A o] m gh2 60] & 4 ATk 3 Cb H Cr
ol thste] 1w E Fdo Aol m 412 3,4, 5 2 60 & = 9low, mnE
BrolA el m g 4,53 60 € 5= LA, 39 H| E FHo| A ol m #12 5 H 60|
g 9lon, 40 nE ﬂuqoﬂ’ﬂ/] m #42 6°] 2 5 AT

047] A, 5 79] H o] &2 WET(Watermark-Embedding Table)©] &} =] 3 3+ 4=

FE3E, o] o uhe} 14 JPEG o] W] X 2 ¥HA F JPEG o] W] #] gke] A] 7} i].o]
] 33 A 3}, PSNR Z}o] 9} ] 1% 3= o] u] x| o] gul] Fof) B Ao A1 o]

582 i ol A AAfoo] whE A E ol Aol tiF 55 dEM Y daE

o] A AA]of o) whE el M Y (partitioning)> - 371 2] @A &2 A=

&)
T Ao, ZF A= v Aok vhRk, 72 @Al A o] HeE Yal gt
Aol = oo 4 ¥ = A& ofth

A1 GA = AA ] E52 MEES FE(root)?] 5 (mother) GOBZ
A= dAd 5 Ao

A2 @A = 74 B2 GOBeol| thato] =33 Wk 2 A ek 5 & Weks
Aestar, 7 F2 GOBE A 8 &k vkl whet = 7 9] 5 114 9] A}2](child)
GOBE = ¥ &sh= ©Ald = St

o] 7] A, RheF A el gk wkak i o] GOB9| o7} E491 A9, F32 9F =
N E2] 2H2] GOBE] Aol 7 L85 1= of gl o] x4 GOB9] AolHt} T

‘FE %1

= =
1Al B M 71 A1) GOBE T4 22  21E T, 2 44
GOB= M ¢ HA R T ol gl epl vl E g 23
o]

Q= 4%, R GOBE HAA %3 5 gom, ¥ 42 5k

_1
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CThAl e, ZF 2k GOBE-2 vl el A e T, 70 o] 4

Z35l= AA BN A& o R B3e 53

G, 742y v AR e TN ol el B HIEE
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[151]  ©Rk o= H g o] o AAfof|of] whE oju x| A HF x| oaf A=EH
HEH QoS YErd sfuhe] ool B2 o]o) ghA ¥ = 412 ol Tk
[152]
[153] 5212+ & g o] vh& A A o9 JEIEA AF]) A o] E5 A o))
[154] T 128 Fxehd, Bty o] A A ] oo upE e vl A} 4] (1200)=

Ao 5 shutel 2 A (1210), M Z2](1220) 5 A G (123005 28

[155] 43*1]7\1(1210)L ) 2.2](1220) /8= A =] (1230)0 A g8 Z 2 1
3 2 (program command)< 4 3 8F 4= 91T}, LR A A (1210)3= %4 2 &
7§ #(central processing unit, CPU), ~1 ] 74 ] “d =] (graphics processing unit,
GPU) = 2 ol mb & W&ol 3= A& ZRAME o2
o1t} Wl 28] (1220)02F A A1 (1230)%= 3] 9bA] A vl #) /5= 8] 3] ukA]
A A= TAE Ak ol B Fol, W2 (1220)3 7] 2§ v 22 (read

only memory, ROM) H/5E= ¥ N Al 2 v &.2] (random access memory, RAM) =
e
[156]  WE2](1220)= ZE2A(1210)5 &3 A A== Hoj 5 shrhe] 4R &

Axdetal 918 4 At Ao = sft2] 1 # - JPEG(Joint Photographic Experts
Group) ©| 1| X & ?lE?-_JJ U] A 3Fo] k213 ¥ DCT(Discrete Cosine Transform)
A& At ¥, WET(Watermark-Embedding Table)S- 7] 2 4 A}3} ¥
DCT Al5=¢] H| E & (bit plane)ell A BH A H|E S A4 5l= W& R B H Eo|
JPEG o] o] W EbH|ol Bl 7] 23 AEntA S A et 9 E e x5
3]

[157) &, 2o 5 shie] Wl e A% el A 2 (raw) o1 4] o} 2] IPEG o] 1 4]
FHE B AR ol X s} AF ] whA(flip)H £ WY g0l 4 Y
JPEG ©| "] A] {}2] PSNR(Peak Signal-to-Noise Ratio) 4t-& 7| 2= WET =
Agets PR v 24 4 Aok

[158] S Ao]x shube] Wl A= el §18 =(raw) o 1 x| o} 41 Z ] IPEG o] ] X
FHE B AR ol X s} AF ] whA(flip)H £ WY g0l 4 Y
JPEG o] | #] 7ke] A g4 3 7} 4] 3% (objective image quality metric) & 7] =2
WETS 2438h= H9de U 23 o qlow, Aaa shd |7F A =
SSIM(Structural SIMilarity), VIF(Visual Information Fidelity), MRSE(Mean Relative
Squeared Error)-based SNR(Signal-to-Noise) WS-PSNR(Weighted Spherical-Peak
Signal-to-Noise Ratio) % HDR-VDP(High Dynamic Range-Visual Difference
Predictor) & 2o & s} & o] &-sto] Ab&d 4 9

[159]  A7IM, WETS 24z 8, A= d2 2 o] u 2] @ A E-©] JPEG

u] % Zke] A1 PSNR #k& AtEsh= ), AEe] e &2 olu[ A R A&
@lﬁ(fhp)-ﬂ = Wy REol ARl JPEG oW A 1+9] A2 PSNR 31
AHE38= W E, AlLPSNR 4 B A2 PSNR 4t Fe] zbo| gL & AbEahE M E

°|

)
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Aol gl L A2 PSNR 41 7] 22 WETS Aot %%%ﬁﬁﬁh?%gﬁ,
A DCT A S /122 Aol o) DCT A& ot st

l

< 42 38tE DCT A& 2dhsls 559 858
7|22 e B EE 2 3tel= Bl 29 5572 GOB(Group of Block)E
A

ox
2,
ot
Ir
q
W
lo
4
£
9.L'
2

o] 714, Ed] F-x 9] B0 GOBE AAe: Wl e, o B22 sl)e]
5 GOBE A4 dh= g, X GOBE shite] A4 GOB7} v 2] A4 % 7H—’F
ol o] Bl H|EE ¥ 8leli= 271 Sholl A H4=2] 212 GOBE ¥-aeli= a2
2 GOBREH A2 GOB7FA] 2] A2 GOB™E #-7] A ¢l (branch chain) 4 B. &
MAEE HEd g Eakst o= 9l

o714, €47 "l E o]l JPEG o] W] A o] w|ete el o] 7] 2 & e ntAE
ek W HE 2, A2 GOB W] BHL H| E7} ofd W Eof Tk B 3 214
GOBY] #7] A1 B E ¥3F31= 2] GOB A K., JPEG ©] 1] %] 2] W E}d] o] E]
2 #4715 7122 22 GOB® BIK(Block Identifying Key)E A4 5h+= ™8 &
71241 GOBH BIKE 7] =& A2 GOB'H RBS(Random Bit Sequence)E A Ad 3F=
g 2 212 GOB'Y RBSZ 31 GOB2] BF7l v] Eol] 4116tz el ¥ 35
‘F }%Iq'-

o714, A2 GOB 4 H.+=, A2 GOB4]| o] -3k GOB W ¢] B H| E7}
H] Eo] g g & 3 A2 GOBY| o] %3 GOB| #7] A%l AR E ¢ £

]

o] ] A FAA AT AR ZRAME e B/ A Al A
3 2 % W& (program command) < 2 3 7 QT T2 A A = T A g
4 *| (central processing unit, CPU), ~L 2|3 A 2] % X](graphics processing unit,

GPU) HE3= 2 o] th2 Wl ol aE] = A8e] 2 AA & o]t 4
Atk Wl 2] of A A= g A w A R/EEE WS A A 2
TAE 9t d & 5o, W E 8= ¢17] A8 ¥ %] (read only memory, ROM)
/= Ay A A 2 W 2 2] (random access memory, RAM)ZE -4 = 4= 3]

ol BAA AF A9 v welis =2 S Bl AAE = Aol sife)
WS AAstkar S 5 Aok Aok sk W ®-S JPEGJoint Photographic
Experts Group) ©| V] A &] B4=2] 55 & < E 23 v] 743t %x}3}%
DCT(Discrete Cosine Transform) Al<+5 A 3= W&,
WET(Watermark-Embedding Table)S 7] % & %2315 DCT Al4=2] B E 3 9 (bit
plane)oll Al B} B E & AAst= W&, Eb72 v EZHE Al e aE
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=8k W, JPEG oA o] mEttl ol & V] 22 A2 B mtAE A sk
S 1 vk B A2 Bk & vlalske] ojnj x| of A& Sk

shube] HE 2 B9 E5S V|22 A EE E3stE Ed
4=2] GOB(Group of Block)E Al 6F= W& S v ¥¢ks 4= 9l
714, E8] F-x29 1529 GOBE A st WHEH -2, H9 E58 st
GOBE HAst= B8 H, 5 GOBE st A4 GOB7 v 2] A gk 7+
ol A H| EE ¥ ek 24 stell A 579 A4 GOBE H- &35t WE 3
2 GOBEE #}2] GOB7HA] o] A4 GOB'E 7] A ¢l (branch chain

WA BE e 2 5

o
o 11 £ Iy
1o

f; r
oL
e
i

o714, B Bl E R E AL VA E FEe s gal e, A4 GoBE B
MERRE Al ERAE FEeE 3HS 2T 5 9

o
=
R
il
)
oX
p‘L
ol

o] 714, JPEG ol 1] A o] el o] B & 7] = A2 9] E
B2, A2 GOB W o BHZl vl E7F o HIEof T gk A ® 3 22 GOB O] 7|
AN HARE ¥l A2 GOB A X, JPEG ©| 1| A o] wEldo]H L /-4 7| &
71 22 A2 GOBHE BIK(Block Identifying Key)E A4 8F= W 2 224 GOBH
BIKE 7| 2= A2 18 nl=<1 2] GOB'H RBS(Random Bit Sequence) &
sk WHE s 233 5 o

oA71A, A1 HEvk=l 2 A2 FEvEE H]
AFsh= B2, A4 GOB'E A1 Y EIvk= 2 22 GOB'E A2 ¢ Elwl=7}
B5 5 U3 49, IPEG o U] A & A2 H A] &2 o|u| A & AA sz e &
A2 GOB'E A1 218 vt 2 22 GOB®E A2 9l e vt 5 of = }u7}
TUSA Y2 5, JIPEG o)W A & Mz o|u| X2 AA S WH g 23
T AT

o] 7| M, JPEG ol A1 & WM Z2H oW A & AAst= HHE 2, Al YE A F
A2 S vl= 7 YA @82 A2 GOBE Wz o=z AY3t=HH s

o 238 4 gle,

sho] oful Ao FAHL

El

~ \d

—~

5138 Eodg o] A AAdol] e YEntA AR S A ek
A :
138 Fzay, B el o WAool uhE e ul L 4] A
JPEG ol u] 2| o] %59 152 el E 23] r] ekl %A5HA DCT A 42
A8 = 9131(S1310), WET(Watermark-Embedding Table)& 7| 2 A3} %
DCT Al 5=2] W] E W (bit plain)°ll A BEHA M| ES 243 5 2ATHS1320). 1 71A,
EF7 Bl E = e nFA 4] 7F5 ¢ 8] E(watermark emabeddable bit) & 2] 1| & <=
A

HEmb= A A = B4 o] E5 AAE -5 GOB(Group Of Block) &
A 5= 912 (S1330), 5 GOBE 1] A% 7] <F o] e Bt H| EE

o o r
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sk Ho] A4 GOBE 2% 4= UTH(S1340). 1714, AH4 GOB+= v €]
AN ol el B HI EE E98hs 579 GOBRE & 7 8= 45,
ASHOR Fos 73T o 3len, o] 44, sl d A4 GOBE F X
GOBE dAste] ¥ 25 732 5= ot

AE A AF A= 4= JPEG ol v A o] wlgtd ol E, 74 7] 2 X4] GOB
AR E 7] 27 A2 GOBEH BIK(Block Identifying Key)Z A & 5= 21 th(S1350).
o] 714, 242 GOB B E.+= &l & GOB W o] Bt H|EE A & & B B Eo] tf gt
AR 2D BE GOB(FE)ZFH 3l GOB7FA <] 7] A 2l(branch chain) 4 B.&

£33 5 ek &, FE kA ) 4% BIKE A4S 918 Al g
o8 % 9l

e al= A X = A2 GOB'E BIKE 7] 22 A2 GOBHE $lHnlA &
AT 5 90 (S1360), 24 GOBY FIE|mk=1 5 o 414 GOBS| e
H Eo AFsieh 4= Ath(S1370). 1714, Y vh=+= BIKE 7] 22 AAJ %
RBS(Random Bit Sequence) & 2] 7| & 4 AT}

STEInk=1 A1) 932 7k 242 GOBPFE} S1El w1 & W 414 8
AE a7t A | A DCT A& IE R3] Q129 ste] e vz
JPEG oW A& Ak 5= ATH(S1380).

Jol] whE S e mk= 7IHbe] ol n| x| F-AA A

T
O
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s » o =
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o o of rlm
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©
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BN
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29
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fo, :
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>

£

of g oln| x| A AZF X F 2}
= g7 dvg gt e mk= bS] A 9
A Aot = gk

A2 = H9 22 GOB W 9| B H| ER2RE Al
(S1425). A 714, A1 YEnt A= HE A 4
ou|gt 4= glo, A2 GOBREE &4 4 9t
|+= 49 JPEG ©| "] A &] wete ol B, 4] 7] 2 A2
22 GOB™H BIK(Block Identifying Key)& A4 & 4~

1, A2 GOB B H.3= & GOB W 2] 87 v EE A 93 &
2 2T GOB(FE)ZEHH dd GOB7A] 2] #-7] A ¢l (branch
ATH g ek A A= BIKE A3 st7] 9138

¢
fu

=
=
)
5]
=
[\
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e

L
D
03]
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©
off
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=
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o
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Y,
oX,
b
olN
o

o] =17
GOB 4 B.&
D THS1430).
H| Eof tf §F %
chain) A H.& 3
AN RS ol &

ol x| 724

CEEEER R

N
N &-‘Nl
>

¥,

I

g o &
oo I
a3
4

>0

i
>
30,
v

= 212l GOBHE BIKE 7| 22 A2 GOBH A2
S1435), == A2 GOBell thate] A1 Y el nl=1¢}

i

o ol
o o
, lo =

-

x

A2 HE AT &L ekH] Fa 5= 1 ThH(S1440).
olu| 2] A AL AR = 2E A2 GOBell thake] A1 f1E =9} A2

A A7 E L7 5, S JPEG oV A& WA &2 on A2 A<
T ATH(S1445).
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[188]
[189]

[190]

[191]

[192]

[193]
[194]

21

thRk, ol A 2 A F A A = of = shkel A4 GOBell thate] A1
Aevk= ek A2 v =7E FLehA] 42 5, A H JPEG oV A & ®lzd

O
olu| x| & AR T 4= ] © (S1450), A1 YE =1} A2 et 7F T U EA
%O GOBE ¥ JPEG o|u| A o] Mlz¥ odo] o2 &3 4= 9 t(S1460).

Bk o] Al oo i F2h2 AFEHE o1& 5 = 71 S Ao HFE )
He FAdE 2RO EE ZER2A FEAEE o] 7hestt) AFE I LS
T A= 7S5 A = AFE Al 2=Ee o F] ¢ls] 4= 9= vlo]E 7 A G =
RE EF /EAXE 23 e AFE IS F U=V EAE
HEAR 49 7AFE A 2o Hals]o] Bal b2l o 2 AFEHE 98
Sl Z2a¥ B A= A A gE 5 Sl

Egh AFE 7SS 5 A= 7S5 A= F(rom), i (ram), = Al W X2 (flash
memory) 5 I} o] L2 W E]-S A gstal e s 58 AR
stdlo] Ax 5 2ehet = o) T2 W 792 2 (compiler)ll 2] &
TS o X = A3} T2 7] Ao 2wk oly g} Q1 E] 3Z 2] E (interpreter) 5 <
AREE A AFE O o8l AaAE = 9l g Ao ZEE x3E 4 9

Hoabgo] il ZHEL Ao Fulo A Ao, 1A ASEs
Wil & Ay ek UERd 48 Qlan, o] VA BEE i R WY A B
R A o] Aol g gkt frARSHA, W o] e A A SHES
F&3hE BEF i ofo| Bl = Sk AA o] 5 o2 ek 4 Qi
U A= B B A ol B =], Mol AR ZEAN, ZEE ThEd
AFE E= A B 2o F2 st o] AA o oS (= o] g3t FE S
ek B o] A A ool A, 7 g W @A S 9 Shu o] & o9 T
2ol o3 e 4= 9l

AA e Eoll A, 22 T 24 A (& B, AR 2O E
Aol E ofgoly7} o] 7|4 gl Wk E 9] V5o A = AL S =38
A& AlgE 5 ) A A S| A, A= 2 g Ao E o] glo] = o] 7] A
A e HHE F Y-S 8] et nfol AR 2 A A 9 g AT 5
Atk dukA o g MhHEL o st glo] Xl 9§ FEE = Ao
Ela= A RiR
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6]

PCT/KR2019/005890
22

739
JPEG(Joint Photographic Experts Group) ©] 1| #]of] -2 4 & A F3h=
HAEMAE A8k HE 02 A,
A}7] JPEG ©| v A & Jd E 2 3] t] 2 5o %A}3} ¥ DCT(Discrete Cosine
Transform) Al 5~& A A 8F+= @A,
WET(Watermark-Embedding Table)S 7] % & 4} 7] %23} ¥ DCT Al4=2
H] E 3 9 (bit plane)°l| A BFA B EE A 4G 8l= @A, &
7] B v E el 4] JPEG ol W] A o] wetE| o] B ol 7] &
AelsteE @AE 5k, | AF] .
A3k 100 dofA,
&9 A = (raw) o1 A &} 7] A& 9] JPEG o1 A] 1F 3 A
AMEo] A =2 olux e} 7] A& vHH (flip) ¥ B+ WY 3ol
A1 E JPEG ©] 1] %] 7F2] PSNR(Peak Signal-to-Noise Ratio) 4k

o
£
v)
E)
[
i

o
N
N
i

7l WETS 243t @A E v 2338, $IE v A9 3.

T8} 20 91Ol A,

7] WETS A A&t A=,

7] EO Y& =2 oln| A " Ad7] AE 9] JPEG o1 A 1Fe] A1 PSNR
& AHESE 9,

7] EO fE =2 ol " AV AE ] vhA(flip)E e A Feol
Q) ¥l JPEG o] 1] #] 7+¢] A2 PSNR kS AF&81 = v,

N

2,
p—
w
w2
Z
~
)
)
o
L
2,
[\
w
w2
Z
~
)
o
o
Wi
A
ey
)
o
>

=

zZpol gk 2 A7) A2 PSNR #1271 %2 7] WETE A4 3}
E 235, AE A AN E.
39 oA,
ETS A4 3}= WA=,
23} DCT Al5+2] AUahs 7122 FJol % e DCT AT&
A7 S v E = Wy 2ol A E JPEG ol v X &
= dAE v] st QEnta AR .
o] gloj A,
(raw) o] 1| ] &} 4} 7] A2 JPEG o 1] A 7+ &2 A7

A

o]

Zo] A (flip)E Tz WH T ol

T

o o

:

-7

X oOX oX oY o [ ooX oX o L ooX oX mx ox B oX o o oX T

el e e oo 1B NN 1
P‘L
2

it 10, 10, o% ok

o A
=
EG o|n] A] gke] A2 k4 3 71 A 3 (objective image quality

metric)E 7| 22 47| WETE 245t dA & o E3ste, 9 E vt

7] AgHa B HoE A E
SSIM(Structural SIMilarity), VIF(Visual Information Fidelity), MRSE(Mean
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(7478 7]

[ 8]

4% 9]

[7d-7-8F 10]

P93 11]

23

Relative Squeared Error)-based SNR(Signal-to-Noise), WS-PSNR(Weighted
Spherical-Peak Signal-to-Noise Ratio) % HDR-VDP(High Dynamic
Range-Visual Difference Predictor) & 2] 0] &= 3} & o] &5l A& 5] 5=,
HE k= A .

813 100 9lofA,

471 FAEE DCT Al & 2k 59 555 7122 471 B
H|EE ¥ 3lel= Eg] 729 5152] GOB(Group of Block)E A 8=

WA= 1 ¥ ek, Y B mk=L AR .

T3 79 1017‘1

371 %31\*9] ESS 7227 HAHEE 285+ EY] 429
559 GOBE A st A=

A7 B E5E s R GOB?-_ A8k A

47| F-5 GOBE st} 242 GOB7F 1| 2] A7 gk 7= o]/ /] e}
H E S 338t 221 stoll A 5479 242 GOBE H-&eh= @A, &
A7) F-5 GOBE-E| 47| A2 GOB7HA] 9] 2H+] GOB'E + ]

A 21 (branch chain) 4 H. & A A 6li= @A & E3151+=, | EH = 4
WL

73 8ol hof A,

7] g7 Bl Eoll 471 JIPEG ol v A o | ete o] Bl o] 7] &3¢ e w1 E
AelehE dA =,

471 2421 GOB W o] B v E7} ojd Bl Eof theh K 9 47| 22

GOB2] #7] A1 A KW E E3}351= 212 GOB A K., 7] JPEG ©| 1| #] 2]
et o] 8] H 74 715 712 =2 A4 GOBE BIK(Block Identifying
Key)E A4 8h= @A,
%ﬂXMMmEﬂMK%ﬂiEXMmegmwmmmth
Sequence)& YA ot= WAl 2
%ﬂXMMDE%MBgﬂ%G@ﬁH?ﬂNEﬂﬁ%ﬁ%%ﬂ
FobshE, A ErkA AT W,

73 90l A,

471 A+ GOB 4 H.+=,

71 A2 GOB 9] o] %3k GOB W o Bt7l vl E7} oy H|Eo th g 4 K.
871 22} GOB2| ©] %3 GOB 9] 7] A9l A B E U ¥395h=
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