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MASKING WITHIN A DATA PROCESSING SYSTEM HAVING APPLICABILITY
FOR A DEVELOPMENT INTERFACE

Related Application
This is related to United States Patent Number 6,145,122, issued November 7, 2000,

and entitled “Development Interface For A Data Processor” which is incorporated herein by

reference.

Field of the Invention

The present invention relates generally to a data processing system, and more
particularly to masking within a data processing system having applicability for a

development interface.

Related Art
In current real-time debug systems, debug messages are transmitted through a limited
bandwidth port from an integrated circuit to an external development system. As some
integrated circuits become even more densely packed with multiple bus masters and/or
multiple busses capable of generating messages, it is becoming more and more difficult for
the limited bandwidth port to sufficiently support the volume of debug messages that are to

be transmitted from an integrated circuit to an external development system.

Brief Description of the Drawings

The present invention is illustrated by way of example and not limited by the
accompanying figures, in which like references indicate similar elements, and in which:

FIG. 1 illustrates, in block diagram form, a data processing system in accordance with
one embodiment of the present invention;

FIG. 2 illustrates, in block diagram form, a portion of a development interface of FIG.
1 in accordance with one embodiment of the present invention;

FIG. 3 illustrates, in block diagram form, a data write message format in accordance
with one embodiment of the present invention;

FIG. 4 illustrates, in block diagram form, a data read message format in accordance

with one embodiment of the present invention;
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FIG. 5 illustrates, in block diagram form, a data mask control register 70 in
accordance with one embodiment of the present invention;

FIG. 6 illustrates, in block diagram form, a data mask control register 80 in
accordance with one embodiment of the present invention;

FIG. 7 illustrates, in block diagram form, a data mask control register 90 in
accordance with one embodiment of the present invention;

FIG. 8 illustrates, in block diagram form, a data mask control register 100 in
accordance with one embodiment of the present invention;

FIG. 9 illustrates, in block diagram form, an address mask control register 110 in
accordance with one embodiment of the present invention;

FIG. 10 illustrates, in block diagram form, an address mask control register 120 in
accordance with one embodiment of the present invention;

FIG. 11 illustrates, in block diagram form, a source mask control register in
accordance with one embodiment of the present invention;

FIG. 12 illustrates, in block diagram form, a data size mask control register in
accordance with one embodiment of the present invention;

FIG. 13 illustrates, in block diagram form, a message type mask control register in
accordance with one embodiment of the present invention;

FIG. 14 illustrates, in tabular form, an example 200 of how masking may be used to
reduce the number of output bits transmitted on terminals 18;

FIG. 15 illustrates, in tabular form, an example 300 of how masking may be used to
reduce the number of output bits transmitted on terminals 18; and

FIG. 16 illustrates, in tabular form, an example 400 of how masking may be used to
reduce the number of output bits transmitted on terminals 18.

Skilled artisans appreciate that elements in the figures are illustrated for simplicity
and clarity and have not necessarily been drawn to scale. For example, the dimensions of
some of the elements in the figures may be exaggerated relative to other elements to help

improve the understanding of the embodiments of the present invention.

Detailed Description

As used herein, the term "bus" is used to refer to a plurality of signals or conductors

which may be used to transfer one or more various types of information, such as data,
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addresses, control, or status. The symbol “%” preceding a number indicates that the number
is represented in its binary or base two form. The symbol “Ox” preceding a number indicates
that the number is represented in its hexadecimal or base sixteen form.

FIG. 1 illustrates, in block diagram form, a data processing system in accordance with
one embodiment of the present invention. In the illustrated embodiment, data processing
system 10 includes one or more processing units 11, includes one or more other modules 12,
optionally includes a bus interface 13, includes a development interface 14, and optionally
includes one or more memories 15, all of which may be bi-directionally coupled by way of
one or more buses 16. In some embodiments, memories 15 may optionally be coupled
external to data processing system 10 by way of terminals 19; processing units 11 may
optionally be coupled external to data processing system 10 by way of terminals 20; modules
12 may optionally be coupled external to data processing system 10 by way of terminals 21;
and bus interface 13 may optionally be coupled external to data processing system 10 by way
of terminals 17.

In some embodiments, development interface 14 may be coupled external to data
processing system 10 by way of terminals 18. In one embodiment, development interface 14
may be coupled to external development system 25 by way of terminals 18. In one
embodiment, external development system 25 includes a logic analyzer 22 coupled to data
processing system 10 by way of terminals 18. In some embodiments, logic analyzer 22 may
be bi-directionally coupled to a computer 23 which includes circuitry 24 for storing and/or
carrying out the functionality of debugging software.

Alternate embodiments of the present invention may use any type of architecture for
data processing system 10. The architecture illustrated in FIG. 1 is just one possible
architecture. Alternate embodiments of the present invention may use any type of
development system for development system 25. Terminals 17-21 may be any type of
terminals which allow information to be transferred to or from data processing system 10.
Other modules 12 may perform any function. Processing unit(s) 11 may process data in any
manner. Memory 15 may be any type of circuitry capable of storing information. Bus
interface 13 may be any type of circuitry which allows an interface between one or more
bus(es) 16 and an external bus (not shown) coupled to bus terminals 17.

FIG. 2 illustrates, in block diagram form, a portion of development interface 14 of

FIG. 1 in accordance with one embodiment of the present invention. In one embodiment,
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development interface includes mask storage circuitry 32 and other debug circuitry 30 which
are bi-directionally coupled to each other, to bus 16, and to terminals 18. Masking circuitry
36 is coupled to mask storage circuitry 32 and to terminals 18. Debug message storage
circuitry 34 is coupled to other debug circuitry 30 and to masking circuitry 36. In one
embodiment, mask storage circuitry is included as part of registers 38. Alternate
embodiments of the present invention may locate and coupled mask storage circuitry 32
anywhere in development interface 14, or alternately, anywhere in data processing system 10.
Likewise, debug message storage circuitry 34 and masking circuitry 36 may be located
anywhere and coupled in any manner in development interface 14 or data processing system
10.

Debug message storage circuitry 34 can also be referred to as data storage circuitry.
Debug message storage circuitry 34 may store data to be transferred external to data
processing system 10 by way of terminals 18, for example, when development interface 14
performs other or additional functions beyond development functions.

FIG. 3 illustrates, in block diagram form, a data write message format 40 in
accordance with one embodiment of the present invention. In one embodiment of the present
invention, the data write message format 40 includes a plurality of bit fields, namely a data
values(s) bit field 41, a relative/full address bit field 42, a data size bit field 43, a source
processor bit field 44, and a message type bit field 45. Although the data write message
format 40 has been illustrated as having the indicated number of bits for each bit field,
alternate embodiments of the present invention may use any number of bits for each bit field.

For some embodiments of the present invention, address field 42 can represent either
a full address or a relative address. Alternate embodiments of the present invention may use
an address field in a different manner (e.g. full only, relative only, etc.). The data size field
43 may be used to indicate the width of data value(s) being transmitted in the data value(s)
field 41. For one embodiment, the data value(s) may have a width of 8-bits, 16-bits, 32-bits,
or 64-bits. Alternate embodiments may use any desired data sizes. The source processor
field 44 may be used to indicate which processor in processing units 11 (see FIG. 1)
corresponds to a particular data write message. Alternate embodiments of the present
invention may instead use field 44 as a general source field where any source circuitry, not
just a processing unit 11, may be the source circuitry to which a particular data write message

corresponds. For example, source circuitry may be DMA (Direct Memory Access) circuitry,
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may be a bus master on any of bus(es) 16, or may be any other circuitry in data processing

system 10.

The message type field 45 may be used to indicate what type of information is
contained within the current message (e.g. whether the message is a data write or a data read
message). The message type field 45 may also be used to provide special information, such
as, for example, whether or not an error condition has occurred. In one embodiment of the
present invention, the data write message format 40 is compatible with the NEXUS 5001™
(i.e. IEEE ISTO 5001) debug standard defined by the IEEE (Institute of Electrical and
Electronic Engineers). For this embodiment of the present invention, the message type field

45 may be used to transmit TCODES.

Note that alternate embodiments of the present invention may use more, fewer, or

different bit fields than those illustrated in FIG. 3.

FIG. 4 illustrates, in block diagram form, a data read message format 50 in
accordance with one embodiment of the present invention. Note that the data read message
format 50 of FIG. 4 is for read accesses to data processing system 10, whereas the data write
message format 40 of FIG. 3 was for write accesses to data processing system 10. In one
embodiment of the present invention, a bit in the message type field 45 and 55 are used to
distinguish whether the data message type is “write” as in format 40 or “read” as in format
50. Alternate embodiments of the present invention may use only a single debug message
format, may use more than two debug message formats, or may use different debug message
formats than those illustrated in FIGS. 3 and 4. For one embodiment, the bit fields 51-55
of data read message format 50 function in the same manner as the corresponding bit fields
41-45 of data write message format 40 described above. In alternate embodiments, bits fields
51-55 may have different functions than those described above for format 40. Although the
data read message format 50 has been illustrated as having the indicated number of bits for
each bit field, alternate embodiments of the present invention may use any number of bits for
each bit field. Note that alternate embodiments of the present invention may use more, fewer,

or different bit fields than those illustrated in FIG. 4.

In one embodiment of the present invention, the data read message format 50 is
compatible with the NEXUS 5001™ (i.e. IEEE ISTO 5001) debug standard defined by the

5.
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IEEE (Institute of Electrical and Electronic Engineers). For this embodiment of the present
invention, the message type field 45 may be used to transmit TCODES.

FIGS. 5-8 illustrate, in block diagram form, data mask control registers 70, 80, 90,
and 100 in accordance with one embodiment of the present invention. In the illustrated
embodiment, separate masks are use for different data widths. For example, data mask
control register 70 has two 32-bit portions 71 and 72, each of which stores a 32-bit mask.
The 32-bit masks in portions 71 and 72 are then concatenated to form a 64-bit mask. Data
mask control register 80 stores a 32-bit mask, data mask control register 90 stores a 16-bit
mask, and data mask control register 100 stores an 8-bit mask. Alternate embodiments of the
present invention may use more, fewer, or different data mask control registers.

Also, in alternate embodiments, a plurality of the mask values can be located in the
same register (e.g. the 8-bits required by the mask stored in data mask register 100 can be
stored in the same 32-bit register as the 16-bits required by the mask stored in data mask
register 90). Alternate embodiments may even have multiple masks for a given data width.
For example, data mask register 100 may store four different 8-bit mask values which may be
used to selectively mask different debug messages. For example, which 8-bit mask value is
used may be determined by a field in the debug message itself.

For example, referring to FIGS. 3 and 4, message type field 45 and 55 may be used to select
which 8-bit mask value from the plurality of mask values in register 100 is actually used to
perform the masking. |

Referring to FIGS. 2-8, one of data mask registers 70, 80, 90, and 100 is used to
provide a mask value from mask storage circuitry 32 (see FIG. 2) to masking circuitry 36.
The mask selected may be based on the size of a processor data transfer, or may be selected
based on other attributes of the access. Masking circuitry 36 then uses this mask value to
mask selected bits in the data value(s) bit field 41, 51. The masked bits in the data value(s)
field 41, 51 are then not transmitted to terminals 18, and thus are not transmitted to the
external development system 25. The masking process provided by masking circuitry 36
allows the effective bandwidth of terminals 18 to be significantly increased.

FIG. 9 illustrates, in block diagram form, an address mask control register 110 in
accordance with one embodiment of the present invention. FIG. 10 illustrates, in block
diagram form, an address mask control register 120 in accordance with one embodiment of

the present invention. In one embodiment, separate masks (stored in register 110 and 120,
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respectively) are use for normal messages and for synchronizing messages. In an alternate
embodiment, register 110 may be used to mask relative addresses and register 120 may be
used to mask full addresses. Also, separate masks may be provided for read messages and for
write messages. As an example of this, in an alternate embodiment, the mask stored in
register 110 may be used to mask selected bits in bit field 42 in data write message format 40
(see FIG. 3), and the mask stored in register 120 may be used to mask selected bits in bit field
52 in data read message format 50 (see FIG. 4). Alternate embodiments of the present
invention may use more, fewer, or different address mask control registers.

Also, in alternate embodiments, a plurality of the mask values can be located in the
same register. Alternate embodiments may even have multiple masks for a given address
type (e.g. relative addresses). For example, address mask register 110 may store a mask
value which may be used to selectively mask addresses in a particular range of addresses,
while address mask register 120 may store a mask value which may be used to selectively
mask addresses in a different range of addresses. Alternately, message type field 45 and 55
(see FIGS. 3 and 4) may be used to select which address mask value from the plurality of
address mask registers 110, 120 is actually used to perform the masking.

Referring to FIGS. 2-4 and 9-10, one of address mask registers 110, 120 is used to
provide a mask value from mask storage circuitry 32 (see FIG. 2) to masking circuitry 36.
Masking circuitry 36 then uses this mask value to mask selected bits in the address field 42,
52. The masked bits in the address field 42, 52 are then not transmitted to terminals 18, and
thus are not transmitted to the external development system 25. The masking process
provided by masking circuitry 36 allows the effective bandwidth of terminals 18 to be
significantly increased.

FIG. 11 illustrates, in block diagram form, a source mask control register 130 in
accordance with one embodiment of the present invention. In one embodiment, an individual
source processor bit mask for data trace messages is stored in a portion of source mask
control register 130. This source processor mask stored in register 130 may be used to mask
selected bits in bit field 44 (see FIG. 3) and in bit field 54 (see FIG. 4). In alternate
embodiments, separate masks may be provided for read messages and for write messages. As
an example of this, in an alternate embodiment, a first mask stored in a first portion of
register 130 may be used to mask selected bits in bit field 44 in data write message format 40

(see FIG. 3), and a second mask stored in a second portion of register 130 may be used to
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mask selected bits in bit field 54 in data read message format 50 (see FIG. 4). Alternately,
message type field 45 and 55 (see FIGS. 3 and 4) may be used to select which source mask
value from the plurality of source mask values is actually used to perform the masking.
Alternate embodiments of the present invention may use more, fewer, or different size fields
in source mask register 130.

Referring to FIGS. 2-4 and 11, a mask from source mask register 130 is used to
provide a mask value from mask storage circuitry 32 (see FIG. 2) to masking circuitry 36.
Masking circuitry 36 then uses this mask value to mask selected bits in the source processor
field 44, 54. The masked bits in the source processor field 44, 54 are then not transmitted to
terminals 18, and thus are not transmitted to the external development system 25. The
masking process provided by masking circuitry 36 allows the effective bandwidth of
terminals 18 to be significantly increased.

FIG. 12 illustrates, in block diagram form, a data size mask control register in
accordance with one embodiment of the present invention. In one embodiment, an individual
data size bit mask for data trace messages is stored in a portion of data size mask control
register 140. This data size mask stored in register 140 may be used to mask selected bits in
bit field 43 (see FIG. 3) and in bit field 53 (see FIG. 4). In alternate embodiments, separate
masks may be provided for read messages and for write messages. Alternately, message type
field 45 and 55 (see FIGS. 3 and 4) may be used to select which data size mask value from
the plurality of data size mask values is actually used to perform the masking. Alternate
embodiments of the present invention may use more, fewer, or different size fields in data
size mask register 140.

Referring to FIGS. 2-4 and 12, a mask from data size mask register 140 is used to
provide a mask value from mask storage circuitry 32 (see FIG. 2) to masking circuitry 36.
Masking circuitry 36 then uses this mask value to mask selected bits in the data size field 43,
53. The masked bits in the data size field 43, 53 are then not transmitted to terminals 18, and
thus are not transmitted to the external development system 25. The masking process
provided by masking circuitry 36 allows the effective bandwidth of terminals 18 to be
significantly increased.

FIG. 13 illustrates, in block diagram form, a message type mask control register in
accordance with one embodiment of the present invention. In one embodiment, an individual

message type bit mask for all messages is stored in a portion of message type mask control ‘
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register 150. This message type mask stored in register 150 may be used to mask selected
bits in bit field 45 (see FIG. 3) and in bit field 55 (see FIG. 4). In alternate embodiments,
separate masks may be provided for read messages and for write messages. Alternate
embodiments of the present invention may use more, fewer, or different size fields in
message type mask register 150.

Referring to FIGS. 2-4 and 13, a mask from message type mask register 150 is used to
provide a mask value from mask storage circuitry 32 (see FIG. 2) to masking circuitry 36.
Masking circuitry 36 then uses this mask value to mask selected bits in the message type field
45, 55. The masked bits in the message type field 45, 55 are then not transmitted to terminals
18, and thus are not transmitted to the external development system 25. The masking process
provided by masking circuitry 36 allows the effective bandwidth of terminals 18 to be
significantly increased.

In one embodiment of the present invention, the message type mask stored in register
150 may be used to mask all messages, whereas the masks stored in selected other registers
(e.g. registers110-150) may only be used to mask selected message types (e.g. data trace
messages). Note that what type of message is being sent is indicated by the message type
fields 45 and 55 (see FIGS. 3 and 4). Alternate embodiments of the present invention may
selectively apply one or more of the available masks based on message type, read/write, or
any other criteria. In one embodiment of the present invention, the message type fields 45
and 55 are used to provide the TCODES used by the NEXUS 5001™ debug standard.

Note that any of the masks illustrated in FIGS. 5-13 may be co-located in the same
register, provided that the register has sufficient bits available. In one embodiment of the
present invention, mask registers 70, 80, 90, 100, 110, 120, 130, 140, and 150 may all be
located as part of mask storage circuitry 32. In alternate embodiments of the present
invention, mask registers 70, 80, 90, 100, 110, 120, 130, 140, and 150 may be located
anywhere in data processing system 10. Although the illustrated embodiment of the present
invention uses mask registers 70, 80, 90, 100, 110, 120, 130, 140, and 150 to mask bits in a
debug message using the formats 40 and 50 illustrated in FIGS. 3 and 4, alternate
embodiments may use similar or different mask registers to mask bits in any desired type of

message using any desired message format.

Example 200
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FIG. 14 describes an example 200 of how masking may be used to reduce the number
of output bits transmitted (i.e. bandwidth) on terminals 18. FIG. 14 illustrates an example
200 in which two control variables (Variablel and Variable2) in memory are monitored while
program flow is traced. Referring to box 201 in FIG. 14, Variablel is located at address
0x1300D3C3 and has a variable type of 8-bits. Variable2 is located at address 0x81001BF4
and has a variable type of 16-bits. If a debug message using the data message format (40 for
write, 50 for read) illustrated in FIGS. 3 and 4 is used for Variable1, then 52 bits are required
to be sent from development interface 14 to external development system 25 (see box 202).
Similarly, if a debug message using the data message format (40 for write, 50 for read)
illustrated in FIGS. 3 and 4 is used for Variable2, then 60 bits are required to be sent from
development interface 14 to external development system 25 (see box 202).

However, in this example 200, many of the bits in the debug message are not
providing useful information to external development system 25 and are thus wasting
important bandwidth on terminals 18. Referring to box 204, it is possible to significantly
reduce the number of bits transmitted on terminals 18 without losing any important
information. In box 204, all of the data bits contain useful information and thus are not
masked at all. In box 204, only bit A31 is required in order to differential between the
address location for Variable1 and the address location for Variable2. Thus A31 is the only
address bit in address field 42 (see FIG. 3) which is required by external development system
25. Since the width of the data field is already known by external development system 25
from the variable type, no bits from the data size field 53 (see FIG. 3) are required by external
development system 25. In example 200, there is only one source processor, and as a result,
no bits from the source processor field 44 (see FIG. 3) are required by external development
system 25. In example 200, the only useful information provided by the message type field
45 (see FIG. 3) is the individual bit which indicates whether or not an error has occurred. As
a result, only one bit from the message type field 45 is required by external development
system 25.

If the 52-bits of the Variablel debug message are masked using the relevant registers
illustrated in FIGS. 5-13 to remove unnecessary bits, the resulting masked message has
significantly fewer bits: only 10-bits. Thus instead of having to transmit 52-bits across
terminals 18, only 10-bits have to be transmitted. This is a significant savings in bandwidth

which can be replicated for each trace or debug message that provides the necessary

-10-
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information regarding Variablel for external development system 25. Similarly, if the 60-
bits of the Variable2 message are masked using the relevant registers illustrated in FIGS. 5-
13 to remove unnecessary bits, the resulting masked message has significantly fewer bits:
only 18-bits. Thus instead of having to transmit 60-bits across terminals 18, only 18-bits
have to be transmitted. This is a significant savings in bandwidth which can be replicated for
each trace or debug message that provides the necessary information regarding Variable2 for
external development system 25.

Box 206 illustrates the values which may be stored in mask register 150 (see FIG. 13),
mask register 130 (see FIG. 11), mask register 140 (see FIG. 12), and mask register 120 (see
FIG. 10) to provide the masking to remove the unneeded bits from the debug message for
Variablel (52-bits non-masked) and the debug message for Variable2 (60-bits non-masked).
Note that data mask registers 70, 80, 90, and 100 are not used in this example 200 because all
of the data is required by external development system 25, and thus no masking is performed
on the data field 41 (see FIG. 3).

Note that for the embodiments of the present invention illustrated in examples 200,
300, and 400, a binary 1 in a mask register bit causes the corresponding bit of the debug
message to be masked and not transmitted on terminals 18, and a binary 0 in a mask register
bit causes the corresponding bit of the debug message to be non-masked and thus allowed to
be transmitted on terminals 18. For example 200, message type mask control register 150
stores %111110, source mask control register 130 stores %1111, data size mask control
register 140 stores %111, and address (full) mask control register 120 stores

%11111111111111111111111111111110.

Example 300

FIG. 15 describes an example 300 of how masking may be used to reduce the number
of output bits transmitted (i.e. bandwidth) on terminals 18. FIG. 15 illustrates an example
300 in which an array of mixed single-precision and double-precision floating point control
variables in memory are monitored while program flow is traced. External development
system 25 is monitoring to determine when a control variable exceeds approximately 12.5%
(i.e.1/8) of the magnitude supported by the data type of the variable. Referring to box 301 in
FIG. 15, Arrayl is located at addresses 0x1300D300 - 0x1300D3FF and consists of 16

double-precision variables and 32 single-precision variables which can be randomly

-11-



10

15

20

25

30

WO 2005/111800 PCT/US2005/011277

accessed. If a debug message using the data message format (40 for write, 50 for read)
illustrated in FIGS. 3 and 4 is used for double-precision variables in Array1, then 85 bits are
required to be sent from development interface 14 to external development system 25 (see
box 302). Similarly, if a debug message using the data message format (40 for write, 50 for
read) illustrated in FIGS. 3 and 4 is used for single-precision variables in Arrayl, then 53 bits
are required to be sent from development interface 14 to external development system 25 (see
box 302).

However, in this example 300, many of the bits in the debug message are not
providing useful information to external development system 25 and are thus wasting
important bandwidth on terminals 18. Referring to box 304, it is possible to significantly
reduce the number of bits transmitted on terminals 18 without losing any important
information. In box 304, only three bits of the data field 41 (see FIG. 3) contain useful
information for determining an over-range situation (the upper three bits of the exponent),
and thus are not masked. In box 304, 8-bits of the address field 42 (see FIG. 3) are required
in order to identify which variable in Arrayl corresponds to this debug message. One bit in
data size field 43 (see FIG. 3) is required in order to determine whether the variable is single-
precision or double-precision. In example 300, there is only one source processor, and as a
result, no bits from the source processor field 44 (see FIG. 3) are required by external
development system 25. In example 300, the only useful information provided by the
message type field 45 (see FIG. 3) is the individual bit which indicates whether or not an
error has occurred. As a result, only one bit from the message type field 45 is required by
external development system 25.

If the 85-bits of the double-precision Arrayl debug message are masked using the
relevant registers illustrated in FIGS. 5-13 to remove unnecessary bits, the resulting masked
message has significantly fewer bits: only 13-bits. Thus instead of having to transmit 85-bits
across terminals 18, only 13-bits have to be transmitted. This is a significant savings in
bandwidth which can be replicated for each trace or debug message that provides the
necessary information regarding double-precision Array1 variables for external development |
system 25. Similarly, if the 53-bits of the single-precision Arrayl debug message are masked
using the relevant registers illustrated in FIGS. 5-13 to remove unnecessary bits, the resulting
masked message has significantly fewer bits: only 13-bits. Thus instead of having to transmit

53-bits across terminals 18, only 13-bits have to be transmitted. This is a significant savings
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in bandwidth which can be replicated for each trace or debug message that provides the
necessary information regarding single-precision Arrayl variables for external development
system 25.

Box 306 illustrates the values which may‘be stored in mask register 150 (see FIG. 13),
mask register 130 (see FIG. 11), mask register 140 (see FIG. 12), mask register 110 (see FIG.
9), mask register 70 (see FIG. 5), and mask register 80 (see FIG. 6) to provide the masking to

remove the unneeded bits from the debug message for double-precision Array1 variables (85-

" bits non-masked) and the debug message for single-precision Arrayl variables (53-bits non-

masked).

Note that for the embodiments of the present invention illustrated in examples 200,
300, and 400, a binary 1 in a mask register bit causes the corresponding bit of the debug
message to be masked and not transmitted on terminals 18, and a binary O in a mask register
bit causes the corresponding bit of the debug message to be non-masked and thus allowed to
be transmitted on terminals 18. For example 300, message type mask control register 150
stores %111110, source mask control register 110 stores %1111, data size mask control
register 140 stores %110, address (relative) mask control register 110 stores
%11111111111111111111111000000000, data mask control register 70 stores
%10001111111111111112112111111211211111111111111111111111111111111111, and data
mask control register 80 stores %10001111111111111111111111111111.

Example 400

FIG. 16 describes an example 400 of how masking may be used to reduce the number
of output bits transmitted (i.e. bandwidth) on terminals 18. FIG. 16 illustrates an example
400 in which an array of mixed single-precision and double-precision floating point control
variables in memory are monitored while program flow is traced. External development
system 25 is monitoring approximate values of bounded control variables. Referring to box
401 in FIG. 16, Array1 is located at addresses 0x1300D300 - 0x1300D3FF and consists of 16
double-precision variables and 32 single-precision variables which can be randomly
accessed. If a debug message using the data message format (40 for write, 50 for read)
illustrated in FIGS. 3 and 4 is used for double-precision variables in Arrayl, then 85 bits are
required to be sent from development interface 14 to external development system 25 (see

box 402). Similarly, if a debug message using the data message format (40 for write, 50 for
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read) illustrated in FIGS. 3 and 4 is used for single-precision variables in Arrayl, then 53 bits
are required to be sent from development interface 14 to external development system 25 (see
box 402).

However, in this example 400, many of the bits in the debug message are not
providing useful information to external development system 25 and are thus wasting
important bandwidth on terminals 18. Referring to box 404, it is possible to significantly
reduce the number of bits transmitted on terminals 18 without losing any important
information. In box 404, only selected bits of the data field 41 (see FIG. 3) contain useful
information (i.e. the sign bit, the lower 5-bits of the single-precision exponent, the middle 5-
bits of the double-precision exponent, and a portion of the most significant bits of the
mantissa) and thus are not masked. In box 404, 8 bits of the address field 42 (see FIG. 3) are
required in order to identify which variable in Arrayl corresponds to this debug message.
One bit in data size field 43 (see FIG. 3) is required in order to determine whether the
variable is single-precision or double-precision. In example 400, there is only one source
processor, and as a result, no bits from the source processor field 44 (see FIG. 3) are required
by external development system 25. In example 400, the only useful information provided by
the message type field 45 (see FIG. 3) is the individual bit which indicates whether or not an
error has occurred. As a result, only one bit from the message type field 45 is required by
external development system 25.

If the 85-bits of the double-precision Arrayl debug message are masked using the
relevant registers illustrated in FIGS. 5-13 to remove unnecessary bits, the resulting masked
message has significantly fewer bits: only 20 bits. Thus instead of having to transmit 85 bits
across terminals 18, only 20 bits have to be transmitted. This is a significant savings in
bandwidth which can be replicated for each trace or debug message that provides the
necessary information regarding double-precision Array1 variables for external development
system 25. Similarly, if the 53 bits of the single-precision Arrayl debug message are masked
using the relevant registers illustrated in FIGS. 5-13 to remove unnecessary bits, the resulting
masked message has significantly fewer bits: only 20 bits. Thus instead of having to transmit
53 bits across terminals 18, only 20 bits have to be transmitted. This is a significant savings
in bandwidth which can be replicated for each trace or debug message that provides the
necessary information regarding single-precision Array1 variables for external development

system 25.
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Box 406 illustrates the values which may be stored in mask register 150 (see FIG. 13),
mask register 130 (see FIG. 11), mask register 140 (see FIG. 12), mask register 110 (see FIG.
9), mask register 70 (see FIG. 5), and mask register 80 (see FIG. 6) to provide the masking to
remove the unneeded bits from the debug message for double-precision Arrayl variables (85-
bits non-masked) and the debug message for single-precision Arrayl variables (53-bits non-
masked).

Note that for the embodiments of the present invention illustrated in examples 200,
300, and 400, a binary 1 in a mask register bit causes the corresponding bit of the debug
message to be masked and not transmitted on terminals 18, and a binary O in a mask register
bit causes the corresponding bit of the debug message to be non-masked and thus allowed to
be transmitted on terminals 18. For example 400, message type mask control register 150
stores %111110, source mask control register 110 stores %1111, data size mask control
register 140 stores %110, address (relative) mask control register 110 stores
%11111111111111111111111000000000, data mask control register 70 stores
%0111000001110000111111111111111111111111111111111111111111111111, and data
mask control register 80 stores %01110000000001111111111111111111.

Note that examples 200, 300, and 400 described in FIGS. 14-16 have been given for
illustrative purposes only. The present invention may be used for any desired function.
Development interfaces and debug functions are just one of the areas in which the present
invention is applicable. Various embodiments of the present invention may be useful in any
context in which a masking capability is desired.

In the foregoing specification, the invention has been described with reference to
specific embodiments. However, one of ordinary skill in the art appreciates that various
modifications and changes can be made without departing from the scope of the present
invention as set forth in the claims below. Accordingly, the specification and figures are to

be regarded in an illustrative rather than a restrictive sense, and all such modifications are

" intended to be included within the scope of present invention.

Benefits, other advantages, and solutions to problems have been described above with
regard to specific embodiments. However, the benefits, advantages, solutions to problems,

and any element(s) that may cause any benefit, advantage, or solution to occur or become
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more pronounced are not to be construed as a critical, required, or essential feature or element

"o

of any or all the claims. As used herein, the terms "comprises," "comprising,” or any other
variation thereof, are intended to cover a non-exclusive inclusion, such that a process,
method, article, or apparatus that comprises a list of elements does not include only those
elements but may include other elements not expressly listed or inherent to such process,

method, article, or apparatus.
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CLAIMS

. A method for masking debug messages comprising:

generating a debug message; and
applying at least one user configurable mask to the debug message to generate a

masked debug message.

. The method of claim 1, wherein the debug message comprises a plurality of fields.

. The method of claim 2, wherein applying the at least one user configurable mask to the

debug message to generate a masked debug message comprises:
applying the at least one user configurable mask to mask at least one of the plurality

of fields.

. The method of claim 2, wherein applying the at least one user configurable mask to the

debug message to generate a masked debug message comprises:
applying the at least one user configurable mask to mask a portion of at least one field
of the plurality of fields, wherein the portion of the at least one field is less than
all of the at least one field.

. The method of claim 4, wherein the plurality of fields comprises a data field and an

address field.

. The method of claim 5, wherein the plurality of fields comprise a data size field, a source

field, and a message type field.

. The method of claim 2, further comprising:

selecting the at least one user configurable mask from a plurality of user configurable
masks, each of the plurality of user configurable masks corresponding to a field

of the plurality of fields within the debug message.
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8. The method of claim 7, wherein applying the at least one user configurable mask to the
debug message to generate a masked debug message comprises:
applying the at least one user configurable mask to mask a portion of at least one field
of the plurality of fields, wherein the portion of the at least one field is less than
all of the at least one field.

9. The method of claim 8, wherein the plurality of fields comprises a data field, an address

field, a data size field, a source field, and a message type field.

10. The method of claim 1, wherein the debug message comprises a data field, wherein the at
least one user configurable mask is selected from a plurality of user configurable masks
corresponding to the data field, wherein the at least one user configurable mask is

selected based on a data type of the data field.

11. The method of claim 10, wherein the data type indicates a size of the data within the data
field.

12. The method of claim 1, wherein the debug message comprises an address field, wherein
the at least one user configurable mask is selected from a plurality of user configurable
masks corresponding to the address field, wherein the at least one user configurable

mask is selected based on whether a full address or relative address is transferred.

13. An apparatus, comprising:
debug circuitry which performs a debug function and generates a debug message
corresponding to the debug function;
mask storage circuitry which stores user configurable masking information; and
masking circuitry, coupled to the mask storage circuitry, which applies the user
configurable masking information to the debug message to generate a masked

debug message.
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14. The apparatus of claim 13, further comprising source circuitry coupled to the debug

15.

16.

17.

18.

19.

20.

21.

22,

circuitry, wherein the debug circuitry performs the debug function on at least a portion

of the source circuitry.

The apparatus of claim 14, wherein the source circuitry comprises a processor.

The apparatus of claim 13, wherein the user configurable masking information is stored

as a plurality of user configurable masks.

The apparatus of claim 16, wherein the masking circuitry selects at least one of the
plurality of user configurable masks to apply to the debug message to generate the

masked debug message.

The apparatus of claim 16, wherein each of the plurality of user configurable masks is

stored in a user configurable register within the mask storage circuitry.

The apparatus of claim 13, wherein the debug message comprises a plurality of fields,
and the masking circuitry applies the masking information to mask a portion of at least
one field of the plurality of fields, wherein the portion of the at least one field is less

than all of the at least one field.

The apparatus of claim 19, wherein the plurality of fields comprises a data field, an

address field, a data size field, a source field, and a message type field.

The apparatus of claim 20, wherein the user configurable masking information is stored
as a plurality of user configurable masks, each of the plurality of user configurable

masks corresponding to at least one of the plurality of fields.
The apparatus of claim 21, wherein the masking circuitry selects at least one of the

plurality of user configurable masks to apply to the at least one field of the plurality of

fields of the debug message to generate the masked debug message.
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23.

24,

25.

26.

27.

28.

29.

30.

31.

The apparatus of claim 21, wherein at least two of the user configurable masks
corresponds to the data field, and wherein the masking circuitry selects one of the at
least two of the user configurable masks based on a data type of data within the data

field.

The apparatus of claim 13, wherein the masking circuitry provides the masked debug

message via a debug terminal.

The apparatus of claim 13, further comprising debug message storage circuitry, coupled
to the debug circuitry and the masking circuitry, which stores the generated debug

message.

The apparatus of claim 13, further comprising debug message storage circuitry, coupled

to the masking circuitry, which stores the generated masked debug message.

The apparatus of claim 26, wherein the debug message storage circuitry provides the

masked debug message via a debug terminal.

An apparatus, comprising:
debug means for generating a debug message; and
masking means for applying at least one user configurable mask to the debug message

to generate a masked debug message.
The apparatus of claim 28, wherein the debug message comprises a plurality of fields.
The apparatus of claim 29, wherein the masking means applies the at least one user
configurable mask to mask a portion of at least one field of the plurality of fields,

wherein the portion of the at least one field is less than all of the at least one field.

The apparatus of claim 30, wherein the plurality of fields comprises a data field and an
address field.
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32. The apparatus of claim 31, wherein the plurality of fields comprise a data size field, a

source field, and a message type field.

33. The apparatus of claim 29, further comprising:
selecting means for selecting the at least one user configurable mask from a plurality
of user configurable masks, each of the plurality of user configurable masks

corresponding to a field of the plurality of fields within the debug message.

34. The apparatus of claim 33, wherein the masking means applies the at least one user
configurable mask to mask a portion of at least one field of the plurality of fields,

wherein the portion of the at least one field is less than all of the at least one field.

35. The apparatus of claim 34, wherein the plurality of fields comprises a data field, an

address field, a data size field, a source field, and a message type field.

36. A method for masking, comprising:
providing a plurality of masks;
selecting one of the plurality of masks based on a data type of data to be transferred;
and
applying the selected one of the plurality of masks to the data to be transferred to

generate masked data to be transferred.

37. The method of claim 36, wherein the data type indicates a size of the data to be

transferred.

38. The method of claim 36, wherein the data to be transferred is a field within a debug

message.
39. The method of claim 38, wherein after applying the selected one of the plurality of masks

to the data to be transferred, the data to be transferred is a field within a masked debug

message.
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40. The method of claim 36, wherein the masked data to be transferred is less than the data

to be transferred.

41. An apparatus comprising:
mask storage circuitry which stores a plurality of masks;
data storage circuitry which stores data to be transferred; and
masking circuitry, coupled to the mask storage circuitry and data storage circuitry,
which selects one of the plurality of masks based on a data type of the data to be
transferred and applies the selected one of the plurality of masks to the data to

be transferred.

42. The apparatus of claim 41, wherein the data type indicates a size of the data to be

transferred.

43. The apparatus of claim 41, wherein the masking circuitry applies the selected one of the
plurality of masks to the data to be transferred to generate masked data to be transferred

and provides the masked data to be transferred via a terminal.

44. The apparatus of claim 41, wherein the data to be transferred is generated by debug

circuitry in response to a debug function.
45. The apparatus of claim 44, wherein each of the plurality of masks corresponds to the data

to be transferred, the data to be transferred provided as a field of a debug message

generated by the debug circuitry.
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