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1. 

METHOD OF INTRUSION DETECTION IN 
TERMINAL DEVICE AND INTRUSION 

DETECTING APPARATUS 

CROSS-REFERENCE TO RELATED PATENT 
APPLICATION 

This application is a continuation application of U.S. 
application Ser. No. 12/028,906, filed Feb. 11, 2008, which 
claims priority from Korean Patent Application No. 
10-2007-0075114, filed on Jul. 26, 2007 in the Korean 
Intellectual Property Office, the disclosure of which is 
incorporated herein in its entirety by reference. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
Apparatuses and methods consistent with the present 

invention relate to a intrusion detection in a terminal device, 
and more particularly, to intrusion detection in a terminal 
device that Supports a plurality of operating systems. 

2. Description of the Related Art 
As networking techniques are developed, attacks on ter 

minal devices connected to networks continue to increase. 
Thus, a method of intrusion detection has been developed to 
protect terminal devices from attacks. 

Related art systems for detecting intrusion include a 
network-based intrusion detection system (NIDS) that 
detects intrusion into a terminal device by analyzing net 
work traffic in the network equipment, such as a router, and 
a host-based intrusion detection system (HIDS) that detects 
intrusion in a terminal device by analyzing traffic in the 
terminal device itself. 

FIG. 1 is a block diagram for explaining a method of 
intrusion detection in a related art HIDS. 

Referring to FIG. 1, an operating system 120 installed on 
a related art terminal device 110 includes an intrusion 
detecting apparatus 122. A terminal device can include 
devices that can be connected to a network Such as personal 
computers (PCs), notebooks, personal digital assistants 
(PDAs), and mobile phones for example. 
The intrusion detecting apparatus 122 includes a data 

collecting unit 122a, a data analyzing unit 122b, and a result 
notifying unit 122c. The intrusion detecting apparatus 122 
may be implemented by a software-oriented module. 
The data collecting unit 122a periodically collects intru 

sion detection data in order to analyze whether there is an 
intrusion in the operating system 120 or not. 
The intrusion detection data includes access records for 

applications and data which can be used by the operating 
system 120. For example, if a third party approaches user 
data in the operating system 120 of a terminal device, 
records of when and how the data is used are created, and the 
intrusion detection data includes these records. 
The data analyzing unit 122b determines whether there is 

an intrusion by analyzing the collected intrusion detection 
data. 

If the data analyzing unit 122b determines that there is an 
intrusion, the result notifying unit 122c notifies the user that 
there is an intrusion. 

In a the related art HIDS, the intrusion detecting apparatus 
122 is driven together with another application in one 
operating system 120. Thus, if the operating system 120, on 
which the intrusion detecting apparatus 122 is installed, does 
not operate properly during an attack, the intrusion detecting 
apparatus 122 also will not operate properly. Additionally, 
the method of intrusion detection in a related art NIDS uses 
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2 
a method of analyzing network traffic, and thus, the intrusion 
on a terminal device cannot be analyzed in detail. 

SUMMARY OF THE INVENTION 

The present invention provides a method of intrusion 
detection in a terminal device for effectively detecting an 
intrusion on the terminal device, and an intrusion detecting 
apparatus that uses the method. 

According to an aspect of the present invention, there is 
provided a method of intrusion detection with respect to 
each of a plurality of operating systems in a terminal device, 
which Supports driving of the operating systems, the method 
comprising: one of the plurality of operating systems col 
lecting intrusion detection data for analyzing whether there 
is an intrusion into at least one other of the plurality of 
operating systems; and the operating system using the 
collected intrusion detection data to perform an intrusion 
detection with respect to the at least one other of the plurality 
of operating systems using the collected intrusion detection 
data. 
The performing of the intrusion detection may include: 

transmitting the intrusion detection data to a server for 
analyzing whether there is an intrusion; and receiving an 
analysis result from the server whether there is an intrusion 
on at least one other of the plurality of operating systems. 
The transmitting of the intrusion detection data may be 

performed by encrypting the intrusion detection data using 
a predetermined encryption method. 
The intrusion detection data may include access records 

for applications and data which can be used by the at least 
one other operating system. 
The operating system, which performs the intrusion 

detection may be an operating system that is protected from 
an external intrusion. 
The plurality of operating systems may be separated from 

each other so as to not mutually approach, and the operating 
system, which performs the intrusion detection may collect 
intrusion detection data from at least one other of the 
plurality of operating systems using a virtual machine moni 
tor (VMM) technique. 
The method may further include performing a selective 

approach control with respect to at least one other operating 
system based on the performance result of the intrusion 
detection. 
The performing of a selective approach control may be 

the control of the ratio of using a computer central process 
ing unit (CPU) or memory of the terminal device by the 
operating system, which is determined as intruded into 
among plurality of operating systems. 
The method may further include selectively restoring 

damaged data in the at least one other of the plurality of 
operating systems based on the performance result of the 
intrusion detection. 
The selectively restoring may include receiving a data 

back-up for restoring the damaged data in the operating 
system, which is determined as intruded into, from a server 
and performing the restoration with the data back-up, 
wherein the data back-up from the terminal device is 
received by the server at a predetermined interval, and 
further wherein the data is important data used in the at least 
one other of the plurality of operating systems or is image 
data generated with respect to the at least one other of the 
plurality of operating systems. 

According to an aspect of the present invention, there is 
provided an intrusion detecting apparatus, which performs 
intrusion detection with respect to each of a plurality of 
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operating systems in a terminal device that Supports driving 
of the operating systems, the intrusion detecting apparatus 
including: a data collecting unit, which is installed on one of 
the operating systems and which collects intrusion detection 
data for analyzing whether there is an intrusion into any of 
the operating systems from at least one other of the plurality 
of operating systems; and an intrusion detecting unit, which 
is installed on the operating system on which the data 
collecting unit is installed, and which performs intrusion 
detection with respect to the at least one other of the plurality 
of operating systems using the intrusion detection data 
collected by the data collecting unit. 
The intrusion detecting unit may include: a data trans 

mitting unit, which transmits collected intrusion detection 
data to a server for analyzing whether there is an intrusion; 
and an analysis result receiving unit that receives an analysis 
result from the server whether there is an intrusion into the 
at least one other of the plurality of operating systems. 
The intrusion detecting apparatus may further include an 

encryption unit, which encrypts the intrusion detection data, 
wherein the data transmitting unit transmits the intrusion 
detection data encrypted with a predetermined encryption 
method. 
The intrusion detecting apparatus may further include a 

virtualization unit, which collects the intrusion detection 
data from at least one other operating system and which 
transmits the intrusion detection data to the data collecting 
unit, if the operating systems are separated so as to not 
mutually approach. 

According to an aspect of the present invention, there is 
provided a computer readable recording medium for execut 
ing the method of performing intrusion detection with 
respect to a plurality of operating systems in a terminal 
device, which Supports the operating systems, wherein the 
method includes: one of the plurality of operating systems 
collecting intrusion detection data for analyzing whether 
there is an intrusion into at least one other of the plurality of 
operating systems; and the one of the plurality of operating 
systems using the collected intrusion detection data to 
perform an intrusion detection into the at least one other 
operating system using the collected intrusion detection 
data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above and other aspects of the present invention will 
become more apparent by describing in detail exemplary 
embodiments thereof with reference to the attached draw 
ings in which: 

FIG. 1 is a block diagram for explaining a method of 
intrusion detection in a related art HIDS: 

FIG. 2 is a block diagram for explaining an intrusion 
detecting apparatus according to an exemplary embodiment 
of the present invention; 

FIG. 3 is a block diagram for explaining an intrusion 
detecting unit according to an exemplary embodiment of the 
present invention; 

FIG. 4 is a block diagram for explaining an intrusion 
detecting apparatus according to another exemplary embodi 
ment of the present invention; and 

FIG. 5 is a flow chart showing a method of intrusion 
detection according to an exemplary embodiment of the 
present invention. 

DETAILED DESCRIPTION OF EXEMPLARY 
EMBODIMENTS THE INVENTION 

The present invention will now be described more fully 
with reference to the accompanying drawings in which 
exemplary embodiments of the invention are shown. 
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4 
FIG. 2 is a block diagram for explaining an intrusion 

detecting apparatus 200 according to an exemplary embodi 
ment of the present invention. 

Referring to FIG. 2, the intrusion detecting apparatus 200 
according to the present embodiment includes a data col 
lecting unit 210 and an intrusion detecting unit 220. The 
intrusion detecting unit 220 is run on an operating system 1. 

FIG. 2 shows a system in which operating systems 1 
through 3 are run at the same time in a terminal device that 
Supports driving a plurality of operating systems. 
The operating systems can be operating systems of vari 

ous types such Windows, Linux, and Unix. 
The data collecting unit 210 is installed on one of the 

operating systems and collects intrusion detecting data for 
analyzing whether there is an intrusion into any of the 
operating systems from at least one other operating system. 

In FIG. 2, the data collecting unit 210 is installed on the 
operating system 1 and collects intrusion detection data from 
operating systems 2 and 3. 
The intrusion detecting unit 220 is installed on operating 

system 1, where the data collecting unit 210 is installed, and 
performs intrusion detection with respect to at least one of 
the other operating systems 2 and 3 using intrusion detection 
data collected by the data collecting unit 210. 

In FIG. 2, the intrusion detecting unit 220 installed on the 
operating system 1 analyzes intrusion detection data col 
lected from operating systems 2 and 3, and determines 
whether there is an intrusion in operating systems 2 and 3 
from the outside. 

In the present exemplary embodiment, the intrusion 
detecting apparatus 200 is not installed in all of the operating 
systems 1 through 3. As depicted in FIG. 2, if the intrusion 
detecting apparatus 200 is installed on the operating system 
1, the intrusion detecting apparatus 200 detects the intrusion 
on the operating systems 2 and 3. Therefore, when there is 
an intrusion in the operating systems 2 and 3, the intrusion 
with respect to the operating systems 2 and 3 can be 
determined, so long as there is no intrusion in the operating 
system 1. 

Preferably, but not necessarily, the intrusion detecting 
apparatus 200 can be installed on a kernel of the operating 
system 1, and the operating system on which the intrusion 
detecting apparatus 200 is installed can be protected from 
external intrusion and/or from being approached by a user. 
For example, a user can be prevented from approaching the 
operating system 1 shown in FIG. 2. Also, the operating 
system 1 may be configured not to be connected to a network 
in order to protect the operating system 1 from an external 
intrusion. 

In FIG. 2, three operating systems 1 through 3 are 
depicted. However, the operating system according to the 
present invention is not limited thereto, and more than two 
operating systems can be simultaneously driven. 

According to how it is configured, the intrusion detection 
data may not be analyzed in the intrusion detecting unit 220. 

FIG. 3 is a block diagram for explaining the intrusion 
detecting unit 220 according to an exemplary embodiment 
of the present invention. 

Referring to FIG. 3, the intrusion detecting unit 220 
includes a data transmitting unit 222 and an analysis result 
receiving unit 224. The data transmitting unit 222 transmits 
the intrusion detection data collected by the data collecting 
unit 210 to a server 300 which analyzes whether there is an 
intrusion. 
At this point, the intrusion detection data can be trans 

mitted by encrypting using a predetermined encryption 
method. 
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Preferably, but not necessarily the intrusion detecting 
apparatus 200 can further include an encrypting unit (not 
shown) for encrypting the intrusion detection data. 
The analysis result receiving unit 224 receives an analysis 

result from the server 300 indicating whether there is an 
intrusion on at least one other operating system. 

In the exemplary embodiment shown in FIG. 3, the 
intrusion detection data is not analyzed in the intrusion 
detecting unit 220. Instead, after analyzing the intrusion 
detection data in the server 300, the analysis result is 
transmitted to the analysis result receiving unit 224 from the 
Server 300. 

In the present exemplary embodiment, since the intrusion 
detecting unit 220 does not analyze the intrusion detection 
data, it is unnecessary to store detection data in the intrusion 
detecting unit 220. Thus, storage space is saved in the 
terminal device onto which the intrusion detection device is 
installed, as well as reducing the use of the CPU and battery 
consumption in the terminal device. 

In FIG. 2, the intrusion detecting apparatus 200 according 
to an exemplary embodiment of the present invention 
directly collects intrusion detection data from the operating 
systems 2 and 3. However, the operating systems 1 through 
3 driven in the terminal device can be separated from each 
other so that the operating systems 1 through 3 cannot be 
mutually approached. 

In this arrangement, the intrusion detecting apparatus 200 
installed in the operating system 1 cannot directly collect 
intrusion detection data from the operating systems 2 and 3. 
but instead must collect intrusion detection data from the 
operating systems 2 and 3 using a virtual machine monitor 
(VMM) technique. 

FIG. 4 is a block diagram for explaining an intrusion 
detecting apparatus 400 according to another exemplary 
embodiment of the present invention. 

Referring to FIG. 4, the intrusion detecting apparatus 400 
includes a virtualization unit 410, a data collecting unit 420, 
and an intrusion detecting unit 430. 
The virtualization unit 410 collects intrusion detection 

data from at least one other operating system and transmits 
it to the data collecting unit 420. 
The virtualization unit 410 may be implemented in a 

Software-oriented module, and is operated as a virtual hard 
ware to control the operating systems. 
When a VMM technique is used, a plurality of operating 

systems can be simultaneously driven in a terminal device. 
In the present embodiment, as depicted in FIG. 4, the 
virtualization unit 410 is installed on the operating system 1, 
and thus, intrusion detection data can be collected from the 
operating system 2 and 3. 

Also, the virtualization unit 410 can transmit intrusion 
detection data to the operating system 1 by collecting the 
intrusion detection data from the operating systems 2 and 3 
while the virtualization unit 410 is separately driven without 
being installed on the operating systems 1 through 3. 

The virtualization unit 410 can selectively perform an 
approach control with respect to at least one other operating 
system based on an intrusion detection performance result of 
the intrusion detecting unit 430. 

For example, if it is determined from the intrusion detec 
tion performance result of the intrusion detecting unit 430 
that there is an intrusion in the operating system 2, the 
virtualization unit 410 in FIG. 4 can reduce a ratio of CPU 
or memory usage of the terminal device by the operating 
system 2. That is, even in the case that there is no limit in 
using the CPU or memory of the terminal device before the 
operating system 2 is intruded, the virtualization unit 410 
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6 
can control the operating system 2 to use less than 10% of 
the total CPU and memory of the terminal device, when the 
operating system 2 is determined as being intruded. 

Also, the virtualization unit 410 can selectively restore 
damaged data in at least one other operating system based on 
an intrusion detection performance result of the intrusion 
detecting unit 430. 

For example, if there is an operating system that is 
determined as being intruded based on the intrusion detec 
tion performance result of the intrusion detecting unit 430, 
a restoration with respect to the operating system that is 
determined as being intruded can be performed using image 
data of the operating system. 
The virtualization unit 410 can restore the damaged data 

using back-up data stored in the terminal device or can 
restore the damaged data by receiving back-up data from the 
SeVe. 

The intrusion detecting unit 220 of FIG.3, according to an 
exemplary embodiment of the present invention, transmits 
the intrusion detection data to a server in a predetermined 
interval. In the same manner, the back-up data stored in the 
server is transmitted from the intrusion detecting unit 220 in 
a predetermined interval, wherein the data is important data 
used in at least one of the plurality of operating systems or 
is image data generated with respect to at least one of the 
plurality of operating systems. 
The interval of transmitting the intrusion detection data 

can be short, 10 minutes or 30 minutes, for example. 
However, the interval of transmitting the back-up data can 
be long, one hour or one day, for example. 
The operations of the data collecting unit 420 and the 

intrusion detecting unit 430 are identical to the operations of 
the data collecting unit 210 and the intrusion detecting unit 
220 of FIG. 2, and thus, the detailed descriptions thereof will 
not be repeated. 

FIG. 5 is a flow chart for explaining a method of intrusion 
detection according to an exemplary embodiment of the 
present invention. 

In an operation 510, at least one of a plurality of operating 
systems collects intrusion detection data for analyzing 
whether there is an intrusion on at least one other operating 
system. 
More specifically, an intrusion detecting apparatus 

installed on one of the plurality of operating systems collects 
intrusion detection data for analyzing whether there is an 
intrusion on at least one other operating system. 

However, in the case that the operating systems are 
separated so that they cannot approach each other, as 
described above, the intrusion detecting apparatus collects 
intrusion detection data using the VMM technique. That is, 
a virtualization unit collects intrusion detection data from 
other operating systems, and transmits the collected intru 
sion detection data to the intrusion detecting apparatus. 

In this way, the intrusion detecting apparatus for deter 
mining which operating system is intruded is installed on 
one of the other operating systems, not on the operating 
system that is intruded. Thus, whether there is an intrusion 
on the operating system or not can be effectively determined. 

In an operation 520, the intrusion detection data is trans 
mitted to a server for analyzing whether there is an intrusion. 

In an operation 530, the intrusion detecting apparatus 
receives an analysis result with respect to whether there is an 
intrusion on at least one other operating system from the 
SeVe. 

Since the intrusion detection data is analyzed by a server 
rather than an intrusion detecting unit, it is unnecessary to 
save the intrusion detection data. Thus, there is more storage 
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space on the terminal device on which the intrusion detect 
ing device is installed, and the CPU usage and battery 
consumption of the terminal device can be reduced. 

According to how it is configured, the intrusion analysis 
can be performed in the server like in the operations 520 and 
530, but the analysis can be performed in an intrusion 
detecting apparatus. 
The exemplary embodiments of the present invention can 

be realized as computer programs and can be implemented 
in general-use digital computers that execute the programs 
using a computer readable recording medium. 

Examples of the computer readable recording medium 
include magnetic storage media (e.g., ROM, floppy disks, 
hard disks, etc.), and optical recording media (e.g., CD 
ROMs, or DVDs). 

While the present invention has been particularly shown 
and described with reference to exemplary embodiments 
thereof, it will be understood by those of ordinary skill in the 
art that various changes in form and details may be made 
therein without departing from the spirit and scope of the 
present invention. The exemplary embodiments should be 
considered in descriptive sense only and not for purpose of 
limitation. Therefore, the scope of the invention is defined 
not by the detailed description of the invention but by the 
appended claims, and all differences within the scope will be 
construed as being included in the present invention. 

What is claimed is: 
1. A method of intrusion detection with respect to each of 

a plurality of operating systems in a terminal device that 
supports driving of the plurality of operating systems, the 
method comprising: 

collecting, at a first operating system of the plurality of 
operating systems in the terminal device, intrusion 
detection data from at least a second operating system 
of the plurality of operating systems in the terminal 
device; 

performing, at the first operating system in the terminal 
device, an intrusion detection with respect to the at least 
a second operating system in the terminal device using 
the collected intrusion detection data; 

performing a selective approach control with respect to 
the at least a second operating system of the plurality of 
operating systems which are simultaneously driven in 
the terminal device, based on a result of the performing 
the intrusion detection; and 

Selectively restoring damaged data in the at least a second 
operating system based on a result of the performing 
the intrusion detection, 

wherein the performing the intrusion detection comprises 
analyzing the collected intrusion data and determining 
whether there is an intrusion in the at least a second 
operating System, 

wherein the performing the selective approach control 
comprises controlling of a ratio of using a central 
processing unit or memory of the terminal device, by 
the at least a second operating system into which 
intrusion is determined to have occurred among the 
plurality of operating systems which are simultane 
ously driven in the terminal device, and 

wherein the selectively restoring comprises receiving 
back-up data for restoring damaged data in the at least 
a second operating system from a server and restoring 
the damaged data with the back-up data, wherein the 
back-up data is received by the server at a predeter 
mined interval from the terminal device and the data is 
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data used in the at least a second operating system or 
image data generated with respect to the at least a 
second operating system. 

2. The method of claim 1, wherein the performing the 
intrusion detection comprises: transmitting the intrusion 
detection data to a server for analyzing whether there is an 
intrusion; and 

receiving an analysis result from the server indicating 
whether there is an intrusion into at the at least a second 
operating system. 

3. The method of claim 2, wherein the transmitting the 
intrusion detection data is performed by encrypting the 
intrusion detection data using a predetermined encryption 
method and transmitting the encrypted intrusion detection 
data to the server. 

4. The method of claim 2, wherein the intrusion detection 
data comprises access records for applications and data 
which is used by the at least a second operating system. 

5. The method of claim 1, wherein the first operating 
system is an operating system that is protected from an 
external intrusion. 

6. The method of claim 1, wherein the plurality of 
operating systems are separated so as to not mutually 
approach each other, and the first operating system collects 
intrusion detection data from the at least a second operating 
system using a virtual machine monitor technique. 

7. The method of claim 1, further comprising selectively 
restoring damaged data in the at least a second operating 
system based on a result of the performing the intrusion 
detection. 

8. A method of intrusion detection with respect to each of 
a plurality of operating systems in a terminal device that 
Supports driving of the plurality of operating systems, the 
method comprising: 

collecting, at a first operating system of the plurality of 
operating systems in the terminal device, intrusion 
detection data from at least a second operating system 
of the plurality of operating systems in the terminal 
device; 

performing, at the first operating system in the terminal 
device, an intrusion detection with respect to the at least 
a second operating system in the terminal device using 
the collected intrusion detection data; 

performing a selective approach control with respect to 
the at least a second operating system of the plurality of 
operating systems based on a result of the performing 
the intrusion detection; and 

selectively restoring damaged data in the at least a second 
operating system based on a result of the performing 
the intrusion detection, 

wherein the performing the intrusion detection comprises 
analyzing the collected intrusion data and determining 
whether there is an intrusion in the at least a second 
operating System, 

wherein the performing the selective approach control 
comprises controlling of a ratio of using a central 
processing unit or memory of the terminal device, by 
the at least a second operating system into which 
intrusion is determined to have occurred among the 
plurality of operating systems, and 

wherein the selectively restoring comprises receiving 
back-up data for restoring damaged data in the at least 
a second operating system from a server and restoring 
the damaged data with the back-up data, wherein the 
back-up data is received by the server at a predeter 
mined interval from the terminal device and the data is 
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data used in the at least a second operating system or 
image data generated with respect to the at least a 
second operating system. 

9. An intrusion detecting apparatus that is installed in a 
first operating system of a plurality of operating systems and 
performs intrusion detection with respect to each of the 
plurality of operating systems in a terminal device compris 
ing a memory that stores the plurality of operating systems 
and a central processing unit that Supports driving of the 
plurality of operating systems, the intrusion detecting appa 
ratus comprising: 

a data collecting unit that collects intrusion detection data 
from at least a second operating system of a plurality of 
operating systems in the terminal device; and 

an intrusion detecting unit performs intrusion detection 
with respect to the at least a second operating system in 
the terminal device using the intrusion detection data 
collected by the data collecting unit; and 

a virtualization unit that collects the intrusion detection 
data from the at least a second operating system of the 
plurality of operating systems which are simultane 
ously driven in the terminal device, and transmits the 
intrusion detection data to the data collecting unit if the 
operating systems are separated so as to not mutually 
approach each other, 

wherein the intrusion detection performed by the intrusion 
detecting unit comprises analyzing the collected intru 
sion data and determining whether there is an intrusion 
in the at least a second operating system, 

wherein the virtualization unit performs selective 
approach control with respect to the at least a second 
operating system based on the intrusion detection per 
formance result of the intrusion detecting unit, and 
controls a ratio of using a central processing unit or 
memory of the terminal device by the at least a second 
operating system, which is determined as intruded into, 
among the plurality of operating systems which are 
simultaneously driven in the terminal device, and 

wherein the virtualization unit receives a back-up data 
from a server to restore damaged data in the at least a 
second operating system that is determined as intruded, 
wherein the back-up data is received from the terminal 
device by the server at a predetermined interval and the 
data is data used in the at least a second operating 
system or image data generated with respect to the at 
least a second operating system. 

10. The intrusion detecting apparatus of claim 9, wherein 
the intrusion detecting unit comprises: 

a data transmitting unit that transmits collected intrusion 
detection data to a server for analyzing whether there is 
an intrusion; and 

an analysis result receiving unit that receives an analysis 
result from the server with respect to the at least a 
second operating system whether there is an intrusion. 

11. The intrusion detecting apparatus of claim 10, further 
comprising an encryption unit that encrypts the intrusion 
detection data, wherein the data transmitting unit transmits 
the intrusion detection data encrypted using a predetermined 
encryption method by the encryption unit. 

12. The intrusion detecting apparatus of claim 10, wherein 
the intrusion detection data comprises access records for 
applications and data which is used by the at least a second 
operating system. 

13. The intrusion detecting apparatus of claim 9, wherein 
the first operating system is protected from an external 
intrusion. 
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14. The intrusion detecting apparatus of claim 9, wherein 

the virtualization unit restores damaged data in the at least 
a second operating system based on the intrusion detection 
performance result of the intrusion detecting unit. 

15. An intrusion detecting apparatus that is installed in a 
first operating system of a plurality of operating systems and 
performs intrusion detection with respect to each of the 
plurality of operating systems in a terminal device compris 
ing a memory that stores the plurality of operating systems 
and a central processing unit that Supports driving of the 
plurality of operating systems, the intrusion detecting appa 
ratus comprising: 

a data collecting unit that collects intrusion detection data 
from at least a second operating system of a plurality of 
operating systems in the terminal device; 

an intrusion detecting unit performs intrusion detection 
with respect to the at least a second operating system in 
the terminal device using the intrusion detection data 
collected by the data collecting unit; and 

a virtualization unit that collects the intrusion detection 
data from the at least a second operating system of the 
plurality of operating systems, and transmits the intru 
sion detection data to the data collecting unit if the 
operating systems are separated so as to not mutually 
approach each other, 

wherein the intrusion detection performed by the intrusion 
detecting unit comprises analyzing the collected intru 
sion data and determining whether there is an intrusion 
in the at least a second operating system, 

wherein the virtualization unit performs selective 
approach control with respect to the at least a second 
operating system based on the intrusion detection per 
formance result of the intrusion detecting unit, and 
controls a ratio of using a central processing unit or 
memory of the terminal device by the at least a second 
operating system, which is determined as intruded into, 
among the plurality of operating systems, 

wherein the virtualization unit restores damaged data in 
the at least a second operating system based on the 
intrusion detection performance result of the intrusion 
detecting unit, and 

wherein the virtualization unit receives a back-up data 
from a server to restore damaged data in the at least a 
second operating system that is determined as intruded, 
wherein the back-up data is received from the terminal 
device by the server at a predetermined interval and the 
data is data used in the at least a second operating 
system or image data generated with respect to the at 
least a second operating system. 

16. A non-transitory computer readable recording medium 
having recorded thereon a program executable by a com 
puter for performing a method of intrusion detection with 
respect to each of a plurality of operating systems in a 
terminal device that supports driving of the plurality of 
operating systems, the method comprising: 

collecting, at a first operating system of the plurality of 
operating systems in the terminal device, intrusion 
detection data from at least a second operating system 
of the plurality of operating systems in the terminal 
device; 

performing, at the first operating system in the terminal 
device, an intrusion detection with respect to the at least 
a second operating system in the terminal device using 
the collected intrusion detection data; 

performing a selective approach control with respect to 
the at least a second operating system of the plurality of 
operating systems which are simultaneously driven in 
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the terminal device, based on a result of the performing 
the intrusion detection; and 

Selectively restoring damaged data in the at least a second 
operating system based on a result of the performing 
the intrusion detection, 

wherein the performing the intrusion detection comprises 
analyzing the collected intrusion data and determining 
whether there is an intrusion in the at least a second 
operating System, 

wherein the performing the selective approach control 
comprises controlling of a ratio of using a central 
processing unit or memory of the terminal device, by 
the at least a second operating system into which 
intrusion is determined to have occurred among the 
plurality of operating systems which are simultane 
ously driven in the terminal device, and 

wherein the selectively restoring comprises receiving 
back-up data for restoring damaged data in the at least 
a second operating system from a server and restoring 
the damaged data with the back-up data, wherein the 
back-up data is received by the server at a predeter 
mined interval from the terminal device and the data is 
data used in the at least a second operating system or 
image data generated with respect to the at least a 
second operating system. 
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