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METHOD AND SYSTEM FOR WIRELESS EXTENDER ONBOARDING

FIELD

[0001] The present disclosure relates to the onboarding of wireless extenders in a
wireless network, specifically the onboarding of a generic wireless extender using an

application on a client device.

BACKGROUND

[0002] Home wireless networks include residential gateways and various access points,
such as wireless extenders. The wireless extenders may be connected downstream of
the gateway or another extender. The wireless networks may be connected by a

backhaul link.

[0003] Connecting a new wireless extender to a network (e.g., to another residential
gateway or extender) via Wi-Fi typically involves establishing a secure backhaul
connection for the extender. Connecting a new wireless extender to the wireless
network can be technically difficult for a user and involve complicated physical
processes at multiple devices. For example, particular sequences of buttons need to be
pushed in a specific time frame. In some instances, users must make technical
assumptions about the onboarding and existing units, such as, what is the physical

range in which units can sufficiently communicate.
SUMMARY

[0004] The present disclosure provides a description of systems and methods for new

wireless extender onboarding in a wireless network.
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[0005] The method includes scanning, by an end user device, a machine readable
indicia on the new wireless extender, transmitting, by the end user device, an identifier
represented by the machine readable indicia to a network gateway of the wireless
network, computing, by the network gateway, a secure hash of the identifier provided
into a proprietary information element, transmitting, by the network gateway, the secure
hash to existing wireless extenders in the wireless network, communicating, by the
network gateway and the existing wireless extenders, beacons comprising the secure
hash to the new wireless extender, determining, by the new wireless extender, a
strongest received signal strength indication from received signal strength indications
associated with the network gateway and the existing wireless extenders, and initiating,
by the new wireless extender, a Wi-Fi Protected Setup (WPS) pairing session with one
of the network gateway and the existing wireless extenders associated with the

strongest received signal strength.

[0006] The system includes a network gateway connected to the wireless network, an
end user device connected to the wireless network, and a plurality of existing wireless
extenders currently connected to the wireless network. The network gateway is
configured to compute a secure hash of the identifier provided into a proprietary
information element and transmit the secure hash to existing wireless extenders in the
wireless network. The network gateway and the existing wireless extenders are further
configured to communicate beacons comprising the secure hash to the new wireless
extender. The new wireless extender is configured to determine a strongest received
signal strength indication from received signal strength indications associated with the

network gateway and the existing wireless extenders and initiate a Wi-Fi Protected



WO 2020/132448 PCT/US2019/067860

Setup (WPS) pairing session with one of the network gateway and the existing wireless
extenders associated with the strongest received signal strength. The end user device
is configured to scan a machine-readable indicia on the new wireless extender and
transmit an identifier represented by the machine-readable indicia to the network

gateway.
BRIEF DESCRIPTION OF THE DRAWING FIGURES

[0007] The scope of the present disclosure is best understood from the following
detailed description of exemplary embodiments when read in conjunction with the

accompanying drawings. Included in the drawings are the following figures:

[0008]FIG. 1 is a block diagram illustrating a high-level system architecture for
onboarding a new wireless extender in a wireless network in accordance with

exemplary embodiments.

[0009]FIG. 2 is a block diagram illustrating the network controller of the system of FIG.
1 for onboarding a new wireless extender in a wireless network in accordance with

exemplary embodiments.

[0010]FIG. 3 is a ladder flow diagram illustrating a process for onboarding a new
wireless extender in a wireless network executed by the system of FIG. 1 in accordance

with exemplary embodiments.

[0011]FIG. 4 is a flow chart illustrating an exemplary method for onboarding a new

wireless extender in a wireless network in accordance with exemplary embodiments.

[0012]FIG. 5 is a block diagram illustrating a computer system architecture in

accordance with exemplary embodiments.
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[0013] Further areas of applicability of the present disclosure will become apparent from
the detailed description provided hereinafter. It should be understood that the detailed
description of exemplary embodiments are intended for illustration purposes only and

are, therefore, not intended to necessarily limit the scope of the disclosure.

DETAILED DESCRIPTION

System for Onboarding a New Wireless Extender

[0014] Referring now to FIG. 1, a system 100 for onboarding a new wireless extender in
a wireless network is discussed further. The system 100 may include a network
gateway 102, a new wireless extender 104, an end user device 106, and existing
wireless extenders 108a, 108b (collectively 108) currently connected to the wireless
network. The network gateway 102 may be configured to onboard wireless extenders,
as well as perform standard functions of a network gateway (also referred to as a
network controller), such as monitor network traffic, monitor channel utilization, perform
topography mapping, maintain a firewall, etc. The network gateway 102 may be a
standalone device that is connected to the wireless network or may be implemented in
another device in the wireless network, such as being part of a router, access point,
extender, or other networking device. Each of the components illustrated in the system
100 of FIG. 1 may each be connected to or otherwise operate as part of a single
wireless network.

[0015] The new wireless extender 104 may comprise a machine-readable indicia on an
external sticker. In one embodiment, the machine readable indicia may comprise a
quick response (QR) code. The machine readable indicia may represent at least one

of: a serial number of the new wireless extender 104, a media access control (MAC)
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address of the new wireless extender 104, or other suitable data. For instance, in some
cases, the machine readable indicia may be encoded with multiple MAC addresses.
[0016] The end user device 106 may comprise a mobile application for interfacing with
the end user during onboarding. The mobile application may ask the end user to scan
the QR code of the new wireless extender 104 to add the new wireless extender 104 to
the wireless network. The mobile application may also ask the user to place the new
wireless extender 104 in a desired location and power it up. The mobile application
may ask the user to confirm the previous step and, in response to confirmation from the
user, launch an onboarding process, the onboarding process may be discussed further
hereinbelow with regards to FIG. 3. The mobile application may inform the user of the
ongoing onboarding process as well as an indication of a successful onboarding
operation or a reason for failure. The mobile application may also communicate to the
user a guide to place the new wireless extender 104 at an optimal location for wireless
coverage.

Network Gateway

[0017] Referring now to FIG. 2, a block diagram illustrating the network gateway 102 of
the system 100 of FIG. 1 for onboarding a new wireless extender in a wireless network
is discussed further. It will be apparent to persons having skill in the relevant art that
the embodiment of the network gateway 102 illustrated in FIG. 2 is provided as
illustration only and may not be exhaustive to all possible configurations of the network
gateway 102 suitable for performing the functions as discussed herein. For example, a
computer system 500 illustrated in FIG. 5 and discussed in more detail hereinbelow

may be a suitable configuration of the network gateway 102.
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[0018] The network gateway 102 may include a receiving device 202. The receiving
device 202 may be configured to receive data over one or more networks via one or
more network protocols. In some instances, the receiving device 202 may be
configured to receive data from end user devices 106, extenders 104, 108a, 108b, other
access points, and other systems and entities via one or more communication methods,
such as radio frequency, local wireless networks, wireless networks, cellular
communication networks, Bluetooth, the Internet, etc. In some embodiments, the
receiving device 202 may be comprised of multiple devices, such as different receiving
devices for receiving data over different networks, such as a first receiving device for
receiving data over a local wireless network and a second receiving device for receiving
data via the Internet. The receiving device 202 may receive electronically transmitted
data signals, where data may be superimposed or otherwise encoded on the data signal
and decoded, parsed, read, or otherwise obtained via receipt of the data signal by the
receiving device 202. In some instances, the receiving device 202 may include a
parsing module for parsing the received data signal to obtain the data superimposed
thereon. For example, the receiving device 202 may include a parser program
configured to receive and transform the received data signal into usable input for the
functions performed by the processing device to carry out the methods and systems
described herein.

[0019] The receiving device 202 may be configured to receive data signals electronically
transmitted by new extender 104, extenders 108, and other access points that are
superimposed or otherwise encoded with information regarding backhaul packets, traffic

data, channel utilization data, status information, etc. The receiving device 202 may
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also be configured to receive data signals electronically transmitted by end user devices
106, which may be superimposed or otherwise encoded with scanned identifying data of
new wireless extenders, and other data used in performing the functions discussed
herein. In cases where the network gateway 102 is part of a router or other networking
device, the receiving device 202 may also be performed to receive data signals as part
of functions performed as part of the networking device, such as receiving data packets
for routing within or outside of the wireless network.

[0020] The network gateway 102 may also include a communication module 204. The
communication module 204 may be configured to transmit data between modules,
engines, databases, memories, and other components of the network gateway 102 for
use in performing the functions discussed herein. The communication module 204 may
be comprised of one or more communication types and utilize various communication
methods for communications within a computing device. For example, the
communication module 204 may be comprised of a bus, contact pin connectors, wires,
etc. In some embodiments, the communication module 204 may also be configured to
communicate between internal components of the network gateway 102 and external
components of the network gateway 102, such as externally connected databases,
display devices, input devices, etc. The network gateway 102 may also include a
processing device. The processing device may be configured to perform the functions
of the network gateway 102 discussed herein as will be apparent to persons having skill
in the relevant art. In some embodiments, the processing device may include and/or be
comprised of a plurality of engines and/or modules specially configured to perform one

or more functions of the processing device, such as a computing module 206, etc. As
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used herein, the term “module” may be software executed on hardware such that it is
particularly programmed to receive an input, perform one or more processes using the
input, and provides an output.

[0021] The network gateway 102 may include a computing module 206. The computing
module 206 may be configured to compute secure hash algorithms. The computing
module 206 may receive one or more data values to be included in the secure hash.
The computing module 206 may then output the computed secure hash to an
appropriate engine or module of the network gateway 102 as necessary. The
computing module 206 may, for example, compute a secure hash of an identifier into a
proprietary information element for a wireless extender onboarding process, etc. In
some embodiments, the network gateway 102 may request an extender 108 compute
the secure hash for the new extender 104, as discussed below.

[0022] The network gateway 102 may also include a transmitting device 208. The
transmitting device 208 may be configured to transmit data over one or more networks
via one or more network protocols. In some instances, the transmitting device 208 may
be configured to transmit data to extenders 104, 108a, 108b, client devices 106, other
access points, and other entities via one or more communication methods, local
wireless networks, cellular communication, Bluetooth, radio frequency, the Internet, etc.
In some embodiments, the transmitting device 208 may be comprised of multiple
devices, such as different transmitting devices for transmitting data over different
networks, such as a first transmitting device for transmitting data over a local wireless
network and a second transmitting device for transmitting data via the Internet. The

transmitting device 208 may electronically transmit data signals that have data
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superimposed that may be parsed by a receiving computing device. In some instances,
the transmitting device 208 may include one or more modules for superimposing,
encoding, or otherwise formatting data into data signals suitable for transmission.
[0023] The transmitting device 208 may be configured to electronically transmit data
signals to end user devices 106, extenders 104, 108a, 108b, and other access points
that are superimposed or otherwise encoded with wireless extender identifying data,
backhaul Wi-Fi link traffic, Wi-Fi beacon information, and other data that may be used in
wireless extender onboarding as discussed herein. The transmitting device 208 may
also be configured to electronically transmit data signals to end user devices 106 that
are superimposed or otherwise encoded with onboarding result data.

[0024] The network gateway 102 may also include a memory 210. The memory 210
may be configured to store data for use by the network gateway 102 in performing the
functions discussed herein, such as public and private keys, symmetric keys, etc. The
memory 210 may be configured to store data using suitable data formatting methods
and schema and may be any suitable type of memory, such as read-only memory,
random access memory, etc. The memory 210 may include, for example, encryption
keys and algorithms, communication protocols and standards, data formatting
standards and protocols, program code for modules and application programs of the
processing device, and other data that may be suitable for use by the network gateway
102 in the performance of the functions disclosed herein as will be apparent to persons
having skill in the relevant art. In some embodiments, the memory 210 may be
comprised of or may otherwise include a relational database that utilizes structured

query language for the storage, identification, modifying, updating, accessing, etc. of
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structured data sets stored therein. The memory 210 may be configured to store, for
example, lists of connected wireless extenders for performing the functions discussed
herein.

Process for New Wireless Extender Onboarding

[0025] Referring now to FIG. 3, a process 300 for onboarding a new wireless extender,
such as the new wireless extender 104 of FIG. 1, in a wireless network executed by the
system 100 of FIG. 1 is discussed further. A mobile application on an end user device,
such as the end user device 106 of FIG. 1, asks the end user to scan a quick response
(QR) code of a sticker on the new wireless extender 104 at step 302. The QR code
represents at least one of: a serial numbers, one or more media access control (MAC)
addresses, or other suitable data of the new wireless extender 104. One of ordinary
skill in the art will appreciate that other identifying data may be represented by the QR
code. The mobile application, controlled by the user, may scan the QR code and
extract the identifying data of the new wireless extender 104. At step 304, the user may
confirm that the QR code has been scanned and the correct identifying data has been
extracted.

[0026] The end user device 106 may transmit an onboard signal comprising the
identifying data to a home network controller and/or a root access point, such as the
network gateway 102 of FIG. 1. In one embodiment, the mobile application writes the
identifying data of the new wireless extender 104 to the network gateway 102 through a
secured Wi-Fi connection. In response to the receiving the onboard signal, the network
gateway 102 may start an onboarding state machine by starting a timer, switching to an

ongoing status, and transmitting an onboarding start signal to existing wireless

10
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extenders currently connected to the wireless network, such as the existing wireless
extenders 108a, 108b of FIG. 1.

[0027] The network gateway 102 may then compute a secure hash of the identifying
data and include the result in beacons of the network gateway’s 102 access point. The
secure hash may be provided into a proprietary information element at step 306. Also
at step 306, the network gateway 102 may communicate to the existing wireless
extenders 108 to include the secure hash in the beacons of their access points. In
some embodiments, this communication is transmitted through a proprietary home
network extender (HNE) protocol. In some embodiments, the network gateway 102
may transmit the identifying data for the new extender 104 to the existing wireless
extenders 108, where the existing wireless extenders 108 may be configured to
compute the secure hash of the identifying data and include the secure hash in the
proprietary information element.

[0028] The new wireless extender 104 listens to the beacons of the network gateway
102 and the existing wireless extenders 108. The new wireless extender 104 may
recognize the secure hash and the identifying data, such as the serial number and the
media access control address, in the proprietary information elements. At step 308, the
mobile application receives an onboard start signal from the network gateway 102 and
starts the onboard process.

[0029] At step 310, the new wireless extender 104 may select a backhaul service set
identifier (BSSID) broadcasting a beacon including the information element with the
secure hash and having a strongest received signal strength indictor (RSSI). At step

312, the new wireless extender 104 initializes a Wi-Fi Protected Setup (WPS) pairing

11
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session as an enrollee. WPS is a network security standard for wireless home networks
set by the Wi-Fi Alliance, and is describe on the web at wi-fi.org, for instance. In a
principle version of the registration protocol of WPS a series of EAP message
exchanges, is described as below:

Enrollee -> Registrar: M1 = Version || N1 || Description || PKE

Enrollee <- Registrar: M2 = Version || N1 || N2 || Description || PKR [ || ConfigData ] ||
HMAC_AuthKey(M1 || M2*)

Enrollee -> Registrar: M3 = Version || N2 || E-Hash1 || E-Hash2 || HMAC_AuthKey(M2 ||
M3*)

Enrollee <- Registrar: M4 = Version || N1 || R-Hash1 || R-Hash2 ||
ENC_KeyWrapKey(R-S1) || HMAC_AuthKey (M3 || M4*)

Enrollee -> Registrar: M5 = Version || N2 || ENC_KeyWrapKey(E-S1) || HMAC_AuthKey
(M4 || M5%)

Enrollee <- Registrar: M6 = Version || N1 || ENC_KeyWrapKey(R-S2) || HMAC_AuthKey
(M5 || M67)

Enrollee -> Registrar: M7 = Version || N2 || ENC_KeyWrapKey(E-S2 [||ConfigDatal]) ||
HMAC_AuthKey (M6 || M7%)

Enrollee <- Registrar: M8 = Version || N1 || [ ENC_KeyWrapKey(ConfigData) | ||
HMAC_AuthKey (M7 || M8%),

where || this symbol means concatenation of parameters to form a message; Mn* is
message Mn excluding the HMAC-SHA-256 value; Version identifies the type of
Registration Protocol message; N1 is a 128-bit random number (nonce) specified by the

Enrollee; N2 is a 128-bit random number (nonce) specified by the Registrar; Description

12
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contains a human-readable description of the sending device (UUID, manufacturer,
model number, MAC address, etc.) and device capabilities such as supported
algorithms, I/0O channels, Registration Protocol role, etc. Description data is also
included in an 802.11 probe request and probe response messages.
HMAC_AuthKey(...) indicates an Authenticator attribute that contains a HMAC keyed
hash over the values in parentheses and using the key AuthKey.
ENC_KeyWrapKey(...) indicates symmetric encryption of the values in parentheses,
using the key KeyWrapKey. PKE and PKR are Diffie-Hellman public keys of the
Enrollee and Registrar, respectively. AuthKey is an authentication key derived from the
Diffie-Hellman secret, the nonces N1 and N2, and the Enrollee’s MAC address. E-
Hash1 and E-Hash2 are pre-commitments made by the Enrollee to prove knowledge of
the two halves of its own device password. R-Hash1 and R-Hash2 are pre-
commitments made by the Registrar to prove knowledge of the two halves of the
Enrollee’s device password. R-S1 and R-S2 are secret 128-bit nonces that, together
with R-Hash1 and R-Hash2, can be used by the Enrollee to confirm the Registrar’s
knowledge of the first and second half of the Enrollee’s device password, respectively.
E-S1 and E-S2 are secret 128-bit nonces that, together with E-Hash1 and E-Hash2, can
be used by the Registrar to confirm the Enrollee’s knowledge of the first and second half
of the Enrollee’s device password, respectively. ConfigData contains WLAN settings
and Credentials for the Enrollee.

[0030] The new wireless extender 104 may then send a directed probe request
including the MAC address to the BSSID (selected access point). The selected access

point (AP) may receive the directed probe and recognize the MAC address. The

13
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selected access point may then initiate a WPS pairing session as a registrar and access
point WPS session at step 314.

[0031] The new wireless extender 104, as the enrollee, may include into the WPS an
M1 message with its own serial number. In response to receiving any M1 message with
a serial number not provided in the identifying data, the AP may abort the WPS
procedure. In response to receiving an M1 message with the correct serial number, the
AP may accept the new wireless extender 104. In response to accepting the new
wireless extender 104, the AP may transmit a WPS signal including the backhaul
credentials (e.g., SSID and passphrase) in an M2 message to the new wireless
extender 104. At step 316, the beacons of the network gateway 102 and the existing
wireless extenders 108 used in the onboarding may be terminated and the WPS pairing
session may be closed successfully by all parties.

[0032] The network gateway 102 may communicate an onboarding results message to
the mobile application, such as, but not limited to, a message indicating a successful
onboard. The network gateway 102 may then communicate to the existing wireless
extenders 108 not involved in the onboarding to abort onboarding. At step 318, the
mobile application may identify that the onboarding is complete. In response to
receiving the abort onboarding signal, the existing wireless extenders 108 not involved
in the onboarding may terminate the beacon at step 320.

[0033] The new wireless extender 104 may join the backhaul (ESS) with the credentials
retrieved from the WPS pairing sessions. The new wireless extender 104 may then get

an internet protocol (IP) address from a Home Network Dynamic Host Configuration

14
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Protocol (DHCP) server. A proprietary HNE discovery and auto-configuration may
finalize the network onboarding of the new wireless extender 104.

[0034]In some embodiments, an onboarding state machine may wait for successful
addition of an expected new wireless extender into a Home Network Controller (HNC)
table. The state machine may poll for any WPS failures occurring at controlled access
points. In case of success, failure, or time out, the state machine may terminate the
procedure by updating the status and a reason. The timer may then be stopped and the
secure hash may be removed from the beacons of the access points (network gateway
102 and existing wireless extenders 108).

[0035] The mobile application may wait for completion of the onboarding operation and
may be informed about a result by polling into a gateway data model. If the operation is
successful, the mobile application may monitor the RSSI of the onboarded new wireless
extender 104 and may help the end user place the new wireless extender 104 at a best
location that optimizes wireless coverage versus throughput performances.

[0036]In some embodiments, the process 300 may comprise a 2-way authentication
secured to avoid neighboring extenders from being wrongly onboarded and also avoid a
wireless extender from being wrongly onboarded to a neighboring network gateway.
The serial number information received in the WPS M1 message discussed above may
be kept secret by being transmitted with encryption over the air to prevent external
attacks. In one embodiment, the secure hash algorithm used may be Secure Hash
Algorithm 2 (SHA-2).

Exemplary Method for New Wireless Extender Onboarding

15
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[0037] Referring now to FIG. 4, a method for onboarding a new wireless extender in a
wireless network is discussed further. In step 402, a machine-readable indicia on a
wireless extender, such as the new wireless extender 104 of FIG. 1, may be scanned by
an end user device, such as the end user device 106 of FIG. 1. In step 404, the end
user device 106 may transmit an identifier represented by the machine readable indicia
to a network gateway, such as the network gateway 102 of FIG. 1, of the wireless
network.

[0038]In step 406, the network gateway 102 may compute a secure hash of the
identifier provided into a proprietary information element. In step 408, the network
gateway 102 may transmit the secure hash to existing wireless extenders, such as the
existing wireless extenders 108a, 108b of FIG. 1, in the wireless network. In step 410,
the network gateway 102 and the existing wireless extenders 108 may communicate
beacons comprising the secure hash to the new wireless extender 104.

[0039]In step 412, the new wireless extender 104 may determine a strongest received
signal strength indication from received signal strength indications associated with the
network gateway 102 and the existing wireless extenders 108. In step 414, the new
wireless extender 104 may initiate a Wi-Fi Protected Setup (WPS) pairing session with
one of the network gateway 102 and the existing wireless extenders 108 associated
with the strongest received signal strength.

[0040]In some embodiments, the identifier may comprise at least a serial number and a
media access control (MAC) address. In some embodiments, the machine readable
indicia may comprise a quick response (QR) code. In some embodiments, the end user

device 106 may transmit the identifier to the network gateway 102 through a secured
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Wi-Fi connection. In some embodiments, the beacons of the network gateway 102 and
existing wireless extenders 108 may comprise beacons of access points. In some
embodiments, the new wireless extender 104 may determine the strongest received
signal strength indication and initiate the WPS pairing session in response to the new
wireless extender 104 recognizing the secure hash and the identifier. In one
embodiment, the identifier may be transmitted to the existing wireless extenders in
place of the secure hash, where the existing wireless extenders may compute the
secure hash of the identifier.

[0041] In some embodiments, the new wireless extender 104 may initiate the WPS
pairing session as an enrollee, send a probe request to the network gateway 102 or
existing wireless extender 108 associated with the strongest received signal strength
indication, and receive a request to initiate a second WPS pairing session as a registrar
and access point WPS session from the network gateway 102 or existing wireless
extender 108 associated with the strongest received signal strength indication.
[0042]In some embodiments, the new wireless extender 104 may join a backhaul
extended service set (ESS) with credentials retrieved from the registrar and access
point WPS session and receive an internet protocol (IP) address from a home network
dynamic host configuration protocol (DHCP) server. In some embodiments, the end
user device 106 may receive a result of the new wireless extender 104 onboarding,
wherein the result comprises at least one of indicating a successful onboarding and an
error message.

[0043]In some embodiment, the network gateway 102 and the existing wireless

extenders 108 may include the secure hash in the beacons for a limited period of time
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and automatically remove the secure hash from the beacons upon the expiration of the

limited period of time.
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Computer System Architecture

[0044] Referring now to FIG. 5, a computer system 500 in which embodiments of the
present disclosure, or portions thereof, may be implemented as computer-readable
code is discussed further. For example, the network gateway 102 of FIG. 1 may be
implemented in the computer system 500 using hardware, software, firmware, non-
transitory computer readable media having instructions stored thereon, or a combination
thereof and may be implemented in one or more computer systems or other processing
systems. Hardware, software, or any combination thereof may embody modules and
components used to implement the methods of FIGS. 3 and 4.

[0045]If programmable logic is used, such logic may execute on a commercially
available processing platform configured by executable software code to become a
specific purpose computer or a special purpose device (e.g., programmable logic array,
application-specific integrated circuit, etc.). A person having ordinary skill in the art may
appreciate that embodiments of the disclosed subject matter can be practiced with
various computer system configurations, including multi-core multiprocessor systems,
minicomputers, mainframe computers, computers linked or clustered with distributed
functions, as well as pervasive or miniature computers that may be embedded into
virtually any device. For instance, at least one processor device and a memory may be
used to implement the above described embodiments.

[0046] A processor unit or device as discussed herein may be a single processor, a
plurality of processors, or combinations thereof. Processor devices may have one or

more processor “cores.” The terms “computer program medium,” “non-transitory

computer readable medium,” and “computer usable medium” as discussed herein are
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used to generally refer to tangible media such as a removable storage unit 518, a
removable storage unit 522, and a hard disk installed in hard disk drive 512.

[0047] Various embodiments of the present disclosure are described in terms of this
example computer system 500. After reading this description, it will become apparent
to a person skilled in the relevant art how to implement the present disclosure using
other computer systems and/or computer architectures. Although operations may be
described as a sequential process, some of the operations may in fact be performed in
parallel, concurrently, and/or in a distributed environment, and with program code stored
locally or remotely for access by single or multi-processor machines. In addition, in
some embodiments the order of operations may be rearranged without departing from
the spirit of the disclosed subject matter.

[0048] Processor device 504 may be a special purpose or a general purpose processor
device specifically configured to perform the functions discussed herein. The processor
device 504 may be connected to a communications infrastructure 506, such as a bus,
message queue, network, multi-core message-passing scheme, etc. The network may
be any network suitable for performing the functions as disclosed herein and may
include a local wireless network (LAN), a wide wireless network (WAN), a wireless
network (e.g., Wi-Fi), a mobile communication network, a satellite network, the Internet,
fiber optic, coaxial cable, infrared, radio frequency (RF), or any combination thereof.
Other suitable network types and configurations will be apparent to persons having skill
in the relevant art. The computer system 500 may also include a main memory 508
(e.g., random access memory, read-only memory, etc.), and may also include a

secondary memory 510. The secondary memory 510 may include the hard disk drive
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512 and a removable storage drive 514, such as a floppy disk drive, a magnetic tape
drive, an optical disk drive, a flash memory, etc.

[0049] The removable storage drive 514 may read from and/or write to the removable
storage unit 518 in a well-known manner. The removable storage unit 518 may include
a removable storage media that may be read by and written to by the removable
storage drive 514. For example, if the removable storage drive 514 is a floppy disk
drive or universal serial bus port, the removable storage unit 518 may be a floppy disk
or portable flash drive, respectively. In one embodiment, the removable storage unit
518 may be non-transitory computer readable recording media.

[0050]In some embodiments, the secondary memory 510 may include alternative
means for allowing computer programs or other instructions to be loaded into the
computer system 500, for example, the removable storage unit 522 and an interface
520. Examples of such means may include a program cartridge and cartridge interface
(e.g., as found in video game systems), a removable memory chip (e.g., EEPROM,
PROM, etc.) and associated socket, and other removable storage units 522 and
interfaces 520 as will be apparent to persons having skill in the relevant art.

[0051] Data stored in the computer system 500 (e.g., in the main memory 508 and/or
the secondary memory 510) may be stored on any type of suitable computer readable
media, such as optical storage (e.g., a compact disc, digital versatile disc, Blu-ray disc,
etc.) or magnetic tape storage (e.g., a hard disk drive). The data may be configured in
any type of suitable database configuration, such as a relational database, a structured

query language (SQL) database, a distributed database, an object database, etc.
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Suitable configurations and storage types will be apparent to persons having skill in the
relevant art.

[0052] The computer system 500 may also include a communications interface 524. The
communications interface 524 may be configured to allow software and data to be
transferred between the computer system 500 and external devices. Exemplary
communications interfaces 524 may include a modem, a network interface (e.g., an
Ethernet card), a communications port, a PCMCIA slot and card, etc. Software and
data transferred via the communications interface 524 may be in the form of signals,
which may be electronic, electromagnetic, optical, or other signals as will be apparent to
persons having skill in the relevant art. The signals may travel via a communications
path 526, which may be configured to carry the signals and may be implemented using
wire, cable, fiber optics, a phone line, a cellular phone link, a radio frequency link, Wi-Fi,
etc.

[0053] The computer system 500 may further include a display interface 502. The
display interface 502 may be configured to allow data to be transferred between the
computer system 500 and external display 530. Exemplary display interfaces 502 may
include high-definition multimedia interface (HDMI), digital visual interface (DVI), video
graphics array (VGA), etc. The display 530 may be any suitable type of display for
displaying data transmitted via the display interface 502 of the computer system 500,
including a cathode ray tube (CRT) display, liquid crystal display (LCD), light-emitting
diode (LED) display, capacitive touch display, thin-film transistor (TFT) display, etc.
[0054] Computer program medium and computer usable medium may refer to

memories, such as the main memory 508 and secondary memory 510, which may be
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memory semiconductors (e.g., DRAMs, etc.). These computer program products may
be means for providing software to the computer system 500. Computer programs
(e.g., computer control logic) may be stored in the main memory 508 and/or the
secondary memory 510. Computer programs may also be received via the
communications interface 524. Such computer programs, when executed, may enable
computer system 500 to implement the present methods as discussed herein. In
particular, the computer programs, when executed, may enable processor device 504 to
implement the methods illustrated by FIGS. 3 and 4, as discussed herein. Accordingly,
such computer programs may represent controllers of the computer system 500.

Where the present disclosure is implemented using software, the software may be
stored in a computer program product and loaded into the computer system 500 using
the removable storage drive 514, interface 520, and hard disk drive 512, or
communications interface 524.

[0055] The processor device 504 may comprise one or more modules or engines
configured to perform the functions of the computer system 500. Each of the modules
or engines may be implemented using hardware and, in some instances, may also
utilize software, such as corresponding to program code and/or programs stored in the
main memory 508 or secondary memory 510. In such instances, program code may be
compiled by the processor device 504 (e.g., by a compiling module or engine) prior to
execution by the hardware of the computer system 500. For example, the program
code may be source code written in a programming language that is translated into a
lower level language, such as assembly language or machine code, for execution by the

processor device 504 and/or any additional hardware components of the computer
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system 500. The process of compiling may include the use of lexical analysis,
preprocessing, parsing, semantic analysis, syntax-directed translation, code generation,
code optimization, and any other techniques that may be suitable for translation of
program code into a lower level language suitable for controlling the computer system
500 to perform the functions disclosed herein. It will be apparent to persons having skill
in the relevant art that such processes result in the computer system 500 being a
specially configured computer system 500 uniquely programmed to perform the
functions discussed above.

[0056] Techniques consistent with the present disclosure provide, among other features,
systems and methods for onboarding a new wireless extender in a wireless network.
While various exemplary embodiments of the disclosed system and method have been
described above it should be understood that they have been presented for purposes of
example only, not limitations. It is not exhaustive and does not limit the disclosure to
the precise form disclosed. Modifications and variations are possible in light of the
above teachings or may be acquired from practicing of the disclosure, without departing

from the breadth or scope.
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CLAIMS

What is claimed is:

1. A method for onboarding of a new wireless extender in a wireless network,
comprising:

scanning, by an end user device, a machine-readable indicia on the new wireless
extender;

transmitting, by the end user device to a network gateway of the wireless
network, an identifier represented by the machine readable indicia;

computing, by the network gateway, a secure hash of the identifier provided into
a proprietary information element;

transmitting, by the network gateway, the secure hash to existing wireless
extenders in the wireless network;

communicating, by the network gateway and the existing wireless extenders,
beacons comprising the secure hash to the new wireless extender;

determining, by the new wireless extender, a strongest received signal strength
indication from received signal strength indications associated with the network gateway
and the existing wireless extenders; and

initiating, by the new wireless extender, a Wi-Fi Protected Setup (WPS) pairing
session with one of the network gateway and the existing wireless extenders associated

with the strongest received signal strength.
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2. The method according to claim 1, wherein the identifier comprises at least

a serial number and a media access control (MAC) address.

3. The method according to claim 1, wherein the machine readable indicia

comprises a quick response (QR) code.

4. The method according to claim 1, wherein the end user device
transmitting the identifier to the network gateway comprises transmitting the identifier to

the network gateway through a secured Wi-Fi connection.

5. The method according to claim 1, wherein the beacons, communicated by
the network gateway and the existing wireless extenders, comprise beacons of access

points.

6. The method according to claim 1, wherein the determining the strongest
received signal strength indication and the initiating the WPS pairing session comprises
determining the strongest received signal strength indication and initiating the WPS
pairing session in response to the new wireless extender recognizing the secure hash

and the identifier.

7. The method according to claim 6, wherein the initiating the WPS pairing
session further comprises:

initiating, by the new wireless extender, the WPS pairing session as an enrollee;
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sending, by the new wireless extender, a probe request to the network gateway
or existing wireless extender associated with the strongest received signal strength
indication; and

receiving, by the new wireless extender from the network gateway or existing
wireless extender associated with the strongest received signal strength indication, a

request to initiate a second WPS pairing session and access point WPS session.

8. The method according to claim 7, further comprising:

joining, by the new wireless extender, a backhaul extended service set (ESS)
with credentials retrieved from a registrar and access point WPS session; and

receiving, by the new wireless extender from a home network dynamic host

configuration protocol (DHCP) server, an internet protocol (IP) address.

9. The method according to claim 1, further comprising communicating, via
the end user device, a result of the onboarding of the new wireless extender, wherein
the result comprises at least one of indicating a successful onboarding and an error

message.

10.  The method according to claim 1, wherein the network gateway and the
existing wireless extenders are configured to:

include the secure hash in the beacons for a limited period of time; and

automatically remove the secure hash from the beacons upon an expiration of

the limited period of time.
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11. A system for onboarding of a new wireless extender in a wireless network,
comprising:
a network gateway connected to the wireless network;
an end user device connected to the wireless network configured to:
scan a machine readable indicia on the new wireless extender; and
transmit an identifier represented by the machine readable indicia to the
network gateway; and
a plurality of existing wireless extenders currently connected to the wireless
network;
wherein the network gateway is configured to:
compute a secure hash of the identifier provided into a proprietary
information element; and
transmit the secure hash to existing wireless extenders in the wireless
network;
wherein the network gateway and the existing wireless extenders are further
configured to communicate beacons comprising the secure hash to the new wireless
extender; and
wherein the new wireless extender is configured to:
determine a strongest received signal strength indication from received
signal strength indications associated with the network gateway

and the existing wireless extenders; and
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initiate a Wi-Fi Protected Setup (WPS) pairing session with one of the
network gateway and the existing wireless extenders associated

with the strongest received signal strength.

12.  The system according to claim 11, wherein the identifier comprises at

least a serial number and a media access control (MAC) address.

13.  The system according to claim 11, wherein the machine readable indicia

comprises a quick response (QR) code.

14.  The system according to claim 11, wherein the end user device being
configured to transmit the identifier to the network gateway comprises the end user
device being further configured to transmit the identifier to the network gateway through

a secured Wi-Fi connection.

15.  The system according to claim 11, wherein the beacons, communicated
by the network gateway and the existing wireless extenders, comprise beacons of

access points.

16.  The system according to claim 11, wherein the new wireless extender
being configured to determine the strongest received signal strength indication and to
initiate the WPS pairing session comprises the new wireless extender being further

configured to:
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determine the strongest received signal strength indication and initiate the WPS
pairing session in response to the new wireless extender recognizing the secure hash

and the identifier.

17.  The system according to claim 16, wherein the new wireless extender
being configured to initiate the WPS pairing session comprises the new wireless
extender being further configured to:

initiate the WPS pairing session as an enrollee;

send a probe request to the network gateway or existing wireless extender
associated with the strongest received signal strength indication; and

receive a request to initiate a second WPS pairing session and access point
WPS session from the network gateway or existing wireless extender associated with

the strongest received signal strength indication.

18.  The system according to claim 17, wherein the new wireless extender is
further configured to:

join a backhaul extended service set (ESS) with credentials retrieved from a
registrar and access point WPS session; and

receive an internet protocol (IP) address from a home network dynamic host

configuration protocol (DHCP) server.

19.  The system according to claim 11, wherein the network gateway and the

existing wireless extenders are further configured to:
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include the secure hash in the beacons for a limited period of time; and
automatically remove the secure hash from the beacons upon an expiration of

the limited period of time.

20. A method for onboarding of a new wireless extender in a wireless network,
comprising:

scanning, by an end user device, a machine-readable indicia on the new wireless
extender;

transmitting, by the end user device to a network gateway of the wireless
network, an identifier represented by the machine readable indicia;

transmitting, by the network gateway, the identifier to existing wireless extenders
in the wireless network

computing, by each of the existing wireless extenders, a secure hash of the
identifier provided into a proprietary information element;

communicating, by the network gateway and the existing wireless extenders,
beacons comprising the secure hash to the new wireless extender;

determining, by the new wireless extender, a strongest received signal strength
indication from received signal strength indications associated with the network gateway
and the existing wireless extenders; and

initiating, by the new wireless extender, a Wi-Fi Protected Setup (WPS) pairing
session with one of the network gateway and the existing wireless extenders associated

with the strongest received signal strength.
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21. A system for new wireless extender onboarding in a wireless network,
comprising:
a network gateway connected to the wireless network;
an end user device connected to the wireless network configured to:
scan a machine readable indicia on the new wireless extender; and
transmit an identifier represented by the machine readable indicia to the
network gateway; and
a plurality of existing wireless extenders currently connected to the wireless
network;
wherein the network gateway is configured to transmit the secure hash to
existing wireless extenders in the wireless network;
wherein the existing wireless extenders are configured to compute a secure hash
of the identifier provided into a proprietary information element;
wherein the network gateway and the existing wireless extenders are further
configured to communicate beacons comprising the secure hash to the new wireless
extender; and
wherein the new wireless extender is configured to:
determine a strongest received signal strength indication from received
signal strength indications associated with the network gateway
and the existing wireless extenders; and
initiate a Wi-Fi Protected Setup (WPS) pairing session with one of the
network gateway and the existing wireless extenders associated

with the strongest received signal strength.

32



WO 2020/132448 PCT/US2019/067860

1/5

100

NEW EXTENDER
104 USER DEVICE

EXTENDER NETWORK
GATEWAY

%

08B
EXTENDER

FIG. 1

SUBSTITUTE SHEET (RULE 26)



PCT/US2019/067860

WO 2020/132448

2/5

IDIAEG
ONILLIASNY ML
$02
IINaown
ERipiaie AHOWIN
SNLLALNOD NOLLYOINMAINGD
207
IOIAZC
ONIAIZORY
202 vOZ

201

SUBSTITUTE SHEET (RULE 26)



PCT/US2019/067860

WO 2020/132448

35

¢ Oid

| _.( ANOD-OLNY ANH | |
NOOVIE GN3 -
- uze S NOILVIoOSSY i SIS ~aie
OLdogvy >
T ST
QuvOaNO | noovaa anag | NOOVIE ONI |~—gyg W SSHIONSIHVORNG
- = >
mfwm {8S3INS. (FASVHHASSY
ANOO GHVOENO HSS HG) SdM >
— -
bie (NS) Sdid
Sam LN |
-
(@0}
IGOHd 3103 mai_.czm _/mrm
IS
1ISHONOHLS |
HLIA NODwag | UiE GRLMYLS
INIAYELIC advodne [Tsoe
o (1HVLIS)ONYOSND >
’
>
{®ovin+Ns]
NOOYIE LN | 908~ noowas LN | 5] noowas U ZYHS)
NODYES
- — —
P e [ oo T
LMYISTOUYOSND @ = —
LMY LS T ONYOGNG ({@ov NSIGNYOEND
dNOD HISN  ~_yge
BOVYIN ‘NS V_
AAOD HO NVOS [~ zge
_
Z WIONILXS L MIONILXS dY LOOM/ONH mmm,_mm%xw dd¥ INGON ~— 0L
8801 veot zol vOL AVIASQ {380 *_

00¢

SUBSTITUTE SHEET (RULE 26)



WO 2020/132448 PCT/US2019/067860

4/5

400

402~ CAN, BY AN END USER DEVICE, A MACHINE READABLE INDICIA ON
THE WIRELESS EXTENDER

;

TRANSMIT, BY THE END USER DEVICE, AN IDENTIFIER
404 - REPRESENTED BY THE MACHINE READABLE INDICIATO A
NETWORK GATEWAY OF THE WIRELESS NETWORK

;

COMPUTE, BY THE NETWORK GATEWAY, A SECURE HAGH OF THE
408~ IDENTIFIER PROVIDED INTO A PROPRIETARY INFORMATION
ELEMENT

l

408 ~ TRANSMIT, BY THE NETWORK GATEWAY, THE SECURE HASH TO QTHER
WIRELESS EXTENDERS IN THE WIRELESS NETWORK

l

COMMUNICATE, BY THE NETWORK GATEWAY AND THE OTHER
410~J  WIRELESS EXTENDERS, BEACONS COMPRISING THE SECURE HASH
TO THE WIRELESS EXTENDER

l

DETERMINE, BY THE WIRELESS EXTENDER, A STRONGEST RECEIVED

412~ SIGNAL STRENGTH INDICATION FROM RECEIVED SIGNAL STRENGTH

INDICATIONG ASSOCIATED WITH THE NETWORK GATEWAY AND THE
OTHER WIRELESS EXTENDERS

l

INITIATE, BY THE WIRELESS EXTENDER, A WIFI PROTECTED SETUPRP (WPS)

414~ PAIRING SESSION WITH ONE OF THE NETWORK GATEWAY AND THE

OTHER WIRELESS EXTENDERS ASSOCIATED WITH THE STRONGEST
RECEIVED SIGNAL STRENGTH

FIG. 4

SUBSTITUTE SHEET (RULE 26)



PCT/US2019/067860

WO 2020/132448

228

\

LINA
FDVHOLS
AGYACINDGY

jol- -

LINA
AOVHOLS
AGVAONDY

jatll- -

5/5

gLe

“ gzs

—

HLYd

SNOLLYOINNNNGD

AMONEN
........ P [ SOVHHELNI NIV
czs—{_|
IAIHA mwm
........ » | 3ovuoLS
vie— _||znavaonax
2is—| FARA
~ | vis1a axvH JUNLONHLSYHANI FovAuIING g | o
SNOLLYOINIIAAOD AVIdSIa v
AHOWIN
AHVANODIS \ \
206 0gs
ol
L ~00%
...... IOVLMILN NN
...... SNOLLYDINMIAINGD HOSSIVCHd
vZs 006 ¥0g

SUBSTITUTE SHEET (RULE 26)



INTERNATIONAL SEARCH REPORT

International application No

PCT/US2019/067860

A. CLASSIFICATION OF SUBJECT MATTER

INV. HO4W12/00
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

HO4W GO6K

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

EPO-Internal, COMPENDEX, INSPEC, IBM-TDB, WPI Data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

abstract
paragraphs [0023] - [0025],
[0029] - [0031], [0035]

AL) 13 July 2017 (2017-07-13)
paragraphs [0099], [0116],

[0027],

[0117]

A US 2015/317467 Al (RATTNER ZACHARY DAVID 1-21
[US] ET AL) 5 November 2015 (2015-11-05)

A US 2017/202037 Al (HONG JINYOUNG [KR] ET 1-21

D Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

21 February 2020

Date of mailing of the international search report

13/03/2020

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Agudo Cortada, E

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2019/067860
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2015317467 Al 05-11-2015 BR 112016025270 A2 15-08-2017
CN 106465045 A 22-02-2017
EP 3138312 Al 08-03-2017
JP 6509911 B2 08-05-2019
JP 2017519399 A 13-07-2017
KR 20160146732 A 21-12-2016
US 2015317467 Al 05-11-2015
WO 2015167789 Al 05-11-2015
US 2017202037 Al 13-07-2017 CN 108464021 A 28-08-2018
EP 3381206 Al 03-10-2018
JP 2019507998 A 22-03-2019
KR 20170084563 A 20-07-2017
US 2017202037 Al 13-07-2017
WO 2017123019 Al 20-07-2017

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - claims
	Page 32 - claims
	Page 33 - claims
	Page 34 - claims
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - wo-search-report
	Page 41 - wo-search-report

