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interface between the terminals and the concentrator is provided through access points for each workstation. The system to analyze
the traffic is distributed into three components that perform, respectively, classification of the traffic flow, processing of the results
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DISTRIBUTED TRAFFIC ANALYSIS

~ TECHNICAL FIELD
The present invention relates to the analysis of data traffic over
various types of data networks, and in particular, those found on DSL,
cables, or FTTH (Fiber to the Home or Fiber to the Premises) communication
transmissions, mobile telephone networks (GSM, CDMA, UMTS, etc) and

WiFi1 or WiMax networks, among others.

BACKGROUND

In analyzing traffic flow over data networks, for various reasons,
such as billing, security, QoS (Quality of Service), usage data, and the like, it
iIs essential to have clear and precise information concerning the traffic
classification in a digital communication network (e.g., Internet) transmitted
between a source computer (servers, routers, personal computers, etc.) and
a destination computer (end user terminals, terminals, servers, routers, etc).

Investigating traffic flow can take a lot of processing time and
power to monitor and classify, and both the amount and speed of traffic data,
especially Internet traffic data, are ferociously increasing. Systems for traffic
flow analysis very often encounter several obstacles, which take place at the
level of the traffic flow passage due to various types of heavy processing
required in order to obtain a semantic, reliable, and useful classification and
processing of network traffic.

Classification of traffic travelling around a communications network
makes it possible to decide on behaviours to be adopted for each traffic flow
as a function of its classification. That is, before a data packet can be
adequately processed, classification of the traffic flow permits the network
components to classify the data packets according to the various
characteristics of the packets and information contained in the packet. Thus,
accurate and efficient data processing depends largely on reliable methods
of packet classification. After the packet is classified, the network

components can determine how to properly handle and process the packets.
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For example, in a firewall, a security system setup generally relies
on recognition of protocol properties to prevent certain transfers, and in
devices for managing quality of service, such devices allocate priorities to
data as a function of complex rules which describe various scenarios. A
correspondence between these scenarios and data packets conveyed within
connections uses techniques for classifying these connections.

Furthermore, analysis and classification of packets often involve
the complex task of constructing protocol attributes, i.e., determining the
ordered sequence of protocol names used in the semantic stream of data
and the parameter names carried by a protocol. Building such a graph or
knowledge base to recognize different protocols is a very heavy task
because of the increasing numbers of new protocols used in packet
communication networks, as well as the number of protocol modifications
and new dependency links.

Generally, the analysis of traffic flow on such networks is
supported by inserting traffic analyzers at specific locations of the
communication link. That is, a data packet observation task is assigned to a
node of the network such as, for example, a proxy server where connections
pass through, which generate these data packets. Thus, existing traffic flow
analyses can be performed in computer networked systems where generally,
a communication link connects (1) terminals running applications and
processing user requests; (2) access points interfacing the workstation and
the network, which are commonly modems associated to processing entities
of the type “set top box”; (3) a concentrator, which collects the access link of
a number of users; (4) a transmission network for providing the data transfer
service, and (5) a server providing the data to the users. An additional
problem is that if traffic is encrypted, packet inspection will be impossible
unless classification of the packets by the access points occur prior to any of
the encryption steps.

This type of architecture or framework is used in popular

transmission systems such as DSL, cable, or FTTH. Other existing
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transmission networks can include similar types of architectures such as
mobile network systems.

These locations can be chosen to be representative of the global
traffic in the network. However, in addition to posing accuracy and efficiency
issues, this approach requires a system with increasing processing power to
support the incessant increase of traffic. In other words, processing power
cannot be adjusted based on the requirements for a single user or
workstation because network configurations having analyzers require a large
and inefficient amount of processing power. Moreover, the treatment of
traffic encryption must be addressed.

Therefore, it would be desirable to implement a new method and
system to address the inaccuracy of measurements and efficiency problems
by distributing the function of the analyzer between several components
located In a distributed traffic analysis system. This would address the
processing power issues by distributing the analysis function over several
components, which would improve the quality of traffic analysis regardless of
the transmission speed, and provide a flexible and extensible system and

method to record accurate network performance and behaviour.

SUMMARY OF THE INVENTION

Accordingly, it is an object of the invention to provide an improved
distributed traffic analysis system and method for analyzing traffic in a
communication system having access points interfacing between terminals
and a concentrator for each of the terminals. The distributed traffic analysis
system Includes embedded classification components hosted in at least
some of the access points, performing classification and analysis of network
traffic, a management server configured to process results of the
classification sent by the embedded classification components, and at least
one network operating system adapted to use the classified information
pertaining to the classification of the traffic processed by the management
server to generate a comprehensive analysis of the traffic.

One or more of the following features may also be included.
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In one aspect of the invention, the system also includes a communication
protocel managed by the embedded classification components for providing a
communication means between the embedded classification components and
the management server.

Further, the communication protocol is configured to encapsulate the
information within the traffic fiow, by modifving the content of the packets
intended to carry optional information, as well as to use a proprietary and/or
standardized signalling between the embedded classification componenis and
the management server.

In yet another aspect, the management server is configured to process the
classified information pertaining to the classification of the ftraffic flow by
consolidating and stering the classified traffic, as well as by counting the
classified traffic, or by establishing statistical information.

Moreover, the system also includes a hierarchical analyzing system with
analyzers adapted for serially performing different levels of analysis at
successive different layers of analysis, where the packets analyzed at a given
level of analysis is forwarded to a next successive layer for additional analysis,
and the additional analysis performed at the next layer profits from the analysis
performed by the previous given level of analysis.

And the invention also provides a method for analyzing traffic flow on a
communication link where network information is provided over a data network
received by a concentrator, and access points interface between the terminals
and the concemtrator for each of the terminals, where the method includes
hosting embedded classification components in the access points to perform
classification and analysis of the fraffic flow, processing resulls of the
classification sent by the embedded Cclassification components using a
management server, using the classified information periaining to the
classification of the traffic processed by the management server using at least
ong network operation system, and generating a comprehensive analysis of the

iraffic flow,
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These and other aspects of the distributed traffic analysis system
and method will be apparent from the following description, drawings, and

from the claims.

BRIEF DESCRIPTION OF THE FIGURES

Figure 1 is a schematic diagram of a communication system and
its components;

Figure 2 is a schematic diagram of a distributed traffic analysis
system added onto the communication chain of Fig. 1; and

Figure 3 is a schematic diagram of a communication protocol used

In the system of Figure 2.

DETAILED DESCRIPTION
Referring to Figure 1, a communication system 5 includes a

network server 50, which provides information pertaining to the traffic flow
over a data network 40. Using a communication link 100, this information is
received by a concentrator 30, which provides a bridge between the server
50 and end user terminals 10a-10n. The interface between the terminals 10a-
10n and the concentrator 30 is provided‘ through a number of access points
20a-20n, each of which correspond to the terminals 10a-10n.
‘ For purposes of Figure 1, the communication system 5 may be
that of any network structure such as DSL, or any other type such as cable,
FTTH (Fiber to the Home or Fiber to the Premises) communication
transmissions, mobile telephone networks (GSM, CDMA, UMTS, etc) and
WiF1 or WiMax networks. Further, communication link 100 may be any type
of physical link as well as radio link.

Referring now to Figure 2, a distributed traffic analysis system 10
Is added to the communication system 5 to perform packet classification and
analysis. The distribution of the traffic analysis task is performed by
embedding the functions of analyzing and classifying the traffic flow to/from
the terminals 10a-10n in the access points 20a-20n, as well as sending the

results of the packet analysis and classification to a management server 300,
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which Is coupled to the concentrator 30 configured to processes the results
received from all the access points 20a-20b.

In other words, additional components or blocks of the distributed
traffic analysis system 10 are implemented in the communication system 5 of
Figure 1 to provide traffic analysis on the communication link 100. In
particular, the components of the of the distributed network system 10
include: ‘

- the management server 300, which processes classification
data, for example, filtering, accounting, or statistics data:

- embedded classification components 200a-200n added to
each of the access points 20a-20n; and

- one or several network operating systems 400a-400n, which
use the data processed by the management server 300.

The embedded classification components 200a-200n perform the
analysis of the packets and its classification to/from the terminals 10a-10n.
The embedded classification components also manage the means of
communication with the management server 300 using a specific
communication protocol 600.

The management server 300 receives the classified information
from all the embedded classification components 200a-200n, and goes on to
process them by applying a number of operations such as filtering, counting,
billing, or computing vital network statistics. The management server 300 can
also gather the data traffic classified by the type of traffic.

For example, as shown in Figure 2, the network operating systems
400a-400n can collect the log generated by the management server 300 to
perform billing of the traffic on a usage basis, and provide valuable
information about network users and applications, peak usage times, traffic
routing, and the like.

The distributed traffic analysis system 10 can include a single
network operating system 400a or a number of network operating systems
400a-400n, which will collect the information processed by the management

server 300 in order to computé the raw data into a comprehensive format. In
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particular, the network operating system 400a could be a billing system that
collects the volumetric information grouped by type of traffic on the
management server 300. As mentioned, one or a plurality of network
operating systems 400a-400n can be implemented. Thus, the results of the
information processed by the management server 300 can be handled by a
single system or distributed over several systems, with each system
performing a specific computation. This information can consist in vital
network traffic information pertaining to the network traffic accounting, usage-
based network billing, network planning, security, Denial of Service
monitoring capabilities, Quality of Service, network monitoring and
management, or statistical monitoring of the extensive data traffic carried
through the communication link 100.

In other words, in the distributed traffic analysis system 10, the
network operating systems 400a-400m use the information provided by the
management server 300 without changing the installed infrastructure.

Generally, when performing traffic analysis on the communication
link 100, the traffic between the access points 20a-20n and the concentrator
30 can be quite high (e.g., 10 Gbps) reaching as high as a couple dozen
Gpbs in the core of an operator's network. Therefore, in heavily trafficked
networks, the classification analysis of packets which can be performed at
this point at wire speeds can be equally strained by the complexity of the
packets to be analyzed, the increasing amount of new protocols used in
packet communication networks, the number of protocol modifications and
new dependency links, as well as packet encryption.

This problem can be alleviated by another level of analysis
provided by the management server 300. In addition to processing the
analyses performed by the embedded classification components 200a-200n,
the management server 300 can also perform a hierarchical level of analysis

which builds upon the initial analysis performed by the embedded

classification components 200a-200n.
For example, to accurately analyze packets communicated within

a data network, the packets of this network’s traffic flow must be properly
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analyzed and classified. To accomplish this, the communication system 5
implements the distributed traffic analysis system 10 to aid in this effort. Not
only should the embedded classification components 200a-200n be detected,
classified and analyzed, but for each of these packets, the network
components, namely, the components of the distributed traffic analysis
system 10 must determine the protocol (e.g., HTTP, FTP, H.323, VPN. 1Pv4,
IPv6), the application/use within the protocol (e.g., voice, video, data, real-
time data, etc.) and an end user’s patter of use within each application or the
application context (e.g., options selected, services requested, services
delivered, duration, time of day, data requested, etc.). This should globally
ensure the means to measure and analyze the network activity objectively, to
undertake real time analysis and to be notified of any network problems.

Because the analysis and classification of packets often involve
the complex task of constructing protocol attributes, i.e.. determining the
ordered sequence of protocol names used in the semantic stream of data
and the parameter names carried by a protocol, a first level of analysis can
take place at the level of the embedded classification components of the
access points 20a-20n with subsequent more detailed and complex levels of
analysis at the management server 300.

Further, the communication mechanism between the embedded
classification components 200a-200n and the management server 300 is
managed by the embedded classification components 200a-200n
themselves. For example, there can be several implementations for the

communication mechanisms.

Referring to Figures 2 and 3, the communication mechanism
between the management server 300 and the embedded classification
component 200a is performed using the communication protocol 600, which
Is based on a modification of data packets 500 of the communication link
100.

For example, in an IPv6 environment, an IP packet contains a
block 520 flanked by blocks 510 and 530, which is dedicated for this purpose.

When the traffic flow between the management server 300 and the access
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points 20a-20n is of the IP type, communication between the embedded
classification components 200a-200n and the management server 300 can
be done by including the communication information in the data block 520
As a result, the communication system 5 modifies the packets by using a
tagging field available for this purpose. This approach can be directly

implemented in an IPv6 environment, where a field of this type has been

provisioned for this purpose and with sufficient size.

Other implementations can include communications using a
proprietary signalling between the access points 20a-20n and the
management server 300. A protocol can route the classification information
associated with a method of traffic recognition, for example, using hash keys,
from the access points 20a-20n toward the management server 300. The
same protocol is capable to route commands, management information, and
policy information from the management server 300 to the access points 20a-
20n. Additionally, another implementation can use a standardized
communication mechanism base on an existing standardized protocol like
NetFlow, i.e., which provides a key set of services for IP applications.
Including network traffic accounting and various other types of data
collection.

Moreover, another implementation can use a tunnel between the
access points 20a-20n and the management server 300. This implementation
has the advantage of certifying the validity of the processing performed on
the access points 20a-20n. All data traffic not included in this tunnel is
rejected by the management server 300. Oftentimes, when the tunnel is
already present in the access points 20a-20n for other uses, complementary
signalling to the existing tunnel is provided. In this case, the additional
functions required on the access points 20a-20n are limited.

Finally, the distributed traffic analysis system 10 described above
In FIG. 2 has been described using a particular network configuration, but it
can be implemented on any type of architecture or network configuration. In
other words, although the most common or popular transmission systems

have been mentioned such as those found in DSL, cable, or FTTH
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transmission networks, the present system and method can also be easily
adapted to support analysis of data transmission in telephony networks (2G,
2.5G, 3G) or wireless communication networks (WiFi, WiMax). Consequently,
implementations on other types of networks are possible to provide a

comprehensive solution for network planning, monitoring, billing, etc.
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CLAIMS

1. A distributed traffic analysis system for analyzing trafiic flow on a
data packet network communication link comprising terminals, access points, a
concentrator, and a data network, wherein the access points are provided &s
interface between the terminals and the concentrator for each of the {erminals,
wherein the distributed traffic analysis system comprising:

a. embedded class#ication components hosted in af least some
of the acress points, performing classification and analysis of network
traffic;

D, a management server configured to process results of the
classification sent by the embedded classification components; and

c. at least one network operating system adapted (o use the

classified information pertaining to the classification of the traffic
processed by the management server 10 generate a comprenensive

analysis of the traffic,

wherein the system further comprises a communication pretocol managed
by the embedded classification components for providing a communication
means beiween the embedded ciassification components and the management

SOIvVer,

said communication protocol being configured o encapsulaie the
information within the fraffic flow, by modifying the content of the packets

intended to carry optional intormation.

2. The system according to claim 1, wherein the communication
protocol 18 contigured o use a proprietary signalling between the embedded
classification components and the management server.
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3. The system according to claim 1, wherein the communication
protocel is configured 10 use a standardized signalling between the embedded

classification components and the management server.

4. The system according to claim 1, wherein the communication
protocol is configured to generate a tunnel between the embedded classification

componenis and the management server.

5. The systemn of any one of claims 1 to 4, wherein the management
server is configured fo process the classified information pertaining to the
classification of the traffic flow by conselidating and storing the classified traffic.

6. The system of any one of ¢claims 1 to 5, wherein the management
server is configured to process the classified information pertaining to the

classification of the traffic flow by counting the classified traffic.

7. The system of any one of claims 1 to 6, wherein the management
server is configured to process the classified information pertaining to the

classification of the traffic flow by establishing statistical information.

g. ine system of any one of claims 1 to 7, wherein the comprehensive

analysis of the traffic flow is g billing service.

9. The system of any one of claims 1 to 8, wherein the system further
comprises a hierarchical analyzing system comprising analyzers adapted for
serially performing different levels of analysis at successive different layers of
analysis, wherein the packets analyzed at a given level of analysis are forwarded
o a next successive layer for additional analysis, and the additional analysis
performed at the next layer profits from the analysis performed by the previous

given level of analysis.
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10. A method for analyzing traffic flow on a data packet network
communication link comprising terminals, wherein network information is
provided over a data network recetved by a concentrator, and wherein access
points are provided as interface between the terminals and the concentrator for
each of the terminals, wherein the method comprises:

- hosting embedded clasgsification components In the access
ooints to perform classification and analysis of the {raffic flow;

- processing results of the classification sent by the embedded
ciassification components using a management server;

- using the classified information pertaining to the
classification of the traffic processed by the management server using at
least one network operation system,; and

- generating a comprehensive analysis of the traffic flow,

wherein the method further comprises providing a communication means
between the embedded classification components and the management server
via a communication protocol managed by the embedded classification

components,

and said communication protocol encapsulates the information within the
traffic flow comprised of packets, and modifies the content of the packets

intended to carry optional infarmation.

11. The method according to claim 10, wherein the communication
protocol uses a propriefary signalling between the embedded classification

components and {the management server.
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12. The method according to claim 10, wherein the communication
protocol uses a standardized sighalling between the embedded classification

coimiponents and the management server.

13. The method according to claim 10, wherein the communication
protocol generates a tunnel between the embedded c¢lassification componenis

and the management server.

14. The method of claim 10, wherein the management server
processes the classified information pertaining to the classification of the traffic

flow by filtering the classified fraffic.

15.  The method of claim 10, wherein the management server
procaesses the classified information pertaining to the classification of the {raffic

flow by counting the classified traffic.

16.  The method of claim 10, wherein the management server
processes the classified information pertaining to the classification of the traffic

flow by establishing statistical information.

17. The method of claim 10, wherein generating the comprehensive

analysis of the traffic flow comprises a billing service.
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