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(57) ABSTRACT

A digital signature scheme for a “smart” card utilizes a set
of prestored signing elements and combines pairs of the
elements to produce a new session pair. The combination of
the elements is performed partly on the card and partly on
the associated transaction device so that the exchange of
information between card and device does not disclose the
identity of the signing elements. The signing elements are
selected in a deterministic but unpredictable manner so that
each pair of elements is used once. Further signing pairs are
generated by implementing the signing over an anomalous
elliptic curve encryption scheme and applying a Frobenius
Operator to the normal basis representation of one of the
elements.

- 1 -
RN EFTE LT L1
{ J %P [koqP k3o Plka P
LI Y
*2 | ¥2 _!
~ /N —t—
M BITS M BITS sCL+OCK
- v
i CLOC
;\,ér K ;i;; i Mjl—j]
22
R
| S — —t
“ Bity;)
< v ¥
8l (kP)




Patent Application Publication Aug. 2,2007 Sheet 1 of 7 US 2007/0177726 Al

16
/lf- \&
LOGH: - RAM __..____._....20
;;?T-H h CODE REE 1T
- N REG 22
ARRAY 28~ SEL. ]
I'4
24
L
t?.a
N0
FiG. 1

FIG. 2



Patent Application Publication Aug. 2,2007 Sheet 2 of 7 US 2007/0177726 Al
s |
[ -apP- ]
- 1 .
ko | & Lk F k3 |1 Y %m (Ko | k30 [ %31 | o
kP [KiP | kP [ k3P | () kP lkpeP ks Pk P
X l *2 I Y2 —!
Iy v Jd v .
» M BITS M BITS :CL%OCK
/ e 4
N ;u;ocx > T iy
22'\&} , . é e 22
YN : —!
¥ 3 BE(XZ) Bi[YE)
MATH v v
UNIT T™~26 . - v
a'(kP)
v
ki=Xk,
kiB! kP)

FIG.




Patent Application Publication Aug. 2,2007 Sheet 3 of 7

US 2007/0177726 Al

ko | kil (| %a7 | ko8 | k29 | K30 | K3
koP k;Fj k7P | KpgP RZSP k3gP | k31 P
X 29, X32
Y0 —® Y32
v v
TO ATM 30
COMPUTE x5
AT ATM 30

FIG. &4




Patent Application Publication Aug. 2,2007 Sheet 4 of 7 US 2007/0177726 Al

26-\

STEP ¥IL MATH

>\ik!’___

| '}‘xikok k
|——» 1* K3p-K3

- 1

kg 1 Ky k, ky 1) Vlkag | ks

koP | kqP [kpP | k3P | ] ) |kag Plk3; PN—jp

STEP L

SIEP I - ]

i CLOCKS 7 l

22

Py kP

{ A

.&x'i

)
& T

{ﬁ!a@‘i_:,{);l/ l GOSN

T0 ATM 30

STEP I¥ \D/

2
(Y)@Y30) V‘®Y3G

STEP T

STEP X O ——1@®x, ®x
- NORTT 4@x3q 0
Xy
STEP YT T0 CARD 10
COMPUTE SIGNATURE COMPONENTS
STEP YIIT gl

FIG. 5




Patent Application Publication Aug. 2,2007 Sheet S of 7 US 2007/0177726 Al

L2 44
o e

40~ CTR | CTR | CTR

RN

45~ ROW | cOL F%UB--_—so
I COUNT =3 E
I o ¥
COUNT =3 oo | 1,- z,—z{ \13.-13 14,-14]15,-15 | COUNT =5
ooy 2,01 |31 1, -12 1 15,-13 | 15 -1 |54
A R A S R el
LR S O 15 ~HTIS-!2| TR
[ RN F R St il R
=
7
DESIGNATION | 1 2 3 L 5 0 | o
STEP IT K kg | I kp 1 ky |k, \ k3p | ky |52
kP | kgP 1 InP | k)P | k3P kg,P_”ka kg P
k3 FROM 50
k3P . i
X y
ROM 50
FROM 20 ) REGISTER 4A—22 k3o P MATH 216
CLOCK =5
__/ , K3p '}§k3
STEP IO B5ky P vy vy
STEP 1Y COMBINE MATH 126
K P K

FIG. b



Patent Application Publication Aug. 2,2007 Sheet 6 of 7 US 2007/0177726 Al

e s Selects,d [——~~~77

kO ki kZ kB ? g kn—-2 kn—l kn
ngP P | kP | kP j { kyooP VkniP | kP

52

L= Apply Function

Read Accumulate

Fig. 7

jm o= Selects1,...,8,,d [~ 77" 7 77

T

|

1
A
52 kﬁ k 1 kz ch3

kP | hP | k2P | k3P j

fnaP |kn1P | knP

{ kn—?. kn -1 kn

I
Read : J
| Accumulate
|- —— ; j— -
] i | i
: Apply l ; Apply 11
| i
' Function! ! ' Function |
I

*

AR

Combine




Patent Application Publication Aug. 2,2007 Sheet 7 of 7 US 2007/0177726 Al

Random Number- -
Generator uner

]
!
|
1
S5
I
|
I ¥

kg ky ky k3 > g kna 1 kuo1 | ks
ngP P | bP | 5P 5 < kyoP \ka 1P| kP

52

|

B . Apply Function |
|

__________ i

Fig. 9



US 2007/0177726 Al

DIGITAL SIGNATURES ON A SMARTCARD

BACKGROUND OF THE INVENTION

[0001] This application is a continuation of U.S. patent
application Ser. No. 10/765,976 filed on Jan. 29, 2004 which
is division of U.S. patent application Ser. No. 09/942,492
filed on Aug. 29, 2001, now U.S. Pat. No. 6,704,870 which
is a continuation of U.S. patent application Ser. No. 09/434,
247 filed on Nov. 5, 1999, now U.S. Pat. No. 6,925,564
which is a continuation in part of U.S. patent application Ser.
No. 08/632,845 filed on Apr. 16, 1996, now U.S. Pat. No.
5,999,625.

[0002] 1. Field of the Invention

[0003] The present invention relates to methods and appa-
ratus for generating digital signatures.

[0004] 2. Discussion of Related Art

[0005] 1t has become widely accepted to conduct transac-
tions, such as financial transactions or exchange of docu-
ments, electronically. In order to verify the transaction, it is
also well known to “sign” the transaction digitally so that the
authenticity of the transaction can be verified. The signature
is performed according to a protocol that utilizes the mes-
sage, i.e. the transaction, and a secret key associated with the
part. The recipient can verify the signature using a public
key of the signing party to recover the message and compare
it with the transmitted message. Any attempt to tamper with
the message or to use a key other than that of the signing
party will result in an incompatibility between the sent
message and that recovered from the signature or will fail to
identify the party correctly and thereby lead to rejection of
the transaction.

[0006] The signature must be performed such that the
signing party’s secret key cannot be determined. To avoid
the complexity of distributing secret keys, it is convenient to
utilize a public key encryption scheme in the generation of
the signature. Such capabilities are available where the
transaction is conducted between parties having access to
relatively large computing resources but it is equally impor-
tant to facilitate such transactions at an individual level
where more limited computing resources are available.

[0007] Automated teller machines (ATMs) and credit
cards are widely used for personal transactions and as their
use expands, so the need to verify such transactions
increases. Transaction cards, i.e. credit/debit cards or pass
cards are now available with limited computing capacity
(so-called “Smart Cards”) but these do not have sufficient
computing capacity to implement existing digital signature
protocols in a commercially viable manner.

[0008] As noted above, in order to generate a digital
signature, it is necessary to utilize a public key encryption
scheme. Most public key schemes are based on the Diffie
Helman Public key protocol and a particularly popular
implementation is that known as DSS. The DSS scheme
utilizes the set of integers Zp where p is a large prime. For
adequate security, p must be in the order of 512 bits although
the resultant signature may be reduced mod q, where q
divides p-1, and may be in the order of 160 bits.

[0009] The DSS protocol provides a signature composed
of two components r, s. The protocol requires the selection
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of a secret random integer k referred to as the session key
from the set of integers (0, 1, 2, . . . gq-1), i.e.

k€{0,1,2,...q-1}

The component r is then computed such that
t={p* mod p} mod g

[0010] where B is a generator of q.

The component s is computed as
s=[&~1((m))+ar] mod ¢

[0011] where m is the message to be transmitted,
[0012] h(m) is a hash of that message, and

[0013] a is the private key of the user.

[0014] The signature associated with the message is then
s, r which may be used to verify the origin of the message
from the public key of the user.

[0015] The value f* is computationally difficult for the
DSS implementation as the exponentiation requires multiple
multiplications mod p. This is beyond the capabilities of a
“Smart Card” in a commercially acceptable time. Although
the computation could be completed on the associated ATM,
this would require the disclosure of the session key k to the
ATM and therefore render the private key, a, vulnerable.

[0016] It has been proposed to precompute B* and store
sets of values of r and k on the card. The generation of the
signature then only requires two 160 bit multiplications and
signing can be completed within Y2 second for typical
applications. However, the number of sets of values stored
limits the number of uses of the card before either reloading
or replacement is required. A problem that exists therefore is
how to generate sufficient sets of values within the storage
and/or computing capacity of the card.

[0017] One possibility is to use a smaller value of p but
with the DSS scheme this will jeopardize the security of the
transaction.

[0018] An alternative encryption scheme that provides
enhanced security at relatively small modulus is that utiliz-
ing elliptic curves in the finite field 2. A value of m in the
order of 155 provides security comparable to a 512 bit
modulus for DSS and therefore offers significant benefits in
implementation.

[0019] Diffie Helman Public Key encryption utilizes the
properties of discrete logs so that even if a generator [ and
the exponentiation f* is known, the value of k cannot be
determined. A similar property exists with elliptic curves
where the addition of two points on a curve produces a third
point on the curve. Similarly, multiplying any point on the
curve by an integer k produces a further point on the curve.
However, knowing the starting point and the end point does
not reveal the value of the integer ‘k> which may then be
used as a session key for encryption. The value kP, where P
is an initial known point. is therefore equivalent to the
exponentiation (.

[0020] In order to perform a digital signature on an elliptic
curve, it is necessary to have available the session key k and
a value of kP referred to as a “session pair”. Each signature
utilizes a different session pair k and kP and although the
representation of k and kP is relatively small compared with
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DSS implementations, the practical limits for “Smart Cards”
are in the order of 32 signatures. This is not sufficient for
commercial purposes.

[0021] One solution for both DSS and elliptic curve imple-
mentations is to store pairs of signing elements k, kP and
combine stored pairs to produce a new session pair. For an
elliptic curve application, this would yield a possible 500
session pairs from an initmi group of 32 stored signing
elements. The possibilities would be more limited when
using DSS because of the smaller group of signing elements
that could be stored.

[0022] In order to compute a new session pair, k and kP,
from a pair of stored signing elements, it is necessary to add
the values of k, e.g. k, +k,—k and the values of k; P and k,P
to give a new value kP. In an elliptic curve, the addition of
two points to provide a third point is performed according to
set formula such that the addition of a point k,P having
coordinates (X, y) and a point k, P having coordinates (x,y,)
provides a point k;P whose x coordinate X is given by:

2
N®y;  y1d»n

X3=—"—P—Px Px

’ X1 @x X1 Gx L

[0023] This computation may be significantly simplified
using the normal basis representation in a field F2™, as set
out more fully in our PCT Application Ser. No. PCT/CA/
9500452, the contents of which are incorporated herein by
reference. However, even using such advantageous tech-
niques, it is still necessary to utilize a finite field multiplier
and provide sufficient space for code to perform the com-
putation. This is not feasible within the practical limits of
available “Smart” cards.

[0024] As noted above, the ATM used in association with
the card has sufficient computing power to perform the
computation but the transfer of the coordinates of k,P and
k,P from the card to the terminal would jeopardize the
integrity of subsequent digital signatures as two of the stored
signing elements would be known.

SUMMARY OF THE INVENTION

[0025] Tt is therefore an object of the present invention to
obviate or mitigate the above disadvantages and facilitate
the preparation of additional pairs of values from a previ-
ously stored set.

[0026] In general terms, one aspect of the present inven-
tion proposes to compute on one computing device an initial
step in the computation of a coordinate of a point derived
from a pair of points to ihibit recognition of the individual
components, transter such information to another computing
device remote from said one device, perform at least such
additional steps in said derivation at such other device to
permit the completion of the derivation at said one device
and transfer the result thereof to said one computing device.

[0027] Preferably, the initial step involves a simple field
operation on the two sets of coordinates which provides
information required in the subsequent steps of the deriva-
tion.

[0028] Preferably also the additional steps performed at
the other device complete the derivation.
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[0029] 1In a preferred embodiment, the initial step involves
the addition of the x coordinates and the addition y coordi-
nates to provide the terms (X,Px,) and (y,P,).

[0030] The addition of the coordinates is an XOR opera-
tion that can readily be performed on the card and the results
provided to the terminal.

[0031] In this manner, the coordinates (x, y) representing
kP in a stored signing element are not disclosed as insuffi-
cient information is provided even with subsequent uses of
the card. Accordingly, the x coordinate of up to 500 signa-
tures can be generated from an initial set of 32 stored signing
elements.

[0032] The new value of k can be computed on the card
and to avoid computing the inverse k™', alternative known
masking techniques can be utilized.

[0033] A further aspect of the present invention provides
a method of generating additional sets of points from the
initial set that may be used individually as a new value of kP
or in combination to generate still further values of kP.

[0034] According to this aspect of the invention, the curve
is an anomalous curve and the Frobenius Operator is applied
to at least one of the coordinates representing a point in the
initial set to provide a coordinate of a further point on the
elliptic curve. The Frobenius Operator © provides that for a
point (xl, yl) on an anomalous curve, then @ (x,, y,) is a
pomt %y, ) that also lies on the curve. In general, ai(x,,
y,) is a point x*, y* "that also lies on the curve. For a curve
over the field 2’“ there are m Frobenius Operators so for
each value of kP stored in the initial set, m values of kP may
be generated, referred to as “derived” values. The new value
of k associated with each point can be derived from the
initial relationship between P and P and the initial value of
k.

[0035] For a practical implementation where 32 pairs of
signing elements are initially retained on the card and the
curve is over the field 2'°, utilizing the Frobenius Operator
provides in the order of 4960 possible derived values and by
combining pairs of such derived values as above in the order
of 107 values of kP can be obtained from the initial 32 stored
signing elements and the corresponding values of k obtained
to provide 107 session pairs.

[0036] Preferably, the stored values of kP are in a normal
basis representation. The application Frobenius Operator
then simply requires an “i” fold cyclic shift to obtain the
value for an &' operation.

[0037] According to a further aspect of the invention,
there is provided a method of generating signature compo-
nents for use in a digital signature scheme, said signature
components including private information and a public key
derived from said private information, said method com-
prising the steps of storing private information and related
public key as an element in a set of such information, cycling
in a deterministic but unpredictable fashion through said set
to select at least one element of said set without repetition
and utilizing said one element to derive a signature compo-
nent in said digital signature scheme.

BRIEF DESCRIPTION OF THE DRAWINGS

[0038] The above and other object and advantages of the
present invention will become apparent from the following
description when read in conjunction with the accompany-
ing drawings wherein:
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[0039] FIG. 1 is a schematic representation of a program-
mable credit card;

[0040] FIG. 2 is a schematic representation of a transac-
tion performed between the card and network;

[0041] FIG. 3 is a schematic representation of the deriva-
tion of a session pair from a pair of stored signing elements;

[0042] FIG. 4 is a schematic representation of one step in
the transmission of information shown in FIG. 2;

[0043] FIG. 5 is a schematic representation of a preferred
implementation of the derivation of a session pair from two
pairs of stored values; and

[0044] FIG. 6 is a schematic representation of a selection
unit shown in FIG. 1;

[0045] FIG. 7 is a schematic representation of a further
embodiment of the derivation of session pairs from stored
values.

[0046] FIG. 8 is an alternative schematic to the embodi-
ment of FIG. 7; and

[0047] FIG. 9 is yet another alternative schematic to the
embodiment of FIG. 7.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

The System

[0048] Referring therefore to FIG. 1, a programmable
credit card 10 (referred to as a ‘SMART’ card) has an
integrated circuit 12 embedded within the body of card 10.

[0049] The integrated circuit includes a logic array 14, an
addressable memory 16 and a communication bus 18. The
memory 16 includes a RAM section 20 to store information,
a pair of cyclic shift registers 22 for temporary storage of
information and programming code 24 for control of the
logic array 14 and communication bus 18. The array 14
includes an arithmetic unit 26 to provide modular arithmetic
operation, e.g. additional and multiplication, and a selection
unit 28 controlled by the programming code 24. It will be
appreciated that the description of the card 10 is a schematic
and restricted to that necessary for explanation of the
preferred embodiment of the invention.

[0050] The card 10 is used in conjunction with a terminal
30, for example an automated teller machine (ATM), that is
connected to a network to allow financial transactions to be
conducted. The terminal 30 includes a keypad 32 to select
options and tasks and has computing capabilities to perform
the necessary functions in conjunction with the card 10.

[0051] Access to the terminal 30 is obtained by inserting
card 10 into a reader 34 and entering a pass code in a
conventional manner. The pass code is verified with the card
10 through communication bus 18 and the terminal 30
activated. The keypad 32 is used to select a transaction, for
example a transfer of funds, between accounts and generate
a message through the network to give effect to the trans-
actions, and card 10 is used to sign that transaction to
indicate its authenticity. The signature and message are
transmitted over the network to the intended recipient and
upon receipt and verification, the transaction is completed.
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The Card

[0052] The RAM section 20 of memory 16 includes digital
data string representing a private key, a, which remains
secret with the owner of the card and a corresponding public
key Q=aP where P is the publicly known initial point on the
selected curve. The RAM section 20 also includes a prede-
termined set of coordinates of points, kP, on an elliptic curve
that has been preselected for use in a public key encryption
scheme. It is preferred that the curve is over a finite field 2™,
conveniently, and by way of example only, 2'°%, and that the
points kP are represented in normal basis representation. The
selected curve should be an anomalous curve, e.g. a curve
that satisfies y>+xy=x>+1, and has an order, e. Each point kP
has an x coordinate and a y coordinate and is thus repre-
sented as two 155 digital data strings that are stored in the
RAM 20. By way of example, it will be assumed that the
RAM 20 contains 32 such points identified generically as kP
and individually as k,P, k,P . . . k;,P. Similarly, their
coordinates (X, y) will be individually designated Xy, - . -

X31Y51-

[0053] The points kP are precomputed from the chosen
parameters of the curve and the coordinates of an originating
point P. The k-fold addition of point P will provide a fitter
point kP on the curve, represented by its coordinates (X, y)
and the value of k cannot be determined even if the coor-
dinates of points P and kP are known.

[0054] RAM 20 therefore contains the values of k asso-
ciated with the respective points kP so that a set of stored
signing elements k,kP is available for use in the signing of
the transaction.

Signing

[0055] To sign a message m generated by the transaction,
one session pair k;; k;P is required and may be obtained from
RAM 20 as set out more filly below. Assuming that values

k;, k;P have been obtained, the signing protocol requires a
signature r,s) where

[0056] ris the data string representing the x-coordinate,
x; reduced mod q (q is a preselected publicly known
divisor of e, the order of the curve, i.e. g/e,); and
[0057] s=[k (h(m))+ar] mod q where h(m) is a g-bit
hash of the message m generated by the transaction.
[0058] In this signature, even though r is known, s con-
tains the secret k and the private key, a, and so inhibits the
extraction of either.

[0059] The generation of s requires the inversion of the
value k and since k is itself to be derived from the stored set
of values of k, it is impractical to store corresponding
inverted values of possible k’s. Accordingly, a known mask-
ing technique is used to generate components r, s and u of
a signature. This is done by selecting an integer, ¢, and
computing a value u=ck. The value s~'=c(h(m)+ar) mod q.

[0060] The signature value s can then be obtained by the
recipient computing s'u~'=k~![h(m)+ar].

[0061] The signature (r, s', u) can be computed on the card
10 and forwarded by bus 18 to the terminal 30 for attach-
ment to the message m.

Generation of Session Pair

[0062] As noted above, in order to generate the signature
(t,8), it is necessary to have for session pair k and kP.
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Security dictates that each session pair is only used once and
it is assumed that the number of signing elements stored in
RAM 20 is insufficient for commercial application.

[0063] In the preferred embodiment, two techniques are
used to generate additional-session pairs to the stored sign-
ing elements. It will be appreciated that each technique may
be used individually although the combination of the two is
preferred.

(1) Frobenius Operator

[0064] The first technique involves the use of the Frobe-
nius Operator to derive additional session pairs from the
stored signing elements and is shown in FIG. 3. The Frobe-
nius Operator denoted & operates on a point P having
coordinates (X, y) on an anomalous elliptic curve in the finite
field 2™ such that @'P=(x>,y*). Moreover, the point @'P is
also on the curve. In the field 2'°°, there are 155 Frobenius
Operators so each point kP stored in memory 20 may
generate 155 points on the curve by application of the
Frobenius Operators. Thus, for the 32 values of kP stored,
there are 4960 possible values of kP available by application
of the Frobenius Operator.

[0065] To derive the value of &F'P, it is simply necessary to
load the x and y coordinates of a point kP into respective
shift registers 22 and perform an i-fold cyclic shift. Because
the coordinates (%, y) have a normal basis representation, a
cyclic shift in the register 22 will perform a squaring
operation, and an i-fold cyclic shift will raise the value to the
power 2\, Therefore, after the application of i clock cycles,
the registers 22 contain the coordinates of @'(kP) which is a
point on the curve and may be used in the signing protocol.
The 155 possible values of the coordinates (x, y) of &'(kP)
may be obtained by simple cyclic shifting. The representa-
tions in the registers 22 may then be used to obtain r.

[0066] Where the use of Frobenius Operator provides
sufficient values for commercial use, only one coordinate is
needed to compute the value of r and so only a single shift
register is needed. However, as will be described below,
further session pairs can be derived if both the coordinates
are known and so a pair of registers is provided.

[0067] For each value of @'(kP), it is necessary to obtain
the corresponding value of k J(P)=AP. A is a constant that
may be evaluated ahead of time and the values of its first m
powers, A computed. The m values are stored in RAM 20.

[0068] In general, & '(kP)—NkP so the value of k associ-
ated with @'(kP) is Alk. Since k is stored for each value of
kP in RAM 20 and A! is also stored, the new value of k, i.e.
Ak, can be computed using the arithmetic unit 26.

[0069] As an alternative, to facilitate efficient computation
of A and avoid excessive storage, it is possible to precom-
pute specific powers of A and store them in RAM 20.
Because m is 155 in the specific example, the possible
values of i can be represented as an 8-bit binary word. The
values of A>—A2 are thus stored in RAM 20 and the value
of A represented in binary. The prestored values of A% are
then retrieved as necessary and multiplied mod e by arith-
metic unit 26 to provide the value of Al This is then
multiplied by k to obtain the new value associated with
O'(kP).

[0070] It will be seen therefore that new session pairs k, kP
may be derived simply and efficiently from the stored
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signing elements of the initial set. These session pairs may
be computed in real time, thereby obviating the need to
increase storage capacity and their computation utilizes
simple arithmetic operations that may be implemented in
arithmetic unit 26.

(i1) Combining Pairs

[0071] A further technique, illustrated schematically in
FIG. 4, to increase the number of session pairs of k and kP
available, and thereby increase the number of signatures
available from a card, is to combine pairs of stored signing
elements to produce a new derived value. The addition of
two points k,P and k,P will produce a third point k,P that
also lies on the curve and may therefore be used for
signatures.

[0072] The addition of two points having coordinates (x;,
v,)(X,y,) respectively on a curve produces a new point
having an x coordinate x; where

5]
o122 gx o,
X1 Dx2

19y
X3 = ——=
X1 Dx2

[0073] Inthe finite field 2m, y1&y2 and x1Px2 is an XOR
field operation that may be performed simply in logic array
16. Thus the respective values of x|, X, and y,, y, are placed
in respective ones of registers 22 and XOR’d. The resultant
data string is then passed over communication bus 16 to the
terminal 30. The terminal 30 has sufficient computing capac-
ity to perform the inversion, multiplication and summation
to produce the value of x;. This is then returned to register
22 for signature. The potential disclosure of x; does not
jeopardize the security of the signature as the relevant
portion is disclosed in the transmission of r.

[0074] The value of k, +k, is obtained from the arithmetic
unit 26 within logic array 16 to provide a value of k,; and
hence a new session pair k;k;P is available for signature

[0075] It will be appreciated that the value for y, has not
been computed as the signing value r is derived from x,
rather than both coordinates.

[0076] It will be noted that the values of x, and x, ory, and
y, are not transmitted to terminal 30 and provided a different
pair of points is used for each signature, then the values of
the coordinates remains undisclosed.

[0077] At the same time, the arithmetic functions per-
formed on the card are relatively simple and those compu-
tationally more difficult are performed on the terminal 30 .

Preferred Implementation of Generating Session Pairs

[0078] The above technique may of course be used with
pairs selected directly from the stored signing elements or
with the derived values obtained using the Frobenius Opera-
tor as described above. Alternatively, the Frobenius Operator
could be applied to the value of kP obtained from combining
pairs of the stored signing elements to provide m possible
values of each derived value.

[0079] To ensure security and avoid duplication of session
pairs, it is preferred that only one of the stored signing
elements should have the Frobenius Operator applied, as in
the preferred embodiment illustrated in FIG. 5.
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[0080] Inthis arrangement, the coordinates x,, y, of one of
the stored signing elements is applied to the registers 22 and
cyclically shifted i times to provide @' k,P.

[0081] The respective coordinates, Xg, yo,, are XOR’d
with the coordinates from another of the stored values k,P
and the summed coordinates transmitted to ATM 30 for
computation of the coordinate x;. This is retransmitted to the
card 10 for computation of the value r.

[0082] The value of k, is processed by arithmetic unit 26
to provide A’k and added to k, to provide the new value k,
for generation of signature component s. In this embodi-
ment, from an original set of 32 stored signing elements
stored on card 10, it is possible to generate in the order of
107 session pairs. In practice, a limit of 10° is realistic.

Selection of Pairs Stored Signing Elements

[0083] The above procedure requires a pair of stored
signing elements to be used to generate each session pair. In
order to preserve the integrity of the system, the same set
cannot be used more than once and the pairs of stored values
constituting the set must not be selected in a predictable
manner.

[0084] This selection function is performed by the selec-
tion unit 28 whose operation is shown schematically in FIG.
6.

[0085] Selection unit 28 includes a set of counters 40, 42,
44 whose outputs address respective look up tables 46, 48,
50. The look up tables 46, 48, 50 map the successive outputs
of the counters to pseudo random output values to provide
unpredictability for the selection stored signing elements.

[0086] The 32 stored values of k and kP are assigned
nominal designations as elements in a set 52 ranging from
-15 to +15 with one designated . To ensure that all
available combinations of stored values are used without
repetition, the nominal designations are grouped in 16 pairs
in an ordered array 54 such that the difference (mod 31) in
the assigned values of a pair uses all the numbers from 1 to
30. o is grouped with 0. This array provides a first row of
a notional matrix.

[0087] Successive rows 54a, b, ¢, etc. of the notional
matrix are developed by adding 1 to each assigned desig-
nation of the preceding row until 15 rows are developed. In
this way a matrix is developed without repetition of the
designations in each cell. By convention co+1=co.

[0088] Counter 42 will have a full count after 15 incre-
ments and counter 40 will have a full count after 14
increments. Provided the fill count values of counters 40, 42
are relatively prime and the possible values of the counter 50
to select Frobenius Operator are relatively large, the output
of counters 40, 42, 44 are mapped through the tables 46, 48,
50 respectively to provide values for row and column of the
notional matrix and the order i of the Frobenius Operator to
be applied.

[0089] The output of counter 48 selects a column of the
array 54 from which a designation associated with a starting
pair can be ascertained. In the example of FIG. 6, the output
of counter 42 is mapped by table 48 to provide an output of
3, indicating that column 3 of array 54 should be selected.
Similarly, the output of counter 40 is mapped through table
46 to provide a count of 3 indicating that values in row 3 of
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the matrix should be used. The assigned designations for a
particular row are then obtained by adding the row value to
the values of the starting pair. This gives a new pair of
assigned designations that indicate the locations of elements
in set 52. The signing elements are then retrieved from the
set 52.

[0090] One of those pairs of signing elements is then
output to a shift register 22 and operated upon by the
designated Frobenius Operator . The value of the Frobe-
nius Operation is obtained from the output of table 50 which
maps counter 44. The value obtained from table 5 sets the
shift clock associated with register 22 so that the contents of
the register 22 are cyclically shifted to the Frobenius value
@ indicated by the output of table 50.

[0091] Accordingly, a new value for kP is obtained. The
associated value of k can be computed as described above
with the arithmetic unit utilizing the output of table 50 to
determine the new value of A. Accordingly, a derived value
is obtained.

[0092] The derived value and signing element are then
combined as described at (ii) above to provide a new session
pair k, kP for use in the signing process.

[0093] The use of the counters 40, 42 provides input
values for the respective tables so that the array 54 is
accessed in a deterministic but unpredictable fashion. The
grouping of the pairs in the array 54 ensures there is no
repetition in the selected elements to maintain the integrity
of the signature scheme.

[0094] Counter 44 operates upon one of the selected pairs
to modify it so that a different pair of values is presented for
combination on each use, even though multiple access may
be made to the array 54.

[0095] The counters 40, 42, 44 may also be utilized to
limit the use of the Smart Card if desired so that a forced
expiry will occur after a certain number of uses. Given the
large number of possible signatures, this facility may be
desirable.

[0096] Alternative structures to the look up tables 46, 48,
50 may be utilized, such as a linear feedback shift register,
to achieve a mapped output if preferred.

[0097] Further selection of the session pairs can be
obtained by preprocessing of the contents of register 52
using one or more of the techniques shown in FIG. 7, 8 or
9.

[0098] In its simplest form, as shown in FIG. 7, a source
row ‘s’ is selected and the session pair k_, k P read from the
register. A function is applied to the session pair, which for
example is the Frobenius operation as set out in FIG. 3 to
provide a new session pair A k_; ¢* (k P). A destination row,
d, is then selected in the table 52 and the new session pair
combined with the contents of that row to generate a new
pair of values. The contents of the table 52 are thus updated
and a selection of pairs may be made for the generation of
a new session pair as described above.

[0099] The preprocessing may be repeated a number of
times with different source rows s, and destinations, d, so
that a thorough mixing is obtained. The selection of source
rows, s, and destinations, d, may be selected deterministi-
cally using the counters 40, 42.
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[0100] Alternatively, where the card 10 does not have
adequate computing power or a curve other than an anoma-
lous curve is used, an alternative function may be applied to
the selected row. For example, a sign may be applied to the
selected row prior to accumulation of a destination.

[0101] An alternative embodiment is shown in FIG. 8
where multiple source rows s, . . . s, are used and the
selected session pairs combined. Typically two source rows
are used but more than two can be combined if preferred. In
this case the combining may proceed as shown in FIG. 5 and
the new value accumulated at the destination row, d, of the
register, As the x coordinate of the combined point will
identify one of the coordinates in the register 52, it is
preferred to perform the computation on the card where
feasible.

[0102] The selected session pairs may be modified prior to
or subsequent to their addition by application of a second
function, e.g. signing, (as shown in ghosted outline) to
provide further security in the updating of the register 52.

[0103] Where a random number generator is incorporated
on the card 10, the above preprocessing may be used
effectively in the production of the cards. Referring to FIG.
9, an initial set of session pairs is injected into the register
52 of each card 10. A random number generator 60 is run for
an initial period and its output used to select the source and
destination rows of the register 52. The source row is
accumulated with the destination now so that the session
pair of the set are changed with each iteration. If preferred,
a function such as a sign or a Frobenius operation may be
applied to the selected session pair before accumulation. The
mixing continues for a further period with the output of
generator 60 being used periodically to select each row.
Once the register is considered thoroughly mixed, the ses-
sion pairs may be selected and combined as described above
for FIG. 6. As the output of each generator 60 will vary from
device to device, the sets of session pairs in each register 52
will also vary from device to device. Therefore the same
initial table may be used but different session pairs will be
generated.

[0104] In summary, therefore, pairs of signing elements
from an initial set of stored values can be selected in a
deterministic and unpredictable manner and one of those
elements operated upon by the Frobenius Operator to pro-
vide additional values for the elements. The elements may
then be combined to obtain a new session pair with a portion
of the computation being performed off card but without
disclosing the value of the elements. Accordingly, an
extended group of session pairs is available for signing from
a relatively small group of stored values.

[0105] While the present invention has been illustrated
and described by means of a specific embodiment, it is to be
understood that numerous changes and modifications can be
made therein without departing from the spirit and scope of
the invention.

1. A method of generating a signature implemented over
an elliptic curve public key encryption scheme utilizing
information maintained secret in one computing device
comprising the steps of:

1) initiating the computation of a coordinate a point on the
elliptic curve from a pair of other points on said curve
by performing on said one device an initial set of
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sufficient steps in the computation to inhibit recognition
of information pertaining to the identity of said other
points;

ii) transferring to another computing device remote from
the one device the results of said steps;

iii) performing at least such additional steps in said
computation at said other device to permit the comple-
tion of said computation at said one device; and

iv) transferring the result of said additional steps to said

one device for incorporation in said signature.

2. A method according to claim 1 wherein said initial steps
includes a field operation to combine information from each
of said other points.

3. A method according to claim 2 wherein said combined
information is utilized in said additional steps.

4. A method according to claim 3 wherein said field
operation includes the summation of the information repre-
senting one coordinate of each of said other points and the
summation of the information representing the other coor-
dinate of each of the other points.

5. A method according to claim 1 wherein said additional
steps complete said computation.

6. A method according to claim 4 wherein said informa-
tion representing the summation of said coordinates is
transferred from said one device to said other device.

7. A method according to claim 4 wherein said elliptic
curve is over the finite field 2™ and represents said coordi-
nates in a normal basis in said field.

8. A method according to claim 7 wherein said additional
steps includes cyclically shifting said information represent-
ing the summation of said coordinates.

9. A method according to claim 1 wherein said compu-
tation generates a single coordinate of said point, said single
coordinates being utilized in said signing.

10. A method of deriving a coordinate of a point on an
anomalous elliptic curve over the field GF2™ for utilization
in a public key encryption scheme implemented on said
curve, said method comprising the steps of:

1) storing a normal basis representation of each of a set of
coordinates of points on said curve;

ii) retrieving said normal basis representation of a coor-
dinate of one of said points;

iii) performing an i-fold cyclic shift on said retrieved
normal basis representation of said one coordinate; and

iv) utilizing the resultant representation as a coordinate of
a further point on the curve resulting from an i-fold
application of the Frobenius Operation to said one
point.

11. A method according to claim 10 wherein each of said
set of coordinates represents a point on the curve that is an
integer multiple k, of a starting point P, and the i-fold
application of the Frobenius Operation to said staring point
P produces a new point @'P where 'P=\'P;

said method including the step of determining the integer

k' associated with said further point by computer kA'.

12. A method of generating a session pair k, kP for use in

a digital signature performed on an anomalous elliptic curve

in the filed GF2™ where kP is a point on said curve resulting

from the k fold addition of a starting point P where k is an
integer, said method comprising the steps of:
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1) storing a set of initial values of k and kP, as a normal
basis representation in the field GF2™;

ii) selecting a coordinate of one of said points kP in said
set of initial values;

iii) performing an i-fold cyclic shift on said coordinate to
obtain a normal basis representation of the coordinate
after an i-fold application of a Frobenius Operation;

iv) selecting the integer k associated with said one of said
points;

v) computing an integer value A'k where A defines the
relationship between the start point P and a point OP
and O indicates a Frobenius Operation;

vi) utilizing the resultant representation of the coordinate
and the value A'k as a session pair in a digital signature
r,s where r is derived from the representation of a
coordinate of a point on the curve and s is derived form
the integer value associated with such point, the mes-
sage to be signed and r.

13. A method of generating signature components for use
in a digital signature scheme, said signature components
including private information and a public key derived from
said private information, said method comprising the steps
of storing private information and related public key as an
element in a set of such elements, cycling in a deterministic
but unpredictable manner through said set to select at least
one element of said set without repetition and utilizing said
one element to derive a signature component in said digital
signature scheme.
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14. A method according to claim 13 wherein a pair of said
elements are selected from said set and said pair of elements
combined to provide said signature components.

15. A method according to claim 14 wherein said value
selected pair of elements is operated upon to produce private
information and a public key derived from said one element
prior to combination with the other of said elements.

16. A method according to claim 15 wherein a computa-
tion to combine said elements is initiated on one computing
device and sufficient steps of said computation are per-
formed on said one device to inhibit recognition of infor-
mation in said elements and subsequent steps are performed
on another computing device after transfer of a partially
completed computation thereto.

17. A method according to claim 14 wherein said pairs of
elements are selected by generating a pair of indices indi-
cating respective locations of said elements in said set.

18. A method according to claim 17 wherein said indices
are obtained from an ordered array arranged to provide each
possible combination of indices.

19. A method according to claim 18 wherein said indices
are selected from a counter that increments with each
signature.

20. A method according to claim 19 wherein output from
said counter is modified to provide a non-sequential selec-
tion of said indices.



