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(57) Abstract: Methods, program products, and systems for monitoring a location fingerprint database (104) are described. A loca-
tion fingerprint database can store location data associated with multiple signal sources (SS1, SS2, SS3). A mobile device (114) can
use signals of the signal sources and the location data to determine a current location. A location server (102) can monitor the loca -
tion fingerprint database, including detecting if any one of the signal sources has moved or otherwise becomes unsuitable for loca-
tion determination. The location server can prevent location data associated with the unsuitable signal source from being used by the
mobile device to determine the current location of the mobile device.
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MONITORING A LOCATION FINGERPRINT DATABASE

TECHNICAL FIELD
[0001] This disclosure relates generally to location determination.
BACKGROUND
[0002] Some mobile devices have features for determining a geographic location.

For example, a mobile device can include a receiver for receiving signals from a global
satellite system (e.g., global positioning system or GPS). The mobile device can
determine a geographic location, including latitude and longitude, using the received
GPS signals. In many places, GPS signals can be non-existent, weak, or subject to
interference, such that it is not possible to accurately determine a location using the GPS
functions of the mobile device. In such cases, a mobile device can determine its location
using other technology. For example, if the location of a wireless access gateway (e.g., a
cellular tower) is known, and a mobile device can detect the wireless access gateway,
the mobile device can estimate a current location using a location of the detected
wireless access gateway. The location of wireless access gateways can be stored in a

location database on the mobile device or on a server.

SUMMARY
[0003] Methods, program products, and systems for monitoring a location
fingerprint database are described. A location fingerprint database can store location
data associated with multiple signal sources. A mobile device can use signals of the
signal sources and the location data to determine a current location. A location server
can monitor the location fingerprint database, including detecting if any one of the
signal sources has moved or otherwise becomes unsuitable for location determination.
The location server can prevent location data associated with the unsuitable signal
source from being used by the mobile device to determine the current location of the

mobile device.



WO 2014/093001 PCT/US2013/071742

[0004] In general, in one aspect, monitoring a location fingerprint database can
include the following operations performed by a location server. The location server
can receive, from a mobile device, an identifier of a signal source and a device location.
The device location can be a location where the mobile device detected a signal from the
signal source. The device location can be determined by the mobile device
independently of the signal source. The location server can determine that the identifier
of the signal source is stored in a location fingerprint database and is stored in
association with a signal source location. The signal source and the signal source
location can be used by a mobile device that does not receive a GPS signal to estimate a
location of the mobile device. The location server can determine, based on the received
device location, a calculated location of the signal source. The location server can
determine that a distance between the calculated location of the signal source and the
signal source location as stored in the location fingerprint database exceeds a reliability
threshold. The location server can then modify the location fingerprint database,
including, for example, removing the signal source from being used to estimate the
location of the user.

[0005] Monitoring a location fingerprint database can achieve the following
advantages. Data integrity of the location fingerprint database can be upheld. The
location fingerprint database can include location data for signal sources. A mobile
device that cannot receive a GPS signal (e.g., one located inside of a building) may
depend on the location data received from a location server to determine where in the
building the mobile device is located. When the mobile device detects a signal from a
given signal source (e.g., a hotspot of a wireless network), the mobile device can
determine a location using a location of the signal source. The location of the signal
source can change. For example, a personal mobile hotspot (e.g., a MiFi™ device) can
move to an office during the day and to a home at night. If the location of the office is
associated with the personal mobile hotspot in the location fingerprint database, a
mobile device detecting the personal mobile hotspot at night may erroneously

determine that a current location of the mobile device is in the office. Through location
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fingerprint database monitoring, movement of the personal mobile hotspot can be
detected. The personal mobile hotspot can be removed from the location fingerprint
database or otherwise prevented from being used to calculate the location of the mobile
device. Accordingly, the erroneous location determination can be avoided.

[0006] The details of one or more implementations of monitoring a location
fingerprint database are set forth in the accompanying drawings and the description
below. Other features, aspects, and advantages of location data regression will become

apparent from the description, the drawings, and the claims.

BRIEF DESCRIPTION OF THE DRAWINGS
[0007] FIG. 1 is a block diagram providing an overview of monitoring a location

fingerprint database.

[0008] FIG. 2 illustrates an exemplary logical structure of a location fingerprint
database.

[0009] FIG. 3 illustrates exemplary survey techniques for generating location
fingerprint data.

[0010] FIG. 4 illustrates exemplary techniques for determining a reach of a signal
source.

[0011] FIG. 5 is a block diagram illustrating exemplary components of a location

server configured to monitor a location fingerprint database.

[0012] FIG. 6 is a flowchart of an exemplary procedure of monitoring a location
fingerprint database.

[0013] FIG. 7 is a block diagram of an exemplary system architecture for
implementing the features and operations of FIGS. 1-6.

[0014] FIG. 8 is a block diagram illustrating an exemplary device architecture of a
mobile device implementing the features and operations described in reference to FIGS.
1-6.

[0015] FIG. 9is a block diagram of an exemplary network operating environment

for the mobile devices of FIGS. 1-6.
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[0016] Like reference symbols in the various drawings indicate like elements.
DETAILED DESCRIPTION
Overview
[0017] FIG. 1 is a block diagram providing an overview of monitoring a location

fingerprint database. Exemplary location server 102 can perform the monitoring,.
Location server 102 can include one or more computers programmed to monitor
location fingerprint database 104. Location server 102 can monitor location fingerprint
database 104 by updating location fingerprint database 104 when location server 102
identifies inconsistency between location data stored in location fingerprint database
104 and monitor data received from one or more mobile devices.

[0018] Location fingerprint database 104 can store multiple data sets. Each data
set can be associated with a venue (e.g., an office building), and be used by a mobile
device to determine a location of the mobile device at the venue. In the example shown,
location fingerprint database 104 can include signal source information 106 and
measurement data 108. Signal source information 106 and measurement data 108 can
be location data associated with venue 112.

[0019] Signal source information 106 can include location coordinates and other
attributes (e.g., type, model, or power) of each of multiple signal sources. Measurement
data 108 can include, for example, expected measurements of the signal sources and
associated uncertainty at multiple sample locations in venue 112. Additional details of
location fingerprint database 104 will be described below in reference to FIG. 2.

[0020] Location server 102 can provide signal source information 106 and
measurement data 108 to a mobile device upon request. A mobile device, when located
at or near venue 112, can request location fingerprint data from location server 102 that
correspond to venue 112. When the mobile device receives the location fingerprint
data, the mobile device can determine a high-granularity location of the mobile device

or a pedestrian carrying the device at the venue. The location can be an indoor location.
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The indoor location can include, for example, on which floor, in which hallway, or in
which office of an office building the mobile device or pedestrian is located.

[0021] Venue 112 can include one or more constraints limiting the pedestrian’s
movement in the space. These constraints can include, for example, map constraints
(e.g., walls, railings, or cubicle separators), pathway constraints (e.g., a pedestrian
walking on a pathway defined by road signs tends to follow the pathway), or
pedestrian motion constraints (e.g., a pedestrian cannot move faster than X miles per
hour, or move vertically when not in a stairway or elevator). Venue 112 can be a
physical structure. The physical structure can be closed (e.g., a high-rise building) or
open (e.g., an open stadium). The space can be indoor space inside of the physical
structure, or space inside of a bounding space of the physical structure if the physical
structure is open. For example, venue 112 can be a multi-story office building having a
lobby, offices, walls, doors, elevators, and hallways. Venue 112 can be mobile (e.g., an
airplane, a cruise ship, or a mobile oil platform). A pedestrian can be a human or a
device that moves at a speed that is similar to a human’s walking or running speed.
[0022] In the example shown, location server 102 can determine, based on past
survey data, that signal sources SS1, SS2, and SS3 are expected to be detectable at venue
112, and are usable by a mobile device located at venue 112 to determine the location of
the device. Signal source information 106 can include latitudes, longitudes, and
optionally, altitudes of signal sources S51, S52, and SS3. Measurement data 108 can
include measurement vector 108A and measurement vector 108B. Measurement vectors
108A and 108B can include expected measurements (e.g., expected received signal
strength indication (RSSI) or a signal round trip time) of signal sources S51, S52, and
SS3 at a first location inside of venue 112 and a second location inside of venue 112,
respectively.

[0023] Location server 102 can receive monitor data from mobile device 114.
Mobile device 114 can be a mobile device that is located at or near venue 112 and that is
configured to determine a location using a procedure that is independent from

measurements from signal sources SS1, SS2, or SS3. For example, mobile device 114 can
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determine a location using GPS signals from satellites 124, when mobile device 114 is
located near and outside of venue 112. The monitor data can include the independently
determined location of mobile device 114.

[0024] The monitor data received by location server 102 from mobile device 114
can include the independently determined location and measurements by mobile
device 114 of signals from signal sources detected by mobile device 114. In some
implementations, the measurements can include a list of identifiers of signal sources
(e.g., SS1 and S52) detected by mobile device 114 at the independently determined
location. The list of identifiers can include a media access control (MAC) address or
unique name or label of each of the detected signal sources.

[0025] Location server 102 can determine, based on the independently
determined location of mobile device 114 and the list of identifiers, that mobile device
114 is located sufficiently close to each of the signal sources identified in the list. For
example, location server 102 can determine that the independently determined location
is within a communication range from the locations of signal sources SS1 and SS2 as
stored in location fingerprint database 104. Accordingly, location server 102 can
determine that the portion of data of signal sources SS1 and SS2 in signal source
information 106 is consistent with the received monitor data.

[0026] Location server 102 can receive, from a mobile device X, monitor data that
includes an independently determined location of mobile device X and an identifier of
signal source SS3. Mobile device X can be mobile device 114 or another mobile device.
Location server 102 can determine, based on location coordinates in signal source
information 106 of signal source SS3 and the independently determined location of
mobile device X, that a distance between the independently determined location of
mobile device X and the location of signal source SS3 as stored in location fingerprint
database 104 exceeds reach 126 of signal source SS3. Reach 126 can correspond to an
estimated maximum communication range. Accordingly, location server 102 can
determine that the portion of data of signal source SS3 in signal source information 106

is inconsistent with the received monitor data. Accordingly, location server 102 can
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determine that signal source SS3 has moved since last survey, and is no longer suitable
for determining a location of a mobile device at venue 112.

[0027] Upon determining the inconsistency, location server 102 can modify the
location fingerprint database 104. Modifying the location fingerprint database 104 can
include, for example, removing references of signal source SS3 from location fingerprint
database 104, preventing information associated with signal source SS3 from being sent
to mobile devices for determining locations, or reducing a weight of signal source SS3 in
calculating locations.

[0028] In some implementations, location server 102 can modify the location
fingerprint database 104 after location server 102 has received sufficient corroboration
of the monitor data received from mobile device X. For example, location server 102
can modify the location fingerprint database 104 when location server 102 has received
more than a threshold amount of monitor data from more than a threshold number of
mobile device such that location server 102 can determine an estimated location of
signal source SS3 with a sufficient certainty. Location server 102 can modify the
location fingerprint database 104 when the estimated location is inconsistent with the
stored location of

[0029] Location server 102 can execute a procedure to identify inconsistencies
between location data stored in location fingerprint database 104 and monitor data
received from mobile device 114 periodically. Additionally or alternatively, location
server 102 can execute the procedure to identify the inconsistencies based on a trigger
event, e.g., when location server 102 receives monitor data from mobile device 114. The
monitor data can be submitted by mobile device 114 either in a crowd source mode or
in a designated mode. In crowd source mode, mobile device 114 can be a random
mobile device whose user explicitly permits submission of monitor data. The monitor
data are anonymized by mobile device 114, where any information identifying mobile
device 114 is removed. In designated mode, mobile device 114 is a mobile device

configured to perform location fingerprint database monitoring tasks, including
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transmitting the monitor data to location server 102. The mobile device can be

designated to an appointed surveyor.

Exemplary Location Fingerprint Data
[0030] FIG. 2 illustrates an exemplary logical structure of location fingerprint
data. The location fingerprint data can be stored in location fingerprint database 104 of
FIG. 1, and monitored by location server 102 of FIG. 1. The exemplary logical structure
illustrated in FIG. 2 can correspond to a portion of the location fingerprint database,
e.g., measurement data 108 as described in reference to FIG. 1.
[0031] Location fingerprint data can include, for each location among multiple
locations in a venue (e.g., venue 112 of FIG. 1), expected measurements of the signal
sources, variance of the expected measurements, and weights of the expected
measurements.
[0032] The expected measurements can correspond to more than one type of
signal sources. For example, location fingerprint data can include at least one of:
wireless access point fingerprint data; radio frequency identification (RFID) fingerprint
data; near field communication (NFC) fingerprint data; Bluetooth™ fingerprint data;
magnetic field fingerprint data; cellular fingerprint data; or computer vision fingerprint
data. The various fingerprint data can be aggregated to form the location fingerprint
data for a given venue or a given location at the venue.
[0033] Location fingerprint data can be stored as multi-dimensional data in
association with a venue. Some of the dimensions of the multi-dimensional data can be
space dimensions. The space dimensions can include X (e.g., latitude), Y (e.g.,
longitude), and Z (e.g., altitude, not shown). The space dimension can be continuous,
expressed in a function, or discrete, where the space dimension can include locations
(e.g., locations 206, 208 210, 212, and 214) distributed in the venue. The distribution can
be even and uniform, or concentrated around areas where good measurements (e.g.,

strong signals or strong contrast between a first signal and a second signal) exist.
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[0034] At least one dimension of the multi-dimensional data can be a signal
source dimension. Location fingerprint data can include multiple measurement vectors,
each measurement vector corresponding to a location in the venue. Measurement
vector 108A can correspond to a location represented by (X1, Y1, Z1), and have one or
more values of each signal source at location (X1, Y1, Z1). Likewise, measurement
vector 108B can correspond to a location represented by (X2, Y2, Z2), and have one or
more values of each signal source at location (X2, Y2, Z2). The values can include one
or more of an expected value of an environment variable (e.g., an expected RSSI), a
variance of the expected value, or weight that corresponds to a probability that a mobile
device can detect the signal from the signal source. Location server 102 can determine
the expected measurement and variance based on measurements and variance of the
measurements received from a sampling device. The sampling device can be a mobile
device configured to detect signals from signal sources at multiple locations in the
venue when the mobile device moves in the venue.

[0035] In some implementations, the space dimension can be normalized. Each
measurement received from a sampling device can correspond to a sampling point. For
example, a surveyor can carry the sampling device and follow path 204 to survey a
venue. Location server 102 can determine a location grid, and normalize path 204 to
locations 206, 208 210, 212, and 214 according to distribution of 206, 208 210, 212, and
214. More details on obtaining measurement using survey by sampling device will be
described below in reference to FIG. 3.

[0036] Location server 102 can monitor the location fingerprint database,
including determining which signal source has moved such that a location
determination using that signal source will become unreliable. For example, when
location server 102 determines signal source SS3 has moved more than a threshold
distance, location server 102 can reduce the signal source dimension by removing signal
source SS3 from the location fingerprint database, or otherwise excluding signal source
SS3 from being used for location determination. In the example shown, information

related to removed or excluded signal source SS3 is marked in dashed lines.
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[0037] FIG. 3 illustrates exemplary survey techniques for generating location
tingerprint data of FIG. 2. In a survey, sampling device 302 can measure signals from
one or more signal sources and submit the measurements to location server 102 for
processing.

[0038] Surveying venue 112 can include measuring one or more environment
variables using a sensor of sampling device 302. Each environment variable can
correspond to a signal from a signal source. Each environment variable can be natural
or artificial. For example, an environment variable can be a radio signal, a magnetic
field intensity or direction, a temperature, a sound level, a light intensity or color, or air
pressure. The environment variables can include signals from signal sources SS1, SS2,
and SS3. Signal sources S51, SS2, and SS3 can transmit signals that are detectable by
sampling device 302 at venue 112. Physically, signal sources SS1, SS2, and SS3 may be
located inside or outside of venue 112.

[0039] Sampling device 302 can be carried by a surveyor to various sampling
points in venue 112. The surveyor can be a person or a device that can physically move
to various locations inside of venue 112. Sampling device 302 can determine the
sampling points based on a user input on a map of venue 112 displayed on sampling
device 302. At each sampling point, sampling device 302 can record a sensor reading
measuring signals from one or more signal sources. For example, if signal sources SS1,
SS2, and SS3 are wireless access points, sampling device 302 can record sampled
information from signal sources SS1, S52, and SS3 when sampling device 302 can detect
a signal from that wireless access point (as indicated in dashed lines in FIG. 3). The
sampled information can include a service set identification (SSID) or MAC address
received from each of the wireless access points, and RSSI from each wireless access
point. Sampling device 302 can designate the sampled information at each sampling
point measurements of the sampling point. At each sampling point, sampling device
302 need not detect signals from all signal sources to generate the measurements for a
sampling point. Sampling device 302 can send the measurements to location server 102

as survey data for additional processing.

10
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[0040] Location server 102 can generate measurement vectors that include
expected measurements based on the measurements in the survey data received from
sampling device 302. In some implementations, location server 102 can determine
expected measurements, including measurement vectors 108 A and 108B of FIG. 2, using
interpolation from the measurements in the survey data. In some implementations,
location server 102 can determine some or all measurement vectors, including
measurement vectors 108A and 108B, using prediction. Predication can include
extrapolation using truth data on signal sources. The truth data can include known
locations of the signal sources at venue 112.

[0041] Location server 102 can obtain the variance of the expect measurements
based on difference in the measurements in the survey data. Location server 102 can
determine feature vectors that include weights of each signal source at multiple
locations. Location server 102 can determine the feature vectors based on, for example,
strength of a signal from each signal source as surveyed at each location at the venue,
where a stronger signal is associated with a higher weight.

[0042] In the example shown, at survey time, signal source SS3 is located inside
venue 112 and is detectable in venue 112. Accordingly, location fingerprint data stored
in a location fingerprint database and associated with venue 112 can include data on
signal source SS3. Signal source SS3, as well as other signal sources, may move away
from venue 112. The movement can be detected after the survey is completed. In some
implementations, when location server 102 determines that a sufficient number of
signal sources (e.g., a threshold number of signal sources or a threshold percentage of
signal sources) have moved away from venue 112, location server 102 can request a new
survey be performed at venue 112. The request can be sent to a location system
administrator or a surveyor. Upon receiving the request, the location system
administrator or surveyor can designate a mobile device as a sampling device for venue
112 to conduct the new survey. In some implementations, the request can be sent to one
or more mobile devices that, upon receiving the request, automatically become

sampling devices for surveying venue 112.

11
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Reach of a Signal Source
[0043] FIG. 4 illustrates exemplary techniques for determining a reach of a signal
source. The reach of a signal source can be a detected or estimated communication
range within which a signal from the signal source can be detected. The reach can be
used as a threshold in location fingerprint database monitoring, where if a location
server determines that the signal source moved a distance longer than the reach, the
location server can label the signal source as moved, or remove the signal source from
the location fingerprint database.
[0044] In the example shown, venue 112 can be a building having walls or other
barriers that can attenuate signals from signal sources SS1 and SS52. Signal source SS1 is
located sufficiently close to the edge of venue 112 such that mobile devices 402 and 404,
which are located outside of venue 112, can clearly detect a signal from signal source
SS1. A location server (e.g., location server 102 of FIG. 1) can receive, from mobile
devices 402 and 404, monitor data that include respective locations of mobile devices
402 and 404 and measurements of the signal from signal source SS1. Based on the
received monitor data, the location server can determine a location of signal source SS1
using an estimation based on a probability density function. The location can be a most
likely location of signal source SS1. The measurement of signals (e.g., RSSI) can be
strong (e.g., +20 dB). Accordingly, the location server can determine the location of
signal source SS1 with high precision (e.g., within a few meters) and high certainty (e.g.,
more than 85 percent).
[0045] Based on the location of signal source SS1 and a type or power of signal
source S51, the location server can determine covered area 406 of signal source SS1,
where if a mobile device detects a signal of signal source SS1 from outside of covered
area 406, the location server can determine that signal source SS1 has moved. Covered
area 406 can be determined by a location of signal source SS1 and a reach of signal
source SS1. For example, covered area 406 can be a circle or sphere having the location
of signal source S51 as a center and the reach of signal source SS1 as a radius. Covered

area 406 is shown as a circle smaller than venue 112 in FIG. 4. In various

12
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implementations, covered area 406 can have other geometric shapes, e.g., a sphere,
when altitude is used, and can be either smaller or larger than venue 112 (e.g., having a
radius of 10 or 500 meters).

[0046] In the example shown, signal source SS52 is located close to the center of
venue 112. Signals from signal source SS2 that are detectable by mobile devices 402 and
404 located outside of venue 112 can be weak (e.g., less than -95 dB), intermittent, or
non-existent. A location server can still determine an estimated location of signal
source SS2. For example, if mobile devices 402 and 404 cannot detect the signal from
signal source 552, the location server can determine that signal source SS2 is inside
venue 112 based on survey techniques as described above in reference to FIG. 3.
However, the location server can determine that the estimated location of signal source
SS52 is large, and the associated uncertainty is high.

[0047] When the estimated location of signal source S52 is large, and the
associated uncertainty is high, the location server can determine that signal source S52
has covered area 408. The location server can determine covered area 408 based on a
shape of venue 112 and a reach of signal source S52. For example, the location server
can determine that covered area 408 is in the shape of venue 112 extended by the reach
of the signal source SS2 (e.g., X meters, based on an expected communication range of
signal source S52) times a multiplier (e.g., 1x or 2x). If a mobile device detects a signal
of signal source SS2 from outside of covered area 408, the location server can determine
that signal source S52 has moved, and update a location fingerprint database

accordingly.

Exemplary System Components
[0048] FIG. 5 is a block diagram illustrating exemplary components of location
server 102 configured to monitor a location fingerprint database. Location server 102
can include one or more computers configured to monitor the location fingerprint

database.

13
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[0049] Location server 102 can include device interface 502. Device interface 502
is a component of location server 102 configured to request one or more mobile devices
(e.g., mobile device 114 of FIG. 1) to submit monitor data 503 and to receive monitor
data 503 from the mobile devices. Monitor data 503 can include a location of the mobile
device, identifiers of signal sources detected at the location, and a measurement of a
signal from each of the signal sources.

[0050] Device interface 502 can provide monitor data 503 to location estimator
504. Location estimator 504 is a component of location server 102 configured to
determine a location of a signal source identified in monitor data 503. When
information on the signal source is scarce, e.g., when only one mobile device has
detected the signal source, location estimator 504 can designate the location of the
mobile device as the location of the signal source, and associate that location with a high
uncertainty. When information on the signal source is abundant, e.g., when a
statistically significant number of mobile devices have detected the signal source,
location estimator 504 can determine the location of the signal source using a
probability density function. The location of the signal source can include one or more
sets of latitude, longitude, and optionally, altitude coordinates, each set of coordinates
being associated with an uncertainty value.

[0051] Location estimator 504 can provide identifiers of the signal sources to
tingerprint database manager 506, and the locations of the signal sources to fingerprint
database analyzer 508. Fingerprint database manager 506 is a component of location
server 102 configured to interface with a location fingerprint database (e.g., location
fingerprint database 104 of FIG. 1), including retrieving information from the location
fingerprint database and updating information in the location fingerprint database.
Upon receiving the identifiers, fingerprint database manager 506 can retrieve the stored
locations associated with the identified signal sources, and provide the stored locations
to fingerprint database analyzer 508.

[0052] Fingerprint database analyzer 508 is a component of location server 102

configured to receive estimated locations of signal sources from location estimator 504
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and stored locations of the signal sources from location fingerprint database manager
506. In addition, fingerprint database analyzer 508 can be configured to determine if
any one of the signal sources has moved by comparing the estimated locations and the
stored locations. In performing the comparison, fingerprint database analyzer 508 can
apply one or more threshold values, e.g., reaches for various types of signal sources.
The threshold values can be provided to fingerprint database analyzer 508 as
parameters of fingerprint database analysis. Fingerprint database analyzer 508 can
receive the parameters from filtering control module 510.

[0053] Filtering control module 510 is a component of location server 102
configured to determine a condition upon which a signal source is removed or filtered
out from a location fingerprint database. For example, filtering control module 510 can
determine the thresholds for determining whether a signal source has moved, based on
types of the signal sources or user configuration. The thresholds can be reaches of the
signal sources. The thresholds may be different for different signal sources. For
example, for a NFC device, the threshold can be a few meters; for a wireless access
point, the threshold can be a few hundred meters; for a cellular tower, the threshold can
be several kilometers. In some implementations, the threshold can be determined based
on data received from sampling mobile devices (e.g., sampling device 302) or
monitoring mobile devices (e.g., mobile device 114). For example, filtering control
module 510 can determine that the threshold is a reach of a device, and the reach is a
largest distance between an estimated location calculated for the signal source and the
location of a mobile device that provided data for calculating the estimated location of
the signal source.

[0054] Based on the parameters received from filtering control module 510,
estimated location of signal sources from location estimator 504, and stored locations
from fingerprint database manager 506, fingerprint database analyzer 508 can
determine which signal source, if any, has moved. When fingerprint database analyzer
508 determines a signal source has moved, fingerprint database analyzer 508 can notify

fingerprint database manager 506 by providing the identifier of the moved signal
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source. Fingerprint database manager 506 can update the location fingerprint database
accordingly.

[0055] Location server can include fingerprint data distributor 512. Fingerprint
data distributor 512 is a component of location server 102 configured to provide
location fingerprint data stored in the location fingerprint database to a mobile device.
A mobile device approaching or entering a venue can request location fingerprint data
for the venue. Fingerprint data distributor 512 can receive the request, provide an
identifier of the venue to fingerprint database manager 506, and receive the most recent
location data associated with the venue from fingerprint database manager 506.
Fingerprint data distributor 512 can provide the location data received from fingerprint

database manager 506 to the requesting mobile device.

Exemplary Processes
[0056] FIG. 6 is a flowchart an exemplary procedure of monitoring a location
fingerprint database. Procedure 600 can be performed by location server 102 of FIG. 1.
[0057] Location server 102 can receive (602), from a mobile device (e.g., mobile
device 114 of FIG. 1), an identifier of a signal source (e.g., signal source SS3 of FIG. 1)
and a device location. The device location can be a location at which the mobile device
detected a signal of the signal source. The device location can be determined
independently of the signal source. For example, the device locations can be
determined by GPS signals. The signal source can be a device that transmits radio
frequency (RF) signals. For example, the signal source can be a wireless access point.
[0058] Location server 102 can determine (604) that the identifier of the signal
source is stored in a location fingerprint database (e.g., location fingerprint database 104
of FIG. 1) and in association with a signal source location. The signal source and the
signal source location can be used for determining an estimated location of a pedestrian
located at a venue. The venue can include a space accessible by the pedestrian and one

or more constraints of movements of the pedestrian.
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[0059] Location server 102 can determine (606), based on the received device
location, a calculated location of the signal source. In some implementations,
determining the calculated location can include designating the device location as the
calculated location. In some implementations, determining the calculated location can
include receiving a second device location from another mobile device, and
determining the calculated location based on the received device locations using a
probability density function.

[0060] Location server 102 can determine (608) that a distance between the
calculated location of the signal source and the signal source location stored in the
location fingerprint database exceeds a reliability threshold. The reliability threshold
can correspond to a reach of the signal source. The reach of the signal source can be a
detected or an estimated communication range of the signal source. For example, when
the signal source is a wireless access point, the reliability threshold can be a maximum
distance from which an RF signal from the wireless access point can be detected.

[0061] Upon determining that the distance exceeds the reliability threshold,
Location server 102 can modify (610) the location fingerprint database. Modifying the
location fingerprint database can include modifying an attribute of the location
tingerprint database or modifying location data stored in the location fingerprint
database.

[0062] Moditying the location data stored in the location fingerprint database
comprises labeling the signal source, removing information on the signal source, or the
adjusting a weight of the signal source in determining the estimated location of the
pedestrian. Modifying the attribute of the location fingerprint database can include
changing a procedure of using the signal source for determining the estimated location
of the pedestrian. Changing the procedure can include preventing the signal source
from being used for determining the estimated location of the pedestrian, or adjusting a
weight of the signal source in determining the estimated location of the pedestrian.
[0063] In some implementations, location server 102 can determine that a

distance between the signal source location and a second venue satisties a fingerprint
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threshold distance. For example, location server 102 can determine that a distance
between the signal source location and the second venue is sufficiently close such that
the signal source and the signal source location can be used to determine an estimated
location of a pedestrian located at the second venue. Location server 102 can provide to
one or more sampling devices a request to conduct a fingerprint survey at the second
venue. Conducting the fingerprint survey can include determining a measurement of a
signal from the signal source detected by each sampling device at each of multiple
locations at the second venue. Conducting the fingerprint survey can include
submitting, by each sampling device and to location server 102, each measurement and
each corresponding location. Location server 102 can then determine a location
fingerprint of the second venue based on the measurements and corresponding
locations received from the one or more sampling devices. The measurements can
include at least one of an RSSIL, a round-trip time, a magnetic field strength, a

temperature, a sound level, or an air pressure level.

Exemplary System Architecture
[0064] FIG. 7 is a block diagram of an exemplary system architecture for
implementing the features and operations of FIGS. 1-6. Other architectures are possible,
including architectures with more or fewer components. In some implementations,
architecture 700 includes one or more processors 702 (e.g., dual-core Intel® Xeon®
Processors), one or more output devices 704 (e.g., LCD), one or more network interfaces
706, one or more input devices 708 (e.g., mouse, keyboard, touch-sensitive display) and
one or more computer-readable mediums 712 (e.g.,, RAM, ROM, SDRAM, hard disk,
optical disk, flash memory, etc.). These components can exchange communications and
data over one or more communication channels 710 (e.g., buses), which can utilize
various hardware and software for facilitating the transfer of data and control signals
between components.
[0065] The term “computer-readable medium” refers to a medium that

participates in providing instructions to processor 702 for execution, including without
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limitation, non-volatile media (e.g., optical or magnetic disks), volatile media (e.g.,
memory) and transmission media. Transmission media includes, without limitation,
coaxial cables, copper wire and fiber optics.

[0066] Computer-readable medium 712 can further include operating system 714
(e.g., a Linux® operating system), network communication module 716, survey
manager 720, location fingerprint database monitor 730, and location fingerprint
database system 740. Operating system 714 can be multi-user, multiprocessing,
multitasking, multithreading, real time, etc. Operating system 714 performs basic tasks,
including but not limited to: recognizing input from and providing output to devices
706, 708; keeping track and managing files and directories on computer-readable
mediums 712 (e.g., memory or a storage device); controlling peripheral devices; and
managing traffic on the one or more communication channels 710. Network
communications module 716 includes various components for establishing and
maintaining network connections (e.g., software for implementing communication
protocols, such as TCP/IP, HTTP, etc.).

[0067] Survey manager 720 can include computer instructions that, when
executed, cause processor 702 to provide survey instructions to mobile devices for
providing reference locations and detected signal sources to a location server, and
receive survey data from the mobile devices. Location fingerprint database monitor 730
can include computer instructions that, when executed, cause processor 702 to perform
operations of device interface 502, location estimator 504, fingerprint database manager
506, fingerprint database analyzer 508, filtering control module 510, and fingerprint
data distributor 512. Location fingerprint database system 740 can include computer
instructions that, when executed, cause processor 702 to perform database operations
including inserting, modifying, selecting, and deleting data in the location fingerprint
database.

[0068] Architecture 700 can be implemented in a parallel processing or peer-to-
peer infrastructure or on a single device with one or more processors. Software can

include multiple software components or can be a single body of code.
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[0069] The described features can be implemented advantageously in one or
more computer programs that are executable on a programmable system including at
least one programmable processor coupled to receive data and instructions from, and to
transmit data and instructions to, a data storage system, at least one input device, and at
least one output device. A computer program is a set of instructions that can be used,
directly or indirectly, in a computer to perform a certain activity or bring about a certain
result. A computer program can be written in any form of programming language (e.g.,
Objective-C, Java), including compiled or interpreted languages, and it can be deployed
in any form, including as a stand-alone program or as a module, component,
subroutine, a browser-based web application, or other unit suitable for use in a
computing environment.

[0070] Suitable processors for the execution of a program of instructions include,
by way of example, both general and special purpose microprocessors, and the sole
processor or one of multiple processors or cores, of any kind of computer. Generally, a
processor will receive instructions and data from a read-only memory or a random
access memory or both. The essential elements of a computer are a processor for
executing instructions and one or more memories for storing instructions and data.
Generally, a computer will also include, or be operatively coupled to communicate
with, one or more mass storage devices for storing data files; such devices include
magnetic disks, such as internal hard disks and removable disks; magneto-optical disks;
and optical disks. Storage devices suitable for tangibly embodying computer program
instructions and data include all forms of non-volatile memory, including by way of
example semiconductor memory devices, such as EPROM, EEPROM, and flash memory
devices; magnetic disks such as internal hard disks and removable disks; magneto-
optical disks; and CD-ROM and DVD-ROM disks. The processor and the memory can
be supplemented by, or incorporated in, ASICs (application-specific integrated circuits).
[0071] To provide for interaction with a user, the features can be implemented on
a computer having a display device such as a CRT (cathode ray tube) or LCD (liquid

crystal display) monitor or a retina display device for displaying information to the
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user. The computer can have a touch surface input device (e.g., a touch screen) or a
keyboard and a pointing device such as a mouse or a trackball by which the user can
provide input to the computer. The computer can have a voice input device for
receiving voice commands from the user.

[0072] The features can be implemented in a computer system that includes a
back-end component, such as a data server, or that includes a middleware component,
such as an application server or an Internet server, or that includes a front-end
component, such as a client computer having a graphical user interface or an Internet
browser, or any combination of them. The components of the system can be connected
by any form or medium of digital data communication such as a communication
network. Examples of communication networks include, e.g., a LAN, a WAN, and the
computers and networks forming the Internet.

[0073] The computing system can include clients and servers. A client and server
are generally remote from each other and typically interact through a communication
network. The relationship of client and server arises by virtue of computer programs
running on the respective computers and having a client-server relationship to each
other. In some embodiments, a server transmits data (e.g., an HTML page) to a client
device (e.g., for purposes of displaying data to and receiving user input from a user
interacting with the client device). Data generated at the client device (e.g., a result of
the user interaction) can be received from the client device at the server.

[0074] A system of one or more computers can be configured to perform
particular actions by virtue of having software, firmware, hardware, or a combination
of them installed on the system that in operation causes or cause the system to perform
the actions. One or more computer programs can be configured to perform particular
actions by virtue of including instructions that, when executed by data processing
apparatus, cause the apparatus to perform the actions.

[0075] While this specification contains many specific implementation details,
these should not be construed as limitations on the scope of any inventions or of what

may be claimed, but rather as descriptions of features specific to particular
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embodiments of particular inventions. Certain features that are described in this
specification in the context of separate embodiments can also be implemented in
combination in a single embodiment. Conversely, various features that are described in
the context of a single embodiment can also be implemented in multiple embodiments
separately or in any suitable subcombination. Moreover, although features may be
described above as acting in certain combinations and even initially claimed as such,
one or more features from a claimed combination can in some cases be excised from the
combination, and the claimed combination may be directed to a subcombination or
variation of a subcombination.

[0076] Similarly, while operations are depicted in the drawings in a particular
order, this should not be understood as requiring that such operations be performed in
the particular order shown or in sequential order, or that all illustrated operations be
performed, to achieve desirable results. In certain circumstances, multitasking and
parallel processing may be advantageous. Moreover, the separation of various system
components in the embodiments described above should not be understood as
requiring such separation in all embodiments, and it should be understood that the
described program components and systems can generally be integrated together in a
single software product or packaged into multiple software products.

[0077] Thus, particular embodiments of the subject matter have been described.
Other embodiments are within the scope of the following claims. In some cases, the
actions recited in the claims can be performed in a different order and still achieve
desirable results. In addition, the processes depicted in the accompanying figures do
not necessarily require the particular order shown, or sequential order, to achieve
desirable results. In certain implementations, multitasking and parallel processing may

be advantageous.

Exemplary Mobile Device Architecture
[0078] FIG. 8 is a block diagram of an exemplary architecture 800 for the mobile

devices of FIGS. 1-6. A mobile device (e.g., mobile device 114) can include memory
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interface 802, one or more data processors, image processors and/or processors 804,
and peripherals interface 806. Memory interface 802, one or more processors 804
and/or peripherals interface 806 can be separate components or can be integrated in
one or more integrated circuits. Processors 804 can include application processors,
baseband processors, and wireless processors. The various components in mobile
device 114, for example, can be coupled by one or more communication buses or signal
lines.

[0079] Sensors, devices, and subsystems can be coupled to peripherals interface
806 to facilitate multiple functionalities. For example, motion sensor 810, light sensor
812, and proximity sensor 814 can be coupled to peripherals interface 806 to facilitate
orientation, lighting, and proximity functions of the mobile device. Location processor
815 (e.g., GPS receiver) can be connected to peripherals interface 806 to provide
geopositioning. Electronic magnetometer 816 (e.g., an integrated circuit chip) can also
be connected to peripherals interface 806 to provide data that can be used to determine
the direction of magnetic North. Thus, electronic magnetometer 816 can be used as an
electronic compass. Motion sensor 810 can include one or more accelerometers
configured to determine change of speed and direction of movement of the mobile
device. Barometer 817 can include one or more devices connected to peripherals
interface 806 and configured to measure pressure of atmosphere around the mobile
device.

[0080] Camera subsystem 820 and an optical sensor 822, e.g., a charged coupled
device (CCD) or a complementary metal-oxide semiconductor (CMOS) optical sensor,
can be utilized to facilitate camera functions, such as recording photographs and video
clips.

[0081] Communication functions can be facilitated through one or more wireless
communication subsystems 824, which can include radio frequency receivers and
transmitters and/or optical (e.g., infrared) receivers and transmitters. The specific
design and implementation of the communication subsystem 824 can depend on the

communication network(s) over which a mobile device is intended to operate. For
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example, a mobile device can include communication subsystems 824 designed to
operate over a GSM network, a GPRS network, an EDGE network, a Wi-Fi™ or
WiMax™ network, and a Bluetooth™ network. In particular, the wireless
communication subsystems 824 can include hosting protocols such that the mobile
device can be configured as a base station for other wireless devices.

[0082] Audio subsystem 826 can be coupled to a speaker 828 and a microphone
830 to facilitate voice-enabled functions, such as voice recognition, voice replication,
digital recording, and telephony functions. Audio subsystem 826 can be configured to
receive voice commands from the user.

[0083] I/O subsystem 840 can include touch screen controller 842 and/ or other
input controller(s) 844. Touch-screen controller 842 can be coupled to a touch screen
846 or pad. Touch screen 846 and touch screen controller 842 can, for example, detect
contact and movement or break thereof using any of a plurality of touch sensitivity
technologies, including but not limited to capacitive, resistive, infrared, and surface
acoustic wave technologies, as well as other proximity sensor arrays or other elements
for determining one or more points of contact with touch screen 846.

[0084] Other input controller(s) 844 can be coupled to other input/control
devices 848, such as one or more buttons, rocker switches, thumb-wheel, infrared port,
USB port, and/or a pointer device such as a stylus. The one or more buttons (not
shown) can include an up/down button for volume control of speaker 828 and/ or
microphone 830.

[0085] In one implementation, a pressing of the button for a first duration may
disengage a lock of the touch screen 846; and a pressing of the button for a second
duration that is longer than the first duration may turn power to mobile device 114 on
or off. The user may be able to customize a functionality of one or more of the buttons.
The touch screen 846 can, for example, also be used to implement virtual or soft buttons
and/or a keyboard.

[0086] In some implementations, mobile device 114 can present recorded audio

and/or video files, such as MP3, AAC, and MPEG files. In some implementations,
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mobile device 114 can include the functionality of an MP3 player. Mobile device 114
may, therefore, include a pin connector that is compatible with the iPod. Other
input/output and control devices can also be used.

[0087] Memory interface 802 can be coupled to memory 850. Memory 850 can
include high-speed random access memory and/or non-volatile memory, such as one
or more magnetic disk storage devices, one or more optical storage devices, and/or
flash memory (e.g., NAND, NOR). Memory 850 can store operating system 852, such as
Darwin, RTXC, LINUX, UNIX, OS X, WINDOWS, or an embedded operating system
such as VxWorks. Operating system 852 may include instructions for handling basic
system services and for performing hardware dependent tasks. In some
implementations, operating system 852 can include a kernel (e.g., UNIX kernel).

[0088] Memory 850 may also store communication instructions 854 to facilitate
communicating with one or more additional devices, one or more computers and/or
one or more servers. Memory 850 may include graphical user interface instructions 856
to facilitate graphic user interface processing; sensor processing instructions 858 to
facilitate sensor-related processing and functions; phone instructions 860 to facilitate
phone-related processes and functions; electronic messaging instructions 862 to
facilitate electronic-messaging related processes and functions; web browsing
instructions 864 to facilitate web browsing-related processes and functions; media
processing instructions 866 to facilitate media processing-related processes and
functions; GPS/Navigation instructions 868 to facilitate GPS and navigation-related
processes and instructions; camera instructions 870 to facilitate camera-related
processes and functions; magnetometer data 872 and calibration instructions 874 to
facilitate magnetometer calibration. The memory 850 may also store other software
instructions (not shown), such as security instructions, web video instructions to
facilitate web video-related processes and functions, and/or web shopping instructions
to facilitate web shopping-related processes and functions. In some implementations,
the media processing instructions 866 are divided into audio processing instructions

and video processing instructions to facilitate audio processing-related processes and
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functions and video processing-related processes and functions, respectively. An
activation record and International Mobile Equipment Identity (IMEI) or similar
hardware identifier can also be stored in memory 850. Memory 850 can include location
instructions 876 that can be used to provide a location determined using location
processor 815 and a set of one or more identifiers of signal sources to a location server,
and determine a location of the mobile device using location fingerprint data when
location determination using location processor 815 is unavailable.

[0089] Each of the above identified instructions and applications can correspond
to a set of instructions for performing one or more functions described above. These
instructions need not be implemented as separate software programs, procedures, or
modules. Memory 850 can include additional instructions or fewer instructions.
Furthermore, various functions of the mobile device may be implemented in hardware
and/or in software, including in one or more signal processing and/ or application

specific integrated circuits.

Exemplary Operating Environment
[0090] FIG. 9is a block diagram of an exemplary network operating environment
900 for the mobile devices of FIGS. 1-6. Mobile devices 902a and 902b can, for example,
communicate over one or more wired and/or wireless networks 910 in data
communication. For example, a wireless network 912, e.g., a cellular network, can
communicate with a wide area network (WAN) 914, such as the Internet, by use of a
gateway 916. Likewise, an access device 918, such as an 802.11g wireless access point,
can provide communication access to the wide area network 914.
[0091] In some implementations, both voice and data communications can be
established over wireless network 912 and the access device 918. For example, mobile
device 902a can place and receive phone calls (e.g., using voice over Internet Protocol
(VoIP) protocols), send and receive e-mail messages (e.g., using Post Office Protocol 3
(POP3)), and retrieve electronic documents and/or streams, such as web pages,

photographs, and videos, over wireless network 912, gateway 916, and wide area
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network 914 (e.g., using Transmission Control Protocol/Internet Protocol (TCP/IP) or
User Datagram Protocol (UDP)). Likewise, in some implementations, the mobile device
902b can place and receive phone calls, send and receive e-mail messages, and retrieve
electronic documents over the access device 918 and the wide area network 914. In
some implementations, mobile device 902a or 902b can be physically connected to the
access device 918 using one or more cables and the access device 918 can be a personal
computer. In this configuration, mobile device 902a or 902b can be referred to as a
“tethered” device.

[0092] Mobile devices 902a and 902b can also establish communications by other
means. For example, wireless device 902a can communicate with other wireless
devices, e.g., other mobile devices, cell phones, etc., over the wireless network 912.
Likewise, mobile devices 902a and 902b can establish peer-to-peer communications 920,
e.g., a personal area network, by use of one or more communication subsystems, such
as the Bluetooth™ communication devices. Other communication protocols and
topologies can also be implemented.

[0093] The mobile device 902a or 902b can, for example, communicate with one
or more services 930 and 940 over the one or more wired and/or wireless networks.
For example, one or more location services 930 can provide location fingerprint data to
mobile devices 902a and 902b, provide updates of the location data, and provide
algorithms for determining a location of mobile devices 902a and 902b. Surveying
service 940 can provide instructions to mobile devices 902a and 902b to submit survey
data to a location server, when users of mobile devices 902a and 902b choose to
participate in the survey.

[0094] Mobile device 902a or 902b can also access other data and content over the
one or more wired and/or wireless networks. For example, content publishers, such as
news sites, Really Simple Syndication (RSS) feeds, web sites, blogs, social networking
sites, developer networks, etc., can be accessed by mobile device 902a or 902b. Such
access can be provided by invocation of a web browsing function or application (e.g., a

browser) in response to a user touching, for example, a Web object.

27



WO 2014/093001 PCT/US2013/071742

[0095] A number of implementations of the invention have been described.
Nevertheless, it will be understood that various modifications can be made without
departing from the spirit and scope of the invention.

What is claimed is:
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CLAIMS

1. A method comprising:

receiving, by a server and from a mobile device, an identifier of a signal source
and a device location, the device location being a location at which the mobile device
detected a signal of the signal source, the device location being determined
independently of the signal source;

determining, by the server, that the identifier of the signal source is stored in a
location fingerprint database and in association with a signal source location, the signal
source and the signal source location usable for determining an estimated location of a
pedestrian located at a venue, the venue comprising a space accessible by the pedestrian
and one or more constraints of movements of the pedestrian;

determining, by the server and based on the received device location, a
calculated location of the signal source;

determining, by the server, that a distance between the calculated location of the
signal source and the signal source location stored in the location fingerprint database
exceeds a reliability threshold; and

upon determining that the distance exceeds the reliability threshold, modifying
the location fingerprint database, including at least one of modifying data stored in the
location fingerprint database or changing a procedure of using the data for determining
the estimated location of the pedestrian,

wherein the server comprises one or more computers.

2. The method of claim 1, wherein the signal source comprises a wireless access
point, where a signal of the signal source is detectable by the mobile device when the
mobile device is located within a reach of the wireless access point, the reach

comprising a detected or estimated communication range of the wireless access point.

3. The method of claim 2, wherein the reliability threshold corresponds to the reach

of the wireless access point.
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4. The method of claim 1, wherein determining the calculated location of the signal
source comprises at least one of:

designating the device location as the calculated location, or

receiving a second device location from another mobile device, and determining
the calculated location based on the received device locations using a probability

density function.

5. The method claim 1, wherein:

changing the procedure of using the signal source for determining the estimated
location comprises preventing the signal source from being used for determining the
estimated location of the pedestrian, and

changing the data stored in the location fingerprint database comprises labeling
the signal source, removing information on the signal source, or adjusting a weight of

the signal source in determining the estimated location of the pedestrian.

6. The method of claim 1, comprising;:
determining, by the server, that a distance between the signal source location and
a second venue satisfies a fingerprint threshold where signal source is usable for
determining an estimated location of a pedestrian located at the second venue;
submitting, by the server and to one or more sampling devices, a request to
conduct a fingerprint survey at the second venue, wherein conducing the fingerprint
survey comprises:
determining a measurement of a signal from the signal source detected by
each sampling device at each of a plurality of locations at the second venue; and
submitting, by the sampling device and to the server, each measurement
and each corresponding location; and
determining, by the server, a location fingerprint of the second venue based on
the measurements and corresponding locations received from the one or more sampling

devices.
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7. The method of claim 6, wherein the measurements comprise at least one of a
received signal strength indication (RSSI), a round-trip time, a magnetic field strength, a

temperature, a sound level, or an air pressure level.

8. A system comprising:
a server including one or more computer processors;
a non-transitory storage device storing instructions operable to cause the server

to perform operations comprising:

receiving, from a mobile device, an identifier of a signal source and a
device location, the device location being a location at which the mobile device detected
a signal of the signal source, the device location being determined independently of the
signal source;

determining that the identifier of the signal source is stored in a location
fingerprint database and in association with a signal source location, the signal source
and the signal source location usable for determining an estimated location of a
pedestrian located at a venue, the venue comprising a space accessible by the pedestrian
and one or more constraints of movements of the pedestrian;

determining, based on the received device location, a calculated location
of the signal source;

determining that a distance between the calculated location of the signal
source and the signal source location stored in the location fingerprint database exceeds
a reliability threshold; and

upon determining that the distance exceeds the reliability threshold,
modifying the location fingerprint database, including at least one of modifying data
stored in the location fingerprint database or changing a procedure of using the data for

determining the estimated location of the pedestrian.

9. The system of claim 8, wherein the signal source comprises a wireless access

point, where a signal of the signal source is detectable by the mobile device when the
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mobile device is located within a reach of the wireless access point, the reach

comprising a detected or estimated communication range of the wireless access point.

10.  The system of claim 9, wherein the reliability threshold corresponds to the reach

of the wireless access point.

11.  The system of claim 8, wherein determining the calculated location of the signal
source comprises at least one of:

designating the device location as the calculated location, or

receiving a second device location from another mobile device, and determining
the calculated location based on the received device locations using a probability

density function.

12. The system claim 8, wherein:

changing the procedure of using the signal source for determining the estimated
location comprises preventing the signal source from being used for determining the
estimated location of the pedestrian, and

changing the data stored in the location fingerprint database comprises labeling
the signal source, removing information on the signal source, or adjusting a weight of

the signal source in determining the estimated location of the pedestrian.

13.  The system of claim 8, the operations comprising:

determining, by the server, that a distance between the signal source location and
a second venue satisfies a fingerprint threshold where signal source is usable for
determining an estimated location of a pedestrian located at the second venue;

submitting, by the server and to one or more sampling devices, a request to
conduct a fingerprint survey at the second venue, wherein conducing the fingerprint
survey comprises:

determining a measurement of a signal from the signal source detected by

each sampling device at each of a plurality of locations at the second venue; and

submitting, by the sampling device and to the server, each measurement
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and each corresponding location; and
determining, by the server, a location fingerprint of the second venue based on
the measurements and corresponding locations received from the one or more sampling

devices.

14.  The system of claim 13, wherein the measurements comprise at least one of a
received signal strength indication (RSSI), a round-trip time, a magnetic field strength, a

temperature, a sound level, or an air pressure level.

15. A non-transitory storage device storing computer instructions operable to cause
one or more processors to perform operations comprising:

receiving, by a server and from a mobile device, an identifier of a signal source
and a device location, the device location being a location at which the mobile device
detected a signal of the signal source, the device location being determined
independently of the signal source;

determining, by the server, that the identifier of the signal source is stored in a
location fingerprint database and in association with a signal source location, the signal
source and the signal source location usable for determining an estimated location of a
pedestrian located at a venue, the venue comprising a space accessible by the pedestrian
and one or more constraints of movements of the pedestrian;

determining, by the server and based on the received device location, a
calculated location of the signal source;

determining, by the server, that a distance between the calculated location of the
signal source and the signal source location stored in the location fingerprint database
exceeds a reliability threshold; and

upon determining that the distance exceeds the reliability threshold, modifying
the location fingerprint database, including at least one of modifying data stored in the
location fingerprint database or changing a procedure of using the data for determining

the estimated location of the pedestrian.
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16.  The non-transitory storage device of claim 15, wherein the signal source
comprises a wireless access point, where a signal of the signal source is detectable by
the mobile device when the mobile device is located within a reach of the wireless
access point, the reach comprising a detected or estimated communication range of the

wireless access point.

17.  The non-transitory storage device of claim 16, wherein the reliability threshold

corresponds to the reach of the wireless access point.

18.  The non-transitory storage device of claim 15, wherein determining the
calculated location of the signal source comprises at least one of:

designating the device location as the calculated location, or

receiving a second device location from another mobile device, and determining
the calculated location based on the received device locations using a probability

density function.

19.  The non-transitory storage device claim 15, wherein:

changing the procedure of using the signal source for determining the estimated
location comprises preventing the signal source from being used for determining the
estimated location of the pedestrian, and

changing the data stored in the location fingerprint database comprises labeling
the signal source, removing information on the signal source, or adjusting a weight of

the signal source in determining the estimated location of the pedestrian.

20.  The non-transitory storage device of claim 15, comprising;:
determining, by the server, that a distance between the signal source location and
a second venue satisfies a fingerprint threshold where signal source is usable for
determining an estimated location of a pedestrian located at the second venue;
submitting, by the server and to one or more sampling devices, a request to
conduct a fingerprint survey at the second venue, wherein conducing the fingerprint

survey comprises:
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determining a measurement of a signal from the signal source detected by
each sampling device at each of a plurality of locations at the second venue; and
submitting, by the sampling device and to the server, each measurement
and each corresponding location; and
determining, by the server, a location fingerprint of the second venue based on
the measurements and corresponding locations received from the one or more sampling

devices.

21. The non-transitory storage device of claim 20, wherein the measurements
comprise at least one of a received signal strength indication (RSSI), a round-trip time, a

magnetic field strength, a temperature, a sound level, or an air pressure level.

35



WO 2014/093001

PCT/US2013/071742
1/9
104
124
108B
108A
L sst=a | sst=d
L] | ss2=b | | ss2=e
108 $S3=¢c | | SS3=f

AN

SS1-LAT1/LONT1
SS2 - LAT2/LON2
SS3 - LAT3 /LON3

7?/

SS1

@

SS2

()]

Venue

Location Server

,j102

112

FIG. 1

126



PCT/US2013/071742

WO 2014/093001

2/9

108B

J

7~
7~

}
_
_
I N
I
N
_/_
_
Lo
1AL
AT _
_ % C
LN N
_/_/_J/d
A N
h/_/ _/_/_
/_/_/_ \
N A
NIV YN
NI
T
/_/
Y
N

s A

i
)

N
\212

s A =
T A

210

v

[/

v

206 J 208 _/

8S3 k- — =l ——

SS2

SS1

FIG. 2



WO 2014/093001

3/9

PCT/US2013/071742

(»

(»

FIG. 3

102

l

Location Server




WO

402

2014/093001

4/9

PCT/US2013/071742

408
404

Venue

SS2

N

FIG. 4

112



WO 2014/093001

502 X

PCT/US2013/071742

504 \

506 X

5/9
503
/ 102
Location Server
Y
Device Interface Filtering Control
Module
Location Estimator > FP DB Analyzer
—>
FP DB Manager < FP Data Distributor /
—P>

/’—510

/’_ 508

— 512

FIG.5



WO 2014/093001 PCT/US2013/071742

6/9

6001

Receiving, from a mobile device, an identifier of a

signal source and a device location at which the /602

mobile device detected a signal of the signal
source

'

Determining that the identifier of the signal source
is stored ina locat}on flr}gerprmt database. and in 604
association with a signal source location L/

l

Determining, based on the received device /606
location, a calculated location of the signal source

l

Determining that a distance between the

calculated location of the signal source and the /608

signal source location exceeds a reliability
threshold

'

Moditying the location fingerprint database

/610

FIG.6



PCT/US2013/071742

WO 2014/093001

7/9

L 9Ol
ovL =) Wa)sAg aseqeeq wiudisbul4 uoneso ZL]
08/ — JOJUO 8seqeje( juudiabuilq uoneooT K 901
0z~ 1oBeueypy Aomng f
)
91/ 3INPOJ\| UOHESIUNWWOY) YIOMIBN ()30BLIBIU] YIOMON
vl ~") wa)sAg Bunesadp
0LL
(s)eomnaq ndu) (s)eo1neqg IndinO ($)1085800.d
> S 0
80, v0L
007
2INJOANIYDIY WRISAS




WO 2014/093001

PCT/US2013/071742

822

8/9
800
, , iy 852 j
Operating System Instructions
Communication Instructions _S_ 854 j 817
- j_ 856 > Barometer
GUI Instructions 858
Sensor Processing Instructions S 860 815
Phone Instructions g6y | > Location Processor j
Electronic Messaging Instructions j_ 864
Web Browsing Instructions 865 816
Media Processing Instructions S 268 —>{  Magnetometer
GPS/Navigation Instructions
. 870 810
Camera Instructions . j
IS 872 — 3|  Motion Sensor
Magnetometer Data 874
Calibration Instructions § 812
. . (876 . 5
Location Instructions —> Light Sensor
j 814
Memory \L Proximity Sensor
_________________ I A R A 0
YY YVY Camera
Memory Interface 806 _L Subsystem
802 _( Peripherals Wireless 81
Interface  [€» Communication j
Subsystem(s)
)— 804 828
Processor(s) PREN :(]y
------------------------------------------------------------------------ Audio Subsystem 830
525 ) -’
5— 842 /O Subsystem 5— 844 5_ 840

Touch-Screen Controller

Other Input Controller(s)

A

A

Y

Y

_{ Touch Screen

Devices

Other Input / Control

)

846

FIG. 8

848



PCT/US2013/071742

WO 2014/093001

9/9

6 Old - )
a6 S

0€6 _ JUsJU0Y |

076 .
vl v| | |
_ _
90INIBS 90INISS
Buifening uonedsn _ _

901n8(]
SS800Y

YIOMIBN Baly P



INTERNATIONAL SEARCH REPORT

International application No

PCT/US2013/071742

A. CLASSIFICATION OF SUBJECT MATTER

INV. GO1S55/02
ADD. HO4W64/00

According to International Patent Classification (IPC) or to both national classification and IPG

B. FIELDS SEARCHED

GO1S HOAW

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2009/310585 Al (ALIZADEH-SHABDIZ 1-21
FARSHID [US])
17 December 2009 (2009-12-17)
paragraph [0010]
paragraph [0084] - paragraph [0086]
paragraph [0015]
paragraph [0017]
paragraph [0023]
paragraph [0062]
A WO 2007/056738 A2 (QUALCOMM INC [US]; EDGE 1-21
STEPHEN W [US]) 18 May 2007 (2007-05-18)
paragraph [0072] - paragraph [0074]
paragraph [0089] - paragraph [0102]

_/__

Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"Q" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

21 February 2014

Date of mailing of the international search report

11/03/2014

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswik

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

0 Donnabhain, C

Form PCT/ISA/210 (second sheet) (April 2005)

page 1 of 2




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2013/071742

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

A CA 2 628 121 Al (LEPINE BRUNO [CA]; 1-21
SHANNON JOHN P [CA]; ANDERSON ROD [CA]:; DE
MARGERIE) 17 October 2009 (2009-10-17)
abstract

A.4 IDENTIFYING ANOMALOUS NODES

claims 11, 12

A US 2008/004037 Al (ACHLIOPTAS DIMITRIS 1-21
[US] ET AL) 3 January 2008 (2008-01-03)
paragraph [0058] - paragraph [0059]

Form PCT/ISA/210 (continuation of second sheet) (April 2005)

page 2 of 2



INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2013/071742
Patent document Publication Patent family Publication

cited in search report date member(s) date

US 2009310585 Al 17-12-2009 US 2009310585 Al 17-12-2009
US 2009312035 Al 17-12-2009
US 2009312036 Al 17-12-2009
US 2013288708 Al 31-10-2013
WO 2010005731 Al 14-01-2010

WO 2007056738 A2 18-05-2007  BR P10618280 A2 23-08-2011
CA 2627515 Al 18-05-2007
CA 2744873 Al 18-05-2007
CA 2744874 Al 18-05-2007
EP 1960805 A2 27-08-2008
EP 2333575 A2 15-06-2011
JP 2009515201 A 09-04-2009
JP 2012105311 A 31-05-2012
KR 20080074971 A 13-08-2008
KR 20100084691 A 27-07-2010
WO 2007056738 A2 18-05-2007

CA 2628121 Al 17-10-2009  NONE

US 2008004037 Al 03-01-2008 NONE

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - claims
	Page 31 - claims
	Page 32 - claims
	Page 33 - claims
	Page 34 - claims
	Page 35 - claims
	Page 36 - claims
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - wo-search-report
	Page 47 - wo-search-report
	Page 48 - wo-search-report

