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ted key. The provisioning key is received from a remote device via an inter-
mediary process. An intermediate key provided by the intermediary process
is verified using the provisioning key. A session identifier encrypted using
the intermediate key and provided to the intermediary process. A first heart-
4 beat signal is received from intermediary process. The heartbeat signal is
generated based on the session identifier.
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HEARTBEAT SIGNAL VERIFICATION

BACKGROUND

[0001] Computer secunity is an important consideration whenever g person or
company operates a computer today. Security solutions often include intrusion
prevention techniques, threat detection techniques, and so forth, and strong security
solutions employ a wide variety of technigues. If a computer is not protected from
maticious threats, data on the computer could be inappropriately accessed, the
computer could be used by an attacker, the computer could be frreparably damaged,
and so forth.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The preseni application may be more fully appreciated in connection
with the following detailed description taken in conjunction with the accompanying

drawings.

[G003] FIG. 1 dlustrales an example system associated with heartheat signal

varification.

[0004] FiG. 2 Mlusirates g flowchart of example operations associated with
heartbeat signal verification.

[0005] FIG. 3 illustrates another flowchar of example operations associated
with heartbeat signat verification.

[0006] FIG. 4 lustrates an example system associated with heartbeat signal

verification.

[0007] FIG. 5 illustrates another flowchart of example operations associated
with heartbeat signal verification.

[0008] FIG. 6 illusirates an example computing device iy which example
systems, and methods, and equivalents, may operate.

-
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DETAILED DESCRIPTION

[0009] Systems, methods, and equivalents associated with heartbeat signal
verification are described. A system {e.g., personal computer, maobile device, server)
may have several different processes that perform functions associated with ensuring
that the system remains secure. These systems may protect data, prevent malware
from being installed, and so forth. in some examples, a system may have a first
process for securily that operates at the firmware {e.g., basic inputfoutput system -
BIOS) level of the system. The system may also have a process that operates at an
operating system level. Though the firmware level process may be mwore difficult {o
remove or subvert because it can be fied © system firmware, the operating system
level process may have stronger capabiliies than the firmware level process. This
may be because, for example, the operating system level process has access o more
system resources than the firmware level process, the operating system level process
can be more easily configured o protect other applications operating at the operaling
system level, and so forth.

[0010] Consequently, i may be desirable for the firmware level process 1o
ensure continued operation of the operating system level process. if the operating
system level process ceases functioning due to, for example, a malware, a user action,
and so forth, the firmware level process can take a remedial action {o secure the
system. These actions may include, for example, disabling functionality of the system,
locking down the system, reinstaliing andfor reactivating the operating system level
process, and so forth.

[0011] One manner by which the firmware level process can ensure continued
operation of the operating system level process is via a heartbeal signal sent
periadically from the operating system level process to the firmware level process.
However, if an attacker can mimic the heartbeat signal, the attacker may be able fo
convince the firmware level process that the operating system level process is still
functioning when # has actually been disabled. Thus, to establish security of the

heartbeat signal, the firmware level process and the operating system level process

2



WO 2017/135942 PCT/US2016/016369

may establish a chain of tust for secure communications using a sertes of public-
private keys. First, the operatling systen level process may obtain a provisioning key
from an extermnal device {e.g., remote server). The provisioning key may be digitally
signed by a trusted authority using a private key half of a trusted key which is known
o be secure by both the firmware level process and the operating system level
process. The trusied key may be a public key half of a pair of keys and may be stored
in a secure storage accessible to the firmware level process. The operating system
level process may then creale an intermediate key and have thal signed by the
external device using the private-key half of the provisioning key. The public key half
of the intermediate kKey may be used by the firmware level process to securely send
the operating sysiem level process a session identifier. This session identifier may be
used as the basis for a sertes of heartbeat signals transmitted from the operating

system level process to the Hrmware level process.

[0012] In varbus sxamples, the firmwars level process may respond o
heartbeat signals with signals o the operating system level process containing a
series of nonces. Each nonce may be used by the operating system level process, in
combination with the session identifier, 1o generate the next heartbeat signal to be
provided by the operating system fevel process {o the firmware level process.

[0013] Figure 1 Hlustrates an example system associated with heartbeat signal
verification. i should be appreciated that the ilems depicted in figure 1 are illustrative
examples and many different systems, and so forth, may operate in accordance with

varnous examples.

[0014] Figure 1 #lustrates a system 100 associated with hearthbeat signal
verification.  Figure 1 includes a firmware security module 110, System 100 also
includes an operating system security module 120. These securily modules may be
tasked with a vanely of functions associated with preventing processes andfor data
associated with systern 100 from hecoming compromised. By way of illustration,
operating system security module 120 may hinder installation of malware, prevent
unauthorized access to data associated with system 100, prevent interference with
other opergting system level applications, and so forth. Firmware level security

module 110 may be able 1o, for example, prevent improper use of lower level system
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reésources, reslore a slale of system 100 in the svent an infrusion is detected, and so
forth. Secunily modules 110 and 120 may also perform a wide vanety of other
functions depending, for example, on the technical design of system 100 {e.g., system
components), the purpose system 100 is designed fo achieve {(e.g., personal
computer, server), olher processes and/or applications operating on system 100, and
so forth.

[0015] In some examples, irmware security module 110 may be tasked with
hindering andfor deterring removal of operating system securily module 120, By way
of iHlustration, i frmware security module 110 detects that operating system security
module 120 has been removed, finmware security module may take some action fo
protect system 100, system 100's dala, and so forth. These aclions may include, for
example, reinsialling operating system security module 120, furning off system 100,
locking access to data on system 180, and so forth.

[0016] Hindering removal of operating system security module 120 may be
achieved using a variety of technigues. One technique may include a periodic
exchange of signals between firmware security module 110 and operating system
security module 120, In examples described herein, heartbeat signals may be sent
from operating system security module 120 {o firmware security module 110,
Firmware securily module 110 may acknowledge the hearibeat signals with

information {e.g., a nonce) that may be used 1o generate a future heartbeat signal.

{00171 However, heartbeatl signals on their own may not sufficiently hinder
removal of operating system security module if the heartbeat signals can be spoofed
or simulated by an stlacker. Conseguently, firmware security module 110 and
operating systemn security module may seek to encrypt transmissions between one
another to increase the complexity of spoofing the heartbeat signals andfor responses
to the heartbeat signals.

[0018] To that end, before transmission of heartbeal signals begins, firmware
security module 110 and operaling system security module 120 may go through a
process o secursly encrypt their communications. First operaling system security
moduie 120 may obtain a provisioning key from a remote device 190, The provisioning
key may be a public key half of a public-private key. In some examples, remote device
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190 itself may create the provisioning key and the private key half of {he provisioning
key. Remote device 180 may retain the private key half of the provisioning key, and
have a trusted authority 199 sign the provisioning key before providing the provisioning

key to operating system security module 120,

[0019] Trusted authority 199 may be some trusted entity (e.q., manufacturer,
operating system distributor, security company) thal can guarantes an acceptable
degree of protection regarding the private key half of the trusted key 1o prevent an
attack involving signing a provisioning key with malicious inteni. Trusted authority 199
may sign the provisioning key with the private key half of another public-private key
pair. The public key half fo this private key may be a trusted key that is stored ina key
store 130. Key store 130 may be a secure storage accessible {o firmware security
module 110. Other resources of system 100 {e.g., operating system security module
120, other processes) may also be able o access key store 130 or portions of key
store 130. In various examples, the trusted key may be stored in key store 130 prior
fo an initial operation of system 100, For example, when system 100 is puf together
in a factory, the busted key may be embedded within key sfore 130, In another
exampie, the trusted key may be stored in key store 130 during operating system
instaliation for system 100.

[0020] Once operating system security module 120 receives the provisioning
key from remote device 190, operating system security module 120 may pass the
provisioning key fo firmware security module 110, At this point firmware security
module 110 may verify the provisioning key using the trusted key from key store 130
to check that trusted authority 189 properly signed the provisioning key. in some
exampies, firmware security module 120 may also compare a timestamp associated
with the provisioning kevy {o a timestamp associaled with a prior provisioning key. {f
the timestamp associated with the provisioning key is laler than the tmestamp
associated with the prior provisioning key, then firmware security module 110 may
store the provisioning key {(e.g., in key store 130). Comparing the timestamps may
prevent an attacker from submilting an old provisioning key to, for example, disrupt
communicalions, trick firmware securily module 110 info using a compromised

provisioning key, and so forth.
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[0021] QOnce firmware security module 110 has verified the provisioning key,
operating system security module 120 may then generate an intermediate key. The
intermediate key may be a public key half of a public-private key pair. Operating
system security module 120 may have remote device 190 sign the intermediate key
using the private key half of the provisioning key. Similarly to trusted authority 199,
remate device 180 may be operated by some known trusted organization (e.g.,
manufacturer, security company). By way of illustration, remote device 190 may be a
server fasked with generaling public-privale key pairs for the purpose of securing
communications bebwveen entities. Though, the brusted key could be used for verifying
the intermediate key, the more public-private key pairs are used, the more likely they
are to become compromised. Consegquently, because the trusted key may have been
embedded in key store 130 in a manner that is difficul to modify, it may be desirable

to use the rusted key and the private key half of the trusted key an a limited basis.

[0022] Once operating system security module 120 has had remote device
190 sign the intermediate key with the private key half of the provisioning key,
operating system security module 120 may provide the inlermediate key to frmware
secunity module 110, Al this point, firmware security module 110 may verify that
remote device 180 has signed the intermediate key using the provisioning key. As
with the provisioning key, irmware securily modude 110 may also compare timestamps
of the intermediale key and a prior intermediale key o prevent verification of an out of
date infermediale key.

{0023] Using the intermediate key, firmware security module 110 may encrypt
a session identifier and transmit the session identifier to firmware security module 110,
The session identifier may serve as a basis for communication of heartbeat signals
between firmware securily module 110 and operating system security module 120.
Operating system security module 120 may then decrypt and store the session
identifier.

[0024] Using the session identifier, operating system security module 120 may
begin transmilting heartbeat signals to firmware securily module 110, The heartheat
signals may be generated at least in part based on the session identifier. For example,
in some examples, where SID refers o the session identifier a NONCE refers fo a
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nonce value provided to operating system module from firmware security modude, the

heartbeat signails HB may have the form generated according to equation 1:

1. HB, = SHA2 (SID xor NONCE, |}

[0025] Upon receiving a heartbeat signal, because firmware security module
110 knows both the previous nonce and the session iD, firmware security module 110
may recalculate equation 1 and compare the result to the value received from
coperating systern module 120, § the recalculated result heartbeat signals differ,
firmware security module 110 may take some remedial action, wait for 2 new heartbeat
signal, and so forth. Upon recesiving the heartbeat signal, firmware security maodule
110 may then send a new nonce {o operating system securnity module 120 for use in
generating the next heartbeat signal.

[0026] In some examples, firmware security module 10 may not have
provided a session identifier fo operating system security module 120 for the first
heartbeat signal. In these examples, the first heartbeat signal may be generated, for
example, by taking the SHAZ of the session identifier, the session identifier XOR'ed
with itself, and so forth. In other examples, Srmware security module 110 may provide
an initial nonce to operatling system security module 120 with the session identifier, in

a separate signal prior to the first heartbeat signal, and so forth,

[0027] in the event that firmware security module 110 fails to receive a
heartbeat signal afier a predetermined period of time, firmware securily module may
take some form of remedial action. These actions may include, for example, re-
initiating operating system securnty module 120, alerting an operator of system 100,
preventing use system 100, preventing access {o certain resources {e.g., data)
available 1o system 100, slerting an administrator, and so forth.  These remedial
actions may help lo protect system 100 from attacks that remove operating system
security module 120.

[0028] it is appreciated that, in the following description, numerous specific
details are set forth to provide a thorough understanding of the examples. However,
it is appreciated that the examples may be practiced without fimitation to these specific
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details. In other instances, msthods and structures may not be described in delail io
avoid unnecessarily obscuring the description of the examples. Also, the examples

may be used in combination with each other.

[0029] “Module™, as used herein, includes but is not limited o hardware,
firmware, software stored on a compulerreadable medium or in execulion on a
machine, and/or combinations of each to perform a function{s) or an action(s}, and/or
to cause a function or action from another module, method, and/or system. A module
may include a software controlled microprocessor, a discrete module, an analog
circuit, a digital circuit, a programmed module device, a memory device containing
instructions, and so on. Modules may include gates, combinations of gates, or other
circuit components. Where mulliple fogical modules are described, it may be possible
to incorporate the multiple logical modules into one physical module. Similarly, where
a single logical module is described, # may be possible to distribute that single logicsl
moduie between multiple physical modules.

{0030] Figure 2 lustrates an example method 200 associated with heartbeat
signal verification. Method 200 may be embodied on a non-transitory computer-
readable medium storing processor-executable instructions. The instructions, when
executed by a processor, may cause the processor o perform method 200, In other
examples, method 200 may exist within logic gates andfor RAM of an application
specific integrated circuit (ASIC).

[0031] Msthod 200 includes verifying & provisioning key at 210. The
provisioning key may be provided by a remole device. The provisioning key may be
provided by an intermediary process. The intermediary process and 8 process
performing actions associated with method 200 may operate on the same device (e.g.,
computer}. The verification af action 210 may be performed using a trusted key. The
frusted key may be a public key half of a public-private key generated according to
RSA. In this example, the private key half may be controlled by a trusted authority,
The public key half may have been embedded in a secure slorage of a computer on
which methad 200 is being performed prior to initial operation of the computer, For
example, the public key half may be embedded info the secure storage duwing initial
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setup of the computer, while or prior to the computer being physically construcied, and

50 forth.

[0032] The provisioning key may also be a public key half of a public-private
key generated according to RSA. The provisioning Key may operate on a temporary
basis and/or be used more widely than the trusted key. In some examples, the remote
device may generate the provisioning key. Subsequently, the provisioning key may
be signed by a trusted authority using a frusted private key that is the private key half
of the trusted key.

[0033] Consequently, verifying the provisioning key may include ensuring the
provisioning key is properly signed by the frusted authority. The trusted authonity may
sign the provisioning key using the trusted private key, which the process may detect
using the trusted key. Verilying the provisioning key may also include ensuring a
timestamp associated with the provisioning key exceeds a timestamp of a previous
provisioning key. This may prevent an atlacker from convincing the process fo use an
old provisioning key that could have been compromised or otherwise disrupt

communications between the process and the intermediary process.

[0034] Method 200 also includes verifying an inlermediate key at 220. The
intermediate key may be provided by the intermediary process. The intermediate key
may be verified using the provisioning key. The intermediate key may also be a public
key half of a public-private key generated according to RSA. The intermediate key
may be generated by the intermediary process. The intermediate key may be signed
by the remote device using a provisioning private key that is paired with the
provistoning key.

{0035] Similar 1o the trusted key, verifying the intermediate key may include
gnsuring the inlermediale key is properly signed by the remote device. The remols
device may sign the infermediate key using the provisioning privale key, which may
be verified using the provisioning key. Verifying the inlermediate key may also include
ensuring a timestamp associated with the intermediate key exceeds a timestamp

associated with a previous intermediate key.
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[0038] Method 200 also includes providing a session identifier at 230, The
session identifier may be provided {o the intermediary process. The session identifier
may be provided in an encrypted form using the intermediary key. This may allow the
intermediary process o decrypt the session identifier using a private key half of the
intermediary key.

[0037] Method 200 also includes receiving a first heartbeat signal at 240. The
first heartbeat signal may be received from the intermediary process. The first
heartbeat signal may be generated based on the session identifier. Additionally, the
first heartbeat signal may be generaled by encrypling the session identifier using SHA-
2.

[0038] Figure 3 illustrates a method 300 associated with heartheat signal
verification. Figure 3 includes several actions similar to those described above with
reference {o method 200. For example, method 300 includes verifying a provisioning
key at 310, verifying an inlermediate key at 320, providing a session identifier at 330,
and receiving a first heartbeat signal 340

{00391 Method 300 also includes staring the provisioning key at 315, Storing
the provisioning key in, for example, a secure storage, may facilitate verifying the
intermediate key at action 320. Method 300 also includes storing the intermediate key
at 325. This may facilitate secure provision of the session identifier to the intermediary

process at action 330.

[0040] Method 300 also includes providing a nonce at 350. The nonce may
be provided {o the intermediary process in response to the first heartbeat signal.
Methad 300 also includes receiving a second heartbeat signal from the intermediary
process at 380, The second heagrtbeat signal may be generated based on the session
identifier and the nonce. By way of dlustration, the second heartbeat signal may be
generated by applying an XOR operator to the session identifier and the nonece, and
then encrypting the result using SHA-Z.

[0041] Subsequently, actions 350 and 368 may be repeated as long as a
device performing method 300 is operaling. When the intermediary process receives

A0~
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a heartbeat signal, a new nonce may be provided, which may be used {o generats the

next heartbeat signal.

[0042] Figure 4 ilustrates a system 400 associated with heartbeat signal
verification. System 400 includes a first security module 410, First security module
410 may verify a series of public-private keys received from a second security module
420, Verifying the series of public-private keys may establish a chain of trust for a
session identifier. The session identifier may be used during communications between
first security module 410 and second security module 420, First security module 410

may operate within the firmware of system 400,

[0043] System 400 also includes second security module 420 that operates at
an operaling system level of system 400. Second security module 420 may provide
period heartbeat signals {o first securily module 420.  The periodic heartbeat signals
may be generated as a function of the session identifier. Additionally, the periodic
heartbeat signals may be generated based on nonces received from first secunty
maodule 410, The nonces may be received in response {o previous heartbeat signals,
and nonces may be used to generate a single periodic heartbeat signal. The periodic
heartbeat signals may be provided from first security module 420 to second security
module 410 in an encrypted form.

[0044] none example, the heartbeat signals may be generated by applying a
SHA-2 function to an XOR of the session identifier and a previous nonce. The first
security module, which knows bot the session identifier and the nonce, may verify the
validity of the heartbeat signal, by recalcudating the heartbeat signal and comparing
the result to the heartbeat signal aclually received. In some examples, second security
module 420 may provide first security module 410 an initial heartbeat signal generated
without 8 nonce provided by first security module 410, First security module 410 may
provide an initial nonce in response o the initial heartbeat signal, and subsequent
heartheat signals may be generated based on the nonce. in an alternative example,
first security module 410 may provide second security module 420 an initial nonce in
the signal containing the session identifier, allowing the initial heartbeat signal to be
generated based on both the initial nonce and the session identifier.

13-
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[0045] When first security module 410 fails to receive a valid heartbeat signal
after a predetermined period of time, first security module may perform a remedial
action. This may hinder undetected removal of second security module 420, Further
due to the manner of encrypting heartbeat signals, spoofing the heartbeat sighals may
aiso be difficult for an altacker attempling o remove second security module 420,
further hindering undetected removal of second security module 420, In varbus
examples, the remedial action may include, forcing shutdown of system 400,

reinstalling second security module 420, glerting an external device, and so forth,

[0048] Figure 5 illustrates a method 500 associated with heartbeal signal
verification. Method 500 includes storing a provigioning key at 510. The provisioning
key may be received from a remote device via an inlermediary process. The
provisioning key may be stored when the provisioning key has been signed by a
trusted authority and when the provisioning key has a first timestamp thal exceeds a
timestamp associated with a prior provisioning key.

{0047] Method 500 also includes storing an intermediate key at 520, The
intermediate key may be received from the intermediary process. The intermediate
key may be stored when the intermediate key has been signed by the remote device
and has a second ftimestamp thal exceeds a fimesiamp associated with a prior

intermediate key.

[0048] Method 500 also includes providing a session identifier to the
infermediary process using the intermediate key. Method 500 also includes receiving
a first heartbeat signal from the intermediary process. The heartbeat signal may be
generated based on the session identifier. Method 500 also includes providing a
nonce to the intermediary process in response the first heartbeat signal.

[0049] Method 500 also includes providing nonces to the intermediary
process. Each nonce may be genergled in response 10 a subsequent heartbeat signal
received from the intermediary process. Conseguently, each subsequent heartbeat
signat may be generated based on the session identifier and on a nonce provided in

response to a prior heartbeat signal.

-t 2a
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{0050] In some examples, method 500 also includes performing a remedial
action {not shown). In these actions, the remedial action may be taken uporn failing to
receive a heartbeat signal from the intermediary process after a predetermined period
of time. As discussed above, a missed heartbeal signal may indicate a securily breach
and the remedial action may attemnpt to fix or limit effects of the security breach.

[0051] Figure € illustrates an example compuling device in which example
systems and methods, and equivalents, may operate. The example computing device
may be a computer 600 that includes a processor 610 and a memory 820 connected
by a bus 630, Computer 600 includes a hearibeat signal verification module 640.
Heartbeat signat verification module 840 may perform, alone or in combination,
various functions described above with reference to the example systems, methods,
apparatuses, and so forth. {n different examples, heartbeat signal verification module
640 may be implemented as a non-transifory computerreadable medium storing
processor-executable instructions, in hardware, soflware, firmware, an application
specific integrated circult, and/or combinations thereof.

{0052] The instructions may also be presented to computer 600 as data 650
andfor pracess 660 that are temporarily stored in memory 620 and then executed by
processar 810. The processor 610 may be a variety of processors including dual
microprocessor and other multi-processor architectures. Memory 820 may include
non-volatile memaory {e.g., read only memory) andfor volatile memory (e.g., random
access memory). Memory 620 may also be, for example, a magnetic disk drive, a solid
state disk drive, a floppy disk drive, a tape drive, a flash memaory card, an optical disk,
and so on. Thus, memory 620 may store process 660 and/or data 650. Computer
600 may also be associated with other devices including other computers, computers,

peripherals, and so forth in numerous configurations {(not shown).

[0053] Uis appreciated that the previous description of the disclosed examples
is provided o enable any person skilled in the art fo make or use the present
disclosure. Various modifications 1o these examples will be readily apparent {o those
skilled in the art, and the generic principles defined herein may be applied {o other
examples without departing from the spint or scope of the disclosure. Thus, the
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present disclosure is notiniended to be limited to the examples shown herein butis o
be accorded the widest scope consigtent with the principles and novel features

disclosad herein.
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WHAT 1S CLAIMEDR 15;

1. A method, comprising:

verifying a provisioning key provided by a remote device via an intermediary
process, where the verification is performed using a trusted key,;

verifying an inlermediate key provided by the intermediary process, where the
intermediate key is verified using the provisioning key,

providing a session identifier 1o the intermediary process, the session
identifier encrypted using the intermediate key; and

raceiving, from the intermediary process, a first heartbeat signatl generated

based on the session identifier.

2. The method of claim 1, further comprising:

providing to the intermediary process, a nonce; and

receiving from the intermediary process, a second heartbeat signal generated
based on the session identifier and the nonce.

3. The method of claim 2, where the second heartbeat signal is generated
in part by applying an XOR operation to the session identifier and the nonce, and

encrypling the result using SHA-2.

4, The method of claim 1, where the first heartbeat signal is generated in
part by encrypting the session identifier using SHA-2.

5. The method of claim 1 where the trusted key, the provisioning key, and
the infermediate key are public key halves of public-private keys generated
according to RSA,

8. The method of claim &, comprising:
storing the provisioning key,; and
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storing the intermediale key.

7. The method of claim 5, where the provisioning key is generated by the
remote device and where the provisioning key is signed by a trusted authority using

3 trusted private key paired with the frusted key.

8. The methad of claim §, where the inlermediate key is genarated by the
intermediary process, and where the intermediate key is signed by the remote device
using a provisioning private key paired with the provisioning key.

8. The method of claim 1, where a condition of verifying the provisioning
key includes ensuring a timestamp associated with the provisioning key exceeds a
timestamp of a previous provisioning key and where a condition of verifying the
infermediate key includes ensuring a imestamp associaled with the intermediate key
exceeads a timestamp of a previous intermediate key.

10. A system, comprising:

a first securily module to verily a series of public-private keys received from a
second security module 1o establish a chain of trust for a session identifier to be
used when the first security module and the second security module communicate
with one ancther; and

the second secunty module fo provide periodic heartbeal signals 1o the first
security module, where the periodic heartbeat signals are generated as a funclion of
{1} a session identifier passed from the second security module to the first security
module using the pair of public-private keys, {ii) nonces received from the first
security module in response {o previous heartbeat signals, and where the periodic

heartbeat signals are provided in an encrypled form.

-16-
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1. The system of claim 10, where the first security module operailes at a
firmware level and where the second security module operales at an operating
system level.

12.  The system of claim 11, where the first security module performs a
rermedial action alter falling 1o receive g hearibeat signal after a predeterminad
period of ime.

13, The system of claim 10, where the second securily module provides
the first security module an initial heartbeal signal generated without a nonce, where
the first security module provides an initial nonce in response 1o the initial heartbeat
signat, and whers nonces are used to generate a single periodic heartbeat signal.

14. A non-ransitory computer-readable medium storing computer-
executable instructions that when executed by a computer cause the computer to:

store a provisioning key, received from a remote device via an intermediary
process, when the provisioning key has been signed by a trusted authority and has a
first imestamp that exceeds a imestamp associated with a prior provisioning key;

store an intermediate key, received from the intermediary process, when the
intermediate key has been signed by the remote device and has a second timestamp
that exceads a timestamp associated with a prior intermadiate key;

provide a session identifier fo the intermediary process using the intermediate
key;

receive g first heartbeat signal from the intermediary process, where the
heartbeat signal is generated based on the session identifier;

provide a nonce in response io the first heartbeat signal; and

provide nonces in response to subsequent heartbeat signals from the
infermediary process, where each subseguent hearibeat signal is generated based
on the session identifier and on a nonce provided in response to a prior heartbeat
signal.
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15. The computersreadable media of claim 14, slores further instructions
that cause the computer to: perform a remedial action upon failing to recsive 3

heartbeat signal after a predetermined period of time,

-48-
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